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About the Australian Journal of Human Rights

The Australian Journal of Human Rights is a publication of the Australian Human Rights
Centre. Located in the Faculty of Law at the University of New South Wales, the
Australian Human Rights Centre is an independent non-government organisation
dedicated to encouraging multidisciplinary teaching and research in the area of
human rights at the national, regional and international levels.

The Australian Journal of Human Rights is the first journal of its kind in Australia to
be devoted exclusively to the publication of articles, commentary and book reviews
about human rights developments in Australia and the Asia-Pacific region. The aims
of the Journal are:

* to raise awareness of human rights issues in Australia and the Asia-Pacific region
by providing a forum for scholarship and discussion; and
* to monitor human rights developments in this region.

To achieve these aims the Journal adopts a broad-based multidisciplinary approach
to human rights issues. It deals not only with the legal aspects of human rights but
also with philosophical, historical, sociological, economic and political issues as they
relate to human rights in Australia and the Asia-Pacific region.

All articles published in the Journal have been subjected to a peer review process.

The Australian Journal of Human Rights has an associated website at www.ahrcentre.
org/AJHR/. This website contains abstracts of current issues, full text of back issues,
subscription details and guidelines for contributors.

All opinions expressed in the Australian Journal of Human Rights are those of the
authors and do not necessarily reflect the views or policies of the Australian
Human Rights Centre. The Australian Human Rights Centre is not responsible for
the accuracy of the data and information included in this publication, nor does it
accept any consequences for their use. Any queries arising from the contents of this
publication should be directed to the authors concerned.
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About the Patrons

The Journal is proud to have as its patrons the Hon Elizabeth Evatt AC, Professor
Philip Alston and Father Frank Brennan S AO.

Elizabeth Evatt AC has been a Commissioner of the International Commission of
Jurists since 2003 and is Honorary Visiting Professor at the University of New South
Wales Law Faculty and a member of the Committee of Management of the Australian
Human Rights Centre and of the Board of the Public Interest Advocacy Centre in
Sydney. She served as a judge of the World Bank Administrative Tribunal from 1998
to 2006; as a member of the UN Human Rights Committee from 1993 to 2000; and as a
member of the UN Committee on the Elimination of Discrimination Against Women
between 1984 and 1992 (including chairing the Committee from 1989 to 1991). Ms
Evatt was President of the Australian Law Reform Commission between 1988 and
1993; Chancellor of the University of Newcastle from 1988 to 1994; and Chief Judge
of the Family Court of Australia from 1976 to 1988. She also served as part-time
Commissioner to the Australian Human Rights and Equal Opportunity Commission
from 1995 to 1998.

Philip Alston is John Norton Pomeroy Professor of Law and Faculty Director of the
Center for Human Rights and Global Justice at New York University School of Law.
He has previously taught at the Fletcher School of Law and Dipl omacy and Harvard
Law School and served as Professor of Law and Director of the Centre for International
and Public Law at the Australian National University, a post he held until 1995.
From 1996 to 2001 he was Professor of International Law at the European University
Institute in Florence, Ttaly, and was also Co-Director of the Academy of European
Law. He chaired the United Nations Committee on Economic, Social and Cultural
Rights for eight years until 1998; has advised many international organisations on
human rights issues; and currently serves as the United Nations Special Rapporteur
on Extrajudicial, Summary or Arbitrary Executions. He has also been the Editor-in-
Chief of the European Journal of International Law since 1996.

Fr Frank Brennan S] AQ is a Jesuit priest; Professor of Law in the Institute of Legal
Studies at the Australian Catholic University; Professor of Human Rights and Social
Justice at the University of Notre Dame Australia; and Professorial Visiting Fellow
in the University of New South Wales Faculty of Law. He was the founding Director
of the Uniya Jesuit Social Justice Centre in Sydney and served there as Director and
Associate Director from 1989 to 2004. In 1995 he was made an Officer of the Order
of Australia (AO) for services to Aboriginal Australians, particularly as an advocate
in the areas of law, social justice and reconciliation. In 1997 he was Rapporteur at the
Australian Reconciliation Convention. He was awarded the Humanitarian Overseas
Service Medal in 2002 for his work in East Timor and the Australian Centenary Medal
in 2003 for his service with refugees and human rights work in the Asia-Pacific region.
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Human rights, the law, cyber-security and democracy: after
the European Convention

Judith Bessant™®

Many commentators have treated the internet as a site of democratic freedom and
as a new kind of public sphere. While there are good reasons for optimism, like
any social space digital space also has its dark side. Citizens and governments alike
have expressed anxiety about cybercrime and cyber-security. In August 2011, the
Australian government introduced legislation to give effect to Australia becoming a
signatory to the European Convention on Cybercrime (2001). At the time of writing,
that legislation is still before the Parliament.

In this article, attention is given to how the legal and policy-making process enabling
Australia to be compliant with the European Convention on Cybercrime came about.
Among the motivations that informed both the development of the Convention
in Europe and then the Australian exercise of legislating for compliance with it
was a range of legitimate concerns about the impact that cybercrime can have on
individuals and communities. This article makes the case that equal attention also
needs to be given to ensuring that legislators and policy makers differentiate between
legitimate security imperatives and any over-reach evident in the implementation of
this legislation that affects rule of law principles, our capacity to engage in democratic
practices, and our civic and human rights.

Introduction

Wendy Brown recently pointed to the paradox involved in the coincidence of neo-
liberal talk of freedom, the promotion of free markets, free trade agreements and
globalisation since the 1980s, and the urgency and speed with which modern nation
states are building massive walls along their borders (Brown 2010). While the ‘West’
treated the dismantling of the Berlin Wall in 1989 as the beginning of a new era of
freedom and liberalisation, we now see new walls being ‘built as prophylaxes against
mobile labour, disease, terror, and the innumerable other forces real and unreal that
threaten to puncture and undermine the myth of the sovereign state” (Pitcher 2011).

*

Professor Judith Bessant researches and writes in the areas of social policy, sociology and ethical
governance. She is currently engaged in research on new media and new politics. Email: Judith.Bessant@

qut.edu.au; Bessantjudith@gmail.com.



