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Foreword

For two principal reasons, this very useful book is highly representative of
the valuable work done by the University of Hong Kongs Centre for
£riminology. So much $0 that the book is almost emblematic of the centre.
irst, the subject-matter of the book, cyber-crime, is one to which the centre
has devoted much atiention as one of the great problems of today. Secondly,
e-book, like the centre itself, draws on and co-ordinates the learning and
perience of persons from academia, industry and law enforcement
hroughout Asia and the Pacific Rim.

As a matter of form, this book can be described as a collection of essays.
Perween them, the essays cover the emerging trends and key issues which
fan and the Pacific Rim jurisdictions face in their efforts to combart
mputer-related crime. Discussed are crimes committed with computers
t as online {raud), crimes committed against computers (such as hacking)
crimes in which computers are incidentally involved (as, for example,
e the records of illegal activities are stored in computers).

in the course of my opening address at the centre’s Second Asia Cyber-
e Summit in November 2003, T ventured to observe that in no other field
minal activity are international borders more porous than they are in
criminal activity, and that this presents the family of nations with a
¢ challenge. This book makes a significant contribution 1o the means
ich that challenge can be met. In addition to the need for international
transnational co-operation on an unprecedented scale, cyber-crime has
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Foreword

given rise to a need, which this book brings out and explains, for closer co-

operation between the public and private sectors.
This hook is suitable for use as a textbook in advanced criminology

courses. Over and above that, it deserves a wide readership in academic,

business, government and professional circles.

The Hon Mr justice Bokhary PJ,
Hong Kong Court of Final Appeal.
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The Future of Cyber~Crime in ﬂsia

Peter Grabosky and Roderic Broadhurst

Asia is an interesting and important region, indeed a crucial region, in which
0 observe the trajectory of digital technology and the criminal visks that
accompany it. In some places, such as Singapore and Hong Kong, levels of
connectivity are among the highest in the world. In the People’s Republic
of China, the rate of uptake of digital technology has been nothing short of
stunning, as the Wong and Wong chapter in this volume illustrates.
Information technology industries in places like Japan, Korea and Taiwan
are world leaders; Malaysia and Thailand are committed to joining their
nks.

At the same time, there are Asian countries that have yet to benefit
‘significantly from the digital revolution. For political and economic reasons,
digital technology remains a relative novelty in countries like Myanmar, Laos,
‘Mongolia, Cambodia and North Korea. This digital divide, as it exists in Asia,
has a number of implications.

For those countries that have well and truly entered the digital age,
progress is accompanied by risk. They have, within their borders, a greater
proportion of potential victims and more potential perpetrators of cyber-crime.
To the extent that techno-savvy offenders in foreign lands perceive these
countries’ information systems as attractive, the risk is that much greater. For
these reasons, countries in the forefront of digital technology have begun to
develop the legal and human resources appropriate Lo achieve security and
prosperity in cyberspace. Substantive and procedural criminal laws,
investigative skills, a vibrant information security industry, and mechanisms
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for cross-national cooperation are all hallmarks of those countries wi
economic security and cyber-security are inextricably intertwined. (

By contrast, in couniries for which the digital age has only just beg
dawn, circumstances differ dramatically. Commerce and infrastructure aré
dependent on information technology, and there are fewer prospective
victims and cyber-perpetrators. Laws and investigative resources are
inadequate to cope with terrestrial criminality, much less high-techno
crime. To the extent that connectivity exists in these countries, the abili
prospective offenders to operate with relative impunity is that much gre
Not enly are risks to the few existing domestic targets considerably hi

bul risks to the more abundant targets in the region and indeed around:
world are also real.

diversity of legal traditions in the Asian region, it is'u
uniformity in law, policy and practice. Nevertheless, this bas
should serve as a roadmap for continuing efforts,

The most technologically sophisticated of Asian nations are alréidag
the forefront of IT but face the new challenges that accompany the rapidf
development of compression and wireless technology. While it may be
unrealistic to expect that all nations of the region will think alike in matters
of law and practice in relation to content regulation, there is potential for
wider consensus in matters relating to economic crime. And frameworks for
cooperation in the investigation and prosecution of cyber-crime in Asia are
now under construction.

Some of these frameworks are global in origin, and others more
distinctively Asian as, for example, shown in Pavan Duggal’s chapter on India’s
response Lo cyber-crime. As early as 1989, the Council of Europe published
a study and recommendations addressing the need for new laws relating to
computer ctime. By the mid-1990s, as detailed in the chapter by Peter Csonka,
the Council began developing a comprehensive Cyber-crime Convention.
Several countries that do not belong to the Council participated in the
negotiations that developed the Convention, including japan, the United
States and Australia. Asian observers who may be inclined to take a long-

The chapters in this volume have provided an important overvie
progress to date in the prevention and control of cyber-crime. In
concluding chapter, we seek 1o address two practical issues:

* What still needs 1o be done in terms of policy development?
*+ Wha research is needed 1o provide an evidence base for future policy?

In addition, we raise some additional questions about the role of the p

seclor in i -cri . .
combating cyber-crime, term view of palicy development should note that the treaty took four years

to negotiate and underwent more than 20 drafts.

Interpo) established the Computer Crime Steering Comumittee in 1995
in an effort to rationalise and optimise regional responses to cyber-crime, and
established four regions across the globe. In our region, the Interpol Asia-
Scuth Pacific Regional Working Party of IT Crime has been active since 1997.
Among other projects, it has engaged in a survey of e-crime issues in the
region;é survey of forensic and investigative tools used in Asia; and an
assessment of Asian training strategies and facilities. The leader of this latter
project was the Hong Kong Police. The activities of UNAFEI, discussed by
Jeff Bullwinkel in his chapter, reflect the contribution that Japan is making to
regional capacity-building in the area of cyber-crime control.

Other specific types of cyber-crime have elicited a wide international
response. Given the global nature of cyberspace and its increasing use as a
medium of commerce, regulators around the world must cooperate in the
detection and suppression of market-related illegalities. The International
Consumer Protection and Enforcement Network, a consortium of countries
including Japan, Korea, Australia and New Zealand, conducts annual ‘sweeps’
of the World Wide Web in search of fraudulent sales pitches. Representatives
of all participating nations search the Web for ‘get rich quick’ schemes and

& Policy Development

Jeff Bullwinkel mapped out ideal policy directions in his chapter.
mclude:

The enactment of substantive and procedural laws adequate to cope wi
current and anticipated manifestations of cyber-crime

The development of forenstc computing skills by law enforcement and,;
investigative personnel .
The achievemen: of a modicum of legal harmonisation in the region and
mdeed globally
The creatior: of mechanisms for operational cooperation between law
enforcement agencies from different countries: 24/7 points of contac
for investigators, and mechanisms for mutual assistance in cyber:
criminal matters generally.

Although Asia is and will remain a diverse region, its nations s
continue 1o strive for the realisation of each of these goals. Given the
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‘miracle cures’ and repert suspicious activities to authorities in the coun
from which the offending conduct appears to originate.

Through regional initiatives or overseas developments, the basic modé
of international cooperation, are there {or adoption and adaptation to Asia
conditions.

E Evidence Base

The task of providing an evidence base for future policy developmen
challenging. Research on cyber-crime is in its infancy. Knowledgealil
individuals and institutions, both in the public and private sectors, may
commercial, political or national security reasons be disinclined to share théig
wisdom with researchers. Information that finds its way on to the public rec
often may actually be misinformation or disinformation.

Despite these handicaps, it is important to develop a knowledge base:
we can begin to narrow the digital divide that exists in Asia today. Given:
global nature of cyberspace, and the persistent risk of cross-border offendis
a broader knowledge base will benefit the digital haves’ as well as the di
‘have-nots’.

Country case studies, focusing either on individual incidents or on m
general developments, can help raise public awareness of policy imperati
The experience of the Philippines, whose substantive criminal laws w
inadequate o respond to the 1 Love You’ virus, was illustrative. The legisla
‘patch’ introduced in the aftermath of the incident may have stood:
Philippines in good stead since then, but it was too late to apply to the allej
perpetrator, Onel de Guzmarn.

Similarly, case studies of individual investigations, successful or othe
can also be instructive. Success stories can help build confidence among
investigators, or amaong public officials generally in those countries t
on a sieep cyber-forensics learning curve. ‘Recipes’ for success may ki
useful for training purposes. The success of Operatien Buccaneer, a- ‘
scale international copyright piracy investigation, is illustrative.
coordinated international effort resulted in the execution of more tha
searches in six different nations {see www.cybercrime.gov/ob/OBMaimy
vistted 11 February 2004).

Studies of unsuccessful investigations are no less important. Despi
fact that individuals or agencies do not like to dwell on failure, it is impag
1o undersiand whai went wrong, to reduce the likelihood of subsequent si
mishaps. Just as hospital staff meet in regular mortality and morh
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conferences, and aviation safety specialists analyse the circumstances of aireraft
accidents, so too should cyber-crime specialists reflect systematically on cases
that ‘go wrong'. This information, too, can be useful for training spectalists
in cyber-forensics.

Other issues call out for comparative study. One of these might be the
ways in which law enforcement agencies of different countries cope with
evidence of possible criminal activity that may be encrypted. When evidence
exists in a form that is not accessible to investigators, what do they do? Do
they seek to mobilise decryption technology to ‘break’ the code (a strategy
that has become much less effective given the widespread availability of strong
encryption technology)? Do they issue, subject to judicial oversight,
‘decryption orders’ requiring assistance in rendering the evidence intelligible,
with penalties for non-compliance? Do they use high-technology means of
identifying encryption keys, such as keystroke logging devices or the
technologies of remote search? Obviously, solutions will vary from country
to country, depending on the rights accorded to suspects in criminal cases.
But a comparative study could be useful as well as informative.

The ease of cross-border offending has posed new challenges for law
enforcement agencies. 1t would be instructive to analyse some of the cases of
cross-border offending that have come to official attention. Were 24/7
arrangements in place, and did they function as intended? Were the laws of
the country from which the cross-border offending originated adequate to
deal with the matter? Was there agreement or disagreement on the part of
authorities of the two countries as to whether domestic prosecution was
preferable to extradition? Was the outcome satisfactory to all parties?

The importance of biiateral and multilateral relationships to respond to
cross-national cyber-criminality is the theme running through many chapters
in this book. Tightening the web of relationships that was described in the
chapter by Jefl Bullwinkel is a goal for all nations seeking security and
prosperity in cyberspace. To monitor the progress towards this goal, periodic
mappings of the ‘density’ of these relationships (including intelligence-sharing
networks) would be useful.

The future of electronic commerce, in Asia and indeed, globally, depends
on the continued confidence of current and prospective customers in the
integrity and security of e-commerce systems. The chapter by Ivan Chiu
reported research on public perceptions of e-commerce in the People’s
Republic of China. Observing trends in public confidence in e-commerce over
time in one country is important. Similar research could be conducted on a
cross-national comparative basis, Comparing findings relating to public
confidence with actual levels of e-commerce can also be useful.
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Statistics about the prevalence of compuier-related crimes are notorioust
poor. The most artful of cyber-crimes are not detected in the first place. OF
those that are, many are never reported to police. Those proportionately fe
incidents that do reach official attention may be classified as generic offences
such as fraud, and reference is rarely made to the technology applied to achievs
the offence.

While it may be unrealistic to aspire to a sitnation of omniscience aboug
the incidence of computer crime, this is not a ground for abandoning =8
attemipt at useful measures of incidence. Rather than seeking a perfect pictu
we should endeavour 1o build a mosaic, using hard evidence of events wh
that may exist, and approximations or estimates when nothing betterz-"
available. Tn any event, this task should be approached as systematically
possible, lest we be open to the criticism that we are inventing estimates, ov
dramatising rare events or playing fast and loose with the truth. What mig
some of the components or {ragments of an evidence-based surveillai
system look like? They could perhaps include the following:

» Soltware and entertainment industries regularly estimate their losses
resulting from electronic piracy. They witl continue to do so, and should
be encouraged 10 articulate fully the assumptions on which these
estimates are based.

¢ Other strategies to complement official erime statistics include victim
surveys. For example in many countries, large accounting firms conduct
periodic surveys of their client base, or of industry generaily, to determine
the incidence and prevalence of computer-related crime that they have
experienced. These should continue, but survey methods must be clearly
specified il they are to meaningfully contribute to any ‘overall picture’. .
Cyber-crime victimisation sarveys therefore complement official
statistics as a means of estimating the volume of cyber-illegality.

Net all reported cyber-crimes are prosecuted. There will be cases th
not receive police attention because of limited resources. Some investigatio
will founder because the complexity of the crime exceeds the techni
capacity of law enforcement. Of cases that are referred for prosecuti
prosecutors may themselves tack the ability to deal with them. Alternativ
evidence may be insufficient to sustain a prosecution. More compl
knowledge about the attrition of cases from initial detection through
prosecution will point to where improvements in the administration of j
may be required.

-
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Most incidents of cyber-crime do not proceed to conviction. Of those
that do, we know little about the eventual sentences imposed. While it may
be unrealistic to strive for consistency across nations in the sentences imposed
on cyber-criminals, the reduction of disparity within countries is desirable
given the transnational nature of offending. Systematic studies of sentencing
can contribute to this goal and help clarify the role of deterrence-based
responses to cyber-crime,

We know very little from any country about what constitutes aggravating
or mitigating circumstances in cyber-crime cases. Some electronic pirates are
in it for the money, while others do it for free. To what extent should motive
matter, or should the financial loss to the copyright owner be the key factor
in sentencing? In cases involving the release of a crippling virus, or a
distributed denial of service attack resulting in thousands of dollars of down
time and lost e-business, to what extent should it matter that the offender is
a juvenile? What is regarded as an appropriate penalty in such cases?

Asian countries, no less than countries around the world, differ in terms
of their policy priorities, For example, Keiji Uchimura’s chapter illustrates
the difficulties in Japan of enlisting private industry technical staff in the
supervision of interception and the investigation of cyber-crime. These
priorities are by no means constant and may vary over time depending on
internal political and technological developments, and external exigencies,
1t would be useful to develop an overview of priorities in the Asia-Pacific
region, and to observe how priorities change, both within individual
countries and in such multilateral forums as the APEC high-tech group and
ASEAN.

What are individual countries concerned about? What kinds of cyber-
crime take precedence: hacking, fraud or theft of intellectual property? Are
governments more congerned about infrastructure protection or child
pornography? What explains the elevation or decline of an issue on the public
agenda? Lobbying by the affected industries or a real increase in the underlying
behaviour or international pressure?

Governments across Asia will continue to mobilise a variety of responses
to cyber-crime; these will meet with varying degrees of success and entail costs.
In times of fiscal restraint, it is important to ask which of these responses are
most effective, and at what price. Whether the response to cyber-crime is
driven by government agencies, by the private sector, or by some combination
of the two, it will be useful to observe whether the response in question
achieves its purpose without producing adverse unintended consequences,
or ‘collateral damage’. We noted earlier that there might be a tension between
security and user-friendliness. A ‘bullet-proof’ system that turns off prospective
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clients may lose money in the long run. Filtering software that is over:
may restrict access (o legitimate sites. Limiting access to the Internet ino
to discourage communication on behalf of political dissidents may also
the unintended consequence of inhibiting the development of elecin
commerce. One could perhaps be forgiven for asking if there is a tole
level of crime that we must endure to enjoy the maximum economic, cult
educational benefits of digital technology. What tradeotfs are we prepa

make? i

gather evidence of those crimes that are committed; in some cases they even
provide expertise and resources to fund police investigations. Unilateral
Initiatives by the private sector show considerable promise. These include
Microsoft’s bounty on virus software writers, IFPI's general focus on deterring
individual ‘music pirates’, and B3As deployment of automated ‘web crawling’
software to identify bogus or illegal websites.

Collaboration between police and educational institutions can also be
beneficial. The Hong Kong Police have developed a partnership with the Hong
Kong University of Science and Technology to offer a professional diploma
in computer forensics. The Centre for Information Security and Cryptography
at the University of Hong Kong has developed DESK, which enables
investigators to search for patterns in both Chinese and English, as well as to
identify encoded or deleted files. The Korean Ministry of information and
Communication and KISA have also developed strong links with higher
education institutions such as the specialist Information and Communication
University and its Research Centre for Information Security. The potential
for similar collaboration between law enforcement agencies and universities
throughout the region is no doubt substantial.

The chapters in this volume by Lau and by Shannon and Thomas spoke
of the ‘governance’ of cyberspace. By this was meant the vatious institutions,
public and private, that exercise surveillance and conirol over one or more
aspects of computing and communications. The state plays an important role,
but there are many other players, both public and private. Indeed, the role of
the private sector in the prevention and control of cyber-crime is arguably
greater than in the domain of conventional criminality. It is certainly varied.
Let us look at just a few of the ways in which private enterprise can become
involved in the co-preduction of cyber-crime control.

In the first instance, systems can be designed to lessen their vulnerability
to criminal exploitation. Cyber-crime is often facilitated by vulnerable
software, much of which is designed with user-friendliness and convenience
in mind rather than security. The common industry response is for
manufacturers to structure their licence conditions to avoid potential liability,
then to make ‘paiches’ available as vulnerabilities become apparent later on.
Whether market forces will eventually drive the widespread development of
truly secure software remains to be seen.

Other information security technologies are becoming household words.
Cryptography can help secure electronic commerce, while firewalls and other
security technology can protect against hackers. Access controls can detect
anomalous patterns of system use and raise the alarm about potential misuse.
Biometric authentication technologies can guard against unauthorised entry.

While government has necessarily driven much of the activity in resg
to cyber-crime, the private sector will play a crucial role in the preven
and contre] of crime in the digital age. To this we now turn.

B Fostering Market Solutions

One of the more noticeable trends in contemporary public affairs has:
the privatisation of state-owned assets. Governments around the work
shedding roles that were previously regarded as core functions; they are’
off assets that were once regarded as integral public property. And so it is:
a great deal of national infrastructure — electric power, communica
transportation and financial systems — once owned by governments;
resides in private hands. Threats to this infrastructure are inimical to na
security no less loday than when these assets were public. As noted by
Shannon and Nick Thomas, securing this infrastructure has thus be
joint public~private responsibility.
When ownership and control of key assets are dispersed across ant

of private institutions, challenges of co-ordination in furtherance of st
are at least equal to those once faced by big government, where co
and cooperation between agencies was often illusory. Private institutios
be ignorant of their vulnerabilities, or, if they are aware of them, they
most reluctant to publicise this. Consequently, developing a coherentna
prograrame ol infrastructure protection becomes that much more difl
As noted in Laurte Laws chapter, the information technology i
itself is fargely private. Not only do industry giants such as Microsoft co
resources and expertise that overshadow those of many nation-states, by
players in the g!.obal information industry also have significant fol
smaller companies, be they specialised information security firms orin
service providers, are extremely knowledgeable. As Simon Bronitt and]
Gani observed in their chapter, private sector organisations are oftex
situated to prevent cyber-crime. They are also sometimes better pla
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Blocking and filtering technologies can help screen out undesirable conten
Owners of intellectual property can create content that degrades when copied
without authority or in violation of licence. In adopting such measures
commercial enterprises may be in a position to achieve more protection tha
poorly resourced law enforcement agencies can deliver.

Some may ask whether it is possible to harness market forces
furtherance of cyber-crime control. History, we believe, will answer th:
question in the affirmative. Half a century ago, motor vehicle manufactu
subordinated fuel efficiency, safety and vehicle security to such consideratia
as performance and style. Gradually government regulatory authoriti
imposed safety standards that were grudgingly accepted by industry. A fe
brave manufacturers sought to go beyond regulation, and actually market the
products as sale and fuel-efficient as possible. They soon became markeg
leaders. There are lessons here for those in the information industries of Asig:
anxd the world generally.

B Public—Private Collaboration

The degree of expertise residing in the private sector makes a degree of pub
private collaboration in policing inevitable. We envisage three basic formé:
relationship between the public and private sectors. Private interests may
required by law to assist government agencies; they may be engaged
government on a fee-for-service basis; or they may donate goods or servig
an a pro bono hasis, Each of these has limits, which have yet to be fully explo
in the context of cyber-crime. Each also has costs and benefits.

The tirst of these, mandatory assistance, refers to circumstances in wh
a private actor is required by law to assist government in some manne
other. For example, some countries require ISPs to assist in the identificatig
and reporting of illegal content that comes to their attention, or to re
certain transaction details for investigative purposes.

The second is commercial exchange. Governments can rent or i
expertise to assist in one or more activities. Special expertise in fore:
computing or cryptography may not reside within the ranks of police or o
government agencies and therefore temporary engagement of private se
talent may be necessary.

The third {orm of relationship is that of gift. By this we mean pris
sponscrship of, or donations to, some aspect of the promation of cyber:
enforcement. Perhaps the most familiar manifestation of this is the assista
provided to public law enforcement agencies by the software, payment e
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and entertainment industries in response to electronic piracy and theft of
intellectual property. Gift might also entail the pro bono secondment of
specialised staff by private sector IT security firms to public law enforcement
agencies.

Depending on the circumstances, each of these relationships would entail
costs and benefits to the general public, the state agency, and the private actor
involved. Ideally, the distribution of the costs and benefits will be equitable
across the three sectors.

Requiring ISPs to retain large volumes of transaction data for lengthy
periods of time can entail considerable expense. Nor may this approach be as
effective as before, given the widespread adoption of anonymous stored value
‘smart chip’ and other untracked means of obtaining revenue. Taken to an
extreme, this could have a chilling effect on a dynamic sector of the economy,
Just how much of a burden should states impose on ISPs?

To what extent should states rely on contracting-in private sector expertise
in forensic computing? Private sector salaries tend to be much higher than
the salaries paid to public police, and over-reliance on private sector expertise
can become prohibitively expensive. For reasons noted in the introduction,
a degree of familiarity with digital technologies is now already essential for
nearly all police. There may be an optimal level of police~private cooperation
that will vary from country to country, and that will also change within a given
country over time.

Those who suffer financial loss as the result of piracy or other theft of
intellectual property may possess both the resources and the incentive to assist
the government in the investigation and prosecution of such cases. Where
governments lack the will or the resources to attend to these matters, industry
co-production of enforcement may be the only alternative. When private
interests offer their services in furtherance of a cyber-crime investigation, what
safeguards exist to ensure that they themselves abide by the law? Should gifts
(in the form of sponsorships and direct services) be explicitly or implicitly
conditional? Is it possible for rich private interests to endow, in whole or in
part, the computer crime squad of a poorly resourced national police agency?
At what point does this support distort law enforcement priorities, such that
potice are acting for a private rather than the public interest?

It is not mere hyperbole to suggest that the environment of cyber-crime,
in both the Asian region and globally, is constantly changing. Developing a
body of knowledge about cyber-crime in Asia would be useful not just to future
historians but also to contemporary policymakers. The periodic Asia Cyber
Crime Summits convened by the University of Hong Keng constitute one
forum for observing these changes, and help to set the agenda for law and
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policy that changing circumstances may dictate. A yearbook of Asian cyber
crime, which would chromnicle important events, best practices and landmark
cases for each of the countries of Asia, would be a valuable resource. Sucha
chronicle of major developments would not only provide a useful platform
for policy deliberations in the Asian region but would help complete the bigger
pictare {or those around the world who are confronting cyber-crime and its -
transnational scope.

Regardless of a given nation’s trajectory into the digital age, cyber-crim
will continue to pose challenges to the nations of Asia and to the regio
collectively. The challenges will be faced, and the responses crafted, by
mstitutions of the state, the private sector, and individuals. Asia has seen
increased sophistication in the forms of criminal activity and a shift towards’
profit-focused offences, especially fraud and deception-like offences. The
involvement of organised crime is also apparent, esEecially in the exploitatios

seen a notable increase in the virulence and sophistication of malicious codé
This will require timely, substantial, and coordinated responses from CE
or equivalent agencies.

In response 10 consumer and market forces there has been increasingl
coordinated action by the private sector against cyber-crime and in ways mao
complementary Lo government capabilities. There has been a shift away frok
‘alarm raising’ by industry towards more collaborative action, Fortunately, th:
willingness and capacity of the private sector to protect its own assets hav
also increased. The private sector has begun to develop creative solutions:#
some the challenges of cyber-crime. In addition to providing technical suppuot
and information to state law enforcement agencies, they have begun to pursy
civil law remedies with a view towards sending a deterrent message
prospective offenders.

Although recent years have seen a quickening of governmental and cro
national cooperation, there is still a long way to go. The Tack to date of an
systemaiic evaluation of the progress made in developing truly comprehensiy
forms of mutual legal assistance is itself telling. Action is necessary to n
and assay the elfectiveness of MLA in closing the gaps in the internati
legal system so crucial to combating computer crime.

Given the pace of technological change, the training and retaining
expertise requires continued investment. The parlous state of some-
enforcement agencies in the region poses a continuing risk of cyber-ct
safe havens. Doubtless the concerns of law enforcement agents will not
limited to those offences committed with or against computers. The assoc
involvement of digital technology will become no less prominent in ‘ordi
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crime cases. Increasing connectivity means that IT in some form will soon be
present at almost every crime scene.

Four issues continue to dominate the agenda of those seeking to control
cyber-crime in Asia: the quest for a truly viable international law enforcement
mechanism; the challenge of transnational criminal networks; the need for
even closer private and public cooperation; and the continued need for
research and training. Periodic assessments of regional developments, such
as those contained in this volume, can help keep abreast of the rapidly evolving
environment of cyber-crime.
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