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Abstract

The Internet of Things (IoT), as an emerging technology that connects a wide
range of smart devices to the Internet, has significantly impacted our daily lives and
will continue to grow and evolve in the coming years. To meet delay-sensitive user
service requirements, mobile edge computing (MEC) provides computing resources
by placing cloudlets in the proximity of users. Also, with the development of MEC,
an era of rapid growth and expansion in the fusion of Artificial Intelligence (AI) and
IoT has begun. The increasing computation power allows the shift of computation
and services from the remote cloud to the edge of the core network, which provides
low-latency services for IoT devices. As a result, more and more sensors and smart
devices are being deployed. Moreover, Al techniques help to manage limited com-
puting, storage and communication resources in a dynamic MEC environment. In
order to utilize the computation power of smart IoT devices while protecting user
privacy, federated learning enables the training of deep neural networks at smart IoT
devices and the aggregation of trained models at edge servers. Digital twins (DTs)
as replicas of real objects, enable the provisioning of IoT services between the real
world and the virtual digital world.

In this thesis, we study service provisioning for IoT applications in mobile edge
computing networks via intelligent resource allocation and optimization. This in-
troduces several challenges: (1) How to maximize the data collection from IoT de-
vices deployed in remote areas by using energy-constrained unmanned aerial vehi-
cles(UAVs); (2) How to synchronize digital twins (DTs) in cloudlets with their IoT
devices in a real-time manner to minimize the DT state staleness under the limited
synchronization budget per update round; (3) How to maximize the profit of IoT ser-
vice providers by utilizing deep learning techniques to manage service placement on
edge servers and allocation of user requests; (4) How to maximize the performance
of deep neural networks by selecting federated learning clients in a training round in
a device-to-device communication enabled edge environment. In this thesis, to tackle
the aforementioned challenges, we identify several fundamental problems, and de-
vise efficient algorithms for the problems. The contributions of the thesis are given
as follows.

Firstly, we study the sensing data collection of IoT devices in a sparse IoT-sensor
network, using an energy-constrained UAV, where the sensory data is stored in IoT
devices while the IoT devices may or may not be within the transmission range of
each other. We proposed a novel framework to enable the UAV to collect data from
multiple devices simultaneously. We also devised efficient approximation and near-
optimal algorithms to find the trajectory that maximizes the data collection.

Secondly, we consider the DT state staleness minimization problem of objects,
where the state updating of digital twins (DTs) through synchronizing digital twins
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with their physical objects in an MEC network, by a real-world application example:
a UAV-enabled data collection in a renewable sensor network, and the collected data
are then uploaded to their corresponding DTs in cloudlets in the MEC network for
fidelity-aware user queries. We devise efficient algorithms and a data volume predic-
tion mechanism for the problem. We also study on how to develop evaluation plans
for queries on DT data.

Thirdly, we investigate the online service placement and request assignment
problem in MEC networks, where service requests arrive one by one without the
knowledge of future arrivals, and each arrived request demands a specific service
with a tolerable service delay requirement, with the aim to maximize the profit of
the service provider, through admitting as many service requests as possible for a
given monitoring period. We implement a prediction mechanism for future request
arrivals to pre-install service instances. We also develop an efficient request assign-
ment algorithm.

Fourthly, we study energy-aware DNN model training in an edge computing en-
vironment. We formulate a novel federated learning framework that enables device-
to-device communication when model uploading to mitigate communication over-
head. We also develop near-optimal algorithms to minimize the loss of global models
trained in the formulated framework, where the energy resources of devices and the
bandwidth of the server are limited.

Finally, we summarise the work and discuss several potential research topics for
future research based on the work in this thesis.
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Chapter 1

Introduction

In this chapter, we briefly introduce basic concepts, models and problems in
this thesis study. We will introduce mobile edge computing(MEC), the Internet of
Things(IoT), edge intelligence and digital twins(DT). Then, we illustrate the system
architecture proposed in the thesis. Also, we conduct a comprehensive investiga-
tion on service provisioning in edge computing for IoT applications via intelligent
resource allocation, where we propose four research topics and pose the challenges
on the proposed research topics. In the end, we summarize the contributions of this
thesis and demonstrate the thesis organization.

1.1 Mobile Edge Computing

Recently, there has been a rapid growth of mobile devices and an explosion of
mobile applications. However, some applications, such as face recognition, require a
significant amount of computing resources, which are unlikely executed on mobile
devices with limited processing power, memory, and battery life. To enable such
computing-intensive tasks, mobile cloud computing (MCC) was proposed to solve
this obstacle [14]. MCC integrates cloud computing services with mobile devices,
where adequate computing resources and other services, such as data storage, are
provided to mobile devices. The resource-intensive applications are then processed
at remote data centers and provided to mobile devices as services. The energy con-
sumption of mobile devices is reduced, which also prolongs their lifetime. As a
result, mobile devices become more versatile and capable of performing a wider
range of applications [106].

Despite the many benefits of MCC, there are some issues that need to be ad-
dressed due to that remote data centers are often located far away from mobile
devices. Such long physical distances between the devices and the remote data
centers lead to high processing latency [1]. Also, the communication data must
be transferred via backhaul networks, which brings expensive communication costs
and heavy load on the backhaul network [91]. To shorten the physical distance be-
tween the mobile devices and the resources, Mobile edge computing (MEC) brings
computing resources closer to the edge of a network, i.e., closer to end users and de-
vices [89]. More specifically, a number of edge servers with computing resources are
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deployed at strategic locations in mobile edge networks, such as base stations and
access points. Consequently, the processing tasks and services are moved from the
remote data center to the proximity of user devices to reduce the end-to-end delay
and the workload on backhaul networks while improving the performance of mobile
applications [5].

MEC enables a wide range of applications and services that benefit from low-
latency and high-bandwidth connections, such as augmented reality, virtual reality,
video streaming, online gaming, and autonomous vehicles [10]. These applications
have stringent requirements for end-to-end delay, while fast and responsive commu-
nication between mobile devices and computing resources can be achieved through
MEC. On the other hand, MEC also improves network efficiency, enhances security
and privacy, and increases availability and reliability of services [111]. By processing
tasks at the edge of the network, the amount of data that needs to be transmitted via
the backhaul network is reduced, thereby alleviating network congestion and reduc-
ing the load. The security and privacy of data are also enhanced by keeping sensitive
data on-premise and reducing the exposure of data to the whole network. Moreover,
the distributed architecture of MEC increases the availability and reliability of ser-
vices. A failure in a centralized data center can lead to a complete service outage,
whereas in MEC, the failures of edge servers will only affect limited areas.

The benefits of MEC can be summarised as follows:

* Low latency: By processing data closer to the edge of the network, MEC sig-
nificantly reduces latency and improves response times. This is particularly
important for applications that require real-time data processing, such as aug-
mented reality, virtual reality, and autonomous vehicles.

® Scalability: MEC helps to improve the scalability of devices by distributing
computing resources across multiple nodes at the edge of the network. This
can help to reduce the load on centralized data centers and improve the overall
performance of the system.

¢ Security: MEC provides enhanced security by processing data locally and re-
ducing the need to transmit sensitive data over the network. This can help to
protect against potential security breaches and ensure data privacy.

* Location awareness: MEC leverages location-based technologies to provide
real-time information about the location and movement of devices and users,
enhancing the user experience of location-based applications.

In summary, MEC can significantly improve the performance, efficiency, and
security of many applications, making it a valuable technology for a wide range of
applications.
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1.2 The Internet of Things

The Internet of Things (IoT) is a rapidly growing technological paradigm that
achieves connections among everyday devices and objects through the Internet, en-
abling communications between human-to-machine and machine-to-machine [90].
The communications allow smart devices to exchange data and interact with each
other or with people, which generates vast amounts of data that can be analyzed to
extend the frontier of knowledge, improving efficiencies for automation to revolu-
tionize people’s lives.

With wide deployments of smart IoT devices, these devices will generate and
transfer a massive amount of data. It is predicted that by 2025 there will be over 80
billion devices connected to the Internet and the volume of generated data will reach
180 trillion gigabytes [107]. The data can be further analyzed for research studies or
help organizations make decisions. For example, IoT devices can be used to monitor
traffic patterns, optimize routes, and improve road safety. Meanwhile, IoT has the
ability to automate processes based on the collected data by enabling the interactions
between devices and devices [110]. For instance, in agriculture, IoT devices can
monitor soil moisture levels, weather conditions, and crop health in real-time, and
then make automatic adjustments to irrigation schedules and water usage based on
the collected data.

Traditionally, IoT services are hosted in remote data centers. Therefore, mas-
sive data must be transferred from IoT devices to remote data centers for processing,
which leads to a heavy burden to back-haul network and long latency. Also, many
IoT applications have stringent latency requirements, which cannot be satisfied by
MCC. As a promising technology, MEC, which provides computing and storage re-
sources in the proximity of the IoT devices, enhances IoT by reducing the burden on
the central cloud infrastructure and reducing the data transfer costs associated with
sending large amounts of data to and from the cloud [115]. The end-to-end delay
is also shortened due to the nearby computing resources, which unlocks potential
applications of IoT services. Overall, the performance, capacity of IoT devices and
the communication efficiency between devices is enhanced by MEC.

In summary, IoT has the following characteristics:

¢ Connectivity: IoT devices are connected to each other through a network,
allowing them to exchange data and communicate with each other.

* Sensing: IoT devices can detect and measure changes in their environment,
such as temperature, humidity, and motion.

* Data processing: IoT devices can process data locally or send it to a central
location for processing, enabling real-time analysis and decision-making.

* Automation: IoT devices can be programmed to perform automated tasks, such
as turning on lights when someone enters a room or adjusting temperatures
based on occupancy.
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1.3 Edge Intelligence

Deep Learning is a technique that utilizes deep neural networks to learn the
patterns of a group of given data and make predictions or decisions accordingly [40].
With the advance of deep learning, smart services and intelligent applications, such
as computer vision and natural language processing, have greatly impacted people’s
lives. There are also many deep learning based IoT applications, such as smart cities
and autonomous vehicles. On the one hand, constrained by the limited resources
of IoT devices, it is natural to offload computing-intensive deep learning tasks to
the edge to shorten latency and prolong the lifetime of IoT devices [124]. On the
other hand, the success of deep learning is not only attributed to the development
of deep neural networks, but also the growing amount of data and computing re-
sources [126]. The explosive increase in the number of mobile and IoT devices results
in the phenomenal growth of the data volume generated at the edge of networks [7].
As a ceaseless data source, IoT devices provide huge amounts of data for deep neural
network training. Therefore, edge intelligence, a paradigm where Artificial Intelli-
gence and MEC are combined together, attracts much attention [32].

In spite of the adequate data source, the privacy of data is also a major con-
cern [72]. Traditional training of deep neural networks needs users to upload their
data to a centralized server, which has a high risk of privacy violation. Federated
learning, as an emerging framework, provides a solution to utilizing the data on
training while protecting privacy [3]. In Federated Learning, Smart devices train
DNN models locally, using their local data. The trained local models are periodically
sent to a server for aggregation, and the aggregated global model is then sent back
to the devices for further training. In the FL paradigm, users only upload their lo-
cally trained models rather than their collected data to the server, which protects the
privacy of users.

In addition to the benefits to deep learning, edge intelligence also enables in-
telligent resource optimization and allocation for service provisioning in edge envi-
ronments. Conventional edge resource optimization and allocation depend on the
assumption that the network is static. However, due to the mobility and heterogene-
ity of IoT, deep learning instead, is promised to learn the patterns of IoT services and
manage the edge networks with its reasoning ability, resulting in an efficient resource
allocation under dynamic edge networks [36].

In summary, edge intelligence mainly studies on the following aspects [126]:

¢ DL application at edge This studies on how to schedule limited resources of
edge to host applications of deep neural networks to meet different require-
ments such as end-to-end delay.

¢ DL training at edge: This studies on how to conduct deep neural network
training at edge environments, by facilitating data collection from devices and
applying distributed machine learning techniques under computing and com-
munication constraints.
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* DL for optimizing Edge This studies on how to utilize deep learning tech-
niques to smartly allocate the resources in mobile edge networks, such as re-
quest assignment or service instance placement.

1.4 Digital Twins

In recent years, the term "digital twin" has been gaining popularity and interest,
which is emerged as a powerful tool for design, simulation, monitoring, and opti-
mization of physical systems [135]. A digital twin refers to a virtual representation
of a physical object in a virtual environment, allowing for real-time monitoring and
analysis of its behavior by synchronizing the DT (the virtual representation) with
physical objects. The wide adoption of MEC, IoT and edge intelligence elevates the
development of DTs. The universally deployed IoT sensors enable the collection of
data of any physical objects, so that the DTs can simulate their real physical objects
better. Also, with the computing and storage resources provided by MEC, DTs are
able to synchronize with the physical objects and process queries with short latency.
Moreover, the advance of edge intelligence also provides DTs with powerful data
analysis abilities. The DTs then perform decisive predictions on the behaviors of the
physical system in different scenarios, identify potential issues before they arise, and
optimize the performance of monitored objects.

Due to the accuracy and real-time, DTs can be used in many areas, such as man-
ufacturing, transportation, and healthcare. The DT market is forecast to reach $15.66
billion by 2023 at an annual growth rate of 37.87% according to a market research
in 2017 [33], and more organizations and institutions have gained a lot of interest
in DTs. For instance, GE developed a DT platform - PREDIX that can better under-
stand and predict asset performance [105]. SIEMENS’s focus covers smart operations
during the complete process of product design, production and operation [34]. The
wide adoption of DTs will further be fuelled up by strong service demands from
various users in the edge of networks, such as Internet of Things (IoT), autonomous
driving, healthcare, smart city, AR/VR, and so on. The study of DTs and their appli-
cations is still in the early stage, accelerating the usage of digital twin technologies
will bring unprecedented benefits in service provisioning, intelligent resource allo-
cation of service for 5G wireless networks, and 6G network management, through
real-time digital representations of physical objects [37, 54, 95, [114].

1.5 System Architecture

In this thesis, we consider a remote sensor network and a mobile edge network.
The remote sensor network consists of a UAV, a depot, and several IoT sensors,
where the IoT sensors generate data through sensing and the UAV is used to collect
data from the IoT sensors. The UAV recharges and offloads its collected data at a
depot. The collected data will then be transmitted to the cloudlets in the mobile edge
networks. The mobile edge network consists of a set of access points (AP), and some
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Figure 1.1: An illustrative example of an MEC network and a remote sensor network.

resource-constrained cloudlets are co-located with some of the APs. We assume that
the APs and their co-located cloudlets are connected via an optical link with high
capacity, and thus the bandwidth on the link is not considered as a constraint and
the transmission delay over the link can be ignored. The cloudlets host IoT service
instances and DTs corresponding to the IoT sensors in the remote sensor network.
Also, users can request IoT and DTs services through the AP within its transmission
range. Fig.|1.1]is an illustrative example of the system architecture discussed in the
thesis.

1.6 Research Topics

To enable mobile edge networks to provide low-latency and diverse IoT services
to a growing number of IoT devices and users, the thesis focuses on the following
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four main research topics:

(1) How to maximize the total data collection of IoT devices in a sparse IoT-sensor
network, using an energy-constrained Unmanned Aerial Vehicle (UAV), where
the sensory data is stored in IoT devices while the IoT devices may or may not
be within the transmission range of each other.

(2) How to minimize the staleness of digital twins (DTs) through synchronizing DTs
with their physical objects in a mobile edge computing (MEC) network under
a fixed update budget by predicting the volume of data generated by physical
objects, and how to develop a cost-effective evaluation plan to conduct fidelity-
aware queries on the DT data.

(3) How to utilize deep learning techniques to maximize the profit of service providers
when service requests arrive one by one without the knowledge of future arrivals,
and each arrived request demands a specific service with a tolerable service delay
requirement through admitting as many service requests as possible for a given
monitoring period.

(4) How to minimize the global loss of federated learning in mobile edge environ-
ments where the energy capacity and bandwidth are constrained.

These topics are interrelated with each other. Topic (1) discusses how to maxi-
mize the data collection when using an energy-constrained UAV to collect data from
IoT devices. Topic (2) in the sequel studies the data synchronization of DTs, where the
data synchronization between real objects in remote sensor networks and DTs placed
in MEC networks is achieved by a UAV-enabled data collection. While in Topic (1)
we assume that the volume of data to be collected is given, we remove this assump-
tion by using deep learning to predict the generated data volume in Topic (2). While
topic (3) investigates how to utilize deep reinforcement learning to dynamically place
IoT service instances and offload IoT service requests to appropriate cloudlets, the
DT technique studied in topic (2) provides abilities to monitor, analyze, and collect
data to the prediction mechanism proposed in topic (3). As a follow-up to topic (3),
topic (4) considers how to minimize the loss of federated learning by enabling model
uploading via D2D communication, which increases the performance of the predic-
tion mechanism in topic (3).

In the following, we briefly introduce our research topics and summarize the
related work on the research topics.

1.6.1 Data Collection Maximization via an Energy-constrained UAV

The use of mobile charging vehicles or mobile data collection vehicles on the
ground for sensor charging and sensory data collection has been widely studied in
the past [74, 75, 186, 140, 139, 138, [141]. Due to its high flexibility, low cost and ease
of deployment, Unmanned Aerial Vehicle (UAV) has been a key enabling technol-
ogy that has received significant attention recently, and it has been widely applied in
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civilian environments such as natural disaster rescuing, good deliveries, crop health
assessment, and so on [43]. In this thesis, we study sensory data collection from IoT
devices on the ground using a UAV. Specifically, we consider a sparse sensor network
that consists of many IoT devices for sensing their surroundings. Some of the IoT
devices serve as aggregate sensor nodes to store their own and neighbors’ sensing data.
The stored data at an aggregate sensor node will then be collected periodically by
a UAV for further processing. As the volume of data stored at different aggregate
sensor nodes is significantly different, the hovering durations of the UAV for data
collection at different hovering locations are different, and the amounts of energy
consumed by the UAV at different hovering locations thus are different. In addition,
it does incur energy consumption when the UAV travels from one hovering location
to another hovering location. As the energy capacity of the UAV is given, this poses
a great challenge. That is, how to find a closed tour for the UAV including its de-
pot for data collection such that the total volume of data collected by the UAV at
different hovering locations in the tour is maximized, subject to its energy capacity.
Furthermore, how long the UAV should stay at each of the hovering locations in the
tour to ensure that all (or partial) data stored at the IoT sensor devices covered by it
will be collected?

There are several existing studies focused on finding the trajectories of charg-
ing or data collection for one or multiple mobile vehicles. However, due to various
obstacles in the sensor networks including buildings, ponds, rivers block roads in
the monitoring region, mobile vehicles cannot travel in the region for sensor charg-
ing or data collection smoothly. In recent years, there has been a growing interest
in the employment of UAVs for sensory coverage and data collection for wireless
sensor networks, as UAVs have freedoms for data collection while avoiding the men-
tioned obstacles by flying over them [97, [76] 98]. For example, Mozaffari et al. [97]
considered trajectory path findings for multiple UAVs with the aim to minimize the
total transmission energy consumption of IoT devices to upload their data to the
UAVs, where the UAVs are treated as aerial base stations. They proposed a clus-
tering method to cluster IoT devices into different clusters and then find trajectories
for multiple UAVs that sojourn only at the cluster centers. However, the clustering
method only minimizes the sum of distances between each sojourn location of the
UAV and device locations, it does not consider the distances among sojourn loca-
tions. Zhan et al. [153] jointly considered working states of sensors and the trajectory
of the UAYV, by utilizing a fading channel model for the senor-UAV links to mini-
mize the maximum energy consumption of sensors. Ghorbel et al. [39] focused on
the identification of hovering locations of a single UAV for data collection from a
cluster of sensors with the aim to minimize the energy consumption of the UAV.
Liang et al. [[76] considered a coverage quality problem via a UAV. They assumed
that the hovering time of the UAV at each hovering location is identical, for which
they proposed an approximation algorithm for the coverage quality maximization
problem. Binol et al. [11] aimed at finding time-optimal paths for multiple UAVs
for data collection. Zhan and Zeng [152] studied the time minimization problem of
data collection, using multiple UAVs. Sikeridis et al. [112] proposed a novel frame-
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work that improves the energy efficiency in UAV-supported Public Safety Networks.
Guo et al. [41] considered the problem of a fleet of UAVs for disaster surveillance by
finding trajectories for the UAVs such that the longest tour time among the UAVs
is minimized. Recently Zhang et al. [155] investigated how to minimize the number
of UAV deployments when the tour of each UAV is bounded by a given budget,
for which they proposed constant approximation algorithms for the problem under
different data collection models. Samir et al. [109] considered data collection with
data uploading deadlines, where a UAV is dispatched for data collection from time-
constrained devices and each device has a data uploading deadline, they aimed to
maximize the network throughput. Chen et al. [17, 18] considered the data collection
maximization problem without considering the traveling energy consumption of a
UAV, they devised approximation algorithms for the problem, they also considered
the data collection under different data transmission rate by proposing a heuristic
algorithm [19].

The essential differences between the work in the thesis and the aforementioned
studies lie in the following two aspects. One is that we consider the partial or full data
collection from multiple IoT devices simultaneously by the deployment of a UAV
that has not been considered previously. Another is that an approximate solution for
the problem without hovering coverage overlapping is developed, which is the first
algorithm with a provable performance guarantee for the problem.

1.6.2  Digital Twin Synchronizations and Fidelity-aware Query Services
in Edge Computing

In the past decade, DTs have gained significant impetus as a breakthrough tech-
nological development that has the potential to transform the landscape of manufac-
turing today and tomorrow. As updating DT states of physical objects incurs costs,
we assume that the update (synchronization) budget at each update round is fixed,
this implies that not all DT states of physical objects are stored in cloudlets but only
some of them can be updated at each update round. Thus, it is crucial to determine
the DT states of which physical objects to be updated at each update round in order
to minimize the average staleness of DT states of all physical objects.

In this thesis, we consider a fundamental DT state synchronization problem
through an application example of a renewable sensor network for monitoring a
remote area, where each sensor is powered by a solar panel and its data generation
is determined by its energy. We assume that for each sensor, there is a corresponding
DT deployed in a cloudlet in the MEC network, and the data collected by the sensor
will be uploaded at a time slot, which indicates the DT state of the sensor will be
updated at that time slot. We further assume that the update budget at each update
round is to dispatch an energy-limited UAV for data collection from sensors, with
the aim to minimize the average DT state staleness of all objects for a finite time
horizon, where the finite time horizon can be divided into equal time slots. We
will answer the following questions: how long should a UAV hover above a sensor
for its data collection? what is the amount of data generated by a sensor since its
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last data collection? at which time slots should the sensory data of a sensor be
collected or synchronized with its DT? how to update the DT states of sensors such
that the average staleness of DT states of all sensors is minimized under the limited
synchronization budget? and what is the relationship between the staleness of DT
states and the fidelity of a query result built upon the DT data? We will address
these mentioned challenges.

MEC emerged as a promising paradigm for delay-sensitive IoT applications.
Empowered by DTs technology, MEC platforms can provide services for various
delay-aware IoT and AI applications [37, 54, [77, 183, 95]. For example, Dong et al. [37]
focused on a deep learning-based model training by mapping an MEC network to
its DTs network, and proposed an efficient algorithm for the DT network training
with the aim to minimize the training energy consumption. Lin et al. [77] devised
an incentive-based congestion control scheme to meet dynamic service demands of
DTs in an MEC network, by utilizing the Lyapunov optimization technology. Lu et
al. [83]] developed a federated learning algorithm based on the blockchain technique
to enhance data privacy and security in DTs-assisted MEC networks.

There are also several existing studies that focus on optimizing either service
delays or data freshness in DT-enabled MEC networks [29), [84] 114} [125]. For exam-
ple, Corneo et al. [29] studied the problem of timely dissemination of sensor updates
to clouds that provide DTs service for users with the aim to minimize the age of
information (Aol). They devised a novel push-and-pull method of sensor informa-
tion updating to strive for a non-tradeoff between sensory data freshness and the
tolerable query delay. Sun et al. [114] utilized DTs to minimize the offloading latency;,
through adopting the Lyapunov optimization technique. Lu et al. [84] devised a deep
learning-based algorithm to cope with the mobility of mobile devices and migration
of DTs, with the aim to minimize the average service delay.

The study of this thesis is closely related to the Aol that usually is to minimize
the average duration of information from their generation to their usage in diverse
applications [9, 81} 127, [146} [156]. Since the Aol is very sensitive to the transmis-
sion and processing delays of information since its generation, most existing studies
of Aol are conducted in MEC platforms, due to the MEC networks being closer to
the sources (sensory devices) of information generation. For example, Liu et al. [81]
studied the AoT problem by developing an approximation algorithm for finding
multiple routing paths between a pair of source and destination nodes in a net-
work and showed that the problem is equivalent to minimizing the maximum-delay
one among the routing paths between the source and destination nodes. Bastopcu
and Ulukus [9] considered an information update system, where a receiver requests
updates from an information provider to minimize its age of information, and the
updates are generated at the information provider by completing a set of collect-
ing data and performing computation tasks, subject to a minimum required quality
(maximum allowed distortion) constraint on the updates. They developed an effi-
cient policy for the problem to achieve their optimization objective. Wang et al. [127]
devised an efficient offline scheduling algorithm and an online learning algorithm for
minimizing the average Age of Critical Information (AoCI) of mobile clients. Xu et
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al. [146] dealt with the Aol minimization for IoT big data applications, by devising an
online learning method for dynamic request admissions. Zhang et al. [156] proposed
an efficient algorithm to minimize the average service delay while meeting content
freshness requirements, by striving for a non-trivial trade-off between the Aol and
the service delay for timely content refreshing.

Although there are some similarities between the average Aol of data generated
by physical objects and the average staleness of DT states of physical objects, the DT
technology is more powerful and complicated, compared with the Aol technique.
The DT technology not only concentrates on minimizing the average Aol of DT states
of physical objects but also emphasizes how to make use of the DT states to activate
or predict the behaviors of physical objects in the future, while the Aol technology
does not.

Unlike the aforementioned studies of DT-enabled applications in MEC networks,
to the best of our knowledge, we are the first to introduce a fundamental problem
in DT-enabled MEC networks — the budget-constrained DT state synchronization
problem, by proposing a novel framework for it. We also show how to utilize the
staleness (or freshness) of DT states of physical objects to perform fidelity-aware
queries on physical objects through an example of UAV-enabled data collection for a
remote, renewable sensor network.

1.6.3 Profit Driven Service Provisioning via Deep Reinforcement Learning

MEC has been envisioned as a promising solution to provide adequate com-
puting resources with high Quality of Service (QoS) through deploying cloudlets
(edge servers) within the proximity of users [65]. Users can offload their delay-
sensitive tasks to cloudlets instead of remote clouds for services, thereby reducing
not only end-to-end service delays but also the communication resource consump-
tion of core networks [137]. Combining MEC with virtualization techniques such as
Network Function Virtualization (NFV), service providers now can rent out cloudlet
resources for users by implementing user demanded services as service instances
for profits [58]. For example, Augmented Reality (AR) devices are usually resource-
constrained, AR service providers can place service instances at cloudlets to assist the
processing of AR programs with low latency. On the other hand, Al services can be
provided at cloudlets, where smart turnstiles can upload photos of visitors to MEC in
order to verify visitor identities. Through these examples, it can be seen that different
applications request different services. Meanwhile, the locations and arriving rates of
different service requests are correlated, which usually follow spatial-temporal corre-
lations. For instance, AR services are frequently requested from the locations such as
museums or memorial halls while smart turnstiles usually request face identification
services during rush hours.

In this thesis, we will develop such a prediction mechanism to predict future
service requests and their requested services. We will also devise an efficient al-
gorithm for service instance placements built upon the prediction results, and we
finally will perform service request assignments to cloudlets to maximize the profit
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of the service provider. To this end, it poses several challenges.

¢ First, we are only allowed to install a limited number of service instances at
each cloudlet. Since different services incur different operational costs and
different amounts of computational resource consumption, it is challenging to
decide how many service instances of each type of services should be installed
at cloudlets in order to maximize the profit of the service provider. On the other
hand, although the removal of an idle NFV instance can reduce the operational
cost of the service provider, determining the removal of which idle NFV in-
stances is challenging, as this can be illustrated by an extreme example, where
newly incoming requests demand just removed service instances of a service,
these newly arrived requests may not be admitted due to long instantiation
delays on their demanded service instances. Also, the instantiation cost must
be considered if it frequently happens to install and remove service instances
from the system.

* Second, predicting future service types and service demands is difficult. Inac-
curate prediction incurs a large initialization cost and unnecessary computing
resource consumption. Therefore, without the knowledge of future service re-
quest arrivals and service types, judiciously placing different types of service
instances at resource-limited cloudlets is challenging.

¢ Finally, it is challenging to assign service requests to different cloudlets in order
to maximize the number of requests admitted, by taking into account service
delay requirements of these requests, capacities of cloudlets, and the accumu-
lative profit of admitted requests.

Several studies on service provisioning and Virtual Network Function (VNF)
instance placement in MEC environments have been conducted in the past. For ex-
ample, Xu et al. [145] jointly considered the placement of VNF instances for data
processing and data traffic routing path planning for user requests in a multi-tier
edge cloud network to maximize network throughput. They devised an efficient al-
gorithm for request admissions, and an approximation algorithm for the problem
without end-to-end delay requirements. Meanwhile, they dealt with the mobility of
mobile devices by adopting machine-learning methods. Sun et al. [113] considered
placing VNFs of Service Function Chains (SFC) to cloudlets and connecting VNFs
in the SFC in order, with the aim to minimize the total placement cost. They pro-
posed a time-efficient algorithm based on affiliation-aware VNF placement for an
offline-version of the problem. They also utilized the Fourier-Series-based predic-
tion method to predict the demands of VNFs for the online-version of the problem.
Cziva et al. [31] studied the dynamic VNF placement problem to minimize the end-
to-end latency of requests, considering network dynamics, user resource demands
and user mobility. They developed a scheduler that delivers an optimal solution
based on the optimal stopping theory [13]. Kayal and Liebeherr [53] considered
service placement in a fog network to minimize the energy consumption and com-
munication cost. They devised a fully distributed service placement algorithm based
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on the game theory. Li et al. [62] optimized the placement of SFCs to maximize the
total expected profit under an assumption that both demanded computing resource
and traffic data rates are uncertain. They proposed a near-optimal approximation
algorithm by adopting the Markov approximation technique. He et al. [44] focused
on the service placement and request scheduling while considering sharable and
non-shareable resources in an MEC network with the aim to maximize the num-
ber of requests admitted. Yousefpour et al. [151] introduced a novel framework for
QoS-aware dynamic fog service provisioning, where services can be dynamically de-
ployed or released in fog nodes. They proposed two efficient greedy algorithms to
minimize the cost while meeting the QoS requirements of applications. Hassan et
al. [42] studied the service placement problem with the aim to reduce the response
time for critical services and the energy consumption for non-critical services. They
proposed an efficient service placement algorithm that considers the priority of ser-
vices, network latency, and the power efficiency jointly. Ning et al. [99] studied the
dynamic service placement framework where mobile users move erratically, with the
aim to maximize the system utility. They first decomposed the long-term optimiza-
tion problem by utilizing the Lyapunov optimization method. They then adopted a
sample average approximation-based stochastic algorithm to approximate the future
expected system utility. They finally determine service placement configurations by
giving a distributed Markov-based approximation algorithm.

There are also investigations on the online service placement and request as-
signment problem of service provisioning in MEC networks. For example, Du et
al. [38] investigated the problem of request offloading and content caching. They
formulated the problem as a stochastic optimization problem with the aim of maxi-
mizing the profit, by jointly optimizing the computation offloading strategy, resource
allocation, and Internet content caching strategy. They formulated a Lyapunov op-
timization algorithm for the problem. Li et al [59] considered a VNF provisioning
problem to maximize the revenue, by admitting user requests with service reliabil-
ity requirements. They proposed two online algorithms with provable competitive
ratios for the problem, by adopting the primal-dual technique. Yang et al. [149]
aimed at maximizing the profit of cloud providers by admitting a subset of requests
and finding optimal scheduling of user requests. Ma et al. [87] studied the profit
maximization problem in an MEC network by dynamically admitting delay-aware
requests while meeting SFC requirements. Samanta et al. [108] focused on the op-
timization of the profit and latency. They proposed an adaptive service offloading
scheme that maximizes the revenue collected while maintaining network utility. Xu
et al. [142] considered the assignment of requests to shared VNF instances to maxi-
mize network throughput while minimizing the operational cost. They proposed a
prediction mechanism to dynamically adjust the number of VNF instances needed in
cloudlets, which later serves as a baseline in our experimental section. Liu et al. [78]
studied the optimization of both new and existing user SFC deployments with the
aim to maximize the profit, while considering the resource consumption and opera-
tional overhead. They proposed an integer linear programming (ILP) solution, and
presented a column generation (CG) solution to reduce the time complexity of the



14 Introduction

algorithm.

There are several recent studies that utilize deep learning for task offloading and
resource allocation problems in MEC networks [45] [79]. For instance, Tang et al. [119]
considered task offloading in an MEC environment, where they utilized the long
short-term memory (LSTM), dueling deep Q-network (DQN), and double-DQN tech-
niques to decide whether to offload tasks, and to which edge node each offloading
task should be offloaded. Huang et al. [49] considered task offloading and wireless
resource allocation in an MEC under dynamic wireless network conditions. They
proposed a Deep Reinforcement learning-based Online Offloading (DROO) frame-
work, which achieves near-optimal performance with low computation time. Liu et
al. [80] make use of deep reinforcement learning method to predict the locations of
servers, and obtain an optimal task offloading decision in a Vehicle Edge Computing,
where moving vehicles act as mobile edge servers to provide computation services.
Min et al. [94] studied task offloading of IoT devices with energy harvesting. They
proposed a reinforcement learning based scheme to decide the destination edge de-
vice of task offloading and the offloading rate. Chen et al. [24] proposed a double
deep Q-network (DQN)-based strategic computation offloading algorithm to find
the optimal task offloading destination base station, where the deep neural networks
can predict the network dynamics in prior. However, the above studies mainly use
deep learning as a solution to combinatorial optimization problems, or they utilize
deep learning to predict statuses of a network, such as the network conditions or the
workload of servers.

Unlike the aforementioned studies that determine service placements when ser-
vice requests are given in advance, in this thesis we focus on placing service instances
prior to service request arrivals, which is much more difficult as there is no way to
know when and how many requests of each type of services arrive in advance. We
will adopt the deep reinforcement learning method as a prediction mechanism to
achieve this.

1.6.4 Energy-Aware, Device-to-Device Assisted Federated Learning

Deep learning is a technique that utilizes deep neural networks to learn patterns
of a group of data. The rapid development of deep learning has led to desperate
demands on a large volume of data for more accurate predictions. Traditional train-
ing of deep neural networks needs users to upload their data to a centralized server,
which has a high risk of privacy violation and lots of communication bandwidth con-
sumption. Federated learning (FL), as a promising framework, provides a solution to
utilizing the data on training while protecting privacy. In Federated Learning, Smart
devices train DNN models locally, using their local data. The trained local models
are periodically sent to a server for aggregation, and the aggregated global model is
then sent back to the devices for further training. In FL paradigm, users only up-
load their locally trained models rather than their collected data to the server, which
protects the privacy of users.

As devices usually are powered by limited batteries, performing federated learn-
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ing consumes lots of energy. A typical way is to train the model on an edge server,
and each device uploads its local model to the server for aggregation, and finally a
global model is formed in the edge server. Therefore, MEC, which brings computing
resources to the edge of the core network so that the data generated by mobile de-
vices can be processed at the edge to reduce the burden of the back-haul network, has
emerged as a promising paradigm for federated learning in the era of the Internet of
Things [103] [144), 148]. However, devices with longer distances from the edge server
need to use larger transmission powers to upload their local models, thereby consum-
ing much more energy than those of devices with shorter distances. Also, training a
large-scale DNN model needs a large volume of data transmissions between devices
and the edge server, this introduces a heavy communication overhead [50]. Due to
the limited energy imposed on devices, not every device has sufficient energy to train
its local model on its dataset. Instead, only a subset of the dataset is used for local
model training due to the energy budget of the device for training. Consequently,
the solution accuracy and convergence of federated learning training might degrade
because not all data are used for the model training.

There are extensive studies on federated learning in edge computing environ-
ments. Some of them focused on limited network and computation resource allo-
cations [35, 116, 134, [131]], while others concentrated on client choices [20, (100, [147].
There were several investigations on the learning parameters of federated learning,
including the frequency of local updates and global aggregations [131) [154]. Unlike
the above studies, in this thesis, we introduce a device-to-device (D2D) assisted up-
loading concept to alleviate the communication overhead on uploading local models
from devices to the edge server. That is, devices in edge environments are paired
according to their distances and energy availability. For each pair of devices, the one
with less energy budget sends its trained local model to another with a more energy
budget, and the received device then aggregates the model with its local model and
uploads the aggregated model to the edge server. Since the wireless bandwidth ca-
pacity at the edge server is limited, such a model aggregation and uploading can
reduce the volume of data transmitted to the edge server. Performing energy-aware
federated learning in edge environments thus poses several challenges. First, by al-
locating more energy on computation, a device can train its local model on a large
volume portion of its collected dataset, but this leaves the device less energy on its
local model uploading or vice versa, how to strive for a non-trivial trade off of energy
allocations between its local model training and local model transmission/upload-
ing? Second, due to the heterogeneity of computing power and volume of collected
data, different devices have different amounts of energy budgets at different rounds,
the selection of device pairings heavily impacts not only the transmission energy
consumption of devices but also the amount of data for local model training, thereby
affecting the accuracy and convergence of federated learning, how to pair devices
such that the energy consumption is minimized while the convergence can be guar-
anteed is challenging. Finally, the wireless bandwidth capacity of the edge server
usually is bounded, which can support only up to K devices rather than all devices
to upload their local models to the server simultaneously. As the contributions to-
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wards the global model of different devices are different, some devices are more
important than others. Then, how to identify top contribution devices to upload
their local models to the edge server? We will tackle the aforementioned challenges
in this thesis.

Federated Learning in edge computing environments has been extensively in-
vestigated recently. Most studies investigated energy consumption on devices and
edge servers, others dealt with the non-trivial trades off between the communica-
tion cost, the accuracy of solutions, and the convergence speeds of different learning
algorithms. For example, Wang et. al [131] focused on the trade-off between the com-
munication cost and the convergence performance, they provided an upper bound
of FL convergence that later is used to develop an approximation algorithm for the
FL problem, with the aim to minimize the loss function under resource capacity con-
straints. Dinh et. al [35] concentrated on the trade-off between energy consumption
and model convergence. They proposed a new FL algorithm (FEDL) with the as-
sumption of strongly convex and smooth loss functions. The crux of their algorithm
is a new local surrogate function for each device to train its local model approxi-
mately up to a local accuracy level. Sun et. al [116] considered a long-term energy-
aware dynamic edge server scheduling problem. They developed an online schedul-
ing algorithm based on the Lyapunov optimization, with the aim to maximize the
average number of edge server participants in training at each training round. Tu et.
al [130] studied federated learning in a fog computing environment, where devices
are allowed to offload their local data to other devices for processing and discard
some of their data. They investigated the impact of data transfer between devices
and data discarding on model training. Chen et. al [20] dealt with the optimization
of user selections and network resource allocation in a wireless network for a set of
users and a base station, with the aim to minimize the convergence time of federated
learning. They developed a scheme to select users with high contributions to the con-
vergence of the training, and formulated an integer linear programming for network
resource allocation. Zhang et. al [154] considered a scenario where the data across dif-
ferent clients are non-independent and identically distributed (Non-1ID), for which
they proposed a deep reinforcement learning based method to decide the batch size
of local training adaptively. Nishio and Yonetani [100] studied the federated learning
within the deadline of the global aggregation. They proposed a federated learning
protocol to select as many participants as possible from a set of heterogeneous de-
vices with limited resources. Wu et. al [134] dealt with reducing the traffic volume
of WAN transmissions. They proposed a hierarchical federated learning paradigm,
which performs synchronous federated learning aggregation between clients and
edge servers and asynchronous aggregation between edge servers and cloud servers.
They also devised algorithms to decide the federated learning controllable factors,
staleness threshold client-edge association, and data distribution. Chen et. al [22]
studied serverless decentralized federated learning, where workers only communi-
cate with their neighbors. They enabled the exchange of intermediate results instead
of the entire model between the workers. They also proposed an efficient algorithm
to trade off between the communication cost and training performance. Lu et. al [82]
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tackled a heterogeneity problem of local data, by exploiting a clustered FL frame-
work and an auction-based client selection strategy with constrained local resources.
Pilla [103] aimed to minimize the energy consumption of FL training on heteroge-
neous devices. The author proposed an optimal pseudo-polynomial solution to find
the optimal workload distribution. Chen ef. al [16] aimed to mitigate the communi-
cation overhead of transferring DNN models, and proposed a novel framework that
identifies and freezes stable parameters of DNN models to improve communication
efficiency. Tang et. al [120] sparsified the DNN model in decentralized federated
learning to deal with the communication bottleneck, and devised an algorithm to
find a peer selection that efficiently utilizes bandwidth resources. Tao et. al [121] pro-
posed a Byzantine-resilient distributed gradient descent algorithm for FL that can
handle the heavy-tailed data and converge under the standard assumptions. They
also developed another algorithm to further reduce the communication overhead on
learning process, using the gradient compression technique, and theoretical analysis
shows that the proposed algorithms can achieve the statistical error rate that is order-
optimal. Xu et. al [143] investigated the problem of energy minimization for a single
FL request with uncertain availability of UEs, by proposing a novel optimization
framework. They also devised an online learning algorithm with a bounded regret
for the UE selection, by considering various contexts (side information) that influ-
ence energy consumption. Xu et. al [144] proposed a hierarchical FL framework for
joint worker aggregator placement and UE assignment for a single FL request, and
devised an approximation algorithm for it. They also considered the online worker
aggregator placement and UE assignment for multiple FL request admissions with
model uncertainty, by proposing a multi-armed bandit based online learning algo-
rithm for it.

The aforementioned studies mainly investigated resource allocation or client
(user) selection for a set of devices that upload their local models to a server for
aggregation, by striving for non-trivial trade-offs between energy consumption and
accuracy of the solution obtained. However, none of these works considered using
energy of neighbor devices of a device for its local model uploading. To the best of
our knowledge, we are the first to study how to minimize the global loss of a model
through D2D transmissions. The saved energy at each device can be used for local
model training to further improve the performance of federated learning.

1.7 Thesis Contributions

The main contributions of this thesis are conducting a comprehensive study on
intelligent service provisioning and resource allocation in mobile edge environments.
For the aforementioned research topics, we propose novel frameworks, and develop
system models for the proposed framework. We then formulate optimization prob-
lems and devise near-optimal and efficient algorithms.

The contributions of this thesis are summarized as follows.

¢ For the problem of data collection of IoT devices in a sparse loT-sensor net-
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work, we study on how to maximize the data collection by using a UAV in
Chapter [2| Specifically, we consider an energy-constrained UAV to collect data
from all IoT devices within its transmission range, and the energy consumption
on UAV hovering and flying does not exceed its battery capacity. We devise effi-
cient approximation and heuristic algorithms to find the tour of the UAV when
it fully or partially collects data from IoT devices. The contributions of this
research topic are: (1) a novel framework where a UAV collects data from mul-
tiple IoT devices simultaneously, (2) approximation algorithms for the full and
partial data collection problems when transmission coverage at different hover-
ing locations of UAV has no overlapping and (3) efficient heuristic algorithms
for the full and partial data collection problems when transmission coverage at
different hovering locations of UAV has overlapping.

For the problem of budget-constrained DT state synchronizations, we aim to
minimize the staleness of DT in Chapter[5] We study a real application scenario,
where an energy-constrained UAV is dispatched to collect data from sensors to
update the status of the DT objects. We then investigate how to develop a
cost-effective evaluation plan for a fidelity-aware query to DT objects deployed
in a mobile edge network. The contributions involved in this topic include:
(1) a novel staleness minimization problem of DT states of sensors for a finite
time horizon, under a fixed synchronization budget per update round, (2) an
optimal algorithm for a special case of the staleness minimization problem,
(3) an efficient algorithm for the staleness minimization problem, (4) a deep
learning mechanism to predict the volume of generated data by each sensor
and (5) a cost-effective evaluation algorithm for fidelity-aware queries to DT
objects.

For the problem of service placement and request assignment in an MEC net-
work, we study on the maximization of the profit of service providers in Chap-
ter We place and remove IoT service instances at resource constrained
cloudlets in advance of the arrival of requests to shorten the end-to-end de-
lay of requests in dynamic mobile edge networks without the knowledge of
future arrivals. The contributions of this research topic are: (1) a framework
that pre-installs and revokes idle IoT service instances in a dynamic service
placement, (2) a deep reinforcement learning prediction mechanism to predict
which service requests arrive in future, and pre-install the demanded service
instances accordingly, (3) and a request assignment that offloads requests to
appropriate cloudlets.

For the problem of D2D-assisted federated learning in mobile edge environ-
ments, we investigate how to minimize the loss of global models in Chapter
To mitigate communication overhead, we formulate a novel framework that al-
lows devices to send their models to their neighborhoods for local aggregation.
We also consider energy capacity of devices and bandwidth constraints on an
edge server, where we only allow a limited number of devices to communicate
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with the server simultaneously. The contributions of this research topic are: (1)
A novel energy-constrained D2D-assisted federated learning framework where
devices with limited energy utilize neighbor devices for model uploading, (2)
an near-optimal algorithm for a special case of the problem, and (3) a heuristic
algorithm for the problem.

It is also worth noting that the formulated frameworks, devised algorithms and
analysis techniques, will be of independent interest in many other domains, such as
artificial intelligence and combinatorial optimization.

1.8 Thesis Organization

The rest of this thesis is organized as follows. Chapter [2| studies the data col-
lection in sensor networks via an energy-constrained UAV. Chapter 3| tackles the DT
state staleness minimization problem, subject to the limited synchronization budget.
Chapter [ investigates the profit maximization of service providers by service in-
stance placement and request assignment. Chapter |5/ consider federated learning in
a D2D-enabled, energy constrained edge environment, with the aim to minimize the
loss of a global model. Chapter [f| summarizes the thesis and discusses future works.
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Chapter 2

Data Collection Maximization via
an Energy-Constrained UAV

In this chapter, we formulate two novel data collection problems to fully or
partially collect data stored from IoT devices using the UAV subject to the energy
capacity on the UAV. To this end, we propose a novel data collection framework that
enables the UAV to collect sensory data from multiple IoT devices simultaneously.
We then formulate two data collection maximization problems to deal with full or
partial data collection from IoT devices at each hovering location, and show that
both defined problems are NP-hard. We instead devise approximation and heuristic
algorithms for the problems.

2.1 Introduction

With the increasing popularity of Internet of Thing devices, more and more
applications of smart homes/smart cities, e-health care, and artificial transportations
built upon IoT devices become part of our daily life [67]. However, most IoT devices
usually have very limited energy, computational and storage capacities due to their
portable sizes [66]. Sometimes, it is unrealistic to allow these devices to transmit or
relay sensing data to a base station through multihop relays, due to the significant
transmission energy consumption, and in the worst case, they may not be in the
transmission ranges of each other. It is very challenging to collect sensing data from
these IoT devices for processing on time. Due to its accessibility, versatility and
flexibility, UAVs are considered as a promising solution to IoT data collection.

The novelties of this chapter lie in the provisioning of a novel framework of
data collection from multiple IoT sensor devices simultaneously, via an energy-
constrained UAV. We formulate two data collection maximization problems and de-
velop efficient approximation and heuristic algorithms for the problems that strive
for a fine tradeoff between the energy usages of the UAV on hovering and traveling,
respectively. To the best of our knowledge, this is the first time that the use of a
UAV for full or partial data collection from multiple IoT devices simultaneously is
studied. Efficient algorithms for finding a data collection trajectory for the UAV are
developed.

21
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The rest of the chapter is organized as follows. Section 2.2 introduces the system
model, notions, and notations. Section presents the problem definitions and
shows the NP-hardness of the defined problems. Section [2.4| devises approximation
algorithms for the full and partial data collection maximization problems without
hovering coverage overlapping when the problem size is large. Section [2.5 proposes
efficient heuristic algorithms for the full and partial data collection maximization
problems with hovering coverage overlapping. Section evaluates the proposed
algorithms empirically, and Section [2.7| concludes the chapter.

2.2 Preliminaries

In this section, we first introduce the system model, notions and notations.

2.2.1  System model

We consider an IoT application scenario where many different types of IoT de-
vices are deployed in a given region for monitoring purposes, some of the IoT devices
(sensors) are chosen as aggregate sensor nodes that can store both their own sensing
data and their neighbors’ sensory data, assuming those IoT devices that have not
been chosen as aggregate sensor nodes can forward their sensory data to one of
their neighboring aggregate sensor nodes. In case there are multiple aggregate sen-
sor neighbors, it can choose one of such neighbors for the storage of its sensory
data. Since aggregate sensor nodes are sparsely distributed, they may or may not be
within the communication range with each other. The sensory data collected at each
aggregate sensor node thus cannot be transferred to the base station through multi-
hop relays, or there are obstacles between the aggregate sensor nodes, e.g., ponds,
or buildings that prevent the relays. Furthermore, there are energy-constrained on
aggregate sensor nodes as relaying data will consume their considerable amounts of
energy. To prolong the lifetime of each aggregate sensor node, a UAV is deployed
for data collection from the aggregate sensor nodes. We assume that the UAV with a
constant speed v is at a depot d initially and powered by a limited energy battery £.
The UAV consumes energy at hovering locations for data collection from aggregate
sensor nodes in its hovering coverage range and traveling (flying) from one hover-
ing location to another hovering location. For the sake of convenience, in the rest
of this chapter we term the aggregate sensor nodes as IoT devices or sensor nodes
interchangeably if no confusion arises. The aggregate sensor nodes in a monitoring
region form a sparse sensor network G = (V U {d}, E), where V is the set of ag-
gregate sensor nodes, and there is an edge e € E between each pair of aggregate
sensor nodes. The depot of the UAV is d in which the UAV will be recharged and its
collected data will be downloaded for further processing.

To ensure that the UAV can return depot d per tour, its data collection tour
must be a closed tour including depot d. The duration of a tour of the UAV will
be determined by the tour length and the volume of data stored in the IoT devices
covered by the UAV at each hovering location in the tour. Assume that the UAV
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takes T time units to finish its tour, in which Tj, and T; are the amounts of time spent
on hovering and traveling respectively, then T = T, + T; and the total amount of
energy consumed by the UAV in the tour must meet that Tj, - 7, + T; - 17 < &£, where
1, and 7; are the energy consumption rates of the UAV on hovering and traveling,
respectively [117].

2.2.2 Data collection framework from IoT devices using a UAV

We assume that each aggregate sensor node in a monitoring region is labeled by
its coordinates (x;,y;,0). Denote by (x’,y’, H) the coordinates of a hovering location
of the UAV, where H is the flying altitude of the UAV, which is no greater than the
transmission range R of each aggregate sensor node, and B is the data transmission
rate of any aggregate sensor node. An aggregate sensor node v € V can transmit
its stored data to the UAV with the data transmission rate B if the UAV is within its
transmission range R. The hovering altitude H of the UAV for data collection thus is
no greater than R, i.e., H < R, and we further assume that the altitude H of the UAV
does not change [4].

Following the data collection model, if all IoT devices are within the reception
range of the UAV, their transmitted data can be collected by the UAV, assuming that
each IoT device uses a different communication channel [97]. We assume that the
reception range of the UAV is a ball centralized at its hovering location, this ball is
projected to the ground where the IoT devices are located to form a circle with the
same radius of the ball, the data of all aggregate sensor nodes within the projected
circle can be collected by the UAV when it hovers at the center of the ball, through the
use of the orthogonal frequency division multiple access (OFDMA) technique [97].

Since there are infinite hovering locations for the UAV in the sky, to make the
problem tractable, we assume that the hovering locations of the UAV are finite, by
partitioning its hovering region into finite numbers of equal squares with edge length
6 > 0. In the rest of the discussion, we assume that the measurement unit of the
UAV movement in its hovering region is the edge length ¢ of each square. Or the
coordinates of potential hovering locations within a square are indistinguishable.
For the sake of convenience, we further assume that the center of each square is the
potential hovering location of the UAV within that square area. For a given data
collection period T, assume that the volume D, of data stored at each aggregate
sensor node v € V is given, which consists of its own sensory data and the data
forwarded by its neighboring IoT devices that have not been chosen as aggregate
sensor nodes. Fig. is an illustrative example of an aggregate sensor network G
with a UAV for data collection.

We assume that the hovering region of a UAV is partitioned into M squares:
s1,82,...,5m, and the UAV performs data collection at the centers of these squares
s; = (xj,yj, H) as its hovering locations, let C(s;) be the set of aggregate sensor nodes
whose distances to the projected location (x;,y;,0) of s; on the ground are no more
than the data reception range Ry of the UAV, i.e., the data stored at an aggregate senor
node v; € V with coordinates (x;,y;,0) can be collected by the UAV if it is within the
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Figure 2.1: An example of an IoT sensor network G via a UAV for data collection.

ball of the UAV centered at hovering location s, i.e., \/ (xi —x)2+ (yi —y;)* < Ro

and Ryp = VR? — H? (see Fig. (b)). For any two potential hovering locations
si € Mand s; € M with i # j, if C(s;) N C(s;) = @, we refer to the set M as a set
of hovering locations without hovering coverage overlapping; otherwise, we refer to the
set M as a set of hovering locations with hovering coverage overlapping. Notice that
the data transmission duration of an aggregate sensor node from the ground to the
UAV usually is determined by its distance to the UAYV, its data volume, and its data
transmission rate. Given two aggregate sensor nodes at different locations in the
coverage circle of the UAYV, it is well known that their data transmission durations
and the data transmission rate will be different even if they have the same amounts of
data to be transmitted. However, such differences between them are negligible if the
UAV altitude H is relatively low (not too high). For the sake of discussion simplicity,
in this chapter we assume that all sensors within the hovering coverage range of the
UAV will have the same data transmission rate B.

The hovering (sojourn) duration of the UAV for data collection at hovering location
sj thus is

D,

t(sj) = fg_‘gg{ 7 | \/(xi —x)2+ (yi —y;)* < Ro}, (2.1)

the total volume of data collected at hovering location S is

V(s) = X ADo, | 4/ (xi = )2+ (v = ) < Ro}, (22)

v;eV

and the total amount of energy consumption on data collection by the UAV at s; is

wi(sj) = t(sj) - 1n- (2.3)
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2.2.3 Approximation ratio

Given an instance of a maximization optimization problem P, let A and OPT
be a feasible solution delivered by an approximation algorithm and the optimal so-
lution of the problem respectively if ﬁ > 1 with & > 1, then 1 is referred to the
approximation ratio of the approximation algorithm for P.

2.3 Problem formulations and NP-hardness of the defined
problems

In this section, we define two novel data collection maximization problems using
a single UAV, under the assumptions that (i) sensory data from multiple IoT devices
can be collected simultaneously by a UAV at a hovering location; and (ii) the data
stored at each IoT device can be either fully collected or partially collected by the
UAV at each hovering location. Both problems are defined as follows.

Definition 1. Given an aggregate sensor network G(V U {d}, E) and a UAV with
energy capacity £, each aggregate sensor node v € V has a volume D, of data for
collection, the full data collection maximization problem is to find a closed tour for the
UAV such that the accumulative volume of data collected by the UAV at all hovering
locations in the closed tour is maximized, subject to the energy capacity £ on the
UAYV, assuming that the data stored at each IoT device in the hovering coverage of
the UAV will be fully collected.

We deal with the full data collection maximization problem under two differ-
ent restrictions. That is, whether the hovering coverage ranges of the UAV at any
two different hovering locations are allowed to be overlapping. We thus have two
cases for the problem: the full data collection maximization problem without hovering cov-
erage overlapping and the full data collection maximization problem with hovering coverage
overlapping, respectively.

Sometimes, the UAV may not need to collect all stored data of IoT devices at
its hovering location, this may help the UAV to save energy for collecting more data
from other IoT devices when it hovers at other hovering locations. We here use
an example (see Fig. to illustrate this scenario. Assume that the UAV can stop
at two hovering locations s; and s, with hovering coverage overlapping. We fur-
ther assume that it takes 10 minutes and 6 minutes to collect all data when it is
located at s; and sy, respectively. If it is allowed to collect partial data from the IoT
devices when it is located at s; and sy, for example, it takes 5 minutes to collect
partial data at s; and 6 minutes to collect partial data at s;. The same amount of
data will be collected from both hovering locations in the end. However, its total
energy consumption on full data collection at the two locations is (10 + 6);, energy
units, while the total energy consumption on the partial data collection at the two
locations is (5 + 6)7;, energy units, thereby saving energy of the UAV. Motivated by
this example, given a positive integer K > 1, we can partition the sojourn dura-
tion t(s;) of the UAV at each hovering location s; into K equal sojourn durations:
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Figure 2.2: An illustration of partial data collection in an IoT sensor network G via a
UAV.

t(sj)/K, 2- t(sj) /K, ..., K-t(s;)/K, respectively. In other words, for each hovering
location s; € §, there are K corresponding virtual hovering locations s;1,8;2,---,SjK
with sojourn durations t(s;) /K, 2-t(s;)/K, ..., K-t(sj)/K, respectively. The maxi-
mum amount V(s;x) of data collected by the UAV at a virtual hovering location s;
with sojourn duration k - t(s;) /K is

Visi) = ), {—— |—>k t(sj)/K}+ Y. {Dy | = < k- t(sj)/K},

veC(s;) v'eC(sj)

B-k- ts])

(2.4)

where C(s;) is the set of IoT devices within the hovering coverage range of the UAV
at hovering location s;, and the IoT devices in C(s;) can further be partitioned into
two subsets: their data transmission time is no less than k - t(s;) /K, and strictly less
than k - t(s]-) /K with 1 < k < K, respectively.

t(S]',k) =k- t(S]‘)/K. (25)

That is, the amount of data collected by the UAV at each hovering location s;
can be from the partial volume of data to the full volume of data, i.e., V(s;1) <
V(sj2) < ... < V(sjk) witht(sj1) <t(sj2) <...<t(sjx). We define this partial data
collection via a UAV as follows.

Definition 2. Given an aggregate sensor network G(V U {d}, E) and a UAV with
energy capacity £ located at a depot 4 initially, each IoT device v € V has a volume
D, of data for collection, the partial data collection maximization problem in G is to find a
closed tour including the depot d for the UAV such that the accumulative volume of
data collected by the UAV at hovering locations in the tour is maximized, subject to
the energy capacity £ of the UAV, assuming that the UAV is allowed to collect partial
data at each hovering location.
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It can be seen that the full data collection maximization problem is a special case
of the partial data collection maximization problem when K = 1, and unfortunately,
both problems are NP-hard, which are stated by the following theorem.

Theorem 2.1. Both the full data collection maximization problem and the partial data collec-
tion maximization problem in an aggregate sensor network G(V U {d}, E) are NP-hard.

Proof. We show that the full data collection maximization problem without hovering
coverage overlapping is NP-hard, by a reduction from a well-known NP-hard prob-
lem - the orienteering problem [123]. We consider a special case of the data collection
maximization problem where the potential hovering location of the UAV is on top of
each aggregate sensor node, and there is not any energy consumption on data col-
lection at each hovering location. We further assume that there is not any hovering
coverage overlapping between any two hovering locations. Even for this special data
collection maximization problem, we show that it is equivalent to an orienteering
problem in G as follows.

Given a node- and edge-weighted, indirect graph G(V, E), in which each node
v € V has a positive award p(v) = D, and each edge (1,v) € E has a positive
integral length e, U) ~=20M and a given integral length L, the orienteering problem is to
find a closed tour in G including a specified node (the depot d) such that the total
award collected from the nodes in the closed tour is maximized, subject to the tour
length no greater than L [8| 12, [123].

We reduce the orienteering problem in G to this special full data collection max-
imization problem as follows. The award collected at each hovering location s; € S
(the coordinates of s; are x],]? H) assuming that the coordinates of v; € V are
(xj,¥,0)) is V(sj) = Dy, L = [}, and the hovering energy consumption at each po-
tential hovering locatlon s;€S (S = V by the assumption)is zero. As the orienteering
problem is NP-hard [123], the data collection maximization problem is NP-hard.

The full data collection maximization problem is a special case of the partial data
collection maximization problem when K = 1, the latter is NP-hard, too. ]

2.4 Approximation Algorithms for a special case

In this section, we deal with the full and partial data collection maximization
problems without hovering coverage overlapping. We first formulate an Integer Pro-
gramming solution for the problem when the problem size is small or moderate. We
then propose approximation algorithms for the problems under the assumption that
different hovering locations of the UAV within each square are indistinguishable.
We finally analyze the correctness of the solutions and the time complexity of the
proposed algorithms.

2.4.1 ILP formulation

In the following we formulate an integer programming solution (ILP) to the full
data collection maximization problem without hovering coverage overlapping. Given



28 Data Collection Maximization via an Energy-Constrained UAV

the aggregate sensor network G = (V, E) and the UAV, we partitioned the hovering
region of the UAV into M squares, denoted by S = {s1, sy, ...,sm} Ud. Let x; be the
indicator variables which determine whether the UAV will hover at the square s; and
collect the data, and let y;; be the indicator variables which determine whether the
UAV flies from square s; to s, and yo,; and y;o indicates if the UAV flies from the
depot d to s; and if the UAV flies from sj to depot d respectively, where 1 <1i,j <M
and i # j. We formulate the ILP solution as follows:

M
Maximize ) V(s;) - x; (2.6)

subject to:

21,22

M
X =) Yij (2.7)
i=0

M
Zyi,j <1 Vj 2.8)
M
Y vij <1, Vi (2.9)
=1
M M
Y vij = Zyjl’ j#0 (2.10)
i=0 =0
M M I(s;, s M
Y. ) Vi ( ]) e Yt < E 2.11)
i=0j=0 j'=1

M
Y vio=1 (2.12)
i=1

M
) voj = (2.13)
j=1

Y v <IS'|-1,v8' S s\{d},S' # @ (2.14)
S,’,SjES/
Xj € {0,1} VS]' €S (2.15)
Yij € {0,1} VSZ',S]' e SU{d}, (2.16)

where V(s;) and f(s;) are defined in Eq. (2.2). and Eq. (2.1), I(s;,s;) is the Euclidean
distance between s; and s;.

The objective (2.6) is to maximize the sum of profits of nodes on the data col-
lection tour. Constramt restr1cts that the UAV can only hover at s; if s; is on
the flying path. Constramts and ensure that each hovering location can be
reached or left by once. Constramt ensures that if the UAV arrives at node s;,
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it must left from node s;. Constraint enforces that the sum of the energy con-
sumption is no greater than the UAV energy capacity £. Constraints and
enforce that the UAV must start from the depot d and end at d. Constraint pre-
vents subtours disconnected from the depot d. Constraints and restrict
the ranges of decision variable x; and y; ; to be either 0 or 1.

2.4.2 Approximation algorithm for the full data collection maximization
problem problem without hovering coverage overlapping

The basic idea behind the proposed algorithm is to reduce the problem to the
orienteering problem [123]]. The challenge of such a reduction lies in that the hovering
energy consumptions of the UAV at different hovering locations are different, we
aim to find a closed tour including depot d such that the accumulative volume of
data collected by the UAV at all hovering locations in the tour is maximized, while
the total amount of energy consumed of the UAV on both hovering and traveling is
no greater than its energy capacity £. We address this challenge by finding a closed
tour in an auxiliary graph in which each edge is assigned an energy weight for both
hovering at the endpoints of the edge and traveling along the edge as follows.

Since there are infinite numbers of potential hovering locations in the hovering
plane of the UAV, to enable the problem to be tractable, we partition the hovering
region of the UAV (or the corresponding IoT device deployment region) into a num-
ber of squares with edge length § > 0. We assume that the distance differences
among potential hovering locations in each square are negligible if the value of J is
sufficiently small. We further assume that the center of each square is a potential
hovering location for the UAV when it is in the square.

Having partitioned the hovering region of the UAV into M squares, we now con-
struct a node and edge weighted, undirected graph G; = (S, Es; p(-), w1(:), wa(-,-))
as follows. S is the set of potential hovering locations of the UAV, and E; is the set
of edges that the UAV hovers and flies from one hovering location to another hover-
ing location. The functions related to nodes and edges in G are defined as follows.
p: S — R=0is the award function, w; : S — R”? is the hovering energy consumption
function, and w, : E; — R20 is the energy consumption function on both hovering
and traveling. There is an edge (s;,s;) € Es between each pair of nodes s; and s; in S.

For each potential hovering location s; € S, the award (the amount of data col-
lected) is

p(sj)= Y. Do, (2.17)

Z),'EC(S/')

where C(s;) is the set of IoT devices in the hovering coverage range of the UAV when

it hovers at hovering location s, i.e., C(s;) = {v; | v; € V & \/(xi —x)2+ (yi—y;)* <
Ro}, assuming that the UAV is at location s; = (x;,y;, H). If C(s;) = @, then p(s;) =0,
t(sj) = 0 and wi(sj) = 0. Dy, is the volume of data stored at IoT device v; that is
a function of the monitoring duration T and the sensing data generation rates of
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neighboring sensors of v within the monitoring period.

The hovering duration ¢(s;) of the UAV at hovering location s; for collecting data
from IoT devices in C(s;) is

D,,
t(s;) Uf?&’é){ 5 (2.18)

where B is the data transmission rate of an aggregate sensor node (an IoT device).

The amount of energy consumption of data collection by the UAV at hovering
location s; thus is

wl(S]') = t(S]') N (219)
We assign a weight w;(s;, sx) to each edge (sj,s¢) € E; as follows.

w1 (s;) + w1 (sk) n 1(sj,sk) - e

. . (2.20)

wz(Sj, sk) =

where the first term in the right hand side of Eq. is half the sum of the amounts
of hovering energy consumed by the UAV for data collection at locations s; and sy
respectively, the second term is the amount of traveling energy consumption of the
UAV along edge (sj,s¢), and I(sj,s) is the Euclidean distance between locations s;
and sy.

Having the constructed auxiliary graph Gs(S, Es; p(-), wi(-), wa(-,-)), the ori-
enteering problem in G; is to find a closed tour including depot d such that the total
award collected from the hovering locations in the tour is maximized, subject to that
the tour length (measured in terms of energy) is no greater than the energy capacity
& of the UAV. It can be seen that a solution to the orienteering problem in G returns
a solution to the full data collection maximization problem in G without hovering
coverage overlapping.

The detailed algorithm for the full data collection maximization problem is given
in Algorithm[l]

2.4.3 Approximation algorithm for the partial data collection maximiza-
tion problem without hovering coverage overlapping

We now deal with the partial data collection maximization problem by reduc-
ing the problem to the orienteering problem as well, and by adopting the proposed
algorithm Algorithm [1] with minor modifications. Specifically, for a given integer
K > 1 and each potential hovering location of the UAYV, the K virtual hovering loca-
tions are created for the potential hovering location, i.e., K virtual hovering locations
$i1,8j2,- - -,8jk are generated for each potential hovering location s; € S. Recall that
t(s;) the hovering duration at s; for all sensor data collection of sensors under this
hovering coverage, we divide this duration into K equal time durations, and assign a
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Algorithm 1 Approximation algorithm for the full data collection maximization
problem without hovering coverage overlapping

Input: An aggregate sensor network G = (V,E) with a set V of aggregate sensor
nodes, a UAV with energy capacity £ at depot d, and each node v € V has data
volume D,, and a given constant § > 0 but § < Ro.

Output: Find a closed tour including the depot d for the UAV such that the volume
of data collected from all aggregate sensor nodes covered by the UAV at hovering
locations in the tour is maximized, subject to the energy capacity of the UAV.

1: Partition the monitoring region into M squares sy, s, ..., sy with the edge length
of each square being J; let S = {d,s1,s2,...,5m};

2: Compute t(s;), p(sj), and wy(s;) for each s; € S with1 <j < M;

3: Construct an auxiliary graph G; = (SU{d'},EsU{(v,d") | (v,d) €
Es};p(s), wi(-), wa(-,-)), where d' is a dummy depot;

4: Find a simple path P in G, between the depot d and the dumpy depot d’ such
that the total award collected in the path is maximized (as there is no coverage
overlapping between any two hovering locations by the assumption), subject to
the energy capacity £ of the UAV, by the approximation algorithm for the orien-
teering problem in metric graphs [8];

5: return A closed tour C derived from P for the UAV, which contains the hovering
locations and the sojourn time at each of the hovering locations.

t(sj)

hovering duration #(s j/k) = —¢* at virtual hovering location Siks ie.,
t(s;
t(sjlk) = (K])' Vke{1,2,...,K} (2.21)

The volume V'(s;) of data collected by the UAV at s; with duration ¢(s;x) is

. B-t(s)) B-(k—1)-t(s;)
V'(six) = Y, min{ X D, — X
UGC(S]‘)

P22 > (k1) b)) /K).
(2.22)

It can be seen that V'(s;1) > V'(sj2) > ... > V'(s; k) because some sensors in
C(sj) have no data for transmissions with the time progress.

Let S’ be the set of all virtual potential hovering locations derived from all poten-
tial hovering locations, while the latter is obtained the partitioning of the hovering
region into a number of squares as we did for the full data collection maximiza-
tion problem. An auxiliary graph G, similar to G, in the previous subsection, is
then constructed. It can be shown that G, is a metric graph as well, an approximate
solution to the corresponding orienteering problem in Gg can be found, by apply-
ing Algorithm(l}, and an approximate solution - a closed tour C’ then is delivered.
However, tour C’ may not be a feasible solution to the partial data collection maxi-
mization problem, since it is very likely to have a node s;; € C' but s;p ¢ C" with
k > k'. Meanwhile, we know that there are no distinctions between node Sik and
sjx in terms of their locations and hovering durations as both of them are derived
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from the same node s;. We also know that V'(s;x) < V'(s;x). Thus, a better so-
lution C” to the problem can be obtained, by replacing node s;; in C" with node
Sk Now, assume that there are [ > 2 nodes from S included in tour C’, denoted
by sii,Sjjpsr- -8 with1 < jj < Kand 1 <1 < K, they will be replaced by nodes
$i1,8j2,---,8j1 respectively, and the resulting solution still is a feasible solution to the
problem, this node replacement procedure continues until no further replacement is
needed. An approximate solution to the problem is obtained in the end. We term
this algorithm as Algorithm

Algorithm 2 Approximation algorithm for the partial data collection maximization
problem without hovering coverage overlapping

Input: An aggregate sensor network G = (V, E) with a set V of aggregate sensor
nodes, a UAV with energy capacity £ at depot d, and each node v € V has data
volume D,, and a given constant § > 0 but § < Ro.

Output: Find a closed tour including the depot d for the UAV such that the volume
of data collected from all aggregate sensor nodes covered by the UAV at hovering
locations in the tour is maximized, subject to the energy capacity of the UAV.

1: Partition the monitoring region into M squares s1, sy, . . ., sp with the edge length
of each square being J; let S = {d,s1,s2,...,5m};
2: §' U,Ile{s]',k | §j € S}
3: Compute t(sjx), p(sjx), and wi (s;x) for each s;x € S with 1 < j < M;
4: Construct an auxiliary graph G, = (S'U{d'},Es U {(v,d") | (v,d) €
Es};p(s), wi(s), wa(-,-)), where d' is a dummy depot;
5. Find a simple path P in G, between the depot d and the dumpy depot d’ such
that the total award collected in the path is maximized (as there is no coverage
overlapping between any two hovering locations by the assumption), subject to
the energy capacity £ of the UAV, by the approximation algorithm for the orien-
teering problem in metric graphs [8];
for each j from 1 to M do
if Hk,k/ s.t. k> k/, Sk € P, Sk’ Q P then
replace node s;x by node s; s

return A closed tour C derived from P for the UAV, which contains the hovering
locations and the sojourn duration at each of the hovering locations.

2.4.4 Algorithm analysis

In the following we show the correctness and time complexity of the proposed
algorithms. We first show that the auxiliary graph Gs is a metric graph, as the
given approximation algorithm for the orienteering problem is only applicable to
metric graphs, we then analyze the time complexity of the two proposed approxima-
tion algorithms and their approximation ratios. Notice that both Algorithm 1| and
Algorithm 2 are approximation algorithms under the assumption that there is no
distinction among different hovering locations in each square; otherwise, the prob-
lems are intractable due to infinite numbers of potential hovering locations even for
a small square area.
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Lemma 1. The auxiliary graph G; is a metric graph.

Proof. Since there is an edge for each pair of nodes in Gs, we show that the edge
weights in G; meet the triangle inequality. For the three edges formed by any three
nodes s;, s, and s; in S, we have

wa(sj, k) + wa(sk, 1)
wi (s7) + wa (sk) N (s, sk) ey 4 (wl(sk) + wi(s)

= ( 5 v > + I(sk, 1) - 11t)
w1(s;) + wi(s [(si,s1) + 1(sk,s1)) -
_ 1(;)2 1(l>+w1(sk)+((] k) 1/(k 1)1
wy(s:) +wq(s 1(s;:.s7) -
> 1(])2 1( z)+w1(sk)+ (;;) Nt
- w1 (sj) + w(s) N I(sj,s1) - 1t
- 2 v
= ZUZ<S]',SZ). (223)
Thus, G is a metric graph. O

Theorem 2.2. Given an aggregate sensor network G(V, E) with each node v € V having a
data volume D, for collection, and a UAV with energy capacity & and its depot d, assuming
that the moving unit of the UAV is measured by a value of 6 > 0 and its coverage range
at each hovering location is a circle with radius Ry, there is a %—approximation algorithm,
Algorithm|l} for the full data collection maximization problem in G without hovering cov-
erage overlapping, assuming that the distance difference among potential hovering locations
within each square is negligible. The algorithm takes O (Tort(%fg -V, HZ;R b |V|?)) time,
where Tou(|V'|, |E'|) is the time complexity of the approximation algorithm of Bansal et
al. [18] for the orienteering problem in a graph with |V'| nodes and |E'| edges.

Proof. We first show that the solution obtained by Algorithm(l|is feasible. It can be
seen that the closed tour C is a simple closed tour including the depot d. We show
that the total energy consumption of the UAV on the closed tour C is no greater
than £. As the total length of C is no greater than £, the energy consumption of
the UAV on C (hovering at nodes and traveling on edges) is the weighted sum of
edges in C, which is no greater than its energy capacity. Furthermore, for each
hovering location s; in C, assume that s; and sy are its two neighboring hovering
locations in C, then the hovering energy consumption w(s;) of the UAV at location
sj is distributed to its two incident edges (s;,s;) and (s}, sx) as part of their weights,

wl(si);wl(sj) + l(sirij)"?f and

i.e., the energy weights of the two edges are w;(s;,s;) =

wa(sj, k) = wils; );wl(sk) + Z(Sf’i")'”t, respectively. Thus, the UAV has sufficient energy

at each hovering location s; to collect all data from the IoT devices in C(s;).

We then analyze the time complexity of the proposed algorithm, Algorithm
We notice that the number of squares, M, is a linear function of the number of aggre-
gate sensor nodes in V. For example, assume that the coverage range of the UAV at
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a hovering location is a circle with radius Ry, then, the number of its potential hov-
ering locations for collecting data from an IoT device v € V will be no greater than

Rjq . . .
[”52 0] in terms of the number of squares covering v. Thus, the maximum number of

P2 2
squares in G; is no greater than ),y [HTIZQOW < (7;—50 +1) - |V| as both Ry and § usually
are constants. There exists an edge between every pair of the node in G;, therefore,

2.4
Gs contains |Es| = O(|S|?) = O(HMRU -|V|?) edges. Finding a }-approximate so-
lution (a closed tour C) for the orienteering problem in G starting at node d takes

O(Tort(né—ljg |V, HZ;R?) -|V|?)) time, by the approximation algorithm due to Bansal et
al. [8], assuming that the distances of hovering locations within each square are neg-
ligible, where T,.;(|V’|, |E’|) is the time complexity of the approximation algorithm
of Bansal et al. [§] for the orienteering problem in a graph with |V’| nodes and |E’|

edges. O

We finally show that the solution delivered by Algorithm 2| for the partial data
collection maximization problem is feasible, and analyze its approximation ratio as
follows.

Theorem 2.3. Given an aggregate sensor network G(V, E) with each node v € V having a
data volume D, for collection, and a UAV with energy capacity & and its depot d, assuming
that the moving unit of the UAV is measured by a value of 6 > 0 and its coverage range
at each hovering location is a circle with radius R, there is a J-approximation algorithm,
Algorithm 2| for the partial data collection maximization problem in G without hovering
coverage overlapping, assuming that the distance difference among potential hovering loca-
tions within each square is negligible. The algorithm takes (’)(Tort(%fé -|K-V], 7T204R b |K -
V'|2)) time, where Ton(|V'|, |E’|) is the time complexity of the approximation algorithm of
Bansal et al. [8] for the orienteering problem in a graph with |V'| nodes and |E'| edges.

Proof. The proof of Theorem [2.3|is almost identical to the one for Theorem and
it can be shown that the auxiliary graph G; is also a metric graph. The only differ-
ence lies in the analysis of the approximation ratio of the approximation algorithm.
Assume that there is an optimal solution for the partial data collection maximiza-
tion problem OPTk, as the solution Ax delivered by the approximation algorithm
is OPTk /3, while a feasible solution to the problem is a solution by replacing all [
virtual nodes derived from a hovering location node with its first [ virtual nodes, and
the accumulative volume of the removed virtual nodes is no more than the accumu-
lative volume of the [ added virtual nodes, and the total volume of data collected in
the resulting tour is no less than that of the initial solution. Thus, the solution is no
less than one third of the optimal one.

The proof of time complexity is similar to the one in the proof body of Theorem
omitted. O
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2.5 Heuristic algorithm for the data collection maximization
problems

In this section, we deal with the full and partial data collection maximization
problems with hovering coverage overlapping, by proposing efficient heuristic algo-
rithms for them. We also conduct the computing complexity analysis of the proposed
algorithms.

2.5.1 Algorithm for the full data collection maximization problem with
hovering coverage overlapping

The basic idea behind the proposed algorithm is to find a closed tour for the UAV
iteratively. Initially, the closed tour consists of only the depot. Within each iteration,
a new hovering location is added to the tour. For the sake of convenience, we assume
that a partially closed tour that consists of hovering locations sy, s1, .. ., Si-1 has been
constructed. Let S; 1 = {s0, 51,52, ..,sj_l} be the set of chosen hovering locations
for the UAV so far and sy = d, which implies that the sum of energy consumptions
on these j hovering locations and traveling along the closed tour TSP(S; 1) is no
more than £, where TSP(S;_1) is the length of the closed tour induced by the nodes
in set S;_1, which is obtained by applying Christofides’s algorithm for the Travelling
Salesman Problem [26]. Recall that the coordinates of location sj are (xj,yj, H), and

C(sj) ={vilvie V& \/(xi — %)%+ (yi — y;)® < Ro} is the set of IoT devices covered
by the UAV at hovering location sj, i.e., each IoT device in C(s;) is able to transmit

its data to the UAV located at s;. The rest is to determine the next hovering location
sj as follows.

The volume of data collected by the UAV when it is located at s; is
i—1
V'(s;) = Y ADo | v € C(s) \ u;,ZOC(sj,)}, (2.24)

i.e., if the stored data of an aggregate sensor node has been fully collected in
any of the previous j — 1 hovering locations, then the aggregate sensor node will not
contribute any award to the optimization objective.

The hovering duration of the UAV for data collection at hovering location s; is

D i
H(sj) = max {5 [veCs)\ UZ,Cls)}- (2.25)
5 j—1

Denote by the ratio p(s;) of the volume of data collected to the total amount of
energy consumed by the UAV on hovering and traveling to and from location s; as
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follows.
B V'(sj) v
p(sj) = t'(s;) -1 - v+ (TSP(S}) — TSP(S; 1)) - 1
i Z f/(S]‘/) M+ Tsp(i)m < €, (2.26)

s7€5j-1U{s;}

_ . TSP(S ] 1)1t
where S; = S;_1 U {s;}. Notice that Ysyesiq b "(sjr) -y + ———— < & holds, as
Si1 is a feasible solution to the problem, followmg the assumpt1on. The hovering
location s; is chosen as the next hovering location of the UAV if its ratio p(s;) is the
maximum one among all potential hovering locations in S\ §;_1, and the total energy
consumption of the UAV in the closed tour including s; is no greater than its energy
capacity. This procedure continues until no more hovering locations can be added to
the closed tour without violating the energy capacity of the UAV.

The detailed algorithm for the full data collection maximization problem with
hovering coverage overlapping is given in Algorithm
Algorithm 3 A heuristic algorithm for the full data collection maximization problem
with hovering coverage overlapping

Input: An aggregate sensor network G = (V,E) with a set V of aggregate sensor
nodes, a UAV with energy capacity £ at depot d, and each node v € V has data
volume D,, and a given constant 5 > 0.

Output: Find a closed tour including depot d for the UAV such that the volume
of data collected from all aggregate sensor nodes covered by it at its hovering
locations in the tour is maximized, subject to the energy capacity of the UAV.

1: Partition the monitoring region into M squares sg,si,...,5m, let S =
{SO, Sl/ cee /SM/ d/}/

2: Construct the closed tour for the UAV iteratively, So = {d} initially;
3]+ 1;
4. While ZSJ-IESF] ( ) 17]1 —+ M < g dO
5. Choose the next hovering location  s; € S\ S

such  that the ratio p(s;)) is the maximum one, ie.,

V'(sy)-v
5j —argmax{ﬂ (5 ) 1-v+(TSP(S;)~TSP(S; 1)) 7] |
. S\'S. TSP( )’7r < <
sp € S\ Sj1, Lsyes; qufs £(sy) -+ I

S] <—' S]'_1 U {S]'};
jeith
return the closed tour with the hovering location sequence sy, sy, - . -, ;.

o N D

2.5.2 Algorithm for the partial data collection maximization problem with
hovering coverage overlapping

In the following, we consider the partial data collection maximization problem
with hovering coverage overlapping, by adopting the similar technique for the full
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data collection maximization problem with hovering coverage overlapping. We show
how to modify Algorithm {3 for this purpose. Specifically, we treat each virtual
hovering location derived from each (real) potential hovering location as a potential
hovering location of the UAV as we did for Algorithm (3, However, we only allow
one virtual hovering location of each potential hovering location to be included in
the closed tour, as the tour must be a simple closed tour. If two virtual hovering
locations s, and s;x, derived from the same hovering location sy are chosen to be
included in the closed tour with 1 < k; < k < K, then only location s;;, will be
included while location s;x, will be removed from the tour. Notice that all data
that are supposed to be collected by the UAV at hovering location s;x, for sojourn
duration #'(sj, ) will be collected by the UAV at location s;,, since the UAV at s;,
takes a longer sojourn duration #(sjx,) for data collection while #'(sj,) > t'(sjx, ).
It is also noted that the volume of data in a sensor v € V may be collected by the
UAV at multiple hovering locations if the stored data in v has not been fully collected
yet. We here use an example to illustrate this scenario. Assume that the duration of
collecting all data from a sensor v is #(v) = D,/B time units. We further assume
that v is covered by the UAV at three different hovering locations s; , s;, and s;, with
sojourn time ty,t and t3, respectively, i.e., v € C(s;,), v € C(s},), and v € C(s},). If
t(v) > t'(s;,) +t'(s;,) +1'(sj,) = t1 +t2 +t3, then the rest of data stored at sensor v can
still be collected by the UAV at these three hovering locations. Therefore, the residual
data volume and the hovering duration at some virtual hovering locations must be
recalculated after a virtual hovering location S is added to the closed tour, since
the data of some aggregate sensor nodes in C(s;) are contained by these potential
virtual hovering locations and their data have been partially collected in the previous
hovering locations already, where node s is defined as follows.

V/(S]'/ k) -V

’ x€S\S_q,

(8j0) -1 - v+ (TSP(S}) = TSP(Sj 1)) - 1 57 Vi
TSP(S;) -

( ]) 1t <

sjx = argmax{ 7

Y, Hspr)-m+ g} (2.27)

S]-/,kes;ilU{S]—//k}

The detailed algorithm for the full data collection maximization problem with
hovering coverage overlapping is given in Algorithm[4]

2.5.3 Analysis of the proposed algorithm

The rest is dedicated to the correctness proof and time complexity analysis of
the proposed algorithms. In the following we first analyze the time complexity of
the proposed algorithm, Algorithm

Theorem 2.4. Given an aggregate sensor network G(V, E) with each node v € V having a
data volume D, for collection, and a UAV with energy capacity £ and depot d, assuming that
the moving unit of the UAV is measured by & > 0 and its hovering coverage range of the UAV
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Algorithm 4 A heuristic algorithm for the partial data collection maximization prob-
lem with hovering coverage overlapping

Input: A sensor network G = (V, E) with a set V of aggregate sensor nodes, a UAV

with energy capacity £ at depot d, and each node v € V has data volume D,, and
a given constant 6 > 0.

Output: Find a closed tour for the UAV including depot d such that the volume of

® N

10:

11:
12:

13:
14:

SN I

data collected from aggregate sensor nodes within the hovering locations in the
tour is maximized, subject to the energy capacity of the UAV.

Partition the monitoring region into M squares s, s1,...,SMm;
S UK {sjx |sje S}
Construct the closed tour for the UAV, S, = {d} initially;
i1
TSP(S!_,)-
while 25}65;71 t/(S]'/) -+ # < & do
Choose a location s;x € S"\ S;_; by Eq. (2.27) such that the ratio p(s;jx) is the
maximum one;
S; — S;'fl U {S]',k} \ {S]',k/ ’ 1<K < k},
S <+ 8\ {sjp | 1 <K < k}; /* as only one virtual hovering location from
each hovering location is added to the tour */
if 3K - S K € S;(il with k¥’ < k then
S]/ — S;fl \ {Sj,k’}; '
Calculate the data volume DY of each sensor v € C(sjx);
Calculate V'(sy ) and t'(sy x) for each potential location sy € S"\ S} if
C(S]'/,k/) N C(S]',k) 7’é @,
jeith
return the closed tour that consists of the hovering location sequence sy, s1, - . ., §;
can be derived from S},
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at each hovering location is a circle with radius Ry, there is an efficient heuristic algorithm,
Algorithm[3| for the full data collection maximization problem in G with hovering coverage

R |V|*) time.

overlapping. The algorithm takes O (5

Proof. Algorithm 3| proceeds iteratively, and the number of iterations is bounded
by |S| = M. Within iteration j with 1 < j < M, identifying the next hovering
location s; is performed through the calculation of p(s;) for every location s; € S\
Sj_1. This takes O(|S\ Sj_1| - |[V]|+S;]?) = O(M-|V| + M?) time, due to the fact that
the calculation of TSP(S;) takes O(|S;[*) time by Christofides” algorithm [26]. The

proposed algorithm thus takes O(M? - |V| + M*) = O(nzf i

proved that M < (7;—1}2) +1) - |V| in Section [2.4.4] Notice that in practice, the values of
both 6 and Ry are constants, the time complexity of Algorithmf3|thusis O(|V|*). O

|[V|*) time, since we

We then analyze the correctness of Algorithm E} To this end, we show that the
amount of data that is supposed to be collected by the UAV at s;, will be collected
by the UAV at s;, if k1 < kz by the following lemma.

Lemma 2. For a given hovering location s, if one of its virtual hovering locations
Sk, is included in the closed tour and its another virtual hovering location sy, is
chosen to be added to the tour later with k» > kq, then s ik will be removed from the
closed tour by the proposed algorithm, Algorithm{d} By doing so will not reduce the
amount of data collected when the UAV at hovering location s;, and the correctness
of the proposed algorithm holds.

Proof. We note that for each potential hovering location, at most one of its virtual
hovering locations is included in the closed tour. Following Algorithm {4} if at most
one virtual hovering location derived from a potential hovering location in S is in-
cluded in the closed tour, the solution is feasible. Otherwise, assume that a virtual
hovering location s, of s; € S at iteration 7; of the algorithm has been added to
the closed tour already, another virtual location s;, of s; at iteration i, is added to
the closed tour again, where 1 < i3 < i < |S|. To ensure that at most one virtual
hovering location for each hovering location is added to the closed tour, the hovering
location s;x, will be removed while s;, is added to the tour, and all the other virtual
hovering locations s of s; with k' < ko will be removed from S for further con-
sideration by the algorithm. Despite that the volume of data collected and sojourn
durations at each hovering location from iterations i1 + 1 to i — 1 could be changed
due to the removal of s;;, from the closed tour, we will not update these hovering
locations and their sojourn durations as the residual volume of data at each IoT de-
vice in C(sjx, ) (iteration 71) in fact is larger than when the virtual hovering location
Sk, is included in the tour. The volume of all data that was supposed to be collected
by the UAV at location s;;, with sojourn duration k; - t(s;) /K will be later collected
by the UAV at location s;, (iteration i) with sojourn duration k; - t(s;) /K. Thus, the
total volume of data collected from the closed tour by the removal of s, does not
change. O

We then have the following theorem.
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Theorem 2.5. Given an aggregate sensor network G(V, E) with each node v € V having
a data volume D, for collection, and a UAV with energy capacity £ and depot d, assuming
that the moving unit of the UAV is measured by 6 > 0 and its hovering coverage range of
the UAV at each hovering location is a circle with radius Ry, there is a heuristic algorithm,
Algorithm{4] for the partial data collection maximization problem with hovering coverage
overlapping, assuming that the distance differences among the potential hovering locations

RS KA |V|*) time, where K is

within each square are negligible. The algorithm takes O~

a given integer with K > 1.

Proof. The correctness of the solution delivered by Algorithm{4|is shown by Lemma
omitted. The time complexity analysis of Algorithm [4 is similar to the one in the
proof body of Theorem The only difference between the two algorithms lies
in the fact that we now have M’ = K- M virtual squares instead of M squares in
Theorem omitted. O

2.6 Performance evaluation

In this section, we evaluate the performance of the proposed algorithms for the
full and partial data collection maximization problems through experimental simu-
lations. We also investigate the impact of important parameters on the algorithm
performance.

Table 2.1: Table of Parameter Settings

Parameters Values
Sensing field 1,000 m x 1,000 m
Network size 500 aggregate sensor nodes

Node data volume D, 100 MB - 1,000 MB
Transmission range R 70m
Flying altitude H 50 m
Data rate B 150 Mbps
Energy capacity £ 3 x 10°joules
Flying speed nu 1
Traveling consumption rate #; 100 J/s
Hovering energy rate 7, 150 [ /s

2.6.1 Experimental Settings

We consider a sparse sensor network that consists of 500 aggregate sensor nodes
randomly deployed in a 1,000 meters x 1,000 meters square. The data volume of
each aggregate sensor node is randomly drawn from 100 MB to 1,000 MB. Without
loss of generality, we assume that the transmission range R of each aggregate sensor
node is 70 meters and the data transmission rate of the sensor is 150 Mbps [122]. We
assume that a UAV is deployed at a depot 4 initially. The UAV has energy capacity
& = 3 x 10° joules at constant flying speed v = 10 m/s and the flying altitude
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H = 50 meters. The energy consumption rates of the UAV on traveling and hovering
are 7y = 100 J/s and #;, = 150 /s, respectively [102]. The value in each figure is the
mean of the results out of 50 network instances of the same size. The running time of
an algorithm is obtained based on a machine with 3.6 GHz Intel i7 single-core CPU
and 16 GB RAM. Unless otherwise specified, these parameters will be adopted in the
default setting. Table [2.1|lists the default settings of the parameters in this chapter.
To evaluate the performance of the proposed algorithms, we here introduce an
iterative heuristic benchmark as follows. It starts finding a closed tour C including
all aggregate sensor nodes and the depot by the Christofides” algorithm. If the total
amount of energy consumed in C is no greater than the energy capacity of a UAV,
done. Otherwise, a node in the tour is chosen if its removal will result in the min-
imum loss of data volume per unit energy consumption. This procedure continues
until the total energy consumption of the resulting closed tour is no greater than &.

2.6.2 Performance evaluation of different algorithms for the full and par-
tial data collection maximization problems without hovering cover-
age overlapping

We first investigate the performance of different algorithms for the full data
collection maximization problems without hovering coverage overlapping. As shown
in Fig. Algorithm [I] outperforms the benchmark algorithm, and collects at
least 80% of the data in the optimal solution. For example, when £ = 3 x 10° Joules,
the volume of data collected by Algorithm [l is around twice the amount by the
benchmark algorithm, and the volume gap between them becomes larger with the
increase on the energy capacity of the UAV. Fig. plots the running time curves
of the two mentioned algorithms and ILP solver, from which it can be seen that the
running time of Algorithm(l|is much shorter than ILP solver.
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Figure 2.3: Performance of different algorithms for the full data collection maximiza-
tion problems without hovering coverage overlapping by varying the energy capacity
of the UAV.

We also study the performance of the proposed algorithm for the partial data
collection maximization problem. Fig. shows that with the increase on K, the
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UAV collects more data per tour. For instance, when £ = 3 x 10° Joules, the volume
of data collected by Algorithm when K = 4 is 149.8 GB, while the volume of data
collected by Algorithm|l|is 131.9 GB. However, the growth of K results in a longer
running time of Algorithn2] and ILP solver . E.g., when K = 1, the running time
for AlgorithmP]and ILP solver is around 100ms and 2,000ms respectively, but when
K = 16, the time consuming is around 24,830 ms and 4 x 107 ms respectively. When
K > 32, ILP solver cannot obtain the result within reasonable time.

@8 Algorithm 2
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R oor

(a) Collected data volume (b) The running time

Figure 2.4: Performance of different algorithms for the data collection maximization
problem without hovering coverage overlapping.

2.6.3 Performance evaluation of algorithms for the full and partial data
collection maximization problems with hovering coverage overlap-

ping

We then study the performance of Algorithm 3| and Algorithm [ for the full
data collection maximization problem with hovering coverage overlapping against
the benchmark algorithm. It can be seen from Fig2.5(a) that Algorithm [3| and
Algorithm {4 outperform the benchmark algorithm significantly. Furthermore,
Algorithm [ is superior to Algorithm [3] as the latter is a special case of the for-
mer when K = 1. When 6 = 5 meters, the collected data volume by Algorithm{3|and
Algorithm [] (K = 2) are 132.8 GB and 147.7 GB, respectively, which are 79.1%
and 99% higher than that of the solution delivered by the benchmark algorithm
(74.14 GB).

We also study the performance of Algorithm[]by varying the value of K. It can
be seen from Fig. [2.5(a) that a larger K will result in more data collected per tour, this
is due to more accurate planning for data collection per unit energy consumption.
For instance, the collected data volume increases from 147.7 GB to 150.7 GB when K
increases from 2 to 4. Fig.[2.5(b) indicates that Algorithm[4 takes a longer running
time than that of Algorithm3|with the growth of K. For example, the running time
of Algorithm E] is about 54.1 minutes when K = 4, which is around 50 times of the
running time 1.61 minutes of Algorithm
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Figure 2.5: Performance of different algorithms for the full and partial data collection
maximization problems with hovering coverage overlapping, by varying the value of
J from 5 meters to 30 meters when |V| = 500.

2.6.4 Impact of important parameters on the performance of the proposed
algorithms for the full and partial data collection maximization prob-

lems with and without hovering coverage overlapping

In the following we evaluate the impact of parameters J,&, |V| on the perfor-
mance of the proposed algorithms for the full and partial data collection maximiza-
tion problems without hovering coverage overlapping.

We start with the impact of the parameters on the performance of the proposed
algorithms for the full data collection maximization problem without hovering cov-
erage overlapping.

(a) We analyze the impact of energy capacity £ of the UAV, by varying it from 3 x
10° to 9 x 10° Joules while fixing other parameters. Fig. shows that the volume
of data collected by all algorithms increases with the growth of energy capacity.
When £ =9 x 10°, Algo rithmcollects 73.09%(~ (228.3 — 131.9) /131.9) more data
than the one when £ = 3 x 10°. A larger battery capacity implies that the UAV
can visit more hovering locations and hovering longer at hovering locations, hence
increasing the running time of the algorithm. On the other hand, from Fig it
can be seen that the running time of Algorithm(Ijand Algorithm[2]increases with the
growth of the UAV energy capacity, because more hovering locations needs planning.
While the running time of the benchmark algorithm decreases with the growth of the
UAV energy capacity, because fewer nodes will be pruned from the initial TSP tour
as more energy can be consumed in the tour.

(b) We study the impact of the number of aggregate sensor nodes |V| on the
performance of Algorithm(Ijand Algorithm[2] Fig. depicts the data collections
of the UAV while varying the number of aggregate sensor nodes in the monitoring
region from 500 to 1,000, which shows the amount of collected data goes up when
there are more aggregate sensor nodes. When there are 1,000 nodes, Algorithm
collects 196.3 GB, which is approximately 64.4GB higher than that when there are
500 nodes. Fig. plots the running time curve of different algorithms. It can be
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seen that Algorithm|ljand Algorithm |2 remain stable when the number of nodes
increases from 500 to 1000. The reason is that the hovering sojourn duration at each
hovering location is determined by the sensor within the coverage range of the UAV
with the maximum data volume.
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Figure 2.6: Performance of different algorithms for the data collection maximization
problem without hovering coverage overlapping by varying the number of sensors
from 500 to 1,000.

We now evaluate the impact of parameters 6, £ and |V| on the performance of
Algorithm3/and Algorithm E] for the full and partial data collection maximization
problems with hovering coverage overlapping.

(a) We evaluate the impact of  on the performance of the two mentioned algo-
rithms. It can be seen from Fig.[2.5(a) that for a fixed K > 1 of number of partitionings
on the sojourn duration at each hovering location, the total volume of data collected
per tour reduces, so do the running times of the algorithms because the number of
potential hovering locations for the UAV becomes smaller, and less data will be col-
lected. E.g., when K = 4, it can be seen from Fig. a) that when 6 = 5 meters, the
collected data volume is about 13.9% higher than that by itself when § = 30 meters.
Therefore, when ¢ is sufficiently small, the total volume of data collected by the UAV
is maximized. Fig.[2.5(b) depicts the running times of the two mentioned algorithms.

(b) We investigate the impact of the energy capacity £ of the UAV on the perfor-
mance of different algorithms, by varying it from 3 x 10° joules to 9 x 10° joules while
fixing the value of J§ at 10 meters. Fig.[2.7(a) illustrates that the collected data volume
goes up with the increase on the energy capacity of the UAV, since the UAV can visit
more hovering locations with longer hovering durations to collect more data from
its hovering locations. For example, when K = 4, the collected data is increased by
82% with the growth of the energy capacity of the UAV from 3 x 10° joules to 9 x 10°
joules. Fig.[2.7(b) demonstrates the impact of the battery capacity of UAV on the run-
ning time of the algorithm. A larger battery capacity implies that Algorithm 3and
Algorithm [ can visit more hovering locations, hence increasing their running time.
On the other hand, with more energy capacity, the benchmark algorithm will remove
fewer nodes from the initial closed tour C, which leads to a shorter running time.
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Algorithm 4 thus needs more running time compared with that of the benchmark
algorithm with the growth of the energy capacity on the UAV.
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Figure 2.7: Performance of different algorithms, by varying the battery capacity of
the UAV from 3 x 10° joules to 9 x 10° joules.

(c) We study the impact of aggregate sensor nodes |V| on the performance of
Algorithm 3] and Algorithm {4 by varying the number of aggregate sensor nodes
from 500 to 1,000. Fig.[2.8(a) shows that volume of data collected grows with the
increase on the number of aggregate sensor nodes. On the other hand, Fig. 2.§(b)
depicts that the running time of each comparison algorithm does not change too
much, by increasing the number of sensors. The rationale behind is that the hovering
sojourn duration at each hovering location is determined by the sensor with the
maximum data volume, due to the OFDMA technique.

g

@@ Algorithm 3 (K=1)
B Algorithm 4 (K=2)
4@ Algorithm 4 (K=3)
A—A Algorithm 4 (K=4)
V¥ benchmark

Collected Data Volume (GB)

q ”"\/\v___-'
200~
L @@ Algorithm 3 (K=1)
B-E Algorithm 4 (K=2)
¢ Algorithm 4 (K=3)
A—A Algorithm 4 (K=4)
¥-¥ benchmark

100 —

Running Times (min)
- "
2

sbe———A— . A a4
:.—H’—‘“\*:’—'—’-‘._._:"

n n 1 n n
500 600 700 800 900
Number of Sensors

(a) Collected data volume

1000 500 600 700 800 900 1000
Number of Sensors

(b) The running time

Figure 2.8: Performance of different algorithms by varying the number of sensors

from 500 to 1,000.
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2.7 Conclusions

In this chapter, we studied the full or partial data collection maximization prob-
lem for IoT applications, using an energy-constrained UAV. We first proposed a novel
data collection framework that enables the UAV to collect sensory data from multiple
IoT devices simultaneously. We then formulated the full and partial data collection
maximization problems that allow the UAV to fully or partially collect data from
IoT devices at each of its hovering locations. We thirdly showed that both problems
are NP-hard, and instead devised efficient approximation and heuristic algorithms
for the problems. We finally evaluated the performance of the proposed algorithms
through experimental simulations. Simulation results demonstrate that the proposed
algorithms are promising.



Chapter 3

Digital Twin Synchronizations and
Fidelity-Aware Query Services

In this chapter, we first formulate a novel staleness minimization problem of DT
states with the aim to minimize the staleness of DT states of sensors. We then devise
a heuristic algorithm for the staleness minimization problem with the assumption
that the data volume of each sensor since its last data collection is given. To remove
this assumption, we also develop a deep learning mechanism to predict the volume
of data generated by each sensor. We then make use of the prediction results to deter-
mine the next UAV tour. Built upon the DT state information of sensors, we consider
fidelity-aware queries on the DT data by developing a cost-effective evaluation plan,
where the fidelity of a query result is referred to as data freshness of the query result.

3.1 Introduction

To minimize the average staleness of DT states of all sensors for the given time
horizon, there is a non-trivial trade-off between the freshness of collected data (the
Age of Information) and the synchronization (the DT state update) cost per update
round. The freshness of DT states can be improved by increasing the update budget
per update round, e.g., dispatching multiple instead of a single UAV to collect data
from sensors. Since the energy capacity on each UAV is limited, a UAV can only col-
lect data from some but not all sensors at each tour, this implies that different sensors
may have different synchronization time points with their DTs, i.e., the staleness of
DT states of different sensors are different. Minimizing the average staleness of DT
states of sensors for a given time horizon subject to the update budget per update
round is challenging, as the synchronization cost of the DT of a sensor is determined
not only by the volume of data generated of the sensor but also by the distances of
the sensor from the rest of sensors whose data to be collected in that UAV tour.

The novelty of this chapter lies in addressing the synchronization issue on digital
twins with their physical objects (sensors) under a limited synchronization budget at
each update round, through a real-world example - a UAV-enabled data collection
for a remote sensor network. We explore non-trivial interactions (synchronizations)
between physical objects (sensors) and their digital twins. That is, how to update

47
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the DT states of sensors such that the average staleness of the DT states of all sen-
sors can be minimized under the limited synchronization budget for a finite time
horizon? and how to make use of the DT state information of sensors to accurately
predict the behaviours of their physical objects (sensors)? The predicted volume of
data generated by each sensor since its last synchronization can then be used to de-
termine the updating of DT states of which sensors in the next update round. Built
upon the data collected from sensors stored in their DTs, we consider fidelity-aware
queries and develop a cost-effective evaluation plan for such queries in the MEC
network. To the best of our knowledge, this is the first synchronization framework
of budget-constrained DT state synchronizations between DTs and their physical ob-
jects, and the synchronization algorithms for the proposed framework have also been
proposed.

The rest of this chapter is organized as follows. Section 3.2 introduces notions,
notations, and problem definitions. Section provides an optimal solution to a
special case of the staleness minimization problem, and Section [3.4 devises an effi-
cient algorithm for the problem. Built upon the DT information, Section 3.5 deals
with fidelity-aware queries on DT information by developing cost-effective evalua-
tion plans for the queries. Section evaluates the performance of the proposed
algorithms, and Section [3.7| concludes the chapter.

3.2 Preliminaries

In this section we first introduce the system model, notions and notations. We
then define problems and show NP-hardness of the two defined problems.

3.2.1  System model

Given a mobile edge computing (MEC) network G = (N, &), N is the set of
Access Points (APs) and £ is the set of links between APs. With each AP, there is
a co-located cloudlet that is connected with the AP through a high speed optical
fiber cable, and the communication delay between the AP and its co-located cloudlet
can be ignored. An AP and its colocated cloudlet can be used interchangeably if
no confusion arises. The digital twins (DTs) of different physical objects are stored
in cloudlets. The states of DTs can be synchronized (updated) with their physical
objects at different update rounds. Users can make use of services provided by the
MEC service provider through issuing queries on the DT data stored at cloudlets in
the MEC network.

In this chapter, we study a general setting of DT state synchronizations with
their physical objects through a real application scenario, where there is a renewable
sensor network deployed in a remote region. Let V be the set of sensors in the sensor
network. Each sensor v; € V has a digital twin DT; in a cloudlet in an MEC network
G, which is a mirror or a modelling of the sensor and contains all data collected
from sensor v; in the past, including the volume of data collected at each of previous
update time slots. We term all collected data related to the DT of a sensor to its last
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update as the DT state of the sensor. We further assume that DT; of sensor v; stores
all information related to sensor v; so far, e.g., at which time point it is synchronized
with v;, the energy generation and consumption of v; at different synchronization
time points, and the amount of data generated by v; at each update round. Also, the
digital twin DT; of sensor v; can emulate or predict the behaviour of sensor v; such
as its data generation since last data collection. To ensure that DT; can simulate the
behaviour of v; accurately, the state of DT; needs to be synchronized with v; quite
often, and any sensory data update of v; must be sent to DT; accordingly. Note that
the DTs of different sensors may be stored at different cloudlets.

An illustrative example of the proposed network is given in Fig. where the
top figure is a wireless sensor network consisting of seven IoT devices, the bottom

figure is the MEC network, and the DTs of IoT devices are placed in cloudlets that
are colored with the green color.
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Y

Wireless Sensor Network Mobile Edge Network

Figure 3.1: An illustrative example of an MEC network and DT placements.

3.2.2 Staleness of DT states

Let j; be the last synchronization time slot that DT; was synchronized with sen-
sor v; € V, and let j, be its next synchronization time slot with j, > j;. The accumu-

lative staleness d,(j2) of the state of DT; of sensor v; from time slot j; to time slot j,
is

J2 VI
do, (j2) = Z(t/—jl+1):(]2 ]1)(]5 htl) 3.1)
H=ji

Let D(t) be the total staleness of DT states of all sensors at time slot #, then

D(t) = ¥ doy(t), (32)

v;eV

where d,,(t) is the accumulative number of time slots elapsed from the last synchro-
nization of DT; with sensor v; to time slot .

Let I,,(t) be the number of time slots elapsed of DT; of sensor v; from its last
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state synchronization to time slot ¢, Eq. (3.2) can be rewritten as follows,

\4 )
YT SLAGHUIGEHE 653

v;eV i=1

Let F(t) be the accumulative staleness of DT states of all sensors from time slot
one to time slot ¢, then

t t VI

FH= YD ZZI“ (#) - (I, (t’)+1)' 5

V=1 121i=1

It can be seen that function F(t) is a strictly monotonic increasing function due
to the fact that F(t+1) — F(t) = D(t+1) > 0.

For a given monitoring period T, to minimize the average staleness of DT states
of all sensors in V at each time slot, the optimization objective is to

F(T)

minimize —_— (3.5)

T-[V|

3.2.3 Energy model for a UAV

We assume that each UAV has energy capacity £y ay. It can upload its collected
data and recharge itself at a depot s. The UAV can be used for data collection in a
wireless sensor network, each tour of the UAV is a closed tour including depot s as
it must return to the depot. The total energy consumption of each UAV tour should
be no greater than its energy capacity £yay. The UAV consumes energy on hovering
for data collection at sensors and traveling above different sensors. For the sake of
convenience, we assume that the UAV travels at a constant speed v, and let 77; and
172 be the costs of its energy consumptions on hovering and traveling per unit time,
respectively.

3.2.4 Approximation ratio

Given a minimization optimization problem instance P, let OPT and S4 be
the values of the optimal solution and the approximation solution delivered by an
approximation algorithm A for P, respectively. The ratio p is referred to as the
approximation ratio of the approximation algorithm if > opr < p, i.e., the approximate
solution is no greater than p times the optimal solution, and it can be seen that p > 1.

3.2.5 The staleness minimization problem of DT states

Definition 3. Given a renewable sensor network, each sensor v; € V has a digital
twin DT; in a cloudlet of an edge computing network, a UAV with limited energy
capacity is deployed for data collection of sensors and the collected data will be
uploaded to the MEC, and the corresponding DTs of the sensors whose data have
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been collected by the UAV at this round are updated accordingly. Given a finite time
horizon T that is divided into equal time slots, the staleness minimization problem of DT
states is to minimize the average staleness of DT states of all sensors that is defined in
formula (3.5), subject to the energy capacity on the UAV, where the staleness of the
DT state of a sensor is the number of time slots elapsed from its last update to the
current time slot, and only some, not all DTs of sensors will be updated due to the
fact that each UAV tour can only collect sensory data from some but not all sensors.

3.2.6 Fidelity-aware query evaluation problem on DTs

Built upon the DT data of sensors in the MEC network, we deal with user query
services provided by the network service provider. Since different sensors have dif-
ferent DT states, the freshness of the collected data at the DTs are different too.
Queries on the DT data at different time slots will result in different query results.
For example, some query results may have high fidelity (or accurate), while others
may have low fidelity due to the lack of real-time synchronizations between sensors
and their DTs. We here deal with user queries on sensory data, by making use of the
DT state information of sensors in cloudlets to develop efficient evaluation plans for
fidelity-aware queries in the MEC network.

Specifically, assuming that there is a query for a subset of sensors V' C V with
specific requirements, such as the data staleness of most DTs of sensors in V' is
no greater than J time slots. For example, a user u issues a query Q(t) at time
slot t from an AP co-located with cloudlet n,, which can be expressed by a tuple
Q(t) = (V',5,0), where the data collected from a sensor v; € V' at DT; is fresh
if its last synchronization with sensor v; is no greater than J time slots; otherwise,
the data stored at DT; is not fresh by the requirement of query Q(f). The set V'
of sensors specified by query Q(t) can then be partitioned into two disjoint subsets
Vi ={vi|vi € VI, (t) > 6} and V. ; = {v; | v; € V', 1,,(t) < 6}, where [,,(t) is
the staleness length of DT; from its last synchronization with sensor v; to time slot .
The value |V.;|/|V’| is referred to as the ratio of data freshness of the query result, where
the fidelity of a query result is defined as the ratio of the number of fresh sensors to
all sensors in V'. An evaluation plan for query Q(t) is feasible if the ratio of data
freshness of the query result is no less than its pre-defined threshold 9, i.e.,

[Vis|/IV'] > 9. (3.6)

As the DTs of different sensors in V' are placed in different cloudlets, the col-
lected data stored at their DTs will be aggregated for various query evaluations.
Assume that the DT states (or data) of sensors placed in the same cloudlet will be
aggregated prior to sending them to the source cloudlet n,, € N of query Q(t), i.e., we
assume that each cloudlet contains only a single ‘virtual” DT. If a cloudlet contains
multiple DTs of sensors in V', it only sends the aggregation result of the DT data of
the sensors to the source cloudlet once, where the aggregation result is referred to as
the DT data of the virtual DT at that cloudlet, while the source cloudlet of a query is the
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cloudlet (the colocated AP) from which the query is uploaded to the MEC network.

To find a cost effective evaluation plan for query Q(t) issued by a user u under
the coverage of AP (or source cloudlet) n, € A at time slot f, we aim to find an eval-
uation tree T, in the MEC network G (N, £) rooted at cloudlet 7, and spanning all
cloudlets that contain the DTs of sensors in V' such that the evaluation cost C(Q(t))
of query Q(t) defined blow is minimized,

cn) =Y peyDTxy+ Y agg™(v), (3.7)

(xy)€E(Tu) veV(Ty)

where p(x,y) is the transmission cost per unit data along link (x,y) in the MEC
network between cloudlets x and y, D(Tw) (x,v) is the volume of data to be transferred
on link (x,y) in tree T,, agg(™)(v) is the processing cost of aggregating data from
the children of node v in tree T, and V(T,) is the set of nodes and E(T,,) is the set
of edges in T,, respectively. All cloudlet nodes in T, will participate in the query
evaluation and consume their computing resources.

Assume that a cloudlet node v in T, contains [ children: wuq,us,...,u;. The
processing cost agg(T) (v) at cloudlet v in tree T, then is defined as follows.

agg ™) (v) = & - ¢(DT) (uy,0), DT (uy,0),..., DT (uy,0)), (3.8)

where ¢ is the processing cost per unit data at a cloudlet, while DT (uy,v) is
the aggregate volume of data from the subtree T,, of T, rooted at cloudlet node
up with 1 < I’ < I. If node v is a leaf node, agg'"™(v) = ¥,y {Do | DT;
of sensor v; is placed at clouldlet v}, otherwise, agg™) (v) is defined in Eq. and
g(+,+,...,-) is an aggregation function that is determined by query Q(t), and the vol-
ume of the aggregate result at a node usually is no more than the accumulative
volume of data from its children in T,,.

Definition 4. Given the DTs of sensors in V deployed in cloudlets of an MEC network
G = (N, &), auser u issues a fidelity-aware query Q(t) = (V’, 4, 9) at time slot ¢ from
an AP n, € N with V/ C V. Recall that the query evaluation will be conducted in
G and the query result will be sent back to user u through cloudlet n, € N (as
the source cloudlet). The fidelity-aware query evaluation problem of Q(t) in G is to (i)
determine whether there is a feasible evaluation plan for Q(t), and (ii) find a feasible
evaluation plan for Q(#) such that its evaluation cost C(Q(#)) defined in Eq. is
minimized if it does exist.

3.2.7 NP-hardness of the defined problems

Theorem 3.1. The staleness minimization problem of DT states in an MEC network G =
(N, &) is NP-hard.

Proof. We consider a special case of the problem when T = 1, in which case the
problem is to synchronize as many sensors as possible with their DTs, by collecting
their sensory data in one tour of the UAV. Since the energy capacity of the UAV is
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limited, the UAV consumes energy on collecting data from each sensor in its tour
and travelling between different sensors. The amount of energy consumed by the
UAV at a sensor is determined by the volume of data generated by the sensor from
its last collection (or the synchronization with its DT in the last round) to the current
time slot. To this end, it is to find a closed tour for the UAV starting from and ending
at depot s such that as many sensors as possible are included in the tour, subject
to the energy capacity on the UAV, assuming that the UAV is in a depot s initially
and will return to the depot after the tour. It can be seen that the travelling salesman
problem (TSP) can be reduced to this special problem. While the TSP is a well known
NP-hard problem, the staleness minimization problem is NP-hard too. B O

Theorem 3.2. The fidelity-aware query evaluation problem in an MEC network G = (N, )
is NP-hard.

Proof. We consider a special case of the fidelity-aware query evaluation problem
where a query Q(t) = (V/,4,9) has the data volume of the DT of every sensor in
V' of 1, and the DTs of different sensors are deployed at different cloudlets. We
then construct a multicast tree for the query rooted at the source cloudlet of the
query such that its evaluation cost is minimized. This is equivalent to constructing
a Steiner tree in an MEC network G = (N, £) spanning the source cloudlet and all
cloudlet nodes containing the DTs of sensors in V/, where the Steiner tree problem is
to find the minimum-cost tree that connects a specific subset of the nodes in a graph.
Since the Steiner tree problem is a well known NP-hard problem, the fidelity-aware
query evaluation problem is NP-hard, too. Bl O

3.3 Optimal algorithm for a special staleness minimization
problem of DT states

Since the synchronization budget (one UAV is used for data collection) at each
time slot is given, this implies that not all DT states of sensors can be synchronized
at each time slot. Then, it is challenging to identify which sensors to be included
in the next UAV tour in order to minimize the average staleness of DT states of all
sensors. In this section, we address the challenge by considering a special case of the
staleness minimization problem, where there are the DTs of exactly K sensors can be
synchronized with their sensors at each time slot t. That is, in a UAV tour at each
time slot t, the UAV can choose K sensors among sensors for their data collection.
Without loss of generality, let v;,,v;), .. -1 Vi, be the sorted sensors in non-increasing
order of their state staleness at time slot t with I, (t) > I, () = --- = lviw‘ (t). To

minimize the objective function % defined in formula (3.5), we choose to update
the DT states of the first K sorted sensors per time slot t. We refer to this algorithm
as Algorithm[5 as follows.

We claim that this will give an optimal solution to the special staleness mini-

mization problem.
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Algorithm 5 An optimal algorithm for the special staleness minimization problem of

DT states.

Input: A set V of sensors with each sensor v; € V having a DT; in an MEC network
G = (N, ), a UAV with energy capacity located at depot s, and K DTs of sensors
can be synchronized at time slot t with 1 <t < T.

Output: A schedule of DT state synchronizations between sensors and their DTs at
time slot  such that F(t) is minimized with 1 <t < T.

S(t) < @; /* the solution at time slot f */

Calculate the staleness length I, (t) of DT; of each sensor v; in V;
Sort sensors in non-increasing order of the state staleness;

Add the first K sorted sensors to S(t);

5. return S(t) at time slot ¢.

Theorem 3.3. Assuming that the DTs of sensors are stored in cloudlets in an MEC network
G = (N, &), the update budget per update round is that the DT states of the first K sorted
sensors are synchronized with their sensors at each time slot t with 1 < t < T. Let S(t) be
the top-K sensors with the longest staleness length at time slot t delivered by the proposed
algorithm, the solution YL, S(t) delivered by the proposed algorithm for the special staleness
minimization problem is optimal, where K < |V|.

Proof. We first show that the solution S(t) delivered by the proposed algorithm at
each time slot ¢ is optimal by induction, where K < |V/|. It can be seen that at time
slot t = 1, the claim is true. Assume that the claim is true for the first f — 1 time slots,
we now show that the claim is also true at time slot ¢ by contradiction. Recall that
the sorted sensor sequence is vy, vy, ..., 0}y| in non-increasing order of their DT state
staleness length. Assume that the DT state updates of sensors in the optimal solution
S'(t) at time slot ¢ does not contain all the first K sorted sensors, let v, be one of
such a sensor with p > K, and let vy be the first one among the K sorted sensors that
is not in the optimal solution with 1 < k < K. Following the definition of function
I, we have I,(t) < I(t), another solution is obtained by replacing sensor v, in the
optimal solution with sensor v,. The value difference between the new solution
S'(t) U {ve} \ {vp} and the optimal solution S'(t) is l”(t)'(lg(t)ﬂ) — lk(t)'(lé(t)ﬂ) <0,
as Ig(t) > 1,(t) by the assumption. Thus, we can replace each sorted sensor in the
optimal solution whose index is not in {1,2,...,K} by another sorted sensor whose
index is in that range until all K sensors in the final solution are the first K sorted
sensors. It can be seen that the final solution has the minimum value. This contradicts
that solution S'(t) is optimal.

Without loss of generality, let 5(t) be the solution delivered by Algorithm[p|at
time slot t. We then show that the solution UL_,S(t) is optimal by contradiction.
Assume that the optimal solution to this special problem is Ul S'(t), let [(S'(t)) be
the sum of the DT staleness lengths of objects (sensors) in the optimal solution at time
slot t. We have shown that I(S(t)) < I(S'(t)). Thus, Y./, 1(S(t)) < YL, 1(S'(t)). We
claim that Y/, 1(S(t)) = Y/, (S'(t)). Otherwise, this contradicts the assumption
that UL, S(t) is the optimal solution. The theorem then follows. W O
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3.4 Algorithm for the staleness minimization problem of DT
states

In this section, we deal with the staleness minimization problem of DT states. We
first develop an efficient approximation algorithm for a sub-problem of the problem.
That is, given the update budget per update round, we find a closed tour for the
UAV such that the optimization objective F(t) defined in Eq. is minimized,
under an assumption that the volume of data generated by each sensor since its last
data collection is given.

We approach this sub-problem through a reduction to the award collection maxi-
mization problem in an auxiliary graph. We then develop a deep learning mechanism
to predict the volume of data generated by each sensor accurately by removing the
assumption. We finally devise an efficient algorithm for the staleness minimization
problem, which proceeds iteratively. Within each iteration ¢ (at time slot ¢), we make
use of the prediction result to find a closed tour in the auxiliary graph for the UAV
to minimize the value of F(t), and then adopt an adaptive strategy of data collection
for the UAV to dynamically adjust the prediction error on the volume of data.

3.4.1 Approximation algorithm with the given volume of data generated
by each sensor

We consider a subproblem to minimize F(t), defined in Eq. (3.4), at time slot ¢
through finding a close tour for the UAV such that as many sensors with large DT
state staleness as possible can be included by the tour, assuming that the volume of
data generated by each sensor is given. The general strategy for this subproblem is to
reduce it to the award collection maximization problem in an auxiliary graph G(t),
and a closed tour in G(t) subject to a given length is then found, which corresponds
a feasible solution to the subproblem.

Before we proceed, we definite the orienteering problem and the award collec-
tion maximization problem as follows.

Given an undirected graph G = (V,E;t,c) with t: V— Z" and c: E — ZT,
a source node s € V, a destination t € V, and a non-negative integer L > 0, the
orienteering problem in G is to find a path Ps; from node s to node t such that the total
reward ) ,cp, 71(0) collected from the nodes in P;; is maximized, while the length
Yecp, c(e) of path P;; is no greater than L, i.e., Y.cp, c(e) < L. The mentioned
orienteering problem is NP-hard, and there is an approximation algorithm with an
approximation ratio of 3 for it due to Bansal et al. [8], which is an improvement of
the result in [12] if the edge weights in G abide by the triangle inequality.

Given the metric graph G = (V, E; 7, ¢), a non-negative value 4y, and a spe-
cific node s € V, the award collection maximization problem in G is to find a closed tour
including node s such that the total award collected from the nodes in the closed tour
is maximized, subject to that the tour length is upper bounded by &7av.

Having the above preparations, we now construct an auxiliary graph G(t) =
(VU {s}, E(t);¢c(,-), () for the optimization subproblem with the optimization
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objective defined in Eq. as follows.

The edge cost function ¢ : E(t) — R=? and the node award function 7 : V U
{s} — Z=° at each time slot t, node s is the depot of the UAV. There is an edge in
E(t) between any pair of nodes in V U {s}. For each edge (u,v) € E(t), its weight
c(u,v) is defined as follows.

c(u,v) =1 - D”(t);_BDv(t) + 1 dZStg/u’v), (3.9)

where D, (t) and D,(t) are the volumes of data generated by sensors u and v
from their last data collection to time slot ¢, respectively, and D,(t) = 0 of depot s. B
is the radio bandwidth of the UAV, v is the traveling speed of the UAV, dist(u,v) is
the Euclidean distance between two sensors 1 and v, and #; and 7, are the amounts
of energy consumed of the UAV on hovering and travelling per time unit. Note
that cost ¢(u,v) is the sum of energy consumption costs of the UAV at hovering on
sensors u and v and travelling between them. Since edge (u,v) is contained in the
closed tour, let (#/,u) and (v’, v) be the edges incident to nodes u and v in the closed
tour respectively, then the energy consumption of the UAV for collecting data from
sensor u is distributed to both edges (1, 1) and (1, v) with each a half the amount of
energy, and the energy consumption of the UAV for collecting data from sensor v is
distributed to both edges (v/,v) and (u, v) with each a half as well.

We aim to find a closed tour in G(t) that includes depot s and as many sensors
as possible, as each sensor in the tour will synchronize with its DT after the UAV
finished the closed tour. Also, we expect the first K sorted sensors to be included
in the closed tour to minimize the average staleness of DT states of all sensors in
the next update round. Thus, a sensor with a longer DT state staleness should be
assigned a larger award, i.e., each sensor node v; € V in G(f) is assigned the amount
of award 7t(v;), which is its accumulative staleness of DT; from its last update time
slot to time slot t as follows.

Lo, () - (I () +1)

n(v;) = 5 . (3.10)

It can be seen that 71(v;) = dy,(t), where dy, () is the accumulative number of
time slots elapsed of sensor v; from its last data collection time slot to time slot ¢
that is defined in Eq. (3.1), and I, () is the number of time slots elapsed since its last
data collection until time slot ¢. It can be shown that auxiliary graph G(t) is a metric
graph and its edge weights meet the triangle inequality.

The optimization subproblem with optimization objective F(t), defined in
Eq. (3.4), at time slot t now is reduced to the award collection maximization problem
in G(t), while the latter is to find a closed tour C(¢) in G(t) for the UAV including
depot s so that the accumulative award collected by the UAV from sensors in the tour
is maximized, subject to that the total energy consumption of the UAV in the tour is
no greater than its energy capacity £y4y. It is well known that the award collection
maximization problem is NP-hard, and there is a constant approximation algorithm
for it due to Liang et al. [75]].
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Algorithm 6 An approximation algorithm for minimizing F(t) with the given data
volume assumption at time slot ¢.

Input: A set V of sensors with each sensor v; € V having a DT; in an MEC network
G = (N, &), and a UAV with energy capacity Eyay located at depot s, the volume
D,,(t) of data generated by each sensor v; € V from its last data collection to time
slot t is given with 1 <t < T.

Output: A schedule of DT state synchronizations between sensors and their DTs at
time slot ¢ such that F(t) is minimized with 1 <t < T.

1: S(t) < @; /* the solution at time slot ¢ */

2: Calculate the staleness length of DT; of each sensor v; in V. Let I, (t) be the
staleness length of DT; from its last synchronization to time slot ¢;

3: Construct an auxiliary graph G(t) = (V U {s}, E'(¢);c(-,-), (-)), where the
weight c(u,v) of edge (u,v) is the energy consumption of the UAV for hover-
ing at sensors # and v and travelling between them that is defined in Eq. (3.9),

and 7t(v;) (= w) is the award of node v; € V that is the accumulative

staleness of DT; from its last synchronization with v; to time slot ¢;

4: Find a closed tour C(t) in graph G(t) including depot s with maximizing the
total award collected from sensors in the tour, by applying the approximation
algorithm for the award collection maximization problem due to Liang et al. [75];

5. Collect data from sensors in C(t) by the UAV, and synchronize the DT state of
each sensor in C(t) after the UAV uploaded all collected data at depot s;

6: S(t) — C(t);

7: return The synchronization schedule S(t) at time slot .

The proposed approximation algorithm for the optimization subporblem - min-
imizing F(t) defined in Eq. (34), is presented in Algorithm[f| under the assumption
that the volume of data generated by each sensor is given.

3.4.2 Predicting the data volume of each sensor

In the construction of auxiliary graph G(t), we assumed that the volume D, (t)
of data generated by each sensor v; € V is given. In fact, the volume D, () of sensor
v; from its last synchronization to time slot t is unknown. We here remove this
assumption, and develop a deep learning algorithm to predict the volume of data
generated by each sensor during this period. We then make use of the prediction
result to determine the next UAV tour.

We adopt the Long Short-Term Memory method (LSTM) [46] on its DT; to pre-
dict the volume of each sensor v; € V through analyzing its historical traces of the
data generated at different time slots. We observe that the volume of data generated
by sensor v; has strong temporal patterns at different time slots. Therefore, an effi-
cient prediction method should leverage the temporal patterns of the data generated
by each sensor. We make use of a deep neural network (DNN) for time series data
predictions [46].

Let ¢;(t) be the volume of data generated by sensor v; at time slot t. We use the
DNN of v; to work as a non-linear function f(Z;(1),;(2),...,¢i(t)), and the output
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of function f(-,-,...,-) is the predicted volume ;(t + 1) of data generated by sensor
v; at time slot ¢t + 1. To this end, the DNN consists of two layers: a LSTM unit layer
that first summarizes the information of the time series into a hidden state vector h;
and a fully connected layer that maps the vector  into {;(t + 1). The LSTM unit
consists of a memory cell, an input gate, an output gate, and a forget gate and
to describes the process of the LSTM unit in details [46].

fory = a(Wroy - [he-1, 5i(£)] 4 bfor) (3.11)
ing = (Wi - [hi—1, 3 (£)] + bin) (3.12)
Cr = tanh(We - [hy—1,;(t)] + be) (3.13)
Ct = forget; © Ci_1 +in; © C (3.14)
outy = 0(Wour - [11—1, Ci(£)] + bout) (3.15)
hy = outy ® tanh(Cy), (3.16)

where W, and b, are the learn-able weights of the neural network and here * is a
wildcard representing ‘for’, ‘in’, ‘out’, and ‘C’. Functions () and tanh(-) are the
sigmoid activation function and hyperbolic tangent activation function, respectively,
[-, -] concatenates two matrices together, and ® is the Hadamard product.

Eq. defines the forget gate, which decides what information to be removed
from the memory cell. Eq. and Eq. together define the input gate, which
decides what information to be added into the memory cell. Eq. updates the
memory cell state by combining the values of the forget gate and the input gate.
Eq. defines the output gate. Eq. combines the value of output gate and
the information in memory cell to generate the hidden state vector h;.

In the end, ;(t + 1) is obtained by
Ci(t+1) = Wrc - he + bre, (317)
where Wrc and brc are the weights of the fully connected layer.

For each sensor v; € V, we first use its historical data volume at each time slot
to train the learn-able parameters of its DNN. We then use the DNN to predict the
volume of data generated by the sensor at each later time slot. We finally obtain the
predicted volume D, (t) of sensor v; from its last synchronization to time slot ¢, by
adding up the volumes of data generated at these time slots.

Let {;(t) be the volume of data generated by sensor v; at time slot t. Assume
that we aim to predict Dy, (t2) and let #; be the last time slot sensor v; was synchro-
nized. We feed (;(1),¢i(2),...,¢i(t1) into the LSTM of v; sequentially. The LSTM
then outputs the predicted volume {;(#; + 1) of the data generated by sensor v; at
time slot t; + 1. We then feed {;(t; + 1) to the LSTM to obtain {;(t; +2), and so on.
This procedure continues until we obtain {;(t;). Dy, (2) then can be calculated, i.e.,
Dy, (ta) = Z?:tl +1 Zi(t'). The detailed algorithm is given in Algo rithm@
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Algorithm 7 Prediction algorithm of the volume of data generated by each sensor

v; € V at time slot £.

Input: Historical data traces of sensor v; € V before timeslot ¢’ and its corresponding
trained LSTM stored at its DT; in an MEC network G = (N, ).

Output: Predict the volume D,, (t) of data generated by sensor v; with DT; in the next
synchronization, i.e., the data generated by sensor v; from its last data collection
totime slot t with 1 <t < T.

1: Let ;(1),2i(2),...,¢i(t") be the sequence of the volume of generated data of sen-
sor v; at each time slot before time slot ¢;

2: Feed (;(1),2i(2),...,C;(t') into the LSTM of sensor v; sequentially, and the pre-
dicted volume ;(#' + 1) of data generated by sensor v; is then obtained;

3: Dy, (t) «+ Gi(t +1);

4 fork <t +1tot—1do

5: Feed (;(k) into the LSTM to obtain Z;(k + 1);

6

7

Do, (£) < Do, (t) + Gik +1);
. return D, (t) for each sensor v; € V at time slot t.

3.4.3 Algorithm for the staleness minimization problem of DT states

Having the prediction mechanism for the volume of data generated by each sen-
sor, and the approximation algorithm for DT state synchronizations of some sensors
with themselves by finding the next UAV tour, we now propose an efficient algorithm
for the staleness minimization problem of DT states as follows.

As the volume of data of each sensor in the UAV tour is the predicted one, this
predicted volume may be larger or smaller than the actual volume. If the actual
data volume of a sensor is higher than its predicted one, the UAV only collects the
predicted amount of data, leaving the rest of data uncollected; otherwise (the actual
volume is less than the predicted one), the UAV stays above the sensor much longer
than the duration for collecting all data from that sensor. This results in the wasting
of the precise UAV energy. To reduce unnecessary energy consumption and maxi-
mize data collection of the UAV, we adopt the following adaptive strategy of data
collection for the UAV in tour C(t).

Let vy, v1,v2, ..., Um—1 be the sensor listed in their visiting order in tour C(t) with
vy = s. The planed energy consumption budget £ (v;,t) of the UAV when visiting sensor
v; in C(t) is defined as

dist(V},0(j+1) mod m))
sp

l
Uz, Z (t)/B+m,- ,0<i<m—1and m < |V]|

(3.18)

where D, () is the predicted volume of data generated by sensor v; € V from its last
data collection to time slot t.

Assuming that the UAV is currently visiting sensor v; for its data collection. If
the UAV finishes data collection from sensor v; before its allocated time duration at
v, it moves to the next sensor v(; 1) moq m for data collection; otherwise (the pre-
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Algorithm 8 An algorithm for the staleness minimization problem of DT states.

Input: A set V of sensors with each sensor v; € V having a DT; in an MEC network
G = (N, &), and a UAV with energy capacity Eyay located at depot s.
Output: A schedule of DT state synchronizations between sensors and their DTs at
each time slot t with 1 <t < T.
Assume that D,, (1) of each sensor v; € V is given;
t+ 1,5+ @,
while t # T+ 1 do
Find a closed tour C(t) in G(t) including depot s for the UAV with maximiz-
ing the total award, by applying the approximation algorithm, Algorithm @ and
let vy, v1, ..., vm—_1 be the sequence of sensors in C(t) with vy = s;
5: Calculate the planned energy consumption budget &(v;) of each sensor v; €
C(t);
6: for each v; € C(t) do
Collect data from sensor v; in tour C(t) by the UAV;

8: if no more data can be collected from v; within its allocated time duration
then
9: The UAV moves to the next sensor for data collection;
10: else
11: The actual volume of data of v; is larger than the predicted one, the

UAV continues collecting data from v; until reaching its planned energy con-
sumption budget &£ (v;, t) or no more data can be collected from v;;

12: Reset the data collection duration at sensor v; € C(t) by the above adjust-
ment;

13:  Let C'(t) be the updated closed tour for the UAV with the adjusted hovering
time at each sensor in the tour;

14: The UAV uploads its collected data to the MEC network G at depot s, and the
DT states of sensors in C'(t) are synchronized with their sensors;

15 S+ Su{C'(H};

16:  Predict the volume D, (t + 1) of data generated by each sensor v; € V on
the LSTM of v; from its last data collection to time slot t + 1, by applying
Algorithm[7}

17: t+—t+1;

18: return The synchronization schedule S from time slot 1 to time slot T.

dicted volume of data is no larger than the actual volume of data of sensor v;), if
the actual energy consumption £(v;,t) of the UAV so far is less than its planned
energy consumption budget &(v;,t), it continues data collection from sensor v; until
its planned energy consumption budget € (v;, t) reaches or no more data can be col-
lected from sensor v;. The total energy consumption of the UAV is upper bounded
by £uay when it finishes the tour, and the accumulative volume of uncollected data
from sensors in the tour can be significantly reduced, which is demonstrated in the
later empirical analysis.

The detailed algorithm for the staleness minimization problem of DT states is
given in Algorithm
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3.4.4 Algorithm analysis

Theorem 3.4. There is a (1 + 275)—approximat‘ion algorithm Algorithm @ for the special
optimization subproblem with optimization objective F(t) defined in (3.4), under the assump-
tion that the volume of data generated by each sensor since its last data collection is given,
and the solution delivered by Algorithm [6]is feasible, where OPT(t) is the optimal value of
function F(t), A*(t) is the maximum value of the accumulative award collected by a UAV
along an optimal closed tour, and p = max{A*(t)/OPT(t) |1 <t < T} with p > 1.

Theorem 3.5. There is an efficient algorithm Algorithm|§|for the DT staleness minimiza-
tion problem of DT states in an MEC network G = (N, £), and the solution delivered by the
algorithm is feasible.

Proof. The feasibility of the solution obtained by Algorithm(8|can be shown exactly
as we did for Theorem i.e., the total energy consumption of the UAV per tour
is upper bounded by &4y if we adopt the adaptive strategy of data collection for
predicting errors correction.

Since the UAV tour at time slot t is based on the prediction of the volume of
data generated by each sensor from its last data collection to time slot ¢, such a
prediction may not be 100% accurate and the prediction error is unavoidable, this
implies that the actual volumes of data at some sensors may be higher or lower than
their predicted ones. In the proposed algorithm Algorithm (8| we adopt an adaptive
strategy of data collection for the UAV to mitigate this prediction error. We have
shown that the total energy consumption of the UAV in the closed tour is upper
bounded by its energy capacity £yay. Thus, the solution delivered by Algorithm
is feasible, and the accumulative volume of uncollected data is significantly reduced
in comparison to the case without adopting the adaptive strategy of data collection
in later empirical evaluation. The solution thus is feasible. O

3.5 Fidelity-aware query evaluation on DT data

We consider fidelity-aware query evaluation, built upon the DT data of sensors
in cloudlets in G. We first show that the freshness of DT states of sensors impacts
on the fidelity (data freshness) of the query result. We then develop a cost-effective
evaluation plan for fidelity-aware queries.

Recall that query Q(t) = (V’,4,9) is issued by user u from AP n, at time slot t.
Assume that the query result of Q(t) will be returned to cloudlet n, as well. As the
DTs of sensors in V' are placed in different cloudlets, the collected data from these
sensors stored at their DTs will be aggregated for query evaluation. Assume that the
DT data of sensors in the same cloudlet will be sent to the source cloudlet 7, by their
aggregate result along a routing path, i.e., we assume that each cloudlet contains at
most one single virtual DT. A cloudlet containing multiple DTs of sensors in V' will
be treated as a single virtual DT.
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3.5.1 Evaluation trees for fidelity-aware queries

To minimize the evaluation cost of query Q(t), we will find an evaluation tree
rooted at cloudlet 1, spanning cloudlets that contain the DTs of sensors in V' such
that the evaluation cost of query Q(f) is minimized.

In the following, we detail the construction of tree T,. Let N be the set of
cloudlets that contain the DTs of sensors in V' of Q(t). We further assume that the
cloudlets in /" are sorted in non-increasing order of the accumulative volume of DT
data of sensors in V' in them, i.e., the cloudlet sequence is 1, Ny, . . - e s where
cloudlet n., contains the largest accumulative volume of DT data of sensors in V’,
while cloudlet e contains the least accumulative volume of DT data of sensors in
V', respectively.

The tree T, is constructed greedily. At each time, a cloudlet node in N’ with the
minimum evaluation cost gain will be added to T,. This procedure continues until
all cloudlet nodes in N’ are added to tree T,. The construction of T, is obtained
through constructing a series of partial evaluation trees T(u, k) that spans k cloudlets
nodes with root at cloudlet n, € N, where T(u, k) is a partial evaluation tree of T,
spanning k cloudlet nodes in N”.

When k = 1, the partial evaluation tree T(u,1) is a shortest path P; in the MEC
network G(N, &) from cloudlet n., to cloudlet n,, where each edge (v;,v;11) € Py
with v = ng, Op|+1 = Nu, and v;;; is the parent of v; in the partial evaluation
tree. The accumulative volume of data on edge (vj, vi41) in P; is agg ") (v;) = D,
which is the accumulated volume of DT data of sensors in V' stored at cloudlet ey,
where agg(T(*1)(v) is an aggregate function related to query Q(t) at node v in tree
T(u,1). The communication cost on tree edge (v;,v;y1) is p(v;,viy1) - aggT® V) (v;),
where p(v;,vi4+1) is the communication cost of one unit data transfer on tree edge
(Ui/ Ui+1 ) :

Assuming that tree T(u,k — 1) has been constructed with k > 1, we now con-
struct T(u, k) by adding a cloudlet node n,, € N’ to the tree with the minimum
cost gain A(T (u,k —1),n., ncj), where 7, is the tree node connecting cloudlet node
ne, € N through a shortest path Pi(nc, ;) in G\ T(u,k — 1) that has not been con-
tained in T(u,k — 1) yet. Let PkT(nC]., ny) be the tree path in T(u, k — 1) between node
n; and node n,. For the volume of data to be routed along a routing path from n
to n,, the routing path can be further divided into two segments Py (1, Tlc,-) from n,,
to n and PkT (ncj, ny) in tree T(u,k — 1) from ng; to ny, respectively. The data volume
on each link in Py(n,, chj) is D,, while the data volume on each link in PkT (chj, ny) is
the aggregation result of the volume D, with other existing ones in T(u,k —1). The
evaluation cost gain A(T(u,k —1),nc, ne;) of T(u,k) built upon tree T(u,k — 1), by
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adding a shortest path from cloudlet node 7, to a tree node ne; thus is defined as

A(T(u,k —1)n, ne;) = (o(x, y) DT (x, ) + agg!THH) (7))

— (o(x, y) DTN (2, y) + agg T4 (1))

(xy)enl (ncj,nu)

y=p(x)
= Y (o(x,y)DTE) (x,y) + aggT0H) ()
(xry)epk(”ciIHCj)
y=p(x)
- (o(x, y) DT (x, ) + agg!THH) (7))

— (o(x,y) DT (2, y) 4+ aggTIE"D) (), (3.19)

where PkT_l(nC].,nu) is the tree path in T(u,k — 1), y = p(x) implies that node y
is the parent of node x in the tree. Function agg("*®)(y) at node y € Pl (n¢;, 1)
in tree T(u, k) now adds one more data volume D, from cloudlet n. for aggrega-
tion in addition to the original ones from its children in T(u,k — 1). The value of
DT®R) (x,y) of edge (x,y) in T(u,k) is the aggregate volume of data transferred
from x to y, which is no less than its value in tree T(u, k — 1) and determined by the
aggregate function g(-).

The construction of the evaluation tree T, for query Q(f) proceeds as follows. It
contains only a cloudlet node 7, as its root initially. Cloudlet node 7, is then added
to T, i.e., tree T(u,1) is built. Each other cloudlet node n,, € N’ \ {n} is then
added to T, iteratively. In iteration k with 2 < k < |N’|, a cloudlet node ne, € N
with the minimum evaluation cost gain in Eq. is added to the current partial
evaluation tree T(u,k — 1) until all cloudlet nodes in N/ are added. The evaluation
tree T, = T(u, |N”|) is then constructed with |N’| < | N, and the detailed algorithm
for the construction of T, is presented in Algorithm E}

3.5.2 Algorithm for fidelity-aware query evaluation

Having the query evaluation tree T, for query Q(t) of user u issued at time slot
t, the rest is to examine whether the evaluation plan T, is feasible, by collecting the
DT information of sensors in V' and forwarding the information to cloudlet 1, along
tree paths of T,. The proposed algorithm for the fidelity-aware query evaluation
problem is given in Algorithm
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Algorithm 9 The construction of an evaluation tree T, for query Q(t) rooted at

cloudlet n, € N in MEC G = (N, €).

Input: An MEC network G = (N,C) and a query Q(t) = (V',4,9), assuming
cloudlets that contain the DTs of sensors in V'’ are sorted as Moy Meys -+ Moy
in non-increasing order of the data volume of DTs, where cloudlet n., has a data
volume D¢, then D¢y > D¢, > ... > De,, 1 < ¢; < INland 1 <i < |N|.

Output: An evaluation tree T, rooted at 1, and spanning all cloudlets that contain

the DTs of sensors in V' such that the evaluation cost C(Q(t)) of query Q(t) for

user u is minimized.

C(Q(t)) + oo; /* the solution cost*/

Ty < @; /* the query evaluation tree */

N {nCanz”"’ncwq};

Find a shortest path P; in the MEC network G(N, £) from n, to n,;

Ty Pk LN «— N\ {n,}; T(u,1) < Py;

while N/ # @ do
k+—k+1;

Construct the partial evaluation tree T (u, k) from tree T(u,k — 1) as follows;
for each n., € N’ do
for each ne; € T, do
Find a shortest path Py(n,,, ncj) in G\ T(u,k — 1) between cloudlets 7.,

O X N D d Ry

[ —
)

and fe;;

[y
»

Compute the costs of segments Py(n,n) and pr (¢, ny) of
p kT (M, mu);
13: Construct a potential partial evaluation tree T(u,k) < T(u,k—1)U
Py(n¢, ne;), by connecting cloudlet node 7, to tree T(u,k — 1) through the tree
node n.; with a shortest path Pi(ne,, nf/) ;

14: Calculate A(T (u,k —1),ng, Tlc,-), the evaluation cost gain by Eq. (3.19);
15: io, jo <= minarg, c\v , eT(u kfl){A(T(u,k — 1),nci,ncj)}; /* choose cloudlet
i 7 Cj 7!

node fe, with the minimum cost gain and add it to T(u,k —1) */;

16: T(u,k) < T(u,k—1)U Pk(nC[O/an0>; /* adding cloudlet node ne, to the mul-
ticast tree */

172 N« N'\{ng };

18: Ty, < T(u,k);

19: C(Q(t)) + C(Ty);

20: return Solution T, with evaluation cost C(Ty).

3.5.3 Algorithm analysis

Theorem 3.6. Given an MEC network G = (N, &), and the DT5 of sensors in a sensor
network are stored in its cloudlets, users can issue a fidelity-aware query Q(t) = (V',6,0)
on the DT data. There is an efficient algorithm, Algorithm (10| for the fidelity-aware query
evaluation problem in G, which delivers a feasible evaluation plan if such a plan does exist.
The algorithm takes O(|E|? - |N|* - log |N|) time.

Proof. It can be seen that if the evaluation plan is feasible, the solution delivered by
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Algorithm 10 A query evaluation algorithm.

Input: An MEC network G(N, &) and a query Q(t) = (V’,4,0) issued by user u
under the coverage of AP n, at time slot t with 1 < t < T, assuming that
cloudlets containing the DTs of sensors in V' are sorted as a list ey Meys e s Moy
in non-increasing order of the accumulative volume of DT data in them, i.e.,
each cloudlet n., has a data volume D, and D, > D, > ... > D where
1<¢<|Nand1<i<|N]|.

Output: An evaluation tree T, for Q(t) rooted at n, and spanning cloudlets in N’
such that the evaluation cost C(Q(#)) of Q(t) is minimized if T, is feasible.

1: Find a cost-effective evaluation plan — an evaluation tree T, for Q(t) by invoking
Algorithm[9
2: Aggregate DT data by the aggregate function agg(-) of Q(t) at each cloudlet node

in T, from leaves to the tree root n,;

Identify the subset V., from set V' at cloudlet n,;

if |[V.,|/|V'| > ¢ then
A cost-effective feasible evaluation plan T, for query Q(t) is obtained

else

7: No solution can meet the query requirement; EXIT.

C\/\”\’

Algorithm(10|is feasible. The rest is to analyze the time complexity of the evaluation
algorithm. The dominant time complexity in Algorithm (10| is the construction of
the evaluation tree T,, which consists of |\”| iterations (with |A| < A/| and A is
the set of cloudlets containing the DTs of sensors in V’). Within each iteration, it
finds a shortest path in G that takes O(|]NV| - |€]| - log |N]) time. Thus, the the time
for the construction of tree T, is O(|€| - |[N|*> -log |N|). The determination whether
tree T, is a feasible evaluation plan for fidelity-aware query Q(t) = (V’,5,9) can be
done within O(]A|) time, by collecting the DT data of sensors in V' and aggregating
the data at tree nodes. The query evaluation algorithm takes O(|€]| - [N'|? - log |NV])
time. O

3.6 Performance evaluation

In this section, we evaluated the proposed algorithms through experimental sim-
ulations, using a real data set. We also investigated the impact of important parame-
ters on the performance of the proposed algorithms.

3.6.1 Experimental settings

We consider an MEC network that consists of 20 APs with each having a co-
located a cloudlet. The MEC network is generated by GT-ITM [63]. We assume that
the transmission cost on a link between two APs is randomly drawn from $0.1 to $0.4
per MB [64]. Also, the processing cost of cloudlets is randomly drawn from $0.04 to
$0.06 per MB [63]. There are 500 sensors randomly deployed in a circular area with a
500 meter radius and a depot s located at the center of the area. The digital twins of
sensors are randomly assigned to cloudlets. A UAV is deployed at depot s initially.
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For the special staleness minimization problem of DT states, we assume that K = 100
sensors per UAV tour. For the staleness minimization problem of DT states, the UAV
has energy capacity £ = 3 x 10° joules at constant flying speed v = 10 m/s. The
energy consumption rates of the UAV on hovering and traveling are 77; = 150 [/s
and 77, = 100 ] /s, respectively [71]. The data transmission rate is 1 Mbps [157]. The
monitoring period consists of 1,000 time slots. Moreover, we use a real-world dataset:
California traffic usage dataset collected from 17,544 sensors on the San Francisco
Bay area freeways [56]. Each data point in the dataset is a time series of road occupy
rates (between 0 and 1) hourly recorded by a sensor. To evaluate the performance of
the proposed algorithms, we use the road occupy rate data to simulate the volume
of data generated by each sensor. We assume that a sensor can generate at most
[5,10] MB data per time slot [157]. Then, for each sensor, we select a time series in
the California traffic usage dataset and map the road occupy rate to the generated
data volume by multiplying it by the maximum volume of generated data.

To evaluate the performance of the optimal algorithm, Algorithm [5, for the
special case of the problem by choosing top-K sensors, we propose a baseline Random,
where K sensors are randomly picked to synchronize at each time slot. We evaluate
Algorithm (8 against a heuristic Heur that proceeds as follows. At each time slot,
we construct the closed tour of the UAV greedily, and the tour contains only depot s
initially. The sorted sensors then are added to the tour one by one if the addition does
not violate the energy capacity of the UAV; otherwise, the next sensor in the sorted
sequence is considered. This procedure continues until all sensors are considered.

To evaluate the adaptive strategy of data collection for the staleness minimiza-
tion problem of DT states, we consider a variant of Algorithm 8 without adopting
the policy, referred to as NoPolicy, to examine how much data left without collec-
tion per tour. To study the performance of the proposed algorithm for the problem,
we refer to Algorithm[g] and Algorithm[8] as Actual and Pred with and without
the prediction of the volume of data generated by each sensor since its last data
collection.

For the fidelity-aware query evaluation problem, we assume that each query
requests data from the digital twins of 4-8 sensors [63]. We set the threshold ratio ¢
at 0.8. The threshold ¢ is set at 1. The aggregation function is randomly chosen from
a family of aggregation functions, e.g., {sum, average, max, min} [63].

The value in each figure is the mean of the results out of 50 network instances
of the same size. The running time of an algorithm is obtained based on a machine
with 3.6 GHz Intel i7 single-core CPU and 16 GB RAM. Unless otherwise specified,
the parameters are adopted in the default setting.

3.6.2 Performance evaluation of the staleness minimization algorithm

We started with investigating the performance of different algorithms for the
special staleness minimization problem of DT states by varying the number of sen-
sors from 400 to 600. In Fig. (a), we can see that Algorithm5|delivers a solution
with a lower average staleness than that of algorithm Random, and Fig. (b) illus-
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Figure 3.2: Performance of different algorithms for the special staleness minimization
problem of DT states by varying the number of sensors.

trates their running time.

We then studied the performance of different algorithms for the staleness min-
imization problem of DT states, by varying the number of sensors from 400 to 600.
Fig.[3.3| (a) illustrates the average staleness delivered by different algorithms. It can
be seen that the staleness of DT states delivered by Pred is much smaller than that of
algorithm Heur. With the increase on network size, the staleness gap between Pred
and algorithm Heur enlarges, which indicates that Pred utilizes the energy of the
UAV efficiently. In addition, even if we assume that the volume of data generated
by each sensor is given, Actual only decreases the average staleness of all sensors
by 15.30%, compared with Pred when there are 500 sensors. This demonstrates the
effectiveness of the proposed prediction algorithm.
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Figure 3.3: Performance of different algorithms for the staleness minimization prob-
lem of DT states varying the number |V| of sensors.

Moreover, algorithm NoPolicy increases the average DT staleness by 70.84%
compared with Pred. The rationale behind is that the UAV wastes more energy
on hovering above sensors even after the data collection from the sensors has been
finished under the schedule of algorithm NoPolicy.
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3.6.3 The impact of important parameters on the performance of different
algorithms

We first investigated parameter K on the performance of different algorithms for
the special staleness minimization problem of DT states by varying the value of K
from 25 to 200. It can be seen from Fig. a) that with the increase of K, the average
staleness of DTs in the solutions delivered by both algorithms decreases, since more
DTs can be synchronized with their corresponding sensors. With the increase of K,
the average staleness gap between the two algorithms becomes smaller. Fig. 3.4(b)
plots the running times of these two algorithms.
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Figure 3.4: Performance of different algorithms for the special staleness minimization
problem of DT states varying K.

We then evaluated the impacts of parameters £;4y and B on the performance
of the proposed algorithms for the staleness minimization problem of DT states, by
varying &yay from 2 x 10° to 4 x 10° Joules. Fig. (a) presents the impact of
the energy capacity on the average DT staleness. The staleness reduces with the
growth on the energy capacity, as the UAV can visit more sensors and these sensors
can synchronize with their DTs. It can be seen that Pred is superior to algorithms
Heur and NoPolicy respectively. The staleness difference becomes smaller when the
UAV has more energy capacity. This can be justified that the UAV is more tolerant
to inaccurate predictions of the data volume at sensors when it has a large energy
capacity. Fig.3.5|(b) plots the running time of the comparison algorithms.

The rest is to study the impact of the data rate B of the UAV by varying it
from 0.8 Mbps to 1.2 Mbps. Fig. (a) shows that the average staleness DTs in the
solutions delivered by all algorithms decreases with the increase on the data rate
of the UAV. This is due to the fact that the growth on the data rate of the UAV
leads to less hovering time above sensors, and thus more sensors can be visited by
the UAV per tour. When the data rate is 0.8 Mbps, the average staleness of DTs
by algorithm Heur is 8.12, which is approximately 54.67% more than that by Pred.
Fig.]3.6/(b) describes the running times of different algorithms. Although Pred takes a
longer running time than that of algorithm Heur, the average staleness in the solution
delivered by Pred is much smaller than that by Heur.
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Figure 3.5: Performance of different algorithms for the staleness minimization prob-
lem of DT states by varying the energy capacity £yav of sensors.
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3.6.4 Performance evaluation of fidelity-aware query evaluation

To study the efficiency of Algorithm we construct another evaluation tree,
which is a minimum spanning tree rooted at source cloudlet n, € N initially, we
then remove its leaves that do not contain the DT states of sensors in V' until all
leaves in the resulting tree are the cloudlets containing the DT states of sensors in V.
Denote by MST the resulting tree as the query evaluation tree of user u.

We first evaluated a fidelity-aware query by setting the value of 6 as 0, 1, 2, 3,
and 4, respectively, and for each value of §, we randomly generate 1,000 queries and
examine the number of feasible evaluation plans among the generated queries. As
shown in Fig.[3.7(a), the percentage of feasible evaluation plans for queries increases,
with the growth of the value of . The rationale behind is that more DTs can meet the
fidelity requirements of queries when ¢ is large. When ¢ equals 0, the queried DTs
must be synchronized at the current time slot, only 5.97% evaluation plans among
1,000 query plans are feasible. The percentage of feasible evaluation plans can reach
99.32% when J is set as 4. We also studied the impact of the data fresh fidelity
parameter ¢ on the query result for a query, by increasing its value from 0.2 to 1.0.
It can be seen from Fig. (b) the percentage of feasible evaluation plans becomes
decreasing, with the increase of ¢. The reason is that fewer numbers of DTs involving
the queries can meet the data fresh fidelity requirements.
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Figure 3.7: The percentage of feasible evaluation plans from 1,000 queries randomly
generated by varying J and varying ¢ respectively.

We then investigated the impact parameters: the data fresh fidelity parameter ¢,
the number of querying sensors |V’|, the network size ||, the transmission cost per
unit data p, and the computing cost per unit data ¢, on the cost of query evaluation
plans. The result is the mean result of 1,000 feasible queries.

We evaluated the impact of network size |N| by varying its value from 10 to 50.
It can be seen from Fig. (a) that the evaluation cost increases with the increase
on network size. This can be justified by the growth of the transmission cost of DT
information is due to the increase on network size. The evaluation cost by algorithm
MST is much higher than that by Algorithm The evaluation tree delivered by
algorithm MST does not lead to the minimum transmission cost. Moreover, algorithm
MST does not consider the computing cost of aggregation at cloudlets. Fig. (b)



.6 Performance evaluation 1
§3 7

- x1073
+r —~ 4.5
— 5.51 —=— Algorithm 10 W 4.0{ —* Algorithm 10
‘g 50 —a— MST v 3.5 —— MST
|9
c 4.5
°
+= 4.0 =
S c
< 3.5 S+
u:j 205, 4 e
10 20 30 40 50 10 20 30 40 50
Network size Network size
(a) Evaluation cost (b) Average running time

Figure 3.8: Performance of different algorithms for the fidelity-aware query evalua-
tion problem by varying network size ||

depicts the running times of different algorithms.

We investigated the impact of the number |V'| of sensors requested per query,
by varying its value range from [1,5] to [7,11]. Fig.[3.9|(a) shows that the evaluation
cost increases with the growth of |V’|. This is due to additional computing and
transmission costs incurred by requesting the DT information from more sensors.
Fig. (b) depicts the running times of the comparison algorithms. The running
time of Algorithm|l0|increases insignificantly as more iterations of adding cloudlets
to the partial evaluation tree are needed, while the running time of algorithm MST
does not change too much because finding a minimum spanning tree only depends
on the number of edges in the network.
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Figure 3.9: Performance of different algorithms for the fidelity-aware query evalua-
tion problem by varying the number of querying sensors |V’|.

We finally studied the impact of the processing cost per unit data ¢ by varying
its value range from [$0.02,$0.04] to [$0.06,$0.08]. Fig. (a) depicts that both
algorithms deliver evaluation trees with higher evaluation costs. When the pro-
cessing cost is drawn from [0.06,0.08], the cost of the evaluation tree delivered by
Algorithm(10|is 24.01% higher than that when the processing cost from [0.02,0.04].
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Fig. (b) shows that the running times of both algorithms remains unchanged
with the increase of processing cost.
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Figure 3.10: Performance of different algorithms for the fidelity-aware query evalua-
tion problem, by varying the processing cost per unit data .

3.7 Conclusion

In this chapter, we considered the state synchronization issue between digital
twins and their physical objects (sensors) for an application scenario: a UAV-enabled
data collection in a renewable sensor network. We first formulated a novel staleness
minimization problem of DT states. We then proposed an optimal algorithm for a
special case of the problem when the update budget is exactly the DT state updating
of K sensors per update round. We also devised a heuristic algorithm for the problem
by reducing it to the award collection maximization problem under the assumption
that the volume of data generated by each sensor from its last data collection to now
is given. To remove this assumption, we adopted the LSTM method - a deep learning
mechanism to predict the volume of data generated by each sensor, by analyzing the
historical traces of the data generated by the sensor through its DT. To demonstrate
the importance of maintaining the average staleness of DT states of objects, we thirdly
proposed a query evaluation algorithm for fidelity-aware queries built upon the DT
data. We finally evaluated the performance of the proposed algorithms and the
prediction mechanism through simulations. Simulation results demonstrate that the
proposed algorithms are promising.



Chapter 4

Profit Driven Service Provisioning
via Deep Reinforcement Learning

In this chapter, we study on the online service placement and request assignment
problem with the aim to maximize the profit of the service provider. This optimiza-
tion objective is achieved by assigning service requests to appropriate cloudlets in
the MEC network, pre-installing service instances into cloudlets to shorten service
delays, and accommodating new services by revoking some idle service instances
from cloudlets due to limited computing resources in MEC networks. We first devise
an efficient deep reinforcement learning algorithm for the online service placement
and request assignment problem that consists of a deep reinforcement learning-based
prediction mechanism for dynamic service placement, followed by a dynamic request
assignment procedure to assign requests to cloudlets.

4.1 Introduction

With the integration of Mobile Edge Computing (MEC) and Network Function
Virtualization (NFV), service providers are able to provide low-latency services to
mobile users for profits. When a user requests a service, its service provider will
admit the request and initialize a service instance for the user. Once the requested
service finishes, the service instance will be released back to the system to reduce
the operational cost of the service provider, and the released resources can be uti-
lized by future service requests. Most existing studies focused on how to assign
service requests to different cloudlets in an MEC network, by either instantiating
new service instances or sharing existing service instances [60, (61}, 104, 128]. In con-
trast, in this chapter we consider a scenario where the service provider of an MEC
network can pre-install most demanded service instances in cloudlets in advance.
The pre-installed service instances can be used by later service requests immediately
without service initialization delays, this can shorten service delays of service re-
quests. Consequently, the service provider can earn more profits by admitting more
service requests while satisfying their service delay requirements. Since the service
provider can only place limited service instances at resource-constrained cloudlets,
an effective prediction mechanism that can predict which types of service requests

73
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and how many of the service instances needed in a foreseeable future.

The novelties of this chapter lie in a framework for dynamic service placement,
by pre-installing service instances and revoking idle service instances through an
effective prediction mechanism, with the aim to maximize the profit of the service
provider. A deep-reinforcement learning-based online algorithm is devised through
learning historical traces of service request patterns and service types at different
cloudlets. A solution that can provide services for various requests then is delivered.

The rest of the chapter is organized as follows. Section {4.2| introduces the sys-
tem model and problem definition. Section develops an efficient algorithm for
dynamic service request admissions that consists of a deep reinforcement learning-
based prediction mechanism to predict different types of service request arrivals in
order to install their service instances in the system, and an online algorithm for
request assignment based on the installed service instances in cloudlets. Section
evaluates the performance of the proposed algorithms empirically, and Section
concludes the chapter.

4.2 Preliminaries

In this section, we introduce the system model and define the problem precisely.

4.2.1 System model

We consider a mobile edge computing network G = (VU S, E) that consists of a
set V of access points (APs) and a set E of links between APs. For each link e(i, j) € E,
there is a transmission delay [, (= [;;) on it. We assume that a link between two APs
is an optical link with high capacity, and thus the bandwidth on the link is not
considered as a constraint. Also, a set S of cloudlets are co-located with some of the
APs. Each cloudlet ¢; € S has limited computing capacity CAP; for hosting service
instances. Let fy € F with k = 1,2,...,|F| be a service function in the service set F
provided by the MEC network. We assume that a service instance of f; can only serve
a request at any moment, and thus, the computing resource requirement of a service
instance can be precisely estimated in advance. Denote by c(fi) the computation
resource requirement of service instance f;. We further assume that the monitoring
time period T is divided into equal time slots indexed by t with 1 <t < T. In order
to reduce the end-to-end service delay of each service request, service instances can
be pre-installed in cloudlets prior to arrivals of requests. Meanwhile, some idle
service instances can also be removed from the system to deploy the most demanded
services. Therefore, each time slot is split into two stages: the service placement stage,
and the request admission stage. Fig. demonstrates an MEC network with five
APs and three co-located cloudlets, where several service instances are installed at
cloudlet 1 and cloudlet 3, respectively.
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Figure 4.1: An illustration of an MEC network with installed service instances.

4.2.2 Service placement stage

Denote by n;k the number of instances of service f; in cloudlet ¢; at time slot ¢
with 1 <t < T. Since each cloudlet has limited computing capacity, the number of
service instances installed in cloudlet ¢j at time slot t is constrained by Zﬂl n]t./k <
CAP;, where CAP; is the computing capacity of ¢;. As service instances in cloudlets
at each time slot t can be added or removed, let (S;/k be the number of service in-
stances to be installed or deleted from cloudlet ¢; at time slot t. If (5]?,,( > 0, then
cloudlet ¢; instantiates 5]{,{ instances of service f; otherwise, (5;/]( instances of f; will
be released from ¢;. Furthermore, considering that some instances are serving unfin-
ished requests, they should not be removed. Thus, the number of instances at each
cloudlet should be no less than the number of unfinished requests at the cloudlet.
For convenience, denote by cp]f.’k the number of requests that are still being processed

at time slot ¢, we have gb; P < n§ »

4.2.3 Request admission stage

Mobile users offload their tasks to cloudlets via their nearby APs. Let R be the
set of service requests arrived at different APs during a monitoring period of T. We
assume that at time slot ¢, a subset of requests R(t) (C R) arrives. Request r; € R can
be represented by a tuple (f;, fi,, vi, Ti, d;), where t; is the time slot of its arrival; f;, € F
represents its service type, v; € V represents its closest AP, 7; represents its execution
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duration, and d; is its end-to-end service delay requirement. For convenience, denote
by F (k) (C R) the set of requests that demand service f.

Given an arrived request r;, it will be either admitted by assigning it to one
cloudlet or rejected immediately. We use a binary variable x - € {0,1} to denote
whether request r; is admitted by cloudlet ¢; at time slot ¢. Request r; can only be
admitted at the time slot of its arrival,

xj; =0, Vijt#t. 4.1)

Because each service request r; has an execution duration of 7; time slots, once it
is admitted, the request leaves the MEC system at the end of the (¢; + 7; — 1)th time
slot. We use Pit/]. € {0,1} to denote that request ; is being processed by cloudlet c; at
time slot ¢, and thus

Vi, j,t Pl =

i,j

t; . . .
{xi,]-, b<t<ti+T a2

0, otherwise

To admit request r;, a cloudlet ¢ needs to have an idle service instance or suf-
ficient resource to initialize a new service instance for fk For convenience, we use
a binary variable xldle € {0,1} to indicate if 7; is offloaded to an idle instance, and

tYll’ZU
X; i
have

€ {0,1} to 1nd1cate if request r; is served by initializing a new instance. We then

xf = xifl 4 x5, Vi, jt. 4.3)
Recall that 4)} ¢ is the number of unfinished requests for service f; at the service
placement stage of time slot ¢, we have

P= Y Pl Vijk (4.4)
r;€F(k)NR(t)

Also, if there are n]tk instances for service fi in cloudlet ¢; at time slot ¢ before the
service admission stage of time slot ¢ and ;7 instances are created at the request
admission stage, the number of instances of service fi at time slot t 41 then is

npt =gt ) x’f?]" Sy, Yk (4.5)
rieF(k

To admit a request, not only does the cloudlet have sufficient residual computa-
tion capacity, but also the delay requirement d; of request r; can be met. Assigning
request 7; to cloudlet ¢; will experience the network delay, potential initialization de-
lay, and processing delay. Denote by procy the processing delay of an instance for
service fi, and define the network delay as the accumulative delay along the shortest
path from the arrived AP to the target cloudlet, where a target cloudlet of a request
is referred to its assignment to that cloudlet. Recall that link e € E between two
APs has a latency [,. The network delay of request r; from an AP v; to cloudlet c;
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is Lij = Yeep,; les Where p; is the shortest path in the MEC network between AP v;
and AP v;. We assume that the initialization time of service f is ins;. If request r;
is uploaded to cloudlet Cj, and Cj does not have an idle instance for fki, the cloudlet
will instantiate a new instance for f;. This will result in an initialization delay. The
latency of assigning request r; to cloudlet ¢; thus is L;; + insy,, which should be no
greater than the delay requirement of request r;, i.e.,

new

(Lij+ procy,) - xf; + x50 -insy, < dy, Vi, jt. (4.6)

4.2.4 Operational expense and request admission profit

Initializing and hosting a service instance at any cloudlet incurs an operational
cost. The operational expenditure of an MEC network consists of three components:
(i) the energy consumption for hosting service instances even if the service instances
are idle; (ii) the energy consumption for serving each service request; and (iii) the
initialization cost of service instances.

Let C( f;) be the energy consumption per time slot for hosting an instance of
service fi, C*(fi) the energy cost per time slot for admitting a request of service fi,
and C(f;) the initialization cost of an instance of service f;. The operational cost
C;(t) of cloudlet c; at time slot ¢ thus is

] | |

G =Y (( Y A+ -C™(f)+( Y, x5 +ni)-C(f)
k=1 r,eR(ONF(K) reR(ONF (k)
+ ), P C(fi) 4.7)

ri€R(H)NF (k)

where [a]" = max(a,0), the first term in Eq (4.7) is the cost of initializing new
instances, the second term is the idle energy consumption cost of hosting instances,
and the third term is the energy consumption of serving requests.

The service provider charges users for their service requests are admitted. We
assume that the service provider will earn the amount RV (f;) of revenues per time
slot for serving a request of service fr. Then, the total revenue obtained by cloudlet
¢ at time slot £ is

RV]<t> = Z T RV(flq)- (48)
ri€R(t)

The profit of cloudlet c; at time slot t is RV;(t) — C;(t). The total profit of the
service provider by admitting user service requests for a given monitoring period T
thus is

T |S|

Y. Y (RVi(H) = Ci(t)). (4.9)
1

= =
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4.2.5 Problem formulation

The online service placement and request assignment problem is defined as follows.
Given a mobile edge-cloud network G = (VU S;E), a set F of services provided
by the network, a finite time horizon that is divided into T equal time slots, and a
sequence of service requests arriving one by one without the knowledge of future ar-
rivals, let R be the set of arrived requests within the given time horizon T, where each
request r; € R demands a service f;, € F with a delay requirement d;. The problem
is to assign arrived requests at each time slot t to cloudlets while meeting the delay
requirements of admitted requests through (i) pre-deploying service instances of ser-
vices in F to different cloudlets and determining numbers of service instances to meet
the service delays of admitted requests; and (ii) removing some existing idle service
instances from the system such that the accumulative profit Z}l;i\l Y1 (RVi(1) = Ci(1))
is maximized, subject to computing capacity on each cloudlet in G.

Theorem 4.1. The online service placement and request assignment problem in G = (V U
S,E) is NP-hard.

Proof. We prove that the one-time-slot service placement problem with the knowl-
edge of arrived requests is NP-hard, by a reduction from a well-known NP-hard
problem - the multi-knapsack problem as follows.

Given a set B of knapsacks, where each knapsack b; € B has capacity W(b;), and
a set A of items where each item a; € A has value value(a;) and size size(a;). The
multi-knapsack problem is to maximize the accumulative value by placing as many
items as possible into knapsacks, subject to the capacity of each knapsack.

Given an instance of a multi-knapsack problem, we construct a special case of
the online service placement and request assignment problem as follows. For each
knapsack bj, we create a cloudlet c; with capacity W(b;), and there is no idle service
instance at the cloudlet. For each item a;, we construct a request r; with one-time-slot
duration and the profit to admit it is value(a;), and the service instance f, needs
size(a;) computation capacity. Here we assume that the delay requirement is strin-
gent that the requests can be admitted only if their required service instances are
ready, and we also assume that the network delay is negligible so there is no differ-
ence among cloudlets when admitting requests. We aim to find how many instances
to be installed at cloudlets while the computing capacity on each cloudlet is con-
strained. It can be seen that a solution to this special service placement and request
assignment problem is a solution to the multi-knapsack problem, and the reduction
is polynomial. Moreover, the online service placement and request assignment prob-
lem needs to place the instances without knowing the arrived requests at the current
time slot, considering the impact of placement on future arrived requests, which is
at least as hard as the special service placement and request assignment problem.
Therefore, the problem is NP-hard. O
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4.2.6 ILP formulation of the offline version of the problem

In the following, we formulate an ILP formulation for the offline service place-
ment and request assignment problem, where the set R(t) of requests at each time
slot t is given with 1 < t < T, i.e., R = UL_,R(t). For this offline version, the objective
is to maximize the accumulative profit as follows.

T S|
Maximize Y_ ) (RVj(t) — Cj(t)) (4.10)
X?f”/” x?"flf 5} K ‘

F|
k;n}k -c(fy) < CAP;, Vit @.11)
IF|
Z"]k c(fi) + ; xXj - c(fy,) < CAPy,  Vijt 4.12)
i€
) xé”i’f <nb—¢l, Vikt 4.13)
i eF(k
ik S M Vikt (4.14)
T 5]
YY) xi; <1, Vi (4.15)
t=1j=1
ni >0, Vjkt (4.16)
5]{k €Z, Vjkt (4.17)
xf; € {0,1}, Vi jt (4.18)
xﬂlj €{0,1}, Vi jt (4.19)
xpi; € {01}, Vi jt (4.20)

Constraint guarantees that the total computing resource demand of all in-
stances in the service placement stage does not exceed the computing capacity on
each cloudlet at any time slot. Constraint prevents cloudlets from admitting
too many requests to violate their computation capacity. The RHS of Constraint
denotes the number of idle service instances. The LHS in Constraint represents
the number of requests for service f; admitted by idle instances at cloudlet ¢;, which
should be no larger than the RHS. Constraint ensures that the number of ser-
vice instances is no less than the number of instances that are being processed, so
in service placement stage we do not remove non-idle service instances. Constraint
(4.15) ensures that each request can only be admitted by one cloudlet.

Although the ILP formulation of the offline version of the problem can deliver
an optimal solution, this solution is an upper bound on the problem due to that it
is assumed that the knowledge of request arrivals at all time slots is given. The LP
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relaxation of the proposed ILP solution delivers a solution whose value is an upper
bound on the value of the optimal solution of the offline version of the problem,
which is also an upper bound on the problem. This relaxed solution thus will be
used as an estimate of the optimal solution of the problem later.

4.3 Online Algorithm

In this section we present an online algorithm for the online service instance
placement and request assignment problem.

4.3.1 Algorithm overview

The basic idea of the proposed algorithm consists of two stages: the service
placement stage, followed by the request assignment stage. We first adopt a deep
reinforcement learning method to predict service request demands and types of ser-
vices. We then find a near-optimal service placement for the predicted service in-
stances. We finally assign each incoming service request to a cloudlet that contains
the service instance or instantiate an instance of the demanded service.

4.3.2 Request assignment

Assuming that service instances have been placed in cloudlets, we deal with
service request assignment with the aim to maximize the accumulative profit at each
time slot t with 1 < t < T. Given that a set R(t) of requests arrives and some
service instances have already been deployed in cloudlets at time slot ¢, we reduce
request assignment to the Generalized Assignment Problem (GAP) [27] to maximize
the profit.

Given a one-time-slot request assignment, we treat each idle service instance
of f; as a bin with capacity c(f). Also, each cloudlet is treated as a bin with its
remaining computing capacity CAP; — Zﬂl n;k -¢(fx) at time slot t. Then, each
request r; corresponds to an item. For bins corresponding to idle service instances,
if the delay requirement of a request can be satisfied when assigned to the bin, its
size is set as c(fy,), and the profit is set as (RV(fy,) — C*'(f,)) - ;. Similarly, for
bins corresponding to the residual computing capacities of cloudlets, the size of an
item at the bins is c(fi,), and the profit is set as (RV(fi,) — C(fi,) — C°(f;.)) -
7; — C'™(f;,) due to the extra cost introduced by initializing new instances. For idle
service instances or cloudlets that cannot fulfil the delay requirement of request r;,
we set its size as co to indicate that r; cannot be admitted. It can be seen that an
approximate solution to the GAP in turn returns an approximate solution to the
request assignment problem. The detailed procedure is given in Procedure
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Procedure 1 Request assignment procedure at one time slot

Input: An MEC network G = (V US; E) with a set of cloudlets C, the number of

total service instance n§ « and occupied service instance (,b; ; for service f; at each
cloudlet c;, and a set of requests R(t) that arrives at time slot ¢.

Output: Find an assignment of requests in R(t) at time slot f so that the total profit

1:

L T T e T o e S e e
O X N T RNy D

NN
R

N
o

25:

is maximized, subject to the capacity of cloudlets and delay requirement.
Calculate the delay L between any pairs of APs and APs co-located with cloudlets
by the Floyd-Warshall algorithm [28];
Initialize an empty set of bins B « ©;
forj« 1,2,...,|S| do
fork«+ 1,2,...,|F| do
for b 1,2,...,11;,,( — 4);/k do
Create a new bin B with capacity c(fx);

B« BU{B};
Create a new bin B’ with capacity CAP; — Zﬂl n]t-,k ~c(fr);
B+ BU{B'};

Initialize an empty set of items Z «+ @;
fori < 1,2,...,|R(t)| do
Create a new item [ and Z «+~ Z U {I};
forj' < 1,2,...,|B| do
if Bin B; corresponds to an idle service instance at cloudlet ¢; then
Profit(i, ') < (RV(fi,) = C* (f)) - i
delay(i,j') < L;j;
else
Profit(i,j') « (Rv(fki) - Cser(fki) - Cidle(fki)) ST —C (fki);
delay(i,j') < L, + insy,;
if delay(i,j') < D; then
weight(i, ') + c(fi,);
else
weight(i,j) < oo;
Find an assignment of items 7 to B such that the accumulative profit of assigned
items is maximized under the constraint that the total weight of items in each
bin does not exceed its capacity, by invoking the approximation algorithm for the
GAP in [27];
return The assignment of requests xy;i and xidll]e derived from the assignment of
items.

4.3.3 Service placement

Considering that no prior knowledge of request arrivals at each time slot ¢ is

given, we adopt a deep reinforcement learning method for service placement. Specif-
ically, we first formulate the service placement as a Multi-agent Markov Decision
Process (MMDP), where a set of agents interacts with an environment for a given
number of time slots, with the aim to maximize the total reward. At each time slot,
the agents obtain the state of the environment, and then take actions based on the
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state. The actions then impact the environment and transit the environment to the
next state. The agents receive rewards as a consequence of their actions and the
change of the environment. Fig. 4.2| demonstrates the interaction of agents and their
environments.

An MMDP is usually expressed by a tuple (N, S, A, P, R), where N is the set
of agents, S is the state set of the environment, A is the action set of agents, P is the
transition function, and R is the reward function. Given state s, actions a4, ao, . . ., aN|
and the next state s/, P(s,ay,4a,..., an, s') defines the probability of the transition
from state s to s’. Similarly, R(s, a1, 42, ..., aN|, s') is the reward that the agents obtain
by taking action a when the state transits from s to s’. We formulate the problem as

reward 1 .
action 1
Agent 1
reward 2 action 2
Agent 2
reward n
action n
Agent N
State

Environment

Figure 4.2: An illustration of a Multi-agent Markov Decision Process in one time slot.

a multi-agent Markov Decision Process (MMDP) as follows.

Agent: Each cloudlet ¢; with j € {1,2,...,]S|} is modeled by an agent N to
manage its service placement.

State: The state s € S describes the status of the MEC network, i.e., the history
of offloaded service requests that will be admitted at cloudlets and their demanded
service instances in cloudlets. Thus, the system state st € S at time slot t is defined
by a tuple (R (t),n(t),R*(t),t), where R, (t) = R(1) UR(2) U...UR(t — 1) is the set
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of service requests that arrive before time slot ¢, n}k € n(t) is the number of instances
of service k at cloudlet c;, R*(t) denotes the set of admitted service requests prior
to time slot ¢, that have not finished at time slot t. Action: In the service placement
stage of each time slot, the agents decide to place or remove some service instances
at their cloudlets. Thus, action a; € A of agent Nj is defined as a vector a; =
(aj0,ai1,8i2,..., aj| F|) Zk 0%k = 1, where a; represents the percentage of available
computational capacity to be allocated to service f; if k # 0 and a; represents the
percentage of available computational capacity. While deciding the placement of
instances, we need to maintain the instances of unfinished requests. Therefore, the
available computational capacity that can be allocated is capte] = CAP; — Z'F‘ qb;:‘,k .

¢(fk). The action a; can be decoded by 5;,,( = LC p” / £ ] for service placement.

State Transition: Having taken agent actions, the system state will transit to the
next state, following the state transition function P(s',a}, a5, .. .,a‘t5|,st+1). Specifi-
cally, first, the number of instances at any cloudlet c] €s changes under the agent’s
action a; in the service placement stage, that is, n] P n], + 5t Second, in the
request admission stage, a set of requests R(t) arrives. Procedu re [1] (that will be
discussed later) is applied to assign the arrived requests to cloudlets. The system
state then is updated, following the result delivered by Procedure |1} Since finished

requests will leave in the end of each time slot, set R*(¢) will be updated accordingly.

Reward: To encourage each agent to maximize its contribution to the total profit,
a reward function R, (st al,ab, ...,
a‘ts‘, s”’l) is defined, which describes how much reward an agent /\/] receives after a

state transition. Assume that there is a state transition
at at,...at
18278 |

st = (Ry(t),n(t),R*(t),t) ——— s = (R,(t+1),n(t+1),R*(t +1),t +1). Let
xj;i and x;dllj be the outputs of Procedure |1/ during the transition. The revenue and

operation cost of cloudlet ¢; are calculated by Eq. (4.7) and Eq. (£.8), respectively.
The reward function of agent ; then is defined as follows.

Rj(s',ay, a5, .. .,a‘t5|,st+1) = RVj(t) — C;(t). (4.21)

The cumulative reward of agent N; from time slot ¢’ to T then is

|T|
Gi(t') = )_Rj(s, ai,aé,...afs‘,st“). (4.22)

t=t'

It can be seen that G;(1) is the total reward of agent \/; during the monitoring period

T, so Z‘ G i(1) is equivalent to the objective function 1@} We thus maximize the
total reward G;(1) of all agents N; instead of maximizing the original optimization
objective of the problem. Due to the large state space and lack of knowledge of future
request arrivals, it is impossible to calculate the state transition function and reward
function accurately. We instead design a policy function j(a; | s) for each agent N,
which gives the possibility of taking action a4 under state s. We then find an optimal
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policy function of each agent. We make use of deep neural networks (DNNSs) called
actor networks as the policy function 7t;(a; | s), which can extract important features
from states and learn service request patterns. The service placement by DNNs can
be obtained by applying Procedure [2as follows.

Procedure 2 Advantage Actor-Critic based procedure for online service instance
placement

Input: The system state s' = (R (t), n(t), R*(t),t), the actor network with parameter
0; for agent ;.
Output: The service placement decision for cloudlet ¢;

1: Let 7ti(al | st;0;) be the output of the actor network for the input of system state
J\%g ] P p Y
st;
2: Sample action a; according to the distribution 7'c]-(11§ | s;6;);
rej_ 1t
café}k;z”kj, Vk € {1,2,...,|F|}; return The service placement decision 5;. .

3: 5]4’1{ — L
for cloudlet Cj

Initially, each agent in the actor network is not trained and has a random param-
eter 6. The reward could be low. To obtain a near-optimal reward, assume that the
service provider has a collection I' of sets of historical requests in the past monitor-
ing periods, where a set R’ € T of requests arrives during one of the past monitoring
periods which has an almost identical arriving pattern as R. We train the actor net-
works using historical data traces to approximate the optimal policy functions of
agents as disscussed below.

4.3.4 Online algorithm

Considering that there are multiple agents and the action space is continuous.
To train the actor networks, we adopt the Advantage Actor-Critic (A2C) algorithm
for multiple agents and continuous space scenario [132], where the actor networks of
all agents have randomly initialized parameter 6;. Denote by 7j(a; | s';6;) the actor
network with the parameter 6; for each agent ;.

The basic idea of the A2C algorithm is to apply Stochastic gradient descent(SGD)
technique [55] to update parameter 60; in order to maximize the expected cumulative
reward of agent ;. The expected cumulative reward of agent N/; from time slot 1 to
T is defined as a function | ]t with respect to parameter 6, by

Ji(6;) = E[G;(1);6;]. (4.23)

Since we aim to maximize J;(6;), this is equal to minimizing —J;(6;). We update
parameters 6; of the actor network by applying SGD, i.e.,

0j < 0; +1Vg,];(6)), (4.24)

where V. J;(0;) is the gradient of J;(6;), and 7 is the learning rate to control the step
of the gradient descent, which is a constant with 0 < 7 < 1.
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2 \ |

Denote by = (s a%,...,a‘ls‘,s ag)s ,slT |) a sequence of system states and

agents’ actions for the monitoring perlod T. Let Pr({) be the probability of sequence
¢ and R;({) the reward that agent N obtained if the sequence of system states and
agent actions follows ¢. Eq.(4.23) can be written as

= / Pr() - R;({)dC. (4.25)

Note that for function f(-), we have Vf(-) = f(-)Vlog f(-). To calculate the
gradient V. J;(6;), we have

Vo Jj(6) = Vo[ Pr(g ) dg)
- / Ry(C) <vejpr<§>> s
= [ Pr() - Ry(2) - (Vi log Pr(¢)) dC
= E[R;({) - (Ve;10g Pr({))]- (4.26)
The probability Pr() can be expanded, that is,

IT| IS|
Pr(g) = p(s') - TI(P(s', ai, .. alg), s") -][[1 mti(aj | s';67)), (4.27)

t=1

where  p(s!) is the probability —of the initial state s,

Iti‘l(P(st,aﬁ, oy a""5|,st+1) -H}S| , 70i(aj | §%;87)) is the probability that the system has

a sequence of states sy, sy, .. -+ S|T)s and each agent ./\/ takes actions a]l,ajz, L, a ]‘.T‘ at dif-
ferent time slots.

Pluging Eq. (4.27) into Eq. (4.26), we have

T
V@Jj(@j) = ]E[(E R]-(st,aﬁ,..., a‘t5|,st+1))
t=1
1 i t ot t t+1 51 1( Al t. o/
(Ve log p(s’) JIP(s P01,y g, S ) ¢ I mi(aj | s07)))]
=1 ji=1
T T .
= E[()_ Vg log mj(a; | s';6;)) - () R;(s", ai,...,afs‘,st+ )] (4.28)
=1 =1

However, it is impossible to calculate the expectation Eq. (4.28) directly. There-
fore, we instead sample historical service request traces to estimate Vy,J;(6;). That
is,

T
Ve, (6; ng log 7tj(a; | s';6;)) - () Rj(st,aﬁ,...,afs‘,st“)). (4.29)

t=1
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Notice that action a; will affect the reward received prior to time slot . Due to
causality [118], we use the following estimation instead

T
Ve J; (6 Z Vo, log 7tj(a; | s6;) - (Y Ri(s", ai, ..., alg),s'))

t'=t

= Z ng log 7'(]‘((1]' | St; 9]‘) . G]‘(t), (4.30)
t=1

To further decrease the estimated variance, we replace G;(t) with Gj(t) —E[G;(t) | s'],
and the details of the proof of the replacement can be found in [6}, 118]. We then have

Va(0) ~ Y Yy log 6] | £50)(Gi) - BIG) <), @3

as an estimation of the gradient Vj.J;(6;), and we deploy a critic network for each
agent, which takes s’ as input and outputs a value function V '(s';w;), as an approx-
imate of E[Gj(t) | s'].

Slmllarly, each critic network has a random parameter w; to be trained, we will
train both the actor and critic networks of each agent N simultaneously. With the
progress of training, the gap between Vjﬂj (s';wj) and E[Gj(t) | s'] becomes smaller,
which makes the actor network approaches the optimal policy.

The training proceeds as follows. Let R’ be a set of historical service request
traces. We simulate the service placement and request assignment processes, using
historical service requests in R’.

In the service placement stage at each time slot ¢, each agent N first inputs the
system state s’ into its actor network, its output mi(a; | st;G;-)) and service instance
placement are obtained accordingly.

In the request assignment stage at time slot ¢, Procedure [I]is invoked to assign
the arrived requests in R'(t). The system state s, action 4! and reward Rt of each
agent N; at each time slot t are recorded. Then, the service placement stage at time
slot t + 1 proceeds. This procedure is repeated until the last time slot T reaches.

We then update the actor and critic networks of each agent ;. Recall that we
aim to maximize ] (6;) at each time slot ¢, and we recorded the system state s', action

at ; and reward R; of each agent \V; at each time slot ¢.

To minimize the difference between the output V]-nj (s';wj) and E[G(t)]s], we
first train the critic network by updating wj, followed by updating 6;, i.e.,

wj = wj =V, (Gi(t) = V] (s w)) 2, (4.32)

and

T
0; < 0;+n)_ Vi, log 719],(61;E | s';60;)(Gj(t) — |4 (st wy)). (4.33)
=1
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Having updated both 6; and wj, if they still do not converge, we can select an-
other set R’ of historical requests from the collection ' randomly, and repeat the
above steps on R’ to further train the actor network and critic network of each
agent N; until the convergence of both #; and w;. The detailed process is shown
in Procedure
Procedure 3 Training procedure for the Actor network
Input: An MEC network G = (V US; E) with a set of cloudlets C, and a set of services

F provided by the network and historical requests in the monitoring area.
Output: A set of trained Actor networks for all agents

1: forj<«1,2,...,/S| do
2: Randomly initialize an actor network with parameter 6; and a critic network
with parameter w; for each agent;

3: while 6; and w; has not converged do

4: Select a set R’ of service requests from request history;

5: fort+ 1,2,...,T do

6: forj <« 1,2,...,|S| do

7: Calculate (5;/,( Vk € {1,2,...,|F|} by calling Procedure

8: In request admission stage, calculate x}77 and xidzl]e of requests in R'(t) by

invoking Procedure (1} and update the system according to the assignment.

9: Calculate the rewards G; for each agent;

10: forj <« 1,2,...,|S| do

11: fort«+ 1,2,...,Tdo

12: Input system state s’ into the critic networks;

13: wj < wj — NV, (Gj(t) — an/ (s';wji))%

14: 9] — 9] +7 2?21 V@]. IOg 7'[9],(0; ‘ St,' 9]) (G](t) — erq (St; w])),

15: return The trained actor networks with parameters 61,0, ..., 9‘ s|-

Having trained the DNNSs, the actor networks then can be used for service place-
ment. As shown in Fig. at the service placement stage of each time slot f, we
apply Procedure 2| where the agents take actions, i.e., decide the service placement
on cloudlets based on the state of the MEC network. In Fig. cloudlet 1 removes
service instance 1, cloudlet 2 installs service instances 1 and 2, and cloudlet 3 installs
service instance 2. At the request admission stage, we apply Procedure (1| to assign
requests to appropriate cloudlets. As shown in Fig. the request arrived at APy is
assigned to cloudlet 2, and the request that arrives at APs is offloaded to cloudlet 3.
We finally update the system state and proceed to the next time slot. The detailed
algorithm is shown in Algorithm

4.4 Performance evaluation

In this section, we evaluate the performance of the proposed algorithm for the
online service placement and request assignment problem. We also analyze the im-
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Figure 4.3: An illustration of the service placement and request assignment proce-
dure at time slot t.

Algorithm 11 Advantage Actor-Critic based algorithm for online service placement
and request assignment problem

Input: An MEC network G = (V US;E) , and a set of services F provided by the
network, a set of requests R, and historical requests in the monitoring area.
Output: The service placement decision and request assignment at each time slot.
1: Train the actor networks by applying Procedure
2: fort<1,2,...,T do
3  forj«1,2,...,|S| do
4: In service placement stage, call Procedure 2|to calculate 5;,,( , 5]?,,{ instances

for service fi will be installed or deleted at Cloudlet c;;

5: In request admission stage, calculate x;7/ idll;’ of requests in R(t) by

invoking Procedure|l, and update the system according to the assignment;

and x

6: return The service placement decision (5;,( derived from the actions u§ and the

new .idle

request assignments Xiijr Xpi)e

pact of important parameters on the performance of the proposed algorithm.

4.4.1 Experimental settings

We consider an MEC network with 100 APs, where 20% of them are equipped
with cloudlets. The topologies of the network are randomly generated through a tool
GT-ITM [62]. The computing capacity of each cloudlet is value randomly selected
from 2,000 MHz to 4,000 MHz [52]. We assume that the MEC network provides
20 different types of services, and each different type of service instance requires
40 to 400 MHz computing resources randomly [52]. The network delay on the link
between two APs is set a random value from 2 ms to 5 ms [87]. The instantiation
delay of a service instance varies from 20 ms to 40 ms [92]. The instantiation cost of
a service instance is randomly drawn within [20,50] [142]. The profit of processing
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a user request per time slot is set within [0.2,0.3] per MHz [142], and the idle cost
for a type of service instance is set within [0.02,0.03] per MHz per time slot. The
request arrivals of a certain type of services at an AP follow a Poisson distribution,
where the mean of Poisson distribution A is randomly chosen within [0.05,0.1]. The
delay requirements of requests vary from 10 ms to 50 ms, and each request lasts from
1 to 5 time slots [52]. The value in each figure is the mean of the results out of 50
network instances of the same size, and the running time is obtained based on a
machine with a 3.79GHz AMD Ryzen 5 CPU, RTX 2070 GPU and 32GB RAM. Unless
otherwise specified, these parameters will be adopted in the default setting. Table
summarizes the default settings of the parameters in this chapter.
Table 4.1: Table of Parameter Settings

Parameters Values
Number of APs 100
Number of cloudlets 20
Computing capacity 2,000 MHz - 4,000 MHz
Number of services 20
Required computing resource 40 MHz - 400 MHz
Network delay 2 ms -5 ms
Instantiation delay 20 ms - 40 ms
Instantiation cost per MHz 20 - 50
Idle cost per MHz 20 - 50
Mean of arriving rate of requests per APs 0.05-0.1
Delay requirements 10 ms - 50 ms
Request duration 1 -5 time slots

We evaluated Algorithm against algorithm Auto-regre proposed in [142],
where they utilized an auto- regression method to predict the number of required
service instances as n]k = 04*71] —|—03>|<n]tk2 + 0.2 % n] 5401 *ntk4. A base-
line algorithm for service placement is also proposed, which releases idle service
instances immediately when the demanded service by a request finishes, and it does
not pre-install any service instances. We refer to this baseline algorithm as NoCache.
For Auto-regression and NoCache, we propose a baseline algorithm for request
assignment too, which assigns requests to cloudlets in descending order of their
computing resource demands. For a given request r;, we choose a set of cloudlets
with sufficient computing capacities while meeting its service delay requirement. If
there is not such a cloudlet, r; will be rejected; otherwise, request r; is assigned to
the cloudlet with the maximum residual capacity and an idle instance for service
fx;» -€., 1; is assigned to a cloudlet ¢; with the maximum cap; by instantiating a new
service instance on it. We also relax the ILP formulation to a linear programming
(LP), and make use of the solution of the LP as an upper bound on the problem of
concern. Even so, with the increase on network size (numbers of APs) or the number
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of requests, the running time of algorithm LP dramatically grows, the LP algorithm
thus is only applicable when the problem size is small or moderate. We refer to the
LP solution as LP.

4.4.2 Performance evaluation of the online algorithm

We studied the performance of Algorithm[I1]against algorithms Auto- regression
and NoCache, respectively, by varying network size from 50 to 250. Fig. [4.4(a) plots
the profits achieved by the three comparison algorithms and the upper bound on the
optimal solution. It can be observed that Algorithm 11| delivers a solution which is
from 76.4% to 80.5% of the upper bound of the optimal solution when network size
varies from 50 to 100. Also, the profit by Algorithm (11 outperforms those delivered
by algorithms Auto-regression and NoCache in all cases, and the performance gap
between Algorithm [11] and the other comparison algorithms becomes larger with
the increase on network size. Particularly, when there are 250 APs, Algorithm
receives 35.4% more profits than that of algorithm Auto-regression. The rationale
behind is that Algorithm|l1{has an advantage in the placement of service instances
and delivers a better assignment of requests. Fig. [£.4(b) demonstrates the number
of admitted requests by all algorithms. It can be seen that Algorithm (11| admits
24.5% more requests than that by algorithm Auto-regression, which shows that
Algorithm(l1jachieves better prediction of arriving requests.

Fig. .4(c) depicts the running times of the mentioned algorithms. Note that
in reality, if the pattern of requests in the monitoring period does not dramatically
change, we only need to conduct the training procedure once, as the trained DNNs
can be re-used. Therefore, we exclude the training time from the running time of
Algorithm It can be seen that Algorithm [I] takes longer compared with algo-
rithms Auto-regression and NoCache. Despite the running time of AlgorithmI]is
high (637.12 seconds) when the network size is 250, the average running time per
time slot is around 12.74 seconds, which is applicable since the proposed algorithm
peoceeds in an online manner. Also, Procedure 2] can be applied before the arrivals
of requests, which means the running time on determining service placement does
not affect the latency of requests. Moreover, Procedure 2| can be run in cloudlets
distributively, which further reduces the running time. Therefore, Algorithm is

applicable for latency-sensitive services and large-scale environments.
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Figure 4.4: Performance of different algorithms by varying the size of the MEC net-
work from 50 to 250.
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4.4.3 Impact of important parameters on the performance of the online
algorithm

We now investigate the impact of important parameters on algorithms: The ar-
riving rate of requests and delay requirements of requests on the performance of the
online algorithm Algorithm |11} by varying the mean of the Poisson distribution A
from [0.025,0.075] to [0.1,0.15]. As shown in Fig. £.5(a), Algorithm [11] always out-
performs algorithms Auto-regression and NoCache under different arriving rates
of requests. When the arriving rate of requests is set within [0.1,0.15], the profit of
Algorithm[11]is 37.30% more than that of algorithm NoCache. It also can be seen that
the profit gap between Algorithm{l1jand algorithm NoCache becomes smaller when
A is drawn in the interval [0.0625, 0.1125]. The rationale behind this is that with the
increase on arriving rates of requests, algorithm NoCache can accept more requests
with flexible delay requirements, but Algorithm(11jcannot accept more requests due
to the capacity constraint on each cloudlet. As shown in Fig.[4.5(b), Algorithm[11]ad-
mits the maximum number of user requests compared with the other algorithms. On
the other hand, when the arriving rate of requests is in the interval [0.075,0.125], algo-
rithm NoCache admits similar numbers of requests as algorithm Auto-regression,
but algorithm Auto-regression collects less profits than those of the other two algo-
rithms. The reason is that algorithm Auto-regression does not consider the profit
of requests, so it pre-installs service instances with less profits. Instead, algorithm
NoCache has more computing resources for admitting requests with high profits.
Meanwhile, Algorithm |11 learns to pre-install service instances with higher prof-
its, which leads to a higher accumulative profit. In addition, Algorithm 11| finishes
within an acceptable time in Fig. [4.5(c).
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Figure 4.5: Performance of different algorithms by varying the Possion distribution
parameter A from the interval [0.025,0.075] to the interval [0.1,0.15].

We finally study the impact of delay requirements of requests on the perfor-
mance of different algorithms, by varying the delay from [10,30] ms to [10,70] ms.
Fig. [4.6(a) shows the performance of different algorithms in different delay require-
ment settings. We can see that Algorithm(l1|delivers a solution with the maximum
profit among the comparison algorithms. With more stringent delay requirements
imposed, all the three comparison algorithms will deliver less profits. However, the
profit reduction of Algorithm [11]is slower, while algorithm NOCache is fast. The
reason is that Algorithm pre-installs some instances, which shortens the service
latency dramatically, and therefore it shows more tolerance to stringent delay re-
quirements. From Fig. [4.6(b), we can also see that the number of admitted requests
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increase with a longer maximum delay requirement. Fig.[4.6(c) depicts that the run-

ning times of the three comparison algorithms.
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Figure 4.6: Performance of different algorithms by varying the maximum delay re-
quirement from 30ms to 70ms.

4.5 Conclusions

In this chapter, we studied the problem of online service placement and request
assignment in an MEC network while meeting user service delay requirements. We
proposed a deep reinforcement learning-based mechanism to predict the most de-
manded services and their placements in a foreseeable future. We also devised an
efficient online algorithm for dynamically assigning service requests to cloudlets with
and without existing service instances. We finally conducted experiments through
simulations. Experimental results demonstrate that the proposed algorithm is effi-
cient and superior to the benchmark algorithms.



Chapter 5

Energy-Aware, Device-to-Device
Assisted Federated Learning

In this chapter, we first formulate a energy-aware, D2D assisted federated learn-
ing problem with the aim to minimize. We then devise a near-optimal learning
algorithm for the problem when the training data follows the i.i.d. data distribution.
The crux of the proposed algorithm is to explore the energy usage of neighboring
devices of each device for its local model uploading, by reducing the problem to a
series of weighted maximum matching problems in corresponding auxiliary graphs.
We also consider the problem without the ii.d. data distribution assumption, for
which we propose an efficient heuristic algorithm.

5.1 Introduction

To alleviate the communication overhead on uploading local models from de-
vices to the edge server, in this chapter we introduce a device-to-device (D2D) as-
sisted uploading concept to address this issue. That is, devices in the edge environ-
ments are paired according to their distances and energy availability. For each pair
of devices, the one with less energy budget sends its trained local model to the one
with more energy budget, and the received device then aggregates the model with
its local model and uploads the aggregated model to the edge server. Since the wire-
less bandwidth capacity at the edge server is limited too, such a model aggregation
and uploading can reduce the volume of data transmitted to the edge server. Per-
forming energy-aware federated learning in edge environments thus poses several
challenges: First, by allocating more energy on computation, a device can train its
local model on a large volume portion of its collected data set, but this leaves the
device less energy on its local model uploading or vice versa, how to strive for a
non-trivial trade off of energy allocations between its local model training and lo-
cal model transmission/uploading? Second, due to the heterogeneity of computing
power and volume of collected data, different devices have different amounts of en-
ergy budgets at different rounds, the selection of device pairings heavily impacts not
only the transmission energy consumption of devices but also the amount of data
for local model training, thereby affecting the accuracy and convergence of federated

93
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learning, how to pair devices such that the energy consumption is minimized while
the training converge can be guaranteed is challenging. Finally, the wireless band-
width capacity of the edge server usually is bounded, which can support only up to
K devices rather than all devices to upload their local models to the server simulta-
neously if there are a large number of devices under the coverage of the server. As
the contributions towards the global model of different devices are different, some
devices are more important than others. Then, how to identify top-K contribution
devices to upload their local models to the edge server? In the rest of this chapter we
will tackle the aforementioned challenges.

The novelty of this chapter lies in that energy-aware device-to-device assisted
federated learning in edge computing is considered through fully making use of an
energy-sufficient neighbor device of each device for its local model uploading. A
novel energy-aware, D2D-assisted federated learning problem is formulated, and a
near-optimal algorithm for the problem is devised when the training data distribu-
tion meets certain assumptions.

The rest of the chapter is organized as follows. Section [5.2]introduces the sys-
tem model, notions and notations, and defines the problem formally. Section
devises a near-optimal learning algorithm for a special case of the problem. Sec-
tion [5.4| proposes an efficient algorithm for the problem without the training data
distribution assumption. Section |5.5 evaluates the proposed algorithms empirically,
and Section 5.6/ concludes the chapter.

5.2 Preliminaries

In this section, we first introduce the system model. We then introduce federated
learning in edge computing environments. We also introduce energy metrics on
device assisted federated learning. We finally define the problem precisely.

5.2.1 System model

We consider a set of devices V = {vy, 0y, .. .,U|V|} and an edge server s, assume
that vy is the edge server s. Denote by d;; the distance between devices v; and v;
with 0 < i,j < |V|. Assume that there is a DNN model deployed in the edge server
s for training, and its training data comes from |V| IoT devices. Each device v; € V
has a dataset D; for the DNN model training. Denote by D = UZI'Z|1D1' the dataset of
all devices. Each device v; with energy capacity &; has a set P of finite transmission
power levels for communicating with other devices and the edge server, and such
communication is conducted via D2D transmission, using one of its transmission
power levels p;(t) € P at round t. We further assume that the federated learning
process takes T training rounds, while at each round ¢, each device v; € V performs
its local model training for T epochs, assuming that the energy budget &;(t) (< &;) of
v; at round ¢ is given [21]], where 1 < t < T. Due to limited wireless bandwidth on
edge server s, we assume that at most K devices can upload their local models to the
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server simultaneously at each round, where 1 < K < |V|. An illustrative example of
the system model is given in Fig.

5.2.2 Federated learning in MEC

Let (x,y) be one data point in the dataset D, where x € R? is the input features
and y is the label of the data point. We aim to train a deep neural network (DNN)
to minimize the error between the output of the neural network and label y under a
given input x. Specifically, the error is defined by a loss function I(w, x, y), which is
the mean squared error or cross-entropy[154], and w € R? is the model parameter of
the DNN model that is a d-dimensional real vector.

The loss function on a dataset D is defined as follows.

Lixyen Hw, x,y)

L(w | D) = D

(5.1)

The training objective is to find an optimal model parameter w* to minimize
the value of L(w | D). Since it is difficult to find the closed-form solution of w*,
the training of neural networks often applies the gradient descent method to find a
parameter w to approximate w* as much as possible.

To protect the privacy of users, instead of training the DNN model by uploading
the full dataset from all devices to the server, devices will train the deep neural
network on their local datasets. At the beginning of each round ¢t with 1 <t < T,
server s distributes the global model parameter w(t — 1) obtained at round t — 1 to
all devices, assuming that w(0) is randomly initialized.

Due to limited wireless bandwidth capacity B of edge server s in the defined sys-
tem model, it is impossible to allow all devices to upload their models to the server at
the same time. Instead, a subset of devices V; .4 C V is chosen to participate in model
training at each round ¢t. Among the participating devices, up to K of the devices are
allowed to upload their training models to the server directly without violating its
bandwidth capacity constraint, where K > 1 is a positive integer. Specifically, each
device v; € ijed uniformly samples a subset S;(t) of its dataset D; for local model
training under its energy budget &;(f) for round t, and then transmits its trained local
model to its partner that is also in V},, or vice versa. Its partner finally aggregates
its local model with the received model and uploads the aggregated model to server
s. Within each round ¢, we further assume that each device v; applies T gradient de-
scent steps to train its local model w;(t), and we refer to each step of gradient descent
of local training as one epoch. Denote by w(t) the local model parameter of device v;
after the kth local training epoch with k = 1,2,...,7. Then, w?(t) = w(t — 1) is the
global model parameter distributed by server s after finishing local model training
at round t — 1. During each epoch k of round t with 1 < k < 7, device v; updates its
local model as follows.

wi(t) = wi=H(t) = - VLi(w; () | Si(1)), (52)

1
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and

Cepesin VI (1), x,y)

VLi(wf (1) | Si(t) = KI0) ’

(5.3)

where 7 is the learning rate, and VI(w!~!(t), x,y) is the gradient of the loss function
I(w, x,y) with respect to w*~1(t) on each data point (x,y) € S;(t) at epoch (k — 1)
within round ¢.

Having t-epoch local training at round ¢, some device v; € V}ed uploads its

trained (or aggregated) local model w;(t) (= w] (t)) to server s. The uploaded local
models from devices in ij .4 are then aggregated at server s as follows [131].

~ Loew,, ISi(O)]-wi ()

Yoevt, [Si()]

w(t (5:4)

Server s finally distributes the aggregated global model w(t) back to each device
in V at the beginning of the next round ¢ 4 1.

5.2.3 Energy-budgeted D2D assisted uploading

Considering available energy heterogeneity on devices, some devices have less
energy than others, due to more energy consumed on both uploading their local
models to server s and their local model training. We here allow devices with suffi-
cient energy to serve as relay nodes to help those devices with less energy to upload
their local models to the server, thereby reducing the energy consumption of those
less-energy devices. Meanwhile, the relay devices can aggregate the local models
of relayed neighbors locally prior to uploading their aggregated local models to the
server.

Specifically, each device v; € V}ed has a destination device ¢y, (t) at round ¢,
which is either another device or server s. To avoid a long training delay, each
device can only serve as either a relay or relayed node at each round exclusively. The
transmission range 0;(p;(t)) of device v; € V at round f usually is determined by
its transmission power level p;(t) € P, a device v; or server s can be the destination
of device v; only if it is within the transmission range of v;, i.e., di,(pv’.(t) < 0i(pi(t))-
Denote by Cy,(t) the set of nodes using v; as their relays at training round ¢, we have
|Co, (t)| < 1. Similarly, Cs(t) is the set of nodes that can send their models to server s
directly.

Since energy is the main constraint on devices, we assume that devices commu-
nicate with server s by adopting the Orthogonal Frequency-Division Multiplexing
Access (OFDMA) mode. To avoid long delays on data transmission and aggregation
and limited wireless bandwidth constraint on the edge server, we assume that at
most K devices can send their local models to s with 1 < K < |V| at each round, that
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is,
ICs(t)| < K. (5.5)

Having local training on its dataset S; at round ¢, device v; € V;e , then sends its
local model w] (t) to its destination (a matching device of the device, which will be
detailed later) ¢, (t) or server s. If its destination ¢,,(t) is not to server s, device v;
(= ¢o,(t)) will aggregate its local model with its received local model from v; if v;,
and transmits the aggregated result to server s to reduce transmission energy con-
sumption. Denote by w? () the aggregated model uploaded by v;. The aggregation
at device v; is

w (t) = |Si(t)] - wF(t) + Z Si(t)] -wf(t), v; € V}ed (5.6)

U]'GCvi(t)

Recall that S;(t) is a subset of dataset D; of device v;, Cy,(t) is the set of devices that
utilize v; as their relay, and Cy, (f) contains at most one device. If v; participates in
training at round ¢, w (¢) is the sum of sampled-data-size-weighted model parame-
ters of v; and the device in Cy,(t) (if Cy, (t) is not an empty set). The global model at
server s after round ¢ is updated as follows.

_ Zviecs(t) wzg(t)
Tocv, 150

where the numerator of the right hand side of Eq. (5.7) is the weighted sum of model
parameters of chosen devices in V} .4 While the denominator in the right hand side
of Eq. (5.7) is the total number of sampled data points used in training. It can be seen

that w(t) in Eq. (5.7) is equivalent to it in Eq.(5.4).

w(t) (5.7)
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Figure 5.1: Comparisons of the uploading phase between the traditional federated
learning and the energy-aware D2D-assisted federated learning in an edge comput-
ing environment at one round with K = 3.

Fig. provides a comparison of the uploading phase between the traditional
federated learning and the energy-aware D2D-assisted federated learning, where at
most three devices can communicate with a server at each round. For convenience,
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in Fig. 5.1(b), the model training consists of two stages: the red arrows indicate the
D2D communication in the first stage, while the blue arrows represent the model
uploading communication between devices and the server in the second stage. The
numbers on the arrows indicate the data volume of transmitted models. It can be
seen from Fig. a) that all (six) devices participate in local model training but
only three of them can upload their trained local models to the edge server at each
round, the trained results of the rest three devices are not uploaded, implying no
contributions towards the global model. In contrast, it can be seen from Fig.[5.1[b) in
the proposed solution that there are five devices participating in local model training
and their trained local models are uploaded to the edge server through three of the
tive devices.

5.2.4 Energy consumption of devices

Let h; 4, (+) be the channel gain between device v; and device ¢y, (t). The channel
gain h; g ;) [85] is

14
Migo ) = 75— (5.8)
ir‘Pvi(t)

where « is the channel gain at the reference distance of 1 meter.

Denote by C the size of the DNN model w. By uploading its local model w; (t)
to device ¢y, (f) at round ¢, the amount of transmission energy consumed by device
v; is

C-pi(t
Trany,(t) = plrgi(z)'h- 0y 69
B-log,(1+ 07;%')
where ¢ is the white Gaussian noise power, and B is the wireless bandwidth capacity
of server s.

Let 1; be the energy consumption of calculating the gradient on one data point
at device v;. As shown in Eq. and Eq. (5.3), device v; calculates the gradient
of each data point in set S;(t) for T epochs at round ¢, the total computing energy
consumption of v; on local model training at round ¢ is

Compy,(t) = i - |Si(t)] - 7. (5.10)

The total energy consumption of device v; at round t should be no greater than
its energy budget &;(t) for that round, i.e.,

Tran,, (t) + Compy, (t) < &i(t). (5.11)
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5.2.5 Problem definition

Given a set of devices V and an edge server s, an integer K that is determined by
the bandwidth of server s, they collaboratively perform federated learning to train
a DNN model with a parameter vector (global model) w, each device v; € V has
a set P of transmission power levels. Each device v; can sample a subset S;(t) of
its dataset D; at each round ¢, and may upload its trained local model to server s
directly or via another device, assuming that there are T rounds for the DNN model
training. The enerqy-aware D2D-assisted federated learning problem in edge computing
is to determine devices to participate in training at each round ¢, the number of sam-
pled data points and the transmission power level of each chosen device, and the
destination (paired) device of each chosen device to which to upload its local model
at each round ¢ with 1 < t < T, such that the expected loss E[L(w(T) | D)] over the

dataset D (= Ul’Z‘lDi) is minimized, subject to the wireless bandwidth capacity B on
server s, energy capacities and the maximum transmission ranges on devices.

The objective of the problem is to

minimize  E[L(w(T) | D)], (5.12)
s.t. _ ‘ s

where E[L(w(T) | D)] is the expectation of L(w | D) after T round iterations in

Eq. G.1).

5.3 Algorithm for a special federated learning problem

In this section, we consider a special case of the energy-aware D2D-assisted
federated learning problem when T = 1 at each round t with 1 <t < T. We devise
a near-optimal learning algorithm for the problem, provided that the data set D; of
each device v; € V follows i.i.d. data distribution. We also analyze the convergence
of the proposed algorithm and the quality of the solution obtained.

5.3.1 Overview of the algorithm

Intuitively, if more data are used in the DNN model training, the trained DNN
model can learn more accurate patterns on the dataset. We thus use as many sampled
data points as possible to train the model with the aim to minimize the expected loss
E[L(w(T) | D)] of the optimization objective in formula (5.12).

Following Eq.(5.10) and Eq.(5.11), when 7 = 1, the number |S;(t)| of sampled
data points that device v; can use for its local model training at round t is upper
bounded by

S:(1)] < Ei(t) — Tmnvi(t).

5.13
< m (5.13)
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It can be seen from Inequality that |S;(t)| is bounded by the energy budget
&i(t) and the transmission energy consumption Trany, (t) of device v; at round t. We
then need to determine which devices to participate in model training at each round
and the number of sample data points, the destination device, and the transmission
power level of each chosen device.

According to Inequality (5.13), the decision at round ¢ does not affect the number
of sampled data points at any other round because the energy budget of each device
for each round is given. Thus, the maximum number | U, evt,, Si(t)| of sampled data

points used for local model training at each round ¢ can be maximized, subject to
energy budget &;(t) for each v; € V}ed, where1 <t < T.

Since each device can help at most another device to relay its local model at each
round, we can put devices in V into pairs so that the number of sampled data points
for local model training at that round is maximized. To this end, we can reduce
the problem to the maximum weight matching problem in an auxiliary graph. The
detailed reduction is presented as follows.

5.3.2 Algorithm

From Eq. (5.9), the transmission energy consumption of a device increases with
the increase in its transmission power level. To save energy of devices on trans-
missions, one device should select a minimum transmission power level in P such
that its destination node is within the transmission range when it adopts the chosen
transmission power.

For the sake of convenience, denote by p’"(v;) and p}""(s) the minimum trans-
mission power levels of v; that v; or s are within the transmission range of v;. As
device v; has only limited power levels, p/*"(v;) and p}""(s) can be identified by bi-
nary search. Denote by tran(v;,v;) and tran(v;,s) the amounts of energy consumed
by transmitting the local model of v; to device v; or server s by adopting its minimum

transmission powers, respectively, then

C-pj"(v))

tran(v;, v;) = L (5.14)
P (v))-hio;
B -log,(1+ 7‘7]2 L)
and
C . pmin
tran(v;,s) = Pi S;)(s)_h_‘ , (5.15)
B -log, (1 + Boe )

where C is the size of the model w, and B is the bandwidth capacity of server s.

The proposed algorithm proceeds as follows. For each round t, a weighted
auxiliary graph G(t) = (U, E;w(-,-)) is constructed, where U = {u;, u} | v; € V} U
{uj | 1 <j <2|V[—2K}. The edge set E of G(t) is defined as follows.

(i) For each device v; € V, if £;(t) > tran(v;,s), an edge e(u;, u}) between u; and
u! is added to E, and its weight w(u;, u}) is the maximum number of sampled data
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points transferred if v; directly sends its local model to server s, where w(u;, u}) =
LMJ Recall that the minimum transmission power of v; is tran(v;, s) if v;
sends its local model to s, and the maximum amount of energy consumed for local
model training is &;(t) — tran(v;, s).

(ii) For each pair of nodes v; € V and v; € V with i # j, denote by §;; the
maximum number of sampled data points from both devices and v; is the relay node
of vj, we aim to find the maximum number of sampled data points if they both
participate in model training at round ¢ and one of them makes use of another as its

relay vertex, then, S; ; is defined as follows.

&i(t) — tran(v;, v}) &E(t) — tran(vj,s)
i I+l ¥

assuming that v; is the relay device of v;; otherwise, S;; can be calculated similarly. If
max{S;;, Sj;} >0, we add an edge (u;, u;) between u; and u; with weight w(u;, u;) =
max{S;;, Sj;} to E, i.e., the maximum number of sampled data points of devices v,
and v; is w(u;, ;) when v; is the relay node of v; or vice versa.

(iii) For each pair of vertex u; and dummy vertex u}, an edge e(u;, u}) with an

5= | ], (5.16)

infinite weight w(u;, u]V) is added to E.

The edge set E of G(t) can be partitioned into two disjoint subsets Eg,;,, and
Ejey, where Ej,,,, consists of edges incident to at least one dummy vertex, i.e., Ez,, =
{e(u}’,u}’) |i#j, 1<i,j<2|V|-2K} U{(ui,u}”) |v; € V,1<j<2|V|—-2K}, while
Egep contains only edges by device vertices, i.e., Egep = {e(u;, uj) | v;,0; € V,i # j}.

The construction of an auxiliary graph G(t) is to find a set M of edges in G(t)
such that (i) M is a subset of E,; (ii) the cardinality | M| of M is no larger than K; and
(iii) M is a matching in G(t) and the weighted sum of the edges in M is maximized.
A set V}e ; then can be derived from M, which is the set of endpoints of edges in M,
ie, |Vi,| <2K

Denote by M a weighted maximum matching in G(t). Assume that M consists
of only edges in M but not in E,,,, that is, M = M\ (Eg,;, N M). It can be seen that
for device v; € V, the weight w(u;, u}) of edge e(u;, u}) € M represents the maximum
number of sampled data points for its local model training if device v; sends its local
model to server s directly. For a pair of devices v; and v;, the weight w(u;, u;) of
edge e(u;,u;) € M is the maximum number of sampled data points if both devices
participate in the training at round ¢ and one of them uses the other as its relay node
to upload their aggregated local model to s.

Since M is a maximum weight matching in G(t) that contains 4|V | — 2K vertices
in total, there must be a matching edge in M incident to each of the 2|V| — 2K
dummy vertices. Thus, there are 4|V| — 4K vertices in M with one endpoint being a
dummy vertex.

Let V' be the set of the rest vertices in G(t), clearly, |V'| = 2K. Let M’ be
the weighted maximum matching in the subgraph G'(t) = ({u;,u! | v; € V'},EN
{(ug, ui) U (u;,uj)} | v; € V/,0; € V'}) of G(t) induced by vertices in V. Then, the
cardinality of M’ is no greater than K, i.e., |[M’'| < K, it can be seen that M’ U (M \ M)
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is another matching of G(t). As the weighted sum of edges in M is the maximum
one, which equals the maximum number of sampled data points used for model
training at round f, the weighted sum of edges in M' U (M \ M) must equal the
weighted sum of edges in M; otherwise, M is not the weighted maximum matching
of G(t). Thus, the set V;,; can be obtained from M’, i.e., |V},| < 2K as [M'| < K.

Let M be a weighted maximum matching in the auxiliary graph G(t), by ap-
plying the weighted maximum matching algorithm in [51]. Let V; g = @ initially, its
construction is given as follows. For each edge e(a,b) € M, (i) ifa = u; and b = ug,
add device v; to ijed and set server s as the destination ¢y, (t) of v;; (ii) if 2 = u;
and b = u; with i # j, both devices v; and v; are added to Vted. Furthermore, if
Sij > Sji, device v; is the destination of v;, v; trains its local model and transmits
its local model to v;, v; finally aggregates its local model and v;’s local model and
uploads the aggregated model to server s; otherwise, device v; is the destination of
v;j, the similar operations can be performed, omitted; and (iii) if 2 = u; and b = u],
then device v; will not participate in training at round t.

Finally, each device v; € Vftgd sets its power level at p/"(¢,,(¢)), and samples

LMJ data points in set D; for training at round t. The detailed algorithm

for the special energy-aware D2D-assisted federated learning problem is shown in
Algorithm[12

We here use an example in Fig. to illustrate how the proposed algorithm
works at round t, where there are four devices (|V| = 4), and server s only allows
two devices (K = 2) to upload its local model at each round. There are 4 (=2|V| — 2K)
dummy vertices. As shown in Fig. edges (u1,up) and (up, u3) represent device vy
and v3 can pair with v, to upload the trained local model, and edges (11, u}), (42, u5)
and (ug, 1)) represent that device v, v, and v4 can send their model to s alone. The
red edges in Fig. represent the edges in the weighted maximum matching M. In
Fig. we assume that the weighted maximum matching of G(t) consists of edges
e(uun, 02) (1, ), (ot ) e{uty 5), (it ),
and e(u3,u}) respectively. Edge e(u4,1) is in the weighted maximum matching
means that device v, participates in training at round ¢, and the number of sampled
data points used for its local model training is determined by the weight of e(1q, u}).
Similarly, edge e(u1, u2) is in the weighted maximum matching represents that both
devices v; and v; participate in training at round ¢, and v; uses v, as its relay or vice
versa. Device v3 does not participate in training at round ¢ as vertex u3 are connected
to a dummy vertex through edge e(u}, u}) in the weighted maximum matching.

5.3.3 Algorithm analysis

The rest is to analyze the convergence rate and time complexity of the proposed
algorithm, Algorithm (12, and show that the solution delivered by the proposed al-
gorithm is a near-optimal solution under the well adopted assumptions on the loss
function L(-) [131].
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Algorithm 12 Algorithm for the special energy-aware, D2D-assisted federated learn-
ing problem

Input: A set of devices V, a server s, a local dataset D; for each device v; € V, a set of transmission
power level P and a DNN model w to be trained at each round ¢ with 1 <t < T.
Output: The set V}e 4 of devices participating in the training, the offloading destination ¢y, (t), the set

of sampled data points S;(t), and the transmission power level p;(t) of each device v; at each round
t.

1: fort < 1to T do

2 Initialize G(t) + (U, E) where U = @ and E = Q;
3 fori< 1to|V|do

4: U« Uu{u;ul};

5: Calculate p"(s) and tran(v;,s)

6: if &;(t) > tran(v;,s) then

7 E + EU{e(u;,u})};

8

w(uj, ul) LWJ;

i

9:  fori< 1to|V|do

10: forj<i+1to|V|do '

11: Calculate p}’””(s), tran(v;, v;), tran(vj,s), p/*"(s), tran(v;, v;), and tran(v;,s);
12: if tran(v;, vj) < &(t) and tran(vj,s) < &;(t) then
13 Si,j - I.S,(t)—t:’;’lin(zz,,vj)J n ng(t)—tl;;m(vj,s)J;

14: else

15: Sij<0;

16: if tran(vj,v;) < &;(t) and tran(v;,s) < &(t) then
17: S]’,i « Lgi(t)*tlr/)“i”(vjf”i)J + Lgi(f)*tl;?"(vus)J;

18: else

19: Sj,i —0;

20: E < EU{e(u;uj)};

21: w(u,-, u]) < max{Si,]', S]',i};

22 U + {0/ |1<j <2/V] - 2K)
23: U+ UU Uy /* Ugyy, is the set of dummy nodes */;
24: for each dummy node u]V € Uy, do

25: for each node u; € U\Uy,,,, do
26: E <—EU{e(u,-,u}’)};
27: w(u;, u]V) +— o0;

28:  Find a weighted maximum matching M in G(t), by applying the algorithm in [51];
29:  fori<+ 1to|V|do

30: if e(u;, ul) € M then
31: o, (t) < s;
32: V}ed — V}ed uU{v;};
&i(t)— i)
33: |i(t)] « | El=tpantes) |
34: if Ju; € U,e(uj,uj) € Mand S;; > S;; then
35: 4>vj(t) — 8 o, (1) vj;
36: Vft-ed%V;edU{Ui,Uj},‘
57: [Si(h)] - | SO )
&(t)—tran(v;,
38: [5j(t)] & |G ),

39:  return V}ed' ¢o, (1), |S;(t)] for each device v; at round t.
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Edge not in maximum Edge in maximum
weight matching weight matching

Figure 5.2: An example of auxiliary graph G(f) when there are four devices and
K = 2, two devices (either 17 or uy, and u4) can upload their aggregated local models
to server s at round ¢.

Assumption 1. The loss function L(w) for the federated learning with model param-

eter w on a dataset D meets the following assumptions.

(1) The loss function L(w) is convex.

(2) The loss function L(w | D) is y-smooth, that is, for any w; and w,, we have
L(wi | D) < L(wy | D) + (w1 — w2) - VL(w2|D) + 5||w1 — wa||*.

(3) The second derivative of L(w) has a lower bound, that is, there exists a constant
B such that V2L(w) < B- I, where [ is an identity matrix.

(4) The learning rate 7 is smaller than B. i.e., 7 < B.
5) T=1.
(6) The datasets at the devices follow i.i.d distributions.

Notice that Assumption [I| from (1) to (4) holds when the DNN model is used
for regression problems [131]. The later experimental result in Section will show
that the proposed algorithm is still applicable, even if the loss function L(-) does not
abide by the mentioned assumptions in Assumption [1, Under Assumption (1, we
have the following lemmas and theorems.

Lemma 3. The solution delivered by the proposed algorithm, Algorithm (12} is fea-
sible. Let V},, be the set of chosen devices at round ¢ in the solution delivered by
Algorithm[12} then set |C;s(t)| of devices uploading local model to s is no more than
Kas |[Cs(t)] <K < \V;ed(t)\ <2K,where1 <t <T.
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Proof. It can be seen that the energy constraint on devices at each round has not been
violated. The rest is to show that the number of devices uploading their local models
to edge server s at each round is no larger than K.

For a given round ¢, an auxiliary graph G(t) = (U, E;w(-,-)) is constructed, in
which there are 2|V| device vertices corresponding to the |V| devices, and 2|V| — 2K
dummy vertices. There is an edge between a dummy vertex and a device vertex and
the edge is assigned with an infinite weight. Thus, each dummy vertex is adjacent
to exactly one edge in the weighted maximum matching M of G(t), which implies
that there are 2|V| — 2K device vertices connected to the 2|V| — 2K dummy vertices
by the edges in M. Then, there are 2K device vertices in G(t) that are not connected
to any dummy vertices by the edges in M (t). We claim that these 2K device vertices
form at most K edges in M as follows. Since edges in any matching of G(t) do not
share any common vertex, for each of these no more than K matching edges in M,
one of its corresponding two devices will upload its local model to server s directly,
following the construction of G(t). Thus, there are at most K devices communicating
with server s at each round, i.e., |Cs(f)| < K, where the participating device set V;Ed
is driven from the K device-to-device matching edges in M. O

Lemma 4. In the solution delivered by Algorithm |12 for the special energy-aware
D2D-assisted federated learning problem, the number of sampled data points from
chosen devices for local model learning at each round t is maximized, where 1 <t <
T.

Proof. We show the claim by contradiction. Assume that there is another solution for
the problem, in which the number of sampled data points is larger than the number
of sampled data points in the solution delivered by Algorithm (12| at each round t.
Let Vji‘etd be the set of devices participating in the training at round t, which is derived
from the optimal solution with the maximum number of data points, and let ¢; (t),
pi(t), and S} (t) be the destination, the transmission power level, and the number of
the sampled data points of device v; € ijed.

We first show that the maximum number of sampled data points in U, v, Si(t)

equals the weighted sum of edges in a maximum weight matching of G(t). For
any device v; € V*¢o(t), if its destination ¢;f is server s, its sampled data volume
|S(t)| must equal the weight of edge e(u;, u}) as w(u;, u}) is the maximum number
of sampled data points of device v; if v; sends its local model to s directly; otherwise,
if |SF(t)| > w(u;, u}), we have |SF| - ; > &;(t) — Trany, (t), which violates the energy
constraint on v;. Assume that |S/(t)| < w(u;, u}), then device v; can sample more
data points than the current one without affecting other devices. This contradicts the
assumption of the maximum number of sampled data points as the weight of edge
(uj,u}). Similarly, if v; is the destination of device v; with i # j, then w(u;, u;) =
|SH(H)|+ 1S i (t)|. Therefore, there is a subset of edges in G(t) such that the weighted
sum of the edges in it is equal to the number of sampled data points | U,, evit, SH(t)].

Since a device can only serve as either the relay node of another device or the relayed
node, not both of the roles at the same time. The set of edges through pairing relay
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and relayed nodes forms a matching M* of G(t).

We then show that the weighted sum of edges in M* is no larger than that of
another matching M’ = M\E,,;, delivered by Algorithm M* consists of at
most K edges due to constraint (5.5), which means 2K vertices in {u;, u} | v; € V}
are adjacent to edges in M*. Consequently, there are 2|V| — 2K vertices in G(t) that
are not adjacent to any edges in M*. We can find a subset of edges E},,, C Egun
with cardinality 2|V| — 2K such that M* UE},  is still a matching in G(t). Recall that
M is a maximum weight matching in G(t). Since the cardinality of the intersection
of M and E,,; is also 2|V| — 2K and the weights of edges in E,u, are identical,
the weighted sums of edges in M N E;;, and Ej,, are equal. As M*UE}  isa
matching, the weighted sum of edges in M* U Ej},  is no larger than that of edges
in M. The weighted sum of edges in M* thus is no larger than the weighted sum
of edges in M’. The number of sampled data points in the solution delivered by
Algorithm [12| equals the weighted sum of edges in M*. This contradicts the initial
assumption that there is another solution that has more sampled data points than
that of the solution delivered by Algorithm O

Lemma 5. The expectation of loss E[L(w(t+1) | D)] is upper bounded by an additive
value E[||w(t + 1) — w*||?].

E[L(w(t+1) | D)] < L(w* | D) + g E[|[w(t +1) — w*[]?],

where w* is the optimal model parameter and L(w* | D) is the minimum value of
the loss function, which is constant.

Proof. From Assumption 1.(2), we have
L(w(t+1) | D) <L(w* | D) + (w(t) — w*) - VL(w* | D) + %Hw(t+ 1) — w*[]?

=L(w" | D)+ Elw(t+1) —w*|P,

where VL(w* | D) = 0, since L(w* | D) is the minimum value and the gradient at a
minimum point is 0. Therefore,

E[L(w(t +1) [ D)] <E[L(w" | D) +%HW(f+1) —w'|’]

=L(w" | D)+ £ - Elllw(t +1) — |2
as the minimum loss L(w* | D) is a constant. O

Lemma 6. Let w(t) be the result delivered by Algorit hmat round twith1 <t < T.
Then, the expected gap between w(t) and the optimal one w* is upper bounded, i.e.,

772'A2

Elle(+1) = wIF) < (=) Bllw® w1+ [ E sy

(5.17)
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where A is the variance of VI(w(t), x,v).

Proof. As T =1 at each round t, by Algorithm we have
wi(t) = w;(t) = w(t —1) = VLi(w(t —1) | Si(t)).
Recall that w* is the optimal parameter, we have
VL(w* | D) =0.
Also, for any two models w; and wy, there is a model w’ such that
VL(w; | D) — VL(wy | D) = V2L(w' | D) - (wy —wy) Vwy, wp, I,
due to the property of gradients. By Eq.

| Eoeny, IS0 V() | Si(1)
- Toevy, 150

Therefore,

Eev 1+ D]t +1)
w(t+1) —w* = “ —w*
( ) ZvieV;Zj |Si(t—|—1)|

Yosevis [Sit+1)] - (w(t) =1 - VLi(w(t) | Si(t +1)))

*

- Loeviy 1Si(t+1)] v
=w(t) —1n- VL( (1) | Uyepp Silt+1)) —wf
=w(t) —
1+ (VL( w(f) | D) = VLW" | D) = L(w(t) | Uyeyg Si(t+1)) = VL(w(t) | D)),
= w(t) —
2

(v L( | D) - (w(t) —w") = n(VL(w(t) | Uy ey Si(t+1)) = VL(w(t) | D).

Since we assume that the training data follows i.i.d, the gradient over the sam-
pled data set can be regarded as the data set D [130]. We then apply central limit
rules,

VL(w(t)] Uviev}jdl Si(t+1))) — VL(w(t) | D)
A/\/\ Uyeviy Silt+1))]

~ N(0,1),

where VI(w(t),x,y) is the gradient of the loss function I(w(t), x,y) with respect to
w(t), and A? is the variance of VI(w(t), x,y).
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The variance of w(t + 1) — w* thus is

Varfw(t+1) —w* | w(t)] = Var[w(t) —w* —n(VL(w(t) | D) — VL(w* | D))
= N(VL(@(t) | Upeya Si(t+1)) = VL(w(t) | D) [ w(t)]

=n* Var[(VL(w(t) | Uvievjt_;;l Si(t+1)))VL(w(t) | D) | w(t)]

172 . AZ
" Uy SEFD

We then have

IEfw(t+1) —w" [ w(t)]]?
= |[E[w(t) — w" —y(V2L(w' | D) (w(t) — w")) | w(t)]+
E[=(VL(w(t)| Uyeyier Silt+1) = VL(w(t) | D)) [w(B)]]*
= [E[(I -7 VL' | D)) - (w(t) —w") | w(t)]|
<[|E[(1—7-p)- (w(t) —w") [w(®)]|]” (5.18)
=(1—7-p) [lw(t) —w|?

where Inequality is due to Assumption 1.2. We then have

E[[Jw(t+1) — w*[]* | w(t)]

= [[Efw(t +1) —w" | w(b)]||* + Var[ws(t +1) — w" | w(t)]
772 'AZ

’UvieV}:‘}l Sl(t+1)|

< (1=1n-B)-lw(t) — | +

By the law of the total expectation,

UZ‘AZ

Ell(+1) = wIF) < (1 =0-)-Ellw® w1+ G sy

O]

Theorem 5.1. Assuming that loss function L(-) is yu-smooth and B-Lipschitz. The proposed
algorithm, Algorithm|12| delivers a feasible solution for the special energy-aware D2D as-
sisted federated learning problem with the expected loss E[L(w(T) | D)], which is defined as
follows.

E[L(w(T) | D)]
L(w" | D) + % ((1=75-B)" - E[[|w(0) — w*|]
T-1 7 - A2

+ 1—1yp- T—t-1 ,
L=mnp) Upevsy ESL

<

(5.19)
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where u, n, and B are given constants that are defined in Assumption 1, and A? is the variance
of VI(w(t), x,y) for all data points (x,y) € D.

Proof. Having Lemma [5 and [6}, Theorem [5.1)is shown as follows.

From Lemma |5, we can see that the expectation of loss E[L(w(t+ 1) | D)] de-
pends on E[||w(t + 1) — w*||?]. This implies that minimizing the value E[||w(T) —
w*||?] is equivalent to minimizing the expectation loss E[L(w(T) | D)] at the last
round T.

By Lemma @ the expectation E[||w(t) — w*||?] at round ¢ is upper bounded by
E[||w(t — 1) — w*||?] and ILJ:;iA,;()I It can be seen that the value gap between the
global model parameter and tI{e optimal model parameter is bounded by the differ-
ence of the global model parameter to the optimal model parameter at round ¢t — 1
and the number of sampled data points at round ¢. By expanding Inequality
recursively, we then have

E[|[w(t +1) — w*[|]

2 A2
<(1—1-B) Ellw(t) — ' + — L2

’ Uv- Vt+1 Si(t+1)]

t 2.A2. ‘B)t—t/
<1y B . E " ’7 1 (5.20)
(1—7-p) [[[e0(0) — w*[|?] Z ng(t T

By plugging (5.20) and the final round T into the optimization objective (5.12),
we have

E[L(w(T) | D)]

. 7 L S A (A pT
<L | 2)+ 5 (=g p-Elle) —w P+ B S )

O]

It can be seen from Theorem [5.1] that the accuracy of the obtained solution in-
creases with the increase in the number of sampled data points | U, evial Si(t+1)],

while the latter is proportional to the value of K, where a larger K implies more de-
vices can participate in the training at each round ¢, thereby leading to more sampled
data points for model learning.

To better understand the relationship between K and the number of data sam-
ple points | Uvievﬁj;l Si(t+1)| in the solution delivered by the proposed algorithm,

Algorithm(12} we consider an extreme case of the special energy-aware D2D-assisted
federated learning problem, where each device v; has the same number of data points
|D'|, i.e., |Dj| = |D'| for every device v;. We further assume that server s is within the
transmission range of all devices but none of the devices is within the transmission
range of others. Under this assumption, each device can only upload its local model
to server s directly. If the energy budget &£;(t) of each device v; suffices for training
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at most half the number of data points in D; at round ¢, i.e., |S;(t)| = %/. then the
expected loss of the DNN model on dataset D is

E[L(w(T) | D)}

< L(w” | D)+§'((1—f7-ﬁ)T-lE[HW(0)—W*HZ]
+Til(1—17-/5)“—1. ‘ 7
t=0

)
Uvievffzil Si(t + 1)|

= L@" | D)+ 5 (1= p)T E[[[w(0) ~ |’
T-1 .
i Z (1—7y- )1, ?(’72’57) (5.21)

t=0

It can be seen from Inequality (5.21) that a more accurate solution can be ob-
tained when the value of K is larger, provided that the number T of training rounds
does not change at all.

Theorem 5.2. Given a set V of devices and an edge server s for a federated learning process
with T round training, there is an algorithm, Algorithm (12} for the special energy-aware
D2D-assisted federated learning problem, which can deliver a near optimal solution within
O(T - |V|*) time.

Proof. By Algorithm|12} the number of sampled data points at each round ¢ is max-
imized. While the number of sampled data points at one round is independent
of other rounds, Algorithm delivers a solution with maximizing the value of
Y Uvier'Iil Si(t +1)|, which is equivalent to minimizing Eq. (5.19).

We then analyze the time complexity of Algorithm The construction of
auxiliary graph G(t) at each round t takes O(|V|?) time, as G(t) consists of 4|V| — 2K
vertices. Finding a maximum weight matching in G(t) takes O((4|V| —2K)*) =
O(|V]*) time [51]. The time complexity of the proposed algorithm is O(T - |V]4),
since it takes T training rounds. O

5.4 Algorithm for the Dz2D-assisted federated learning prob-
lem

So far we assumed that the data distribution of each device follows i.i.d., and
the proposed algorithm for a special energy-aware, D2D-assisted federal learning
problem, trains local models within one epoch at each round. In this section, we
present an efficient heuristic algorithm for the energy-aware, D2D-assisted federated
learning problem, by removing the mentioned assumptions on data sets and allowing
multiple-epoch local training. We start with choosing devices for uploading their
local models at each round, we then give an overview of the proposed algorithm,
followed by detailing the algorithm.
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5.4.1 Device choices at each round

In reality, the data generated by different devices are biased and may not follow
the i.i.d. assumption. The global optimal model parameter w* is different from the
local optimal model parameter w; with the minimum local loss, i.e., the local loss
L(w* | D;) is not optimal in terms of the global model. Since each device v; only
samples data points in its dataset D;, device v; can only train the model w towards
w; . Moreover, only up to K devices are chosen to upload their local models to server s
at each round, which makes the global model w strongly biased towards these chosen
devices. To mitigate this biased model training caused by some but all devices in V
participating in training on the global model, we propose an efficient strategy for
device choices as follows.

A device will have a large variance if it samples inadequate numbers of data
points for local training. To ensure the quality of local training, it requires each
chosen device to train on at least ¢ - | D;| data points with § - |D;| < |S;(t)|, where &
is a given threshold with 0 < § < 1. Intuitively, a higher local loss on some devices
implies that the model lacks of proper training on the data samples of the chosen
devices. Cho et al. showed that devices with higher local losses make the learning
convergence faster [25]. This implies that devices with higher local losses will have
higher priorities to participate in training at that round.

We here adopt the similar principle as Cho et al. [25] did. The key is to choose
a subset ij .; of devices with high local loss to participate in training at each round
t. To this end, each device v; samples a small portion of its dataset and makes use of
the sampled data points to estimate the local loss L(w;(t — 1) | D;) at the beginning of
the next round t. Note that the energy consumption of devices on inferences usually
is much smaller than that of it on model training. We thus assume that the energy
consumption of devices on inference estimation is negligible. A device v; that does
not participate in training at round ¢ has either a lower local loss than those of devices
in ij .- OF @ higher local loss than some of devices in ij .4 but may cause that devices
with higher local losses have inadequate energy to train. In the following we use an
example to illustrate why the greedy-based service choice for set V}e ; does not work.

Consider that there are three devices v;,, v;, and v;;, where v; has a higher local
loss than v;,, and v;, has a higher local loss than v;, but both v; and v;, are far from
server s (i.e., server s is not in their transmission ranges). We further assume that
device v;, is the only device within the transmission ranges of both v;, and v;, while
server s is within the transmission range of v;,. In this case, only either v;, or v;, can
participate in training at a round, and v;, as the unique relay vertex of either of them
can upload the local model to server s at round t. Therefore, devices v;, and v;, form
a pair, and v;, is added to ije ; despite that v;, has a higher local loss than that of v;,,

i.e., Vted = {Z),‘l,vl'3}.
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5.4.2 Algorithm overview

Due to the energy budget on each device at each round, it does not form a
feasible solution by adding devices to set VJE .4 greedily. Instead, finding a feasible
solution to the problem needs taking both the estimated local loss and the energy
budget of each device into consideration, when determining whether the device can
be added to V7.

The basic idea behind the proposed algorithm is similar to the one in the pre-
vious section, i.e., we reduce the problem to a series of maximum weight matching
problems in different auxiliary graphs. Specifically, we start by sorting devices in V
in non-decreasing order of their estimated local loss. For the sake of convenience, let
v1,02,. -, Uy be the sorted devices, where v; and Uly| have the lowest and highest
local losses, respectively.

We then construct an auxiliary graph G(t) = (U, E;w(+,-)) that is similar to the
auxiliary graph in the previous section at round ¢, where the vertex set U consists of
vertices u; and u/ for each device v; € V and 2|V| — 2K dummy vertices.

The construction of the edge set E of G(t) is as follows. For each device v; € V,
to fulfill the number of sampled data points, v; must spend at least the amount
P;i - - |Dj| - T of energy on training. For the sake of convenience, denote by £(t)
(= &(t) —¢;i-6-|Dj| - T) the energy budget of v; at round ¢. The required transmission
power tran(v;,s) of v; then is calculated as follows.

If the required transmission energy constraint can be met (i.e., fran(v;s) <
Ei(t) — E/(t)), add an edge e(u;,u!) to E in G(t) with weight of w(u;,u}) (= 29),
assuming that device v; has the ith lowest estimated local loss. An edge e(u;, u}) with
weight 2 indicates the high priority of v; as a potential uploading device at round ¢,
and v; can upload its local model to s directly if it is chosen.

For each pair of devices v; and v; with i > j, if tran(v;,v;) < &(t) — &/(t) and
tran(vj, vs) < E(t) — £/(t), add an edge e(u;, u;) to E with weight of w(u;, uj) (= 2' +
2/). This means that v; can send its trained local model to v;, v; then aggregates the
received model from v; with its own local model, and uploads the aggregated model
to server s. Otherwise, if tran(vj, v;) < &(t) — £{(t) and tran(v;,vs) < E(t) — E/(t)),
we add an edge e(u;, u;) to E with weight of w(u;, u;) (= 2' 4-2/), the operations are
similar, instead, v; will upload the aggregated model to server s.

For a pair of a dummy vertex u; and a device vertex u;, add an edge e(u}/,ui)
with weight of oo to E.

Let M (t) be the maximum weight matching in G(t), the K chosen devices driven
from M (t) form a solution of the problem, and the set ij . of devices for uploading
their local models to server s can also be obtained, too.

5.4.3 Algorithm

The proposed algorithm proceeds as follows.
At the beginning of each round t, each device v; samples a small subset of its
dataset D; to estimate the local loss L(w(t — 1) | D;). A weighted auxiliary graph
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G(t) then is constructed, and the estimated local loss and device ranking are used
to assign weights to the edges in the graph. A weighted maximum matching M ()
in G(t) then is found, and a feasible solution to the problem finally is derived from
the weighted maximum matching M (t). That is, if edge e(u;, u}) € M(t), device v;
uploads its local model to server s directly; otherwise, if edge e(u;, u;) € M(t) with
i > jand tran(vj,s) < & (t) — &/ (t), device v; is the destination of v;, aggregates its
local model with the local model of v; and uploads the aggregated local model to
s; Similarly, if e(u;, u;) € M(t) with i > j but tran(vj,s) > &(t) — &/(t), vj sends
its local model to v; for aggregation and v; uploads the aggregated model to server
s. The rest devices that are not incident to any matching edge in M(t) will not
participate in training at round t. As a result, the number of sampled data points
|S;i(t)| of device v; at round f is LWJ

The detailed algorithm for the energy-aware, D2D assisted federated learning
problem is given in Algorithm

Theorem 5.3. Given a set V of IoT devices, and an edge server s that performs federated
learning training within T rounds, there is an efficient algorithm, Algorithm (13| for the
energy-aware D2D-assisted federated learning problem, which takes O(T - |V |*).

Proof. The analysis of time complexity of Algorithm[I3]is similar to Algorithm
while the latter has been analyzed in Theorem [5.2} omitted. O

5.5 Performance evaluation

In this section, we evaluated the performance of the proposed algorithms through
experimental simulations. We also investigated the impact of important parameters
on the performance of the proposed algorithms.

5.5.1 Experimental Settings

We consider a sensor network that consists of 100 devices randomly deployed in
a circular area with a 250 meter radius and an edge server co-located with an access
point at the center of the area, where the server can communicate with up to 20% of
the devices directly, i.e. K = |V|*20%. The devices and the server collaboratively
conduct a federated learning model training with 50 rounds, and each training round
consists of T = 1 epoch. The bandwidth at each AP is set at 10 MHz and the white
noise o2 is set at 1 x 10719 Watt [61]. The channel gain at the reference distance of
1 meter « is set as 1073 [85]. The maximum transmission power of IoT devices in [61]
is 0.5 Watt, The transmission power levels of each device are in {0.2,0.3,0.4,0.5} Watt
and the minimum signal-to-noise ratio is at 14dB [129]]. The corresponding transmis-
sion distances of these transmission power levels are 282, 346, 400, and 447 meters,
respectively. The energy budget on each device at each round is randomly drawn
in [0.01, 0.04] Joules [21]]. The dataset in this experiment is the MNIST that consists
of 70,000 images of handwritten digits, which is a well known dataset adopted by
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Algorithm 13 Algorithm for the energy-aware, D2D-assisted federated learning prob-

lem

Input: A set of devices V, a server s, the dataset D; of each device v; € V, an edge budget &;(t) of v; at
round ¢, a set of transmission power level P, a given percentage of sampled data threshold § and a
DNN model w to be trained at f round with 1 <t < T.

Output: The set Vft . of devices that participate in training, the offloading destination ¢y, (t), the set of

sampled data S;(t), and the transmission power level p;(t) of each chosen device v; at each round
t.

1: fort < 1to T do

2 Each device v; € V selects a small subset of its data to estimate the local loss L(w(t — 1) | D;);

3 Sort vertices in V in non-decreasing order of the estimated local loss;

4: Initialize G(t) + (U,E) where U = @ and E = Q;

5: fori+ 1to|V]|do

6: U« UuU{ujui};

7 Calculate p;"i”(s), tran(v;, s);

8: if tran(v;,8) + ;- 6 - |D;| - T < &;(t) then

9: E + EU{e(u;,ul)}; w(u;, ul) + 2

10: fori <« 1to|V|do

11: forj«i+1to[V|do

12: Calculate p}“’”(s), tran(v;, v;), and tran(vj, s);

13: if tran(v;,v;) + ;- 0+ |Di| - T < Ei(t) && tran(vj,s) +¢;-6 - |Dj| - T < E(t) || tran(v;, v;) +
P -0 |Djl - T < &i(t) && tran(vy,s) + ;-6 - |Dif - T < &;(t) then

14: E+ EU {e(u?-,uj)};

15: w(uj,uj) < 2" +2/;

16: Ugym — {u}/ |1<j<2|V|-2K}
17 U < UUUgyy /* Uy, is the set of dummy nodes */;

18: for each dummy vertex u]V € Uy, do
19: for each vertex u; € U\Uy,,,, do
20: E «+ EU{e(u;, u].V)}; w(u;, u}/) +— oo;

21:  Find a weighted maximum matching M (t) in G(t), by applying the algorithm in [51];
22: fori< 1to|V|do

23: if e(u;, ul) € M(t) then

24: Po; (1) < s; V}ed — V}ed u{v;};
25; [Si(1)] « | Eltitrmles) |

26: if 3j > i,s.t.e(u;, u;) € M(t) then
27: V}ed — V;edU{vi,U]'};

28: if tran(v;, ) + ;-6 - |D;| - T < &;(t) then
29: Po; (t) < s; Po, (t) < v

30: (1)) & |l ),
31: [Si(1)] « | El=tmtzs) |
32: else

33: qﬁvi(t) — S; o, (F) vj;

34: [55(8)] « | EOms) ),
35 ‘Sl(t)| - L&(t)ftmn(v,-,vj)J;

i
36: return Vfted' ¢o,; (1), Si(t) for each device v; at round ¢.
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many federated learning works [21} [131]. We randomly distribute the training im-
ages of the dataset to 100 IoT devices. The DNN model used in this experiment is
Le-net5, which has a size C of 1,960Kbits [57]. The energy consumption on training
one data point for Le-net5 at a device is randomly drawn between 1 x 10~* Joules
and 5 x 10™* Joules [21, 96]. The value in each figure is the mean of the results out
of 50 network instances of the same size, and the running time is obtained based on
a machine with a 3.79GHz AMD Ryzen 5 CPU.

To evaluate the performance of the proposed algorithms, we first compared
the proposed algorithm against FedAvg [93] - a classic federated learning algorithm
where we randomly select K devices to participate in the model training at each
round. We also compare the proposed algorithm against algorithm FedProx in [73]
and a recent algorithm FedGrac in [133].

We then devised a heuristic algorithm Heur, which chooses K devices participat-
ing in training greedily at each round. Within each iteration, algorithm Heur always
chooses the device with the highest local loss from those yet-to-be-chosen devices as
one participant at the current round, provided that the device has adequate energy
to upload its local model to the server directly, or transmits its local model to its
relay partner device. This procedure continues until no more devices can be added
or there are K chosen devices already. Similarly, let Heur-S be a heuristic that adds
devices with the maximum number of sampled points for each round training for
the special energy-aware, D2D-assisted federated learning problem. Heur-S selects
top-K devices with the maximum number of sampled data points to send their local
models to the server. It then calculates the number of sampled data points of those
not yet-to-be chosen devices if they upload their local models, using the top K chosen
devices.

5.5.2 Performance of different algorithms for the special energy-aware,
D2z2D-assisted federated learning problem

We first evaluated the performance of different algorithms for the special energy-
aware D2D-assisted federated learning problem under the i.i.d data distribution. To
ensure that the dataset at each device follows the i.i.d distribution, the data points
with identical label are evenly distributed among devices [150]. Fig.[5.3|showed the
convergence curves of the five comparison algorithms in the default setting. It can
be seen that the global loss of all mentioned algorithms decreases with the growth
on the number T of training rounds, and the decreasing rate on the global loss of
Algorithm (12| is faster and more steady compared with the other four algorithms.
The rationale behind is that Algorithm [12] makes use of more sampled data points
for training at each round that leads to a lower variance on the training result, while
FedGrac does not consider the energy capacity of devices and communication con-
straints on the server, it samples fewer data points for model training, which leads
to a poor performance compared with Algorithm and Heur-S. Consequently,
Algorithm|l12|converges to a lower global loss than those of the other four compari-
son algorithms, and the final global loss of Algorithm|12|is 15.4% lower than that of
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algorithm Heur-S.
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Figure 5.3: Convergence of different algorithms for the special energy-aware D2D-
assisted federated learning problem with i.i.d. data and T = 50.

5.5.3 Performance of different algorithms for the general energy-aware
D2D-assisted federated learning problem

We then studied the performance of different algorithms for the energy-aware,
D2D-assisted federated learning problem under the non-i.i.d data distribution. As
the training data does not follow the i.i.d distribution any more, it can be seen from
Fig. that all comparison algorithms converge slower than that of themselves for
the case with the i.i.d distribution, and the final global loss is higher compared with
the one for the special case. Among the five algorithms, Algorithm|13|has the min-
imum final global loss. The rationale is that Algorithm (13| allows more devices to
participate in each round training, and always chooses devices with the highest es-
timated local losses. Although FedGrac is able to mitigate the negative effect of
non-i.i.d. data distribution, it only allows at most K devices to participate in each
round training, thereby resulting in a higher global loss in comparison with that of
Algorithm[I3]

5.5.4 Impact of parameters on the algorithm performance

We finally investigated the impact of parameters on the performance of different
algorithms for the energy-aware D2D-assisted federated learning problem. We start
by evaluating the impacts of important parameters on the special case of the problem
as follows.

The impact of network size |V|: With the increase in network size, K (= 20% -
|V]) increases, too. Fig. illustrates the performance of the five mentioned algo-
rithms with different network sizes. It can be seen from Fig.[5.5/(a) that Algorithm
is superior to the other algorithms. It is noted that all the five algorithms have lower
global losses with the increase in the number K of devices that communicate with
the server simultaneously. The rationale behind this is that more devices are able to
participate in training at each round. Fig. (b) shows the average running time of
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Figure 5.4: Convergence of different algorithms for the energy-aware D2D-assisted
federated learning problem when T =1 and T = 50.

different algorithms per training round. Although Algorithm [12] takes the longest
running time among the five comparison algorithms, the global loss it delivers is the
lowest among the five algorithms.
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Figure 5.5: Performance of different algorithms for the special D2D-assisted feder-
ated learning problem by varying network size.

The impact of K: We varied the value of K from 10 to 50 while fixing the network
size at 100. Fig.[5.6|(a) depicts the final global losses of different algorithms. It can be
seen that Algorithm (12 has the lowest final global loss. Specially, when K = 50, the
final global loss by Algorithm[12]is 12.78% lower than that by Heur-S. This can be
justified by that Algorithm(12|achieves better decision of the destination of devices to
ensure the total number of sampled data points is maximized. Fig.[5.6/(b) depicts the
running times of the comparison algorithms. With the growth of K, the number of
dummy nodes in the auxiliary graph decreases, leading to a decrease in the running
time of Algorithm

The rest is to study the impact of important parameters on the performance
of the comparison algorithms for the energy-aware D2D-assisted federated learning
problem as follows.
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Figure 5.6: Performance of different algorithms for the special D2D assisted federated
learning problem by varying the number K of devices communicating with the edge
server simultaneously.

The impact of network size |V|: We analyzed the impact of network size by
varying it from 50 to 250. Fig. (a) shows that the final global losses of all algo-
rithms decrease with the growth in network size. When |V| = 250, the final global
loss of for Algorithm(13|is 35% lower than itself when |V| = 50. Fig.|5.7| (b) depicts
the running times of the five algorithms.
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Figure 5.7: Performance of different algorithms for the energy-aware D2D-assisted
federated learning problem by varying network size.

The impact of K: We evaluated the impact of the number K of devices that
can communicate with the server simultaneously. Fig.|5.8|(a) depicts the final global
losses of different algorithms by varying K from 50 to 100. When K = 50, the global
loss by Algorithm(13|is 74% lower than that by itself when K = 10. Fig. (b) plots
the running times of the comparison algorithms. It can be seen that both the final
global loss and the running time decrease with the growth of K.

The impact of training epochs 7: We investigated the impact of the number T
of training epochs per round. To better illustrate the impact of 7, we scale up the
energy budget on each device v; to T - £;(t) at each round accordingly. Fig. (a)
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Figure 5.8: Performance of different algorithms for the energy-aware D2D-assisted

federated learning problem by varying the number K of devices communicating with
server s simultaneously.

plots the final global losses of different algorithms. It can be seen that Algorithm
has the best performance, as it has a lower final global loss when T is no greater
than 4. This means that the federated learning can train the model better with fewer
training epochs when applying Algorithm Also, when T = 10, the final global
loss of algorithm Heur is 10.7% larger than that of Algorithm
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Figure 5.9: Performance of different algorithms for the D2D-assisted federated learn-
ing problem by varying .

5.6 Conclusion

In this chapter, we investigated the energy-aware D2D-assisted federated learn-
ing problem in an edge computing environment, by making use of the energy of
neighbor devices of a certain number of devices to help their local model upload-
ing. Under the i.i.d. training data distribution, we devised a near optimal learning
algorithm for the problem. We also developed an efficient heuristic algorithm for the
problem by removing the ii.d. data distribution assumption. We finally evaluated
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the performance of the proposed algorithms by experimental simulations. Simu-
lation results demonstrated that the proposed algorithms are promising, and the
performance of global loss improves 15.4% compared with that of the comparison
algorithms. In our future work, we will extend the proposed algorithms by consid-
ering more than two IoT devices as a group to upload their aggregated model and
examine whether they will outperform the proposed ones.



Chapter 6

Conclusions and Future Work

This chapter summarizes the contributions we made in this thesis, followed by
a discussion on potential future work and research topics derived from this thesis.

6.1 Summary of Contributions

Intelligent resource allocation for IoT service provisioning in edge has been sys-
tematically studied in this thesis. We formulated novel concepts, models, frame-
works and optimization algorithms to efficiently schedule the resource allocation.
We devised approximation and efficient heuristic algorithms for the problem of data
collection maximization in an IoT network using an energy-constrained UAV. We
then solved the profit maximization problem by proposing a novel deep reinforce-
ment learning framework for IoT service placement and an algorithm for request
assignment. Thirdly, we formulated a novel federated learning framework with D2D
model uploading enabled, and developed efficient algorithms to minimize losses of
trained models. Moreover, we tackled the DT state staleness minimization problem
by devising an approximation algorithm and a deep learning mechanism to predict
the volume of generated data at IoT devices. We also considered the fidelity-aware
queries on the DT by developing a cost-effective evaluation plan. In the end, we
conducted comprehensive experiments to evaluate our proposed algorithms. The
proposed frameworks, optimization techniques and analysis techniques may be of
independent interest in many other areas, especially in the combinatorial optimiza-
tion and artificial intelligence domain.

The main contributions of this thesis are summarized as follows.

* We studied the problem of maximizing data collection from IoT devices with
an energy-constrained UAV. We formulated a novel data collection framework
in which the UAV collects data from IoT devices within its transmission range.
We then proposed two different data collection maximization problems, where
the UAV fully or partially collects data from the IoT sensors. Finally, we devised
efficient approximation and heuristic algorithms to solve both problems.

* We considered the DT states staleness minimization problem and the fidelity-
aware query evaluation problem on DTs. We first formulated a novel staleness
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minimization problem of DT states. Then, we consider a special case of the
problem and devised an optimal algorithm for it. We then study the state syn-
chronization issue for a scenario where an energy-constrained UAV is used to
collect data from IoT devices (physical objects). We devised a heuristic algo-
rithm under the assumption that the volume of generated data of IoT sensors
is given. We then proposed a deep learning mechanism to predict the volume
of data generated by each sensor to remove the assumption. In the end, we de-
velop cost-efficient query evaluation plans for fidelity-aware queries built upon
the DT data.

¢ We studied the problem of online service placement and request assignment in
an MEC network with the aim to maximize the profit of service providers. To
meet user service stringent delay requirements, we proposed a deep reinforce-
ment learning-based mechanism to pre-install service instances according to
the predicted most demanded services without prior knowledge of the arrival
of future requests. We then devise an efficient algorithm to assign the service
requests to the most appropriate cloudlets.

¢ We investigated the federated learning loss minimization problem in an energy-
aware D2D-assisted edge environment. We first proposed a novel framework
where D2D communications are enabled between devices to help their local
model uploading. We then devised a near optimal learning algorithm for a
special case of the problem, where the training data on devices follow i.i.d. We
also studied the general case of the problem by developing an efficient heuristic
algorithm.

* We conducted comprehensive simulation experiments to evaluate the perfor-
mance of our proposed algorithms. Besides, we also studied on the impact
of constraint parameters on the algorithms by conducting experiments under
different settings. The experiments show that our algorithms are very promis-
ing, which deliver considerably better results in maximizing data collection and
profit, and minimizing loss of deep neural network models and staleness of DT
states, compared with existing methods.

6.2 Future Directions

In this paper, we study several problems in intelligent resource allocation for IoT
services in mobile edge environments. Based on the study conducted in this thesis,
there are several possible research topics worth further investigating.

First, the thesis assumes that all resources are available and functioning nor-
mally, but it is possible that edge computing systems experience failures or resource
shortages. In order to achieve fault tolerance, replicas of service instances can be
deployed in cloudlets. Due to the inadequate resources of cloudlets, we need to de-
termine the number and the location of replicas wisely to meet QoS and reliability
requirements. In the future, we will study on how to design intelligent resource
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allocation mechanisms to provide IoT services while taking failures into considera-
tion. For example, we can utilize deep learning methods to predict the occurrence of
instance failures in advance and prepare the redundant replica and backup accord-
ingly.

Second, the thesis only considers stationary scenarios where IoT devices are
fixed. However, many IoT devices, such as vehicles, move at the most time in prac-
tice. The mobility of IoT devices physically increases the distance between the de-
vices and the service instances, which potentially violates the latency requirement as
most IoT services have stringent end-to-end delay requirements. Therefore, we will
consider how to provide intelligent IoT services to IoT devices with mobility as a
future topic. Initially, we will research on prediction of the future trajectory of IoT
devices via artificial intelligence techniques, such as multi-armed bandit [15] or gen-
erative adversarial networks [30]. Based on the predicted trajectory, we will design
the optimal trajectory of UAV to collect data to synchronize moving IoT devices with
their digital twins. We will also propose algorithms to migrate IoT service instances
to serve IoT service requests of moving IoT devices.

Thirdly, despite the fact that this thesis considers some techniques of artificial
intelligence, it mainly focuses on the applications of general deep neural networks in
mobile edge environments. However, some artificial intelligence techniques are not
based on deep neural networks, for example, multi-armed bandit [15] and genetic
algorithms [47], which means some optimization methods proposed in this thesis
may not be applicable to these techniques. Moreover, with the advancement of arti-
ficial intelligence, there are more and more emerging deep learning techniques, such
as generative adversarial networks [30], and graph neural networks [136]. These
state-of-the-art techniques introduce potential performance improvement to current
intelligent resource allocation frameworks and even solve more complex optimiza-
tion problems. Future work will investigate how to incorporate the above artificial
intelligence techniques into mobile edge environments, so that more Al applications
can be better hosted by mobile edge networks.

Fourthly, although there exists long latency between devices and remote data
centers, remote data centers provided sufficient resources to admit IoT service re-
quests. However, cloud computing is not considered in this thesis. Therefore, fu-
ture research could study on a three-layer hybrid framework, where IoT services are
hosted at remote data centers and edge servers simultaneously. To this end, we will
propose brand new algorithms to solve problems with different optimization objects
when admitting IoT requests and providing Al applications in such hybrid edge
networks.

Finally, most algorithms proposed in the thesis are centralized executed, which
means a centralized scheduler is needed to obtain the knowledge of the whole sys-
tem. One possible research topic is to develop distributed algorithms, which have
several benefits: (1) The running time of the algorithms will be significantly reduced.
(2) The system will be more resilient to single point of failures.
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