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Secrion L Refercnccs

l.t. Sectinr ? {c} of R.A. No. IS844 mandetm the DICT tc erusre fte u*€rsal atsf$s fs qualify,

affordable, roliable and mc*m svices; *td
1.2. Sectim 2 fl) To en$re &s rlgkts af individuals to Frivaoy a*d roqfidcr*i*Ifu of thsir
persond iaformation; and
1.3. $ec{ion 2 {m} To effiure th* security sf critioal ICT fu&asfructmes ineluding iaformdion
sss€fs of &s gCIvemmcilt, individusl$ md businesses; and
1.4. Segisn 2 {n} Ta provide over*ig}t ov*r agnaciea gnvcnring and reguldng t}e ICT see*or aud

Bruilma cffiHErr$er nrpiEstiffm a*d rryclfuu-, d#a pnwcy flqd wur_ity, foster oorypqtition e.4d ttro

gro*& of tre ICT sector.

$*efrm IL Stfirititu of Tsrfis

C:FrrfiWcrity - ie thE collestion of tmls, policies, wnrity csnc€pt$, s$s{ritf mfegumds,
guidsErnk risk mmagemert approaeiros, &ctim$n trainin& bcst practites, a&rance ard
tcalrtolqgisr that car be ueed to prst$s* tho cyber Bwiroumaut afid orgaf,iastian aad uss'* asae{e,

Crifcfll lrform$ion nfrr*tr,*.turc m CrlSceI kfo*tructure {ClI} - refers to the cCImp$er

data md/m mffic daH tbd re vital ta this cotrntry &at the ir*ryacity"ar desruction $f sr
intcrfsre$cs*ith ruchsy*tffir andesffiwddharre affiftiffiing impsct ffi $e$rity, uttio*Bl or
e*onshic sxurity, national fusal& md safety or a&y combination of tbss sattffi. Sectors
initi*lly ctaseiffed as CIIs *re the followiug: gorrenmm[ rmsportatiotr (la$d, so4 air], ensrgy,
wdea hffil& smergency rervixl*i barrkiag and fiuaace, hlsiffi$s procss oufsourcing, 

-

tel*camunrnicatioa& media.
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kforuttio* *nd Oommunicrtioax T*houologrr
mefirs to rceeq {Bate, coll*qt, stofE, piloeeeso

information

(ICT} - refers t$ thg totsliry of dectronic
re+ire, rnnsuit, prresmt, and dissffiin*is

"-\

Inform*tion $y*tem * apptis*im$, pndes+ infsmation trrhnclogy asscts'or o&er infur-mAtisa

han$ling ccmp*iects. ! 
{.c.

Fl*6onet Ssgrity Sy*t*=m (NSS) * mEa$B my iufumatinn E{stem including tefmmmrmicatian

systffi rlsd or opsratsd by sry uganization or ffiGlrced te'a third'ry,rty. The firuc*irm,

'cperation 0r u& af which:

fl Invotrres intalligencc activitic+;
b) Involves cr5rytologic a*{ivities rcIst€d to astional seorlrity;

c) Innol'res eofrtnhnd md cmtsl of milit*ry forws; 1

d) Inv*lv e* E{lBptnfQt rlrat is m integd pq! of a $'eapoa sr rt,eryons system; CIr 
-

e) I* critical ts dls direct &rlfitlsefit of nuilitrry or intelligmoe missiaus.

Trafric Light Protmul tTtPl - is a sat of1. qnations &veloped by the Forum of Incidest

R*pmrse ffid Security Teaus {F,IRSQ used to cnsurc tha scnsitirae infomatioa i$ shared $itk
the approffii*fs *disrcs, ,

$etion IfL B*ckgrouad l 
"

This Memtrgodun Cirrular whi*h &vers *ll iIIs and othcr releunrrt ssctorB is bciag issued to

pnsonbe the poli*ias, mlsq and regdatioa on the prot€{ltiom of CII as stipulated in tfte NCSP

2022. The I{CSP 2CI22, att*ched htrsr#ie, is appmovd ard adoptcd as ih$oatiffial frmcwott
that will gui& and institutioratirc t&e implcmntation of infunnxion s*smity gstffiffire* h the

qountry. thc aim of the HCSP ?0?? is for aur ffi&try to harrs * *frustd md rcsilient

ihforrugu*. " To accmplish this, drc f*ltowing objeetives *{q*d k fuIfi lted:

s) To *fstffidietly and rnethodic*llyhnrdeo ths Cflsfor*siliscy;
blToprqraE*ndsecureg$rotffianf isffiuchxrel ,-

c) Te mise t*e aryff€nsss in thc bu$insss se.'tsr on cyk ri*s md ngc of scettrity mea*ur*s

smCItrg businessc$ t0 pr€vgfft &ltd pruect, rcspoild *nd rrcover from afiacks; asd

d) To raiso the aunaren*s of individunls on cyber risks as &ey ne€d ts fldopt th tigh lorms of
cybusemrify.

Section IY, G€BIr.lnI Policy

A. ddopfion qf PN$ IS0flUC z?{St} ftmfly of SAnd*rds *trd sttcr rulcvant Inemr$onrl
$ta ndardc fnr llfi atds bry CompHarx

Govsnment agen*ies are trmeby 0d6md to adopt tle Coe of Practiee sfipulmed i* PNS

ISOfIEC !?Sq finformatiou Tcchaology - $ecurity Tae;haigue* - CsCk of kartiss tu-r

Inform*ion Sscp|_ty Cormls) wigtir fto yoar of effectivity of tbi
U.P. LAW

O#lcl 0l $t ItaISta*[^ re*}l1$fiAT-tv€

3
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Tbe Fbilippins National sthdtrd (PNS) on Inform*tian ***q ryY*I:l::vssm 
(ISMS)

ISOiIEC 2?001 rh-ll b. iurpl*nentd for mandatO,ry *Wlimce UV ilt Ctr operators wi$ir t*'o

iiiy-*t ofthe eff*otivitv oltn* M*mipmdurn Cireular'

r'.1
Other ssdcrs aot claseificd as CII *611 adopt the PNSI$O*EC 210a2ou volui*ary basi*'

- All CII$ are fequred ta prticipate in &e conduet of ri$c ad vdAy*UUg by the

r ''DICT *leg sillco aycar. :uir **r"osut includes overall plocess sf identifisetioo, malysh md

evaluason of weakrss$s af m asset ar *mrol that cm be exploiied by onc sr trlorc ttneats

{based on ISb'LltW cndlfi? 3tW0}. ' I

C. Consutf of S*urity As*essmurl ' 
*]

AII CII$ arp requaedxe prytisipade b the conduet of * wnrity asse$ms$ progreB of ths PICT

at laest sn& a year. fiiis u**ity r$ses$aefi in*trdes srcurity evaluatior of ogefational system$

{basedrld r$&fiffi TR t9791:201*}. ,

D. Crtethm of CERT i '

Ail ideutified Cgs $hn[ cr€re its oum CERT. DICT *n*ll tuo*t* the Fhilippine Hariffil CERT

{NCS1T} rnhich sball he the csoilral authority for atl Se*toral and Oreanizatiffi levd CERT$ in

** **ry. All cybcrs*curity irwi&nts shall be reported *thit 31h'-ff* *om detection to the

NCST. t*rmaticrr strarine *0ll bF dom qrith the trse of establisbd-eonrmrmicf": ptl*Tt
ueinu at tt* *ri*u* tt* iimc US6t Pro,toeol {TLP} io €m$ur$ that fuformatisu is ahared o*ly

' ;5',f,* ;Fnerigte audiesoe w r*ipi*t. TlP-er*pk*y* farr {4} colors to indie*e expeotcd

&anng bctmdaries to be applied by ee r*cipie*rt(s) ardefin*d *ccordirg to the Fsnlm of InEident

Respomm ffd S*urity tdrs {HS.SQ SUndard Deftritione *nd Umgr Ouidmw.

Traffic Light Prototol GLf)

l-*t

;l,l,Tl-;l;;,li;ftut

Li'!'" Lt
d rr* li*:w
;(;"t&d;e$tl.

sfric:

BeciPiaah maYnot*Laro,
TLP:RES lnfomrlion rriil aaY

p6rtc* oukidc of ltPsptcifrs
erehangg meelirg, or cnnvortltisn
in trrhieh irw*s ariginally discloted'

h thoconttxtcf *m*ting; for "

cxampl*, TLP:RES lnform*tior is

limitcd l*lhon Prcstnt lf tho

mccting. In mo*t dr*umc$ncas'
TLP:RED shouH bc exchanged

Sslru{ msy uis
TLP:REDrvhen

lnformtisu *nnmt hP

cstetir*$ actd uPau bY

*dditisml p*rtie*, *nd
couldhed tuimPa*6cnr

partyts privacY'

rxputrtfun, ar oPcrr*an*
if miaused,

Notfrr
dfur[**ul*,

restrl**d to
p*rti*paam

snh.

I
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fou*msurryu!rc
; Tf.P:Atr{BEBwhan
, inftrmdon rcquirc*
mpport tt b* cftcfivsb
li&d uptrl,,ctcsr&* ,

ricks to privacy, t.
rcpu&tioq or otrxmfom
lf *hmdsr&tdtof tt*
orgauk*dmr involeed"

RecSants mry onlydl*ru
TLP:"{MBER infotu*do* wf&

-, srmbcrr'cft&cirowr orglrrizttioa!
*Bdlrift rlhht* err*rlmeffi vEo
trsd to t*cx {&*.*nfutmtious
pra&et ffrsfiff;lvs sr pruYsnt
krthrr hsn* Swre rtt nt
{ihcrty to rpi$ *dd*Homt

inffidGd timitr of the shnring: thcse
:-*sE!tt tc f&ard !o,-

@
Limitcd

disclosumr
reefrict d io
participants'

oryenizations.

Recipients mey sbare TLPTGREEN
inforurrtion wilh p*rn end parfner
orgenizations within tteir recfor or

communiry, buf nol vil publicly
acce*sible channcls. [nformetion in

ttis c*tegory can br circulated
widely within s psrtiflilar
coumunity, TLP;GRf,EN

informrtion may nof, be releaserl

outside of the eommunify.

Ltrntrd)'
diseh*urr"

rc*&fcted so the
mmmuuitlt

Sourcr* mrlr u$t
TLF:G*,EON nhe*

infsm*lisn is xsiftlfar
lftc anlamneer of'nll

Bafiicipeting
orgnnialiont *swell re
xittr pccr* iuigirr rtr*

b+ardrctamnnity or
o*cfur.

@
Disclocure is not

limifed,

$otnrfr mry ffis
TLPIT$HIfBtvhrn
irmprmfifom rarricr

minirurlarm forw&
t**dmku*q ix
*ccordance witt

rppEr*tila rplo* rrtd
prsrc*r$,e* forfubfii

, rck*sr-

. Sublet to strsdard copyrfht
rufoq TLlrryHIfS kfurm*$m

may br dicsilt# xiftont
ptricdou.

RIPUBI IC OF THT PHILIPPINES

E. {orliftctr sf Cyber$ccur{ty Coalpli*n*

All CII* sh*ll s#ffe a Certificate of CybaSenrrity CffiFliesc ts bs issrcd by &e DICT. Bads for
cornplimoe will be, but trst liudtrd to, *re criteria stipulatd in fb$ relevant edition of ISOIIEC
l!408 firformalion Teebaologr * S€surity Tecbniques - Ewlu*ion Criteria fqr IT Searityl
aad ISO/IEC 18045 finforrnation Techaology * Smtrity Tockniques : It{etho&lary fsr IT
$estYty Evaluation) as r&rmoa shndmde.

.S. fde*rpnuuie*fioffi Cfbcr Ey#e

All *lgqilnrymiestiaqq gp6,.r$ md ISPs *dl conduct Cyber Hygie,n* ectivitia This iasludss

maritaring *ud cleming of ficir ffi$o*q ircluding thcir cliem, *om rnalwras md b,om*. Th*

U.f . iero* C{::i'l l'ilfi 1
.o $ir!!r?r{L 1rr5,1X5$;ftri'lF. r;$S1}ittlFf;[! * i;,r nt!$$iil X$it*$rnii

scid tclco eper*tors ile r$quir*d wdfinit thr,eat nnd compliamcc reFsts

wrbally or in pcron,

1,..."--.trfi\ (rs"l-[-T{Tf, ffi\i
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G. SsllafCybgr$smritf

AII fiI wehirs shall ob6k tk $sd ef Cybersecurity {$C$} *om.t}re DICTupon courpliance to
pnesctred roquiremeuts '{#uidelin*,s wit{ he #med s*Wraaly st dlitl be updatedd$ so&r qs the
need arlves")

II. Prcp*ralfur af *clk*rl*rRc*ovo1y *ad k*lryo$ C*afbriS Ptru*

All,organizatious covered by this Memo,randum eiroular ue h*eby orOmed t+ inchrde the

., derrc-.lapncnt and implenentatio* $f Disasffi Recowry PIac {DR Flm}66 E$!i*es$ Continuity
Plan (BCF) as psrt of their ICT pragranis. Such.plins sh*ll be tgted priodically depandiirg on

,)-, fu uatrreafthc b$sin€ss.

I.Cr*{ncfpfNadanslC}bcr$d&rndf,xcrakm . \

A *atiofisl cybrr drills stull b* condrut$ *t lea$ odce a )letr fu the DICT to be p*icipafted.&y all
ideEl{ifi€d CII, bo& frsnn tbc Bsv€mrrsn*,lod fr"U* sectors

J. Privssy of Pcmm*l llrta

The privr*y md shariug of persoual dnta firvolving goveril*ctrf agercies or a &lrd prty *hatrl be
in c,rmform*nce with the issumres.iam &e Natissal Prftmsy Commissisu.

X" Monitodrg end.fv*l$rtisr sf Comp$s{co tr tt* IrltEf }$2?

Agency **d other sgmiztfisffi chatl k subjec*ed 6o a monitoring and er.aluatioa $ystsm
Establishd byBICT to d€termi$* the leriel of&airreryEctive complian& to te XCSpZO2Z,

\ L Crwfqr af S*+tqrnl CSBT

Atl CIIs *h*[ eieete a Swteral CERT to bo headed by a chrirnun and ctected ausog rnember. organizatims within &eh respd$ve seotor. Tle chairman slratl thsn rsport ts &s DICT sn a
pu -iodit baeis. Ail infonrtriou *aring plxform shall bs €stabUs&ed among membsr
org@iE*iffis
--I

Steti+uY. Furfrngfot&rllnphm*nfrdm of*cI*CSPI{El

Atl gov€msrfi$ agencix identified as CIIs are roqnirud to shculds &eir expcnser fnr oempfiadae
to ilris }v{euaradum Circular, ir$tgdirg the Info'rnatim $frstffis StratgBic Plm SS$P} pursuant

ts PO 265, s.2$ffi, and all o*er progr*ms related to cybusecrrity. $aid gsvexnffi* agencies

stull iils,l$df, itr thsirannuel budgetthe said expms.

'. fudor YL Timeftrme forCunp{isms

b

Cfls sffiersd by this firderclull $*ryIywithin six (6) menths frou
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$

Seetion V[tr. Repeeling Clluse

All issuances, crdors, mles and regulations or part$ thereof whieh are inconsi$tent with the

provisions *f this Memorandurn Crrcular are hereby repealecl, amended or modified accordingly'

Section VIIL liepcrabiliry Clau*e
l-*

Shonld any pr*vision of this l\{emorandum Cirarlar be declared invalid or.ureamtitutional, the

other provisions not affected therebS, shall remain valid aod subsisting.

Section D(" Effeetivify

This Mernorapdum Circular shall take effect upon subrnission *f three (3) certifred true copies to

the University of the Phiiippines Law Center an&or publication iri a newspaper of general

circulation.

ROS{}LF'O
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