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Abstract

Quantum communications enable secure key transmission and entanglement distribution,
but their rates and maximum transmission distances are limited due to the losses and noise
introduced by quantum channels. Various techniques have been developed to address these
limitations, tailored to the platform and the nature of the decoherence.

In this thesis, we explore ways to enhance the performance of quantum communications,
with a particular focus on increasing the key rates and transmission distances in quantum
key distribution (QKD), a method that leverages quantum mechanics to securely share keys
between trusted parties. Additionally, we aim to improve the purity of entangled states
shared between two parties, contributing to broader advancements in quantum communi-
cations. We begin by introducing a software-enhanced continuous-variable QKD (CV-QKD)
protocol, where keys are encoded onto the phase and amplitude degrees of the optical field.
This protocol enhances both transmission distance and key rates through a post-selection
method employing arbitrary filters, experimentally demonstrated on two different plat-
forms. Its adaptability makes it highly promising, as it can be implemented on existing
CV-QKD platforms and dynamically optimises key rates for rapidly changing channels.

We then present a protocol for the pure-loss channel leveraging quantum repeaters
to mitigate the channel losses by segmenting the total communication distance into
smaller, more manageable intervals. This repeater-like protocol introduces a more efficient
entanglement-swapping measurement at the repeater station than the state-of-the-art twin-
field protocols. Instead of polarisation encoding, our protocol relies on encoding keys in
the photon-number basis, optimising the states to achieve the highest key rates for each dis-
tance. Notably, this protocol shows strong potential for improving long-distance quantum
communication by surpassing the capacity of the direct communication channel at a shorter
distance than the existing repeater protocols such as twin-field QKD while achieving an
overall higher transmission distance.

Finally, in this thesis, we demonstrate that for the Pauli-dephasing channel, placing a
node in the middle of the quantum channel to perform a Bell-state measurement as an
entanglement-swapping operation does not result in improved key rates, even with reduced
decoherence. As a result, we propose an entanglement purification protocol that refines a
larger set of noisy entangled states into a smaller set of high-fidelity ones using local oper-
ations and classical communication. This purification protocol builds upon earlier purifica-

tion methods, extending their application from two Bell pairs to any number of Bell pairs
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and thereby achieving the capacity of the dephasing channel. Through numerous recursive
iterations, it produces near-perfect Bell pairs, making it well-suited for quantum repeaters

and correcting dephasing errors in quantum computers.



Contents

Declaration
1 Introduction

2 Theoretical Quantum Optics Toolbox

2.1 Matrix Mechanics . . . . . .. . .. e
2.1.1 Density Matrices . . . ... ... . . o o
212 Operator Matrices . . ... ... ... .. ... . e
2.2 Discrete-Variable Quantum States. . . . . . . . . ... .. .. .. . 0.
22.1 Single Qubit Operations . . . . .. .....................
222 Two-QubitOperations . . . .. ... ... .. ... .. .. ...
2.3 Continuous-Variable Quantum Optics . . . .. ... ... ... ...... ...
2.3.1 Quantisation of the Electromagnetic Field . . . . .. ... ........
2.3.2 Gaussian States and Gaussian Operations . . . . . .. ... ... ....
24 Measurements . . . . ..o oL e e e e e e e e e
241 Projective Measurements . . ... ... ... ... ... L
242 Positive Operator-Valued Measure (POVM) . . ... ... ... ....
25 ConcludingRemarks . . . ... ... ... . ... o oo

Experimental Realisation of Continuous-Variable Quantum Optics

3.1 The Quantum Sideband Modulations . .. ... ... .. ... .........
3.1.1 Linearisationof Operators . . . . . ... ........ ... ......
3.1.2 Amplitude and Phase Modulations . . ... ...............
3.1.3 QuantumSidebands . . . .. ... ... .. ... e
3.14 Experimental Realisation of Amplitude and Phase Modulators

3.2 Gaussian Measurements . . . . . . . ...
3.21 Homodyne Detection . ... ............ .. ... .. .. ...
3.2.2 Heterodyne Detection . .. .........................

3.3 Locking Techniques . . . . . ... ... .. ... .. . ... .
331 CavityLocking . .. ... ... ... ... . ... . o o
3.3.2 Relative Phase Locking . . ... ... ... ... . ... . ... ...

iii

@ © N NN 3

10
11
13
13
16
21
21
22
22



xvi CONTENTS

4 Fundamentals of Quantum Communications 35
4.1 C(lassical InformationTheory . . ... ... ... ... ... .. .. ....... 35
411 ShannonEntropy . .. ... ... ... ... . o o oo 36

412 BinaryEntropy ... ... ... ... ... . o o oo 37

42 Quantum InformationTheory . . . . .. ... ... ... .. ... .. ... 38
421 VonNeumannEntropy .......... ... ... ... . ..... 38

4.2.2  Von Neumann Entropy of Gaussian States . . . . . ... ........ 39

423 HolevoBound . . . .. ... .. .. ... 40

43 Quantum Channels . . . . . . . ... ... .. .. 40
4.3.1 Bosonic Pure-Loss Channel . . ... .................... 41

432 Thermal-LossChannel . . . ... ... ... .. .............. 41

433 Pauli Dephasing Channel . .. ....................... 42

44 Quantum Key Distribution. . . . . ... ... .. ... . o000 L 42
441 Discrete-Variable QKD . . . . . . . . .. ... . 43

442 Continuous-Variable QKD . . . . . ... ... ... ... ... ...... 44

443 Security Analysis of the Coherent State Protocol with Homodyne De-
tections. . . . ... 46

444 Security Analysis of the Coherent State Protocol with Heterodyne De-

tections . . . . ... L e 50

45 Channel Capacities . . ... ... ... ... ... .. .. .. ... . . ... 51
451 Reverse Coherent Information . .. ... ................. 51

452 Bosonic Pure-Loss Channel Capacity . . . . ... ............. 52

4.5.3 Pauli Dephasing Channel Capacity . . . . ... ... ........... 53

46 QuantumRepeaters. . ... ... ... ... . o 54
4.7 State-of-the-Art QKD Demonstrations . . . . ... ... ... .......... 55
471 Point-to-PointQKD . . . . . ... .. ... .. 55

472 Relay-Based and Network-Oriented QKD . . . . . ... ... ... ... 58

5 Software-Enhanced Continuous-Variable Quantum Key Distribution 61
51 Introduction . . .. ... ... .. ... 62
52 TheProtocol . . ... ... .. 63
5.2.1 Security Analysis of Alice’s Gaussian Post-Selection . . . . . ... ... 66

52.2  Security Analysis of Bob’s Non-Gaussian Post-Selection . . ... ... 69

523 Calculation of the Final Key Rate . . . . .. ................ 72

53 Results . . . . . e 73

54 DISCUSSION . . . v v v v e e e e e e e e e e e e e e 79



CONTENTS xvii

6 Photon-Number Encoded Measurement-Device-Independent QKD Protocol 81
6.1 Introduction . . . . . . . . . . ... e 82
6.2 TheProtocol . . ... ... . . . 84

6.2.1 Alice and Bob’s States for GeneratingaKey . . . . . .. ... ... ... 85
6.2.2 Charlie’'s Measurement . . .. ... ... ... ... ... ... ... 86
6.2.3 Alice and Bob’s Check States for Security . . ... ... ... ... ... 88
6.24 Calculation of the Secret KeyRate . . . . ... ... ........... 90
63 Results . ... ... . . 93
6.3.1 The Results of the High-dimensional States . . . . . ... ........ 93
6.3.2 Realistic Implementation of the MDI Protocol with Single-Photon States 97
6.4 Discussion . . . . . . .. e e e 100

7 Capacity-Achieving Entanglement Purification Protocol for Pauli Dephasing

Channel 103
71 Introduction . . .. ... ... ... 104
72 TheProtocol . . .. ... ... .. . 106
7.2.1 The First Stage of the Protocol . . . . ... ................. 107
7.2.2 The Second Stage of the Protocol . . . . . ... ... .. .. ...... 111
7.3 Optimality of the Protocol . . . . ... ... ... ... ... .. ... 117
73.1 AchievingtheCapacity . ... ..... ... .. ... ... ... ... 117
7.3.2 PurifyingtheStates. . . . ... ... ... .. . L o L 120
74 DiIscussion . . . ... ... e 123
8 Conclusions and Outlook 125
8.1 Summary of the CV-QKD Protocol with Post-Selection Filters . . . ... ... 125
8.2 Summary of the Repeater-Like MDI Protocol . . . . ... ... ... ...... 126
8.3 Summary of the Purification Protocol . . . . ... ...... ... .. .. ... 127
8.4 Closing Remarksand Outlook . . . .. .... ... .. ... ... . ... .... 127
A Software Enhanced CV-QKD Background 131
A.1 Detailed Description of the Experimental Parameters . . ... ... ... ... 131
A.2 Theoretical Model of Post-selection with Heterodyne Detection . . ... ... 134
A21 Alice’'sPost-selection . . . ... ... ... ... .. o .. 134
A22 Bob’sPost-selection . ............. ... .. ... .. .. ... 136
A.23 Calculation of the Secret KeyRate . . .. ... .............. 139

A.3 The Equivalence between the Entanglement-Based and Prepare-and-Measure
Schemes . . ... ... . ... e 140

A4 Parameters of the Satellite-to-Ground Simulation and duty cycle estimation . 143



xviii

CONTENTS

B Photon-Number Encoded Measurement-Device-Independent QKD Protocol Back-

ground 147
B.1 Estimating Eve’s Information Using Quantum Tomography with Single-
PhotonStates . . ... .. ... ... .. ... ... 147
B.2 Classical Protocol Used to Optimise the Coefficients of the High Dimensional
States . . . . . . . e 148
B.3 Modelling Dark Noise and Detector Efficiency . .. ... ............ 150
B.4 Coefficients of the Optimised States . . . . . .. .. ..... ... ....... 151
C Proofs of the Entanglement Purification Protocol 155
C.1 Proof of the Ineffectiveness of Bell-State Measurements in Pauli Dephasing
Channel . ... .. .. . . e 155
C.2 Probability of Success of the Second Stage . . . . .. ... ... .......... 157
C.3 Eigenvalues of the Second Stage . . .. ... ... ............. ... 158
C.4 Proof of the Capacity for the First Round of the Protocol . . ... ....... 159
C.5 Proof of the Capacity for the Second Round of the Protocol . . . ... ... .. 160
C.6 Key Rate of the Protocolin AnyRound . . . .. ................. 161
C.7 Proofof Fidelity . . . . . .. ... ... . . 162

Bibliography 165



List of Figures

2.1
2.2

3.1
3.2
3.3
34
3.5
3.6
3.7

4.1
4.2
4.3
44
4.5

4.6
4.7
4.8

5.1
52
53
54
55

5.6

6.1

Bloch sphere representation of qubits. . . . .. ... ... .. o 0 oL

Comparison of coherent, thermal, and squeezed states. . . . . ... ......

Phasor diagrams of the carrier frequency, amplitude and phase modulations .
Phasor diagrams of the evolutions of the sidebands . . . .. ... .......
Schematic of phase and amplitude modulators . . . ... ... .........
Homodyne detection . . . .. ...... ... .. ... ... .. .. .. ...
Heterodyne detection . . . . .. ............... .. .. .. ... ...
Pound-Drever-Hall locking scheme for the mode-cleaner cavity . . ... ...

Schematic of relative phase locking . . . . . .. ..... ... .. ... .. ...

Entropy venn diagram for two random variables . . . . .. .. ... ... ...
Plot of binary entropy . . . . .. ... .. ... ...
Modelling of pure-loss and thermal-loss channels . . . . ... ... ... ...
Diagram of the BB84 protocol . . . .. .. ... ... ... .. .. ... .. ...

The equivalence between the entanglement-based and prepare-and-measure

schemes . . ... ... e
Coherent state protocol with homodyne detection . . . ... ... .......
Channel capacities of the Bosonic pure-loss channel with N repeaters . . . . .

Channel capacities of the Pauli dephasing channel with V repeaters. . . . . .

Experimental schematic and illustrative diagram of the filtering process

Experimental results of a quantum channel with a transmission of 7" = 0.26 .
Experimental key rates for various channel parameters . . .. ... ... ...
Key rates of existing experiments after applying our protocol . . . . . .. ...

Simulated key rates for state-of-the-art experiments extended beyond their

original demonstration distances . . . . ... ... ... . L L.

Key rates for satellite-to-ground communication as a function of elevation

angle using our protocol . . . ... ... Lo L oo

Equivalent representations of the protocol . . . . ... ... ... ... .. ...

xix



XX LIST OF FIGURES
6.2 Simulation results of our repeater protocol for a pure-loss channel with a loss
of 0.2dB/km . . . . . . e e 94
6.3 Simulation results of the optimised coefficients . . . . .. ... ... ... ... 95
6.4 Simulation results of the secret key rate when the number of encoded photons
varies from 1to 7 photonsat5km . ... ... . ... .. ... . 0 0L 96
6.5 Equivalent representations of the protocol with single photons . . . . . .. .. 98
6.6 Simulation results of our repeater protocol using single-photon states with
experimental parameters . . . . ... ... L Lo L o Lo L 99
7.1 Firststage of the protocol . ... ... ... ... ... .. .. ... . ... 106
7.2 Simulation results of the first round of the protocol . . . . ... ... ... ... 110
7.3 Second stage of the purification protocol . . . . ... ... .. ... . 0L 111
74 Schematic representation of measuring a high-dimensional state in terms of
individual Bell pairs in the second round of the protocol . . . ... ... ... 112
7.5 Illustration of the rearrangement of Bell pairs using a CNOT gate in the sec-
ondstageof theprotocol . . . . . ... ... ... .. o 113
7.6 Simulation results of the second round of the protocol with increasing number
of Bell pairs m shared between Aliceand Bob. . . ... ... .......... 116
7.7 Comparison of the fidelity of the reduced successful states with the |¢T) state
without purification and after the first and second rounds of the purification
protocol. . . . .. e 117
7.8 Comparison of the fidelity of the reduced states with the |¢™) state without
purification and after the first, second and third rounds of the purification
protocol. . . . ... 119
7.9 Comparison of the RCI between m — 1 copies of the reduced successful states
in the alternative protocol and the high-dimensional states in the actual protocol120
7.10 Dephasing probability of the alternative protocol (also corresponding to 1-
fidelity) as a function of rounds with increasing number of Bell pairs. . . . . . 123
A1 The equivalence between the prepare-and-measure and entanglement-based
models for Alice’s post-selection. . . . ... ... ... ... .. .. .. ..., 140
A.2 Satellite to ground model used in calculating the results presented in Fig. 5.6 144
B.1 Diagram of the method used to simulate the effect of dark counts in the PNRDs150
C.1 Entanglement swapping measurement performed by Charlie using Bell-state

measurements in the dephasing channel . . . . .. ... .. ........... 155



List of Tables

2.1

4.1
4.2
4.3
44

51

6.1

7.1
7.2

Al
A2

B.1
B.2
B.3

B.4

Truth table of the CNOT gate . . . .. ... ... ... ... ... ..... 12
All possible combinations of random bitsa; and b; . ... ........... 43
Experimental DV-QKD demonstrations . . ... ... ... ........... 57
Experimental CV-QKD demonstrations . . . ... ................ 57
Experimental network-oriented QKD demonstrations . . . . .. .. ... ... 59
Experimental parameters of the state-of-the-art CV-QKD demonstrations . . . 76

Charlie’s measurement probability for both non-separable and separable

measurements for c =2 . . . ... e e e e 89

Truth table of the first stage of the protocol . . . ... ... ... ........ 108

Comparison of fidelity across rounds for the alternative and original protocols 122

Experimental parameters for eachregime . . . .. ... ... ....... ... 131
Parameters of the Satellite-to-ground communication model in Fig. 5.6 . . . . 145
The coefficients of the optimised states with nmax = 7 photons . . . . . . . .. 151
The coefficients of the optimised states with nmax = 1 photon . . . . . . .. .. 152

The optimised squeezing parameters () of the states shown in Eq. (6.1) with
Nmax =7Photons . . . . .. ... L L 152
The coefficients of the single-photon states when experimental imperfections

areconsidered . . . . . ... e e 153

xx1



xxii LIST OF TABLES




Chapter 1

Introduction

Encryption has been an integral part of society since ancient times, serving as a tool to pro-
tect information and maintain secrecy. Among the earliest and most notable methods of
encryption is the Caesar cipher, named after Julius Caesar, who famously used it to secure
messages sent to his military. This technique, known as ‘letter substitution’, operates by
shifting each letter in a message by a fixed number of positions, as determined by a key.
While the Caesar cipher was effective in its time, its simplicity ultimately led to its downfall,
as the limited number of possible shifts made it vulnerable to brute-force attacks. Moreover,
its security depended on keeping the encryption method itself secret, a violation of Kerck-
hoffs” principle [1], which states that a cryptographic system should remain secure even if

everything about the system is public knowledge [1-3].

As history progressed, encryption techniques became increasingly sophisticated, evolv-
ing from simple pen-and-paper methods to complex electromechanical devices. One notable
example is the Enigma machine, used by the Germans during World War II to encode mili-
tary messages. The Enigma employed a system of rotors and electrical circuits to transform
a message into ciphertext [4]. Its settings changed daily, with operators referencing a code-
book that specified the configuration for each day. Messages were typed into the machine
letter by letter, lighting up corresponding encrypted letters on the keyboard. For instance,
typing “A” would light up the letter “Y”. The encrypted message was then announced via
radio. While British forces intercepted these transmissions, deciphering them was nearly
impossible without the settings of the machine, as the Enigma offered more than 158 quin-
tillion possible configurations, making brute-force attacks infeasible. However, the Enigma
code was eventually broken with the invention of Alan Turing’s Bombe machine. By lever-
aging predictable parts of messages, known as “cribs,” and exploiting reciprocal encryption
properties of the Enigma machine (e.g., if “A” maps to “Y,” then “Y” maps back to “A”),
the Bombe systematically tested and eliminated incorrect configurations [4,5]. This break-
through changed the course of the war, leading to the defeat of the Nazis.

As cryptographic techniques evolved and cryptanalysts consistently discovered vulner-
abilities in the existing codes, the focus shifted towards designing methods that are robust
enough to resist the computational power of modern computers. This shift led to the de-

velopment of encryption methods relying on mathematical algorithms such as RSA [6], im-

1
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plemented by Rivest, Shamir and Adleman. RSA is an example of public-key cryptography,
where two mathematically linked keys are used, one public and one private. In RSA, the
public key is shared with everyone and the private key is kept secret. Messages are en-
crypted using the public key and can only be decrypted with the corresponding private key,
ensuring secure communication over untrusted networks. The security of RSA lies in the
mathematical challenge of factoring large numbers into their prime components. In RSA,
the public and private keys are linked through the product of two large prime numbers.
The public key includes this product, known as the modulus, and an exponent used for
encryption. However, the private key is derived from the same prime numbers, which re-
mains secret. Without knowing these prime numbers, it is computationally infeasible to
reverse-engineer the private key from the public key, as factoring large numbers becomes

exponentially harder as their size increases.

Therefore, RSA offers computational security, as its security relies on the assumed hard-
ness of a mathematical problem. However, the discovery of quantum computers [7-13]
poses a significant threat to RSA encryption [14]. Quantum computers use qubits which
can exist in multiple states simultaneously, enabling them to perform certain calculations
exponentially faster. Algorithms such as Shor’s algorithm [15], can exploit this capability
to factor large numbers efficiently. For instance, while brute-forcing the private key would
take billions of years on a classical computer, an ideal quantum computer, in theory, could

accomplish this task within a few hours [15-17].

In contrast, one-time pad (OTP) provides information-theoretic security as it remains
secure even against adversaries with unlimited computational power. OTP is a symmetric-
key scheme that requires a pre-shared key at least as long as the message itself [18]. As
the name suggests, the key is discarded after single use and needs to be truly random. In
OTP, each character of the message is combined with the corresponding character of the key
through modular addition, allowing the recipient to decrypt the message using the same
pre-distributed key. Despite its advantage, the key management and distribution is one of
the limitations of OTP due to the requirement of single use of keys and storage of large-sized
keys.

To address the key distribution challenges of the OTP and the vulnerabilities of RSA
encryption, one of the proposed solutions is quantum key distribution (QKD) [19-22] which
leverages quantum mechanics to securely distribute keys. In QKD, keys are encoded onto
quantum states and transmitted through a quantum channel, where the receiver measures
the states to extract the key. The security of QKD relies on the no-cloning theorem [23],
which prevents an eavesdropper from copying an unknown quantum state. Any attempt to
intercept the key introduces detectable errors by the trusted parties. However, the practical

implementation of QKD is limited by the vulnerability of quantum states to loss and noise,



restricting the distance over which keys can be reliably distributed.

While QKD is one of the most widely studied applications of quantum communications,
there are several other protocols that harness quantum mechanics to enable secure com-
munication between distant parties. Unlike QKD, quantum secure direct communication
(QSDC) [24-33] transmits the actual message directly by encoding it onto quantum states,
eliminating the need for key distribution. Quantum secret sharing (QSS) [34—48] enables
a secret, either a message or a key, to be distributed among multiple parties, such that it
can only be reconstructed when an authorised subset of participants collaborates, making
it well-suited for secure communication in distributed settings. Finally, quantum telepor-
tation [49-61], perhaps the most widely recognised concept in quantum communications,
allows a quantum state to be transferred between distant parties using shared entanglement
and classical communication, without physically sending the state itself. Although these
protocols are not the focus of this thesis, they represent essential components of the broader
quantum communication landscape.

This thesis aims to improve the performance of QKD by developing and analysing new
protocols to address its limitations. Additionally, it seeks to propose protocols that can serve
as foundational building blocks for the quantum internet. The quantum internet [62,63] is a
future network designed to enable secure communication, distributed quantum computing,
and other advanced quantum technologies. It achieves this by linking quantum devices
through entanglement [64, 65], a phenomenon where the states of two or more particles are
correlated. In entanglement, the state of one particle depends on the state of the others,
regardless of the distance between them. In this thesis, we explore how these entangled
quantum states can be utilised and manipulated within our protocols. The remainder of
this thesis is organised as follows:

In Chapter 2, we introduce the theoretical tools used throughout this thesis, includ-
ing matrix mechanics, discrete-variable (DV) and continuous-variable (CV) quantum states,
Gaussian operations, and quantum measurement techniques.

In Chapter 3, we present the tools to experimentally implement the CV quantum states
discussed in Chapter 2. To this end, we outline the implementation of quantum sideband
modulations, Gaussian measurements using homodyne and heterodyne detection, and key
optical locking methods such as cavity and phase locking.

In Chapter 4, we present the fundamental concepts of quantum communication the-
ory. We begin with classical and quantum information measures, including entropy and the
Holevo bound, followed by an overview of quantum channels such as pure-loss, thermal-
loss, and Pauli dephasing. We then introduce key capacity measures and explore both
discrete [19,20] and continuous-variable [21,22] QKD protocols, which are central to this

thesis. The chapter concludes with a discussion of quantum repeaters as a strategy to over-
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come channel limitations, and presents a comprehensive overview of state-of-the-art QKD
demonstrations.

In Chapters 5, 6, and 7, we present the main results of this thesis. In Chapter 5, we
present a CV-QKD protocol that we developed and implemented experimentally. Our proto-
col uses probabilistic filters at the sender and receiver stations which dynamically optimise
the secret-key rate for rapidly changing channels such as terrestrial links and satellite-to-
ground communications. Our protocol is able to extract keys even under channel conditions
considered non-secure by parameter estimation. Although it improves key rates, the prob-
abilistic nature of the protocol prevents it from reaching or exceeding the quantum channel
capacity, which defines the maximum achievable key rate for a given channel.

In Chapter 6, we present a DV-based QKD protocol designed to reduce losses of the pure-
loss channel by dividing the quantum channel into smaller segments, a technique known as
quantum repeaters. In this approach, entanglement between the trusted parties is estab-
lished through an untrusted party, referred to as the repeater station, using an entanglement
swapping measurement. Our protocol introduces a more efficient entanglement swapping
measurement and incorporates high-dimensional states, resulting in improved key rates
and greater transmission distances compared to state-of-the-art protocols. Our protocol also
surpasses the capacity of the repeaterless lossy channel at much shorter distances compared
to existing protocols.

In Chapter 7, we demonstrate that for the Pauli-dephasing channel, a common chan-
nel type in quantum communications and quantum computing, a repeater protocol using
simple entanglement swapping via a central node is insufficient to exceed the repeaterless
capacity. This highlights the necessity of either error correction or purification of the dis-
tributed states to achieve better performance. We then propose an entanglement purification
protocol that employs an iterative process to purify the states in each round. With repeated
iterations, our protocol produces states with a fidelity approaching one and achieves the
capacity of the channel.

Finally, in Chapter 8, we conclude this thesis and outline potential directions for future
research. A large portion of the work presented in this thesis has been published in or

submitted to peer-reviewed journals. Below is a list of related publications:

1. Enhanced Continuous-Variable Quantum Key Distribution Protocol via Adaptive Sig-
nal Processing
O. Erkalig, B. Shajilal, L.O. Conlon, A. Walsh, A. Das, S. Kish, T. Symul, PK. Lam, S.M.
Assad, J. Zhao
arXiv:2507.18049 (2025), under review in Communication Physics.

2. Surpassing the Repeaterless Bound with a Photon-Number Encoded Measurement-



Device-Independent Quantum Key Distribution Protocol
O. Erkilig, L.O. Conlon, B. Shajilal, S. Kish, S. Tserkis, Y.S. Kim, P.K. Lam, S.M. Assad
npj Quantum Information 9, 29 (2023).

3. Capacity-Achieving Entanglement Purification Protocol for Pauli Dephasing Channel
O. Erkilic, M.S. Winnel, A. Das, S. Kish, PK. Lam, J. Zhao, S.M. Assad
arXiv:2411.14573 (2024), manuscript under review in IOP Quantum Science and Technol-

0gy.

Below is a list of publications based on research conducted during my PhD that are not
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Manuscript in preparation.
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A.A. Baiju, 0. Erkilig, B. Shajilal, L. O. Conlon, P.K. Lam

Manuscript in preparation.

3. Securing Upstream Continuous-Variable Quantum Key Distribution Networks
Against Reference Pulse Side-Channel Attacks
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Manuscript in preparation.
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Chapter 2

Theoretical Quantum Optics Toolbox

This chapter introduces the key theoretical tools from quantum optics that underpin the pro-
tocols and analysis developed in later chapters. It begins with a brief overview of the matrix
formalism used to represent quantum states, followed by a discussion of discrete-variable
and continuous-variable states, the two main physical platforms used in quantum commu-
nication. The focus then narrows to Gaussian states, as they form the basis for many of the
protocols analysed in this thesis, particularly in Chapters 3, 4 and 5. Their mathematical sim-
plicity and experimental relevance make them an essential starting point for understanding

more advanced quantum communication schemes.

2.1 Matrix Mechanics

Schrodinger’s wavefunction [66] is the most well-known way to describe how a state
evolves in quantum mechanics. However, in the context of quantum information, we use
the matrix formalism developed by Heisenberg, Born, and Jordan [67,68] to examine how

states evolve under specific transformations, which is also the approach used in this thesis.

2.1.1 Density Matrices

The density matrix for a pure state, |¢), is expressed as

p=[U)Y|. (2.1)

In experiments, however, the state is often mixed, and the density matrix is then written as

a weighted sum of pure states

p= Zpi i}, (2.2)

where p; is the probability associated with each pure state, and the probabilities satisfy
>, pi = 1. The probability of measuring the i" outcome is given by Tr[pIl;], where Tr[p]
denotes the trace operation on the matrix p and II; is the projector.

Density matrices, whether representing pure or mixed states, have several important

properties:
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¢ Positivity: p > 0. This means that the density matrix is positive semidefinite, with all

its eigenvalues being non-negative, ensuring no negative probabilities.

* Normalisation: Tr[p] = 1. This means that the trace of the density matrix p is equal to
1, which corresponds to the sum of all probabilities being 1. The trace of the density
matrix is particularly useful, as it helps determine the probability of measurement
outcomes based on a given measurement operator. Additionally, it can be used to
distinguish between pure and mixed states: Tr[p?] = 1 for pure states, and Tr[p?] < 1

for mixed states.

» Hermiticity: p = p!. The density matrix, p, is Hermitian, meaning it is equal to its

conjugate transpose, p', a property required to ensure real, measurable probabilities.

2.1.2 Operator Matrices

As discussed in the previous section, physical measurements must yield real values, which
is why the associated observable must be represented by a Hermitian operator. Unlike den-
sity matrices, however, observables are not required to satisfy the conditions of positivity or
normalisation. For instance, in the case of an observable O = Y, \; |0;)0;], the eigenvalues

A; are not required to be non-negative.

2.2 Discrete-Variable Quantum States

Discrete-variable (DV) quantum systems are represented by a two-dimensional Hilbert
space and are widely used in quantum computing and communications. In these systems,
the most common state is known as a qubit, which is often described in the computational
basis with |0) and |1), where

1 0
=1, =1, (2.3)

Any pure qubit state can be expressed as a linear combination of |0) and |1) by [69]
1) = cos(0/2) |0) + e*sin(6/2) [1), (2.4)

0 < 6 < 7 represents the polar angle, and 0 < ¢ < 27 denotes the azimuthal angle. Eq. (2.4)
describes a qubit as a vector on the Bloch sphere, as shown in Fig. 2.1. When ¢ = 0 or
§ = =, the qubit is located at the poles of the sphere, corresponding to the computational

basis states |0) and |1). For § = 7/2, the qubit lies on the equator of the sphere.
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Figure 2.1: Bloch sphere representation of qubits. The angles § and ¢ represent the polar and
azimuthal angles, respectively. The state |¢) corresponds to the expression in Eq. (2.4). The north
pole of the sphere represents the computational state |0), while the south pole represents |1).

In addition to the computational basis states, there are four other key states relevant for

quantum key distribution, which are as follows:

1 1 1 1
H’>—E na |—>—\ﬁ ) (2.5a)
h_ 11 IPUE T
== (2.5b)

These six vectors correspond to the eigenvectors of the Pauli matrices, a fundamental
class of 2 x 2 matrices in quantum mechanics. For example, the computational basis states
shown in Eq. (2.3) are eigenvectors of the Pauli matrix, o, while Eq. (2.5a) and Eq. (2.5b)
are the eigenvectors of the Pauli matrices o, and o, respectively. These matrices are also

referred to as the Z, X, and Y bases and are expressed as

0, = , Op = , ooy =| . (2.6)

Therefore, using these Pauli matrices and the identity matrix, we can write any single qubit
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density matrix in the following form
1
p:§(1g+c-a), (2.7)

where 0 = (0,,0y,0) are the Pauli matrices while ¢ = (¢, ¢y, z.) are the Bloch vectors
where they must satisfy |¢| < 1. For pure qubit states |¢| = 1 and for mixed qubit states
le| < 1.

Experimentally, a qubit in the computational basis corresponds to the polarisation of
light in a photonic system. For instance, the |0) state represents horizontally polarised light,

while the |1) state corresponds to vertically polarised light.

2.2.1 Single Qubit Operations

Most quantum processors begin with the qubit in the |0) state. To create any desired single-
qubit state, we need to apply certain operations to |0). Therefore, in this section, we outline

the required transformation to generate the desired states.

U Gate

Before discussing specific gates, we introduce the U gate, which represents the most general
unitary transformation for a single-qubit state.
cos(6/2) —esin(6/2)

vie.ex) = ' sin(6/2) ei(/\+¢)cos(6?/2) ’ @8)

where 0 <0 <m, 0<¢ <27 and 0 <\ < 27.

Standard Rotation Gates

There are three key rotation gates that define rotations around the z, y, and z axes of the

Bloch sphere. The rotation around the z-axis is represented as

cos(0/2)  —isin(6/2)

R.(0) =
©) —isin(6/2)  cos(6/2)

=U(0,—7/2,7/2), (2.9)

where, for § = 7, the matrix corresponds to the Pauli-X gate, X = o, as shown in Eq. (2.6).
The Pauli-X gate functions as the quantum equivalent of the classical NOT gate, flipping
the states |0) to |1) and vice versa (i.e., X |0) = |1) and X |1) = |0)).
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In a similar fashion, a rotation around the y-axis is represented by

0/2) —sin(6/2
Ry() = SO0 =2} o) (2.10)
sin(6/2)  cos(6/2)
and when 0 = T, it corresponds to the Pauli-Y gate, Y = o, as seen in Eq. (2.6). Finally, the
rotation around the z-axis is expressed as
e~ i9/2 0

Rz(¢) = 0 €i¢/2 = U(O, b, )\)7 (211)

and when ¢ = 7, this gives the Pauli-Z gate, Z = o, from Eq. (2.6).

Hadamard Gate

The Hadamard gate is defined as

H=—— . (2.12)

The Hadamard gate is essential for creating quantum superpositions, such as H |0) = |+)
and H |1) = |—). Itis also widely used for basis transformations. For example, the relation
HZH = X illustrates this.

2.2.2 Two-Qubit Operations

In a two-qubit system, the dimensionality increases to 22 = 4. As a result, the basis vectors
for this system are formed by taking the tensor products of the single-qubit basis vectors,
such as |0) ® |0). The most commonly used basis vectors for a two-qubit system are listed

below

100) = . Jo1) = . [10) = 11y = (2.13)

o O O =
o O = O
o = O O
= o O O

While there are many two-qubit gates, this thesis focuses on the CNOT and SWAP gates.
For other gates, refer to [69].
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Table 2.1: Truth table of the CNOT gate. CNOT acts on two-qubit states with first and second qubits
being control and target, respectively.

Input | Output
|00) |00)
|01) |01)
|10) 111)
|11) 110)

CNOT Gate

The most commonly used controlled Pauli gate is the CNOT gate, also referred to as the
Controlled-X gate. This gate flips the target qubit when the control qubit is in the state |1),

as shown in Table 2.1 and is given by

1000
0100

Cx = (2.14)
0001
0010

However, if the roles of the qubits are reversed, such that the first qubit becomes the target

and the second qubit becomes the control, the equivalent Cx gate is expressed as

Cx = (2.15)

o O o =
_ o O O
o = O O
o O = O

The CNOT gate is highly versatile, as it can be combined with the Hadamard gate to create
entangled states, such as the Bell state |¢T) = (|00) + [11))/v/2.

SWAP Gate

The SWAP gate is frequently used when working with multiple qubits, allowing operations
to be applied between different qubits by reordering them. In a two-qubit system, as the

name implies, it swaps the two qubits, as shown below

|00) — |00), |01) — |10), |10) — |01), |11) — |11). (2.16)
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The matrix representation of this operation is expressed as

SWAP = (2.17)

o O o =
o = O O
o O = O
= o o O

2.3 Continuous-Variable Quantum Optics

Unlike DV quantum systems, continuous-variable (CV) systems operate within an infinite-
dimensional Hilbert space, as the name suggests. To explore this, we begin with a quantum
description of the electromagnetic (EM) field, followed by an introduction to important CV

states that are used throughout this thesis.

2.3.1 Quantisation of the Electromagnetic Field

Quantising the electromagnetic field is essential for understanding light-matter interactions
at the quantum level, as well as photon statistics and the behaviour of photons within a cav-
ity. To explore this, consider an EM field confined within a finite volume. Solving Maxwell’s
equations with the boundary condition that the EM field goes to zero at the walls allows us

to describe the EM field in the following way

1/2 ‘ ‘
E(r,t) = zz <th§> [ ug (r)e™ Rt 4 afuj (r)e™r, (2.18)
k

where 7 is the reduced Planck’s constant, wy, refers to the angular frequency of the k" mode
of the electric field, g is the permittivity of free space, a;, and «j are dimensionless am-
plitudes and u;, are the orthogonal mode functions, r is the position vector and ¢ denotes

time [70]. Similarly, the magnetic field can be expressed as
B\ 1/2 ' ‘
B(r,t) = —i Z (> [k x ug(r)e ™ 4 afk x uj(r)e™r, (2.19)
& 280

where k represents the propagation direction of the EM wave. The total energy of the EM
tield within a volume V" is derived by adding the contributions from both the electric and

magnetic field energies.

1

H— Q/V(souz(r, B2 + polB(x, 1))

. 1
k

(2.20)
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where 1 is the permeability of free space. The quantisation of the EM field in Eq. (2.18)
can be obtained by substituting the complex amplitudes oy, and «j, with annihilation and
creation operators a; and &L, respectively [71]. These operators satisfy the bosonic commu-
tation relations

law, @) = [af,,af] = 0. [ax, af] = ou, (2.21)

where d;,; denotes the Dirac delta function. Therefore, the quantised EM field becomes

1/2 ) )
E(t)=i) (h‘*”“) [age™t + af ek, (2.22)

2¢e
P 0

Using the quantised EM field in Eq. (2.22), the Hamiltonian becomes
~ .. 1
H= %: hoor(aral, + 5)- (2.23)

This represents the total energy across the £ modes, with each mode contributing an amount
proportional to the number of photons present, along with the vacuum fluctuation en-
ergy, hwy/2. Vacuum fluctuations, arising from quantum mechanics, are unavoidable noise
present in all measurements in our experiments, commonly referred to as the quantum shot

noise limit.

The eigenstates of the Hamiltonian # in Eq. (2.23) are known as Fock states, or photon
number states, denoted by |nj), where n;, indicates the number of photons in the kth mode.

These states form a complete orthonormal basis

(ni|me) = pms Y (el =1, (2.24)

ngk=0

where |my;) is another Fock state in the k" mode and 6, is the delta function. Fock states
are particularly useful, as they can be used to represent other quantum states of light in the

following form

) = cxlni) (2.25)

where ¢, are the complex coefficients representing how much of each Fock state contributes
to the overall state |¢)). Furthermore, Fock states also clarify the role of annihilation and
creation operators. When applied to a Fock state, these operators remove or add a photon,

respectively.

ag k) = Vg e — 1), af i) = Vg + 1|ng +1) . (2.26)

The mean photon number of each Fock state is then determined by the number operator,
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defined as ny |ng) = ny |nk), where the operator is expressed as

g = a)ag. (2.27)

Quadrature Operators

Since the annihilation and creation operators are not Hermitian and cannot be measured,

we instead introduce the quadrature operators of the EM field, denoted as & and p [72].
F=ap+al, p=ilal —a). (2.28)

Here, & and p correspond to the amplitude and phase quadratures of the EM field, respec-
tively. Using these operators, a more general expression for any pair of conjugate quadra-

tures can be written with a rotation angle ¢ as follows
2 = age™ 4 al e, (2.29)

Importantly, these quadrature operators do not commute, as can be shown by substituting
Eq. (2.28) into Eq. (2.21).
[z, p] = 2i. (2.30)

7 and p can be viewed as the real and imaginary components of the annihilation and creation

operators [73]. The eigenstates of the quadrature variables are obtained from

Elz) =wlx), plp)=rlp), (2.31)
where € R and p € R correspond to continuous variables. Additionally, the EM field can

be expressed in terms of the quadrature operators by substituting them into Eq. (2.22)

260

1/2
Et) =) (h‘“”“> [2 sin (wgt) — P cos (wit)]. (2.32)
k

From Eq. (2.32), we can see that the quadratures correspond to the in-phase and out-of-phase

components of the EM field.

Heisenberg’s Uncertainty Relation

The Heisenberg uncertainty principle states that it is impossible to measure both quadra-

tures of the EM field simultaneously with perfect precision. As a result, the product of the
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quadrature operators must satisfy the following relation, with £ set to 2,
AZ2Ap? > 1, (2.33)

where Ai? = (i?) — (2)? gives the variance of the measurement in the  quadrature which

similarly applies to the p quadrature and (#) represents the expectation value of z.

2.3.2 Gaussian States and Gaussian Operations

In this section, we present key Gaussian states and Gaussian operations that will be used
throughout this thesis. Since the states discussed are either single or two-mode, we omit the

mode subscript £ for simplicity.

As both single and two-modes states are Gaussian they can be fully described by their
tirst (mean) and second moments (variance). The mean and covariance matrix of a single-

mode state is expressed as,

(2.34)

Iu: y g =

() (@2) — (2)* L@p + pi) — (@)(p)
(p) I (@p + pi) — (2)(p) (%) — (p)?

Similarly, two-mode Gaussian states can be represented by a covariance matrix, which

is particularly useful for describing entanglement or quantum correlations [74].

Oij = <5i5j + 6j52‘> — <62‘><6j> , (2.35)

N —

Here, we define 6 = (01, 62, 03,04) = (21, p1, T2, p2), where &1, p1 and 22, pp are the quadra-
ture operators for the first and second modes, respectively. Throughout this thesis, the oper-
ators a, al and b, bT will be used to represent the annihilation and creation operators for the

tirst and second modes, respectively.

Vacuum States

The vacuum state is the zero-photon state of the quantum optical field, denoted as |0). De-
spite containing zero photons, the energy of this state is (0|#|0) = /w/2. Notably, this
corresponds to the energy of the vacuum fluctuations previously referred to as “quantum
shot noise” [75] in Sec. 2.3.1. The vacuum state is the minimal uncertainty state, with both

quadratures satisfying Az = Ap = 1.
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Figure 2.2: Comparison of coherent, thermal, and squeezed states. The first row illustrates the
phase-space representation of each state, with the dashed circle representing the vacuum state. The
second row shows the experimental setups for generating these states: coherent states are produced
by feeding a sine wave into the phase and amplitude electro-optic modulators (EOM), denoted as
PM and AM, respectively. Thermal states are generated by applying white noise to the EOMs, and
squeezed states are created using a bowtie cavity with a Periodically Poled Potassium Titanyl Phos-
phate (PPKTP) crystal and four mirrors for optical parametric amplification.

Coherent States and Displacement Operator

Coherent states can be thought as the quantum mechanical states that approximate the
output of a stable laser [76]. Similar to vacuum states, coherent states are also minimum-
uncertainty states as the product of their uncertainty in amplitude and phase quadratures
saturate the Heisenberg uncertainty principle given in Eq. (2.33). Coherent states are the

eigenstates of the annihilation operator
ala) = alay, (2.36)

and can be expanded in the Fock basis as

Z [n)(n|a) = e~ lol® /ZZ — |n (2.37)

where a = (z + ip)/2 is the complex amplitude and when a = 0, the state simply becomes
a vacuum state. Coherent states can be generated via a displacement operator acting on a

vacuum state
la) = D(a) |0) = exp (oz&T - a*d), (2.38)
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where D(a) denotes the displacement operator. These states are obtained by feeding a sine
wave at the desired frequency to phase and amplitude electro-optic modulators as shown in
Fig. 2.2. As coherent states are single-mode Gaussian states, they can be described by first

and second moments which are given by

2R 10
po [2Rel)) . (2.39)
2Im(«) 01

The photon number distribution of coherent states follows a Poissonian distribution with

the probability of finding a certain number of photons being

B ’a’2n€f\a|2

P(n) = |(n]a)|® (2.40)

n!

The mean photon number and the variance in photon number for coherent states can be

determined from
(R) = laf*, AR* = (A%) — (i) = |af*. (2.41)

In contrast to Fock states, coherent states form an overcomplete basis meaning that in-

stead of the completeness relation summing up to the identity, it follows

/ o) (a| da? = 71. (2.42)

Thermal States

Thermal states can be viewed as a coherent mixture of Fock states. The density matrix of a
thermal state with a mean photon number, 7, is expressed as [74]
AT

p(n) = nz% EDGE [n)(n|. (2.43)

Alternatively, they can be also expressed as a Gaussian mixture of coherent states as [77]

™

1 _
pla) = / —e~lel?/n la) (| d%a. (2.44)
The covariance matrix of a thermal state is given by

%M+1 0
o= " , (2.45)
0 241
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with zero mean. It is evident from the covariance matrix that thermal states are not mini-
mum uncertainty states. In quantum key distribution, the key information is often encoded
onto coherent states. However, the average state corresponds to a thermal state [78]. These
states are experimentally generated by supplying white noise to the electro-optic modula-

tors over a specific frequency range as shown in Fig. 2.2.

Squeezed States and Squeezing Operator

Squeezed states are another example of minimum uncertainty states. Unlike coherent states,
which have equal uncertainty in both quadratures, squeezed states exhibit reduced uncer-
tainty in one quadrature while the uncertainty in the other is correspondingly increased.

The squeezing operator is expressed as [79]
. 1 .
S(e) = exp<2(e*d2 - 5&T2)> with & = re??, (2.46)

where r denotes the squeezing parameter and ¢ represents the squeezing angle. Using

Eq. (2.46), a squeezed vacuum state can be represented as follows

(2n)!

e tanh(r))n S
"n!

&)

2n) . (2.47)

1 o0
B \/cosh(r) 7;) (-

The covariance matrix of a squeezed vacuum state with squeezing angle ¢ = 0 and zero

mean is given by [74]
o= . (2.48)
This matrix is obtained by applying a single-mode squeezing operation to a vacuum state

within the covariance matrix formalism. The squeezing operation in this representation is
defined as [74]

S(r) = ) (2.49)

Experimentally, squeezed states are generated via the use of optical parametric amplifier
(refer to Refs. [79,80] for further details) as shown in Fig. 2.2.

Two-Mode Squeezed Vacuum States and Two-Mode Squeezing

Two-mode squeezed vacuum (TMSV) states hold significant importance in continuous-
variable quantum optics. Their non-classical nature and entanglement make them essential

for various applications in quantum communications. A TMSV state can be generated by
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interfering two orthogonal squeezed states on a beamsplitter. The unitary operator respon-

sible for generating two-mode squeezing is expressed as [74]

So(r) = exp<;(73— aﬁﬂ)), (2.50)

where r corresponds to the two-mode squeezing parameter and @, b are the annihilation
operators and at, b are the creation operators for the first and second modes, respectively.
The squeezing operator acting on two-mode vacuum states gives a TMSV state in the Fock-
basis as [74]

ITMSV) = /1= X2) (=\)"[n), In),, (2.51)
n=0

where A = tanh(r) € [0, 1]. In the covariance matrix picture, the squeezing operation can be

given as [74]

h(r)l inh . 1 0 1 0
So(r) = cosh(r)ly sinh(r)o where 1o — _

(2.52)
sinh(r)o, cosh(r)1ls 0 1 0 -1

Q
N
|

Thus, applying the squeezing operator to the covariance matrix of a two-mode vacuum state

results in the following covariance matrix for a TMSV state [74]

Vi  VV2-lo. (253)
o = , .
YAV, v

where V' = cosh(2r) denotes the thermal variance. Note that Eq. (2.53) is particularly use-
ful for the security analysis of quantum key distribution and will be frequently referenced

throughout this thesis.

Phase Rotation

Phase rotation is another example of a Gaussian transformation where its operator is ex-
pressed as [74]
R(0) = exp(—mam), (2.54)

with 6 representing the angle of rotation. In the covariance matrix picture, this unitary
matrix is given as [74]
cos(f)  sin()

R(9) =
©) —sin(0) cos(0)

(2.55)
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Beamsplitter

As the simplest example of an interferometer, the beamsplitter is one of the most important

Gaussian transformations, which is defined by [74]

~ ~ ~

B(0) = exp (0(a'd — ab")), (2.56)

where 6 = cos? 6 € [0,1] represents the beamsplitter transmissivity, 7. When 7 = 1/2, the
beamsplitter is considered balanced. In the covariance matrix formalism, the beamsplitter

transformation is given as

By = Vo vi—Th) (2.57)
—V/1—171, VTl

2.4 Measurements

In quantum mechanics, measurements are described by a set of linear operators, M,,, acting
on the observed state, where m represents the possible measurement outcomes. Assuming
|1) is the state of the quantum system before the measurement, the probability of obtaining

the outcome m is given by [69]
p(m) = (Y| N, M |4) (2.58)
This is also known as the Born rule and the state after the measurement can be expressed as

Mn )
\ (WM M, )

In quantum mechanics, measurement operators must satisfy the completeness criteria,

[¥) = (2.59)

> = MM, =1, (2.60)
which ensures that the sum of probabilities for all possible outcomes equals one

> p(m) = (WM}, My |y) = 1. (2.61)

m

2.4.1 Projective Measurements

Projective measurements are widely used in quantum computation and communication.

These measurements are represented by a Hermitian observable, M, which can be expressed
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in its spectral decomposition as
M=) "mPpy, (2.62)
m

where P, is the projector associated with the eigenvalue m. After measuring the state [¢)),

the probability of getting the outcome m is given by

p(m) = (Y|P ) - (2.63)
Therefore, for a given outcome m, the state after the measurement can be expressed as

Py 9)

W)= L

(2.64)

~—

Projective measurements are a special case of the measurements described in the previous
section. In addition to satisfying the completeness condition, the projectors are mutually or-

thogonal, meaning each projector corresponds to a distinct, non-overlapping subspace [69].

2.4.2 Positive Operator-Valued Measure (POVM)

POVM operators represent the most general form of measurements in quantum mechanics

and are described by a set of operators denoted as { £, }

~ ~

By, = M} M,y,, (2.65)
where 1, is the measurement operator. F,, is a positive operator that follows >, E,, = 1
and the probability of an outcome is obtained from p(m) = (1| E,,|¢)) [69]. These operators
E,, are also known as the POVM elements, and the entire set E,,, forms the POVM.

2.5 Concluding Remarks

This chapter presented the theoretical background relevant to this thesis and highlighted
the key states and operations that will be used throughout. While a brief overview of ex-
perimental implementations for some quantum states was provided, the following chap-
ters will explore those most central to this work in more detail. For readers interested in
learning more about other quantum states and operations, we recommend the following
references [72-74].



Chapter 3

Experimental Realisation of

Continuous-Variable Quantum Optics

This chapter introduces the experimental tools that are essential for implementing our quan-
tum key distribution protocol given in Chapter 5. These tools are critical for modulating,
measuring, and stabilising quantum optical states in a practical laboratory setting. We be-
gin with a discussion on linearised field operators, which are fundamental for understand-
ing amplitude and phase modulations in quantum optics experiments. This leads naturally
to the quantum sideband picture, which captures how quantum information is encoded
around the carrier frequency. The chapter then explains how quantum states are measured
using homodyne and heterodyne detection, and concludes with a description of the locking

techniques used to stabilise the experiment over long durations.

3.1 The Quantum Sideband Modulations

In this section, we provide an explanation of how the state of light is described through the
linearisation of field operators. We also explore the quantum sideband representation, using
phasor diagrams to visualise quantum states more intuitively. We then explore classical
modulation schemes, such as amplitude and phase modulation, and present their quantum

counterparts.

3.1.1 Linearisation of Operators

Linearising the quadrature operators is crucial for understanding quantum optical exper-
iments involving sideband modulations. In most quantum optics experiments, the elec-
tromagnetic fluctuations are small compared to the intensity of the laser beam, allowing
operators representing the electromagnetic field to be approximated as a steady-state value,
corresponding to the classical field amplitude, plus small quantum fluctuations. To sim-

plify the analysis, only the linear terms in these fluctuations are considered. Therefore, the

23
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Figure 3.1: Phasor diagrams Phasor diagrams of (a) the carrier frequency of the laser (b) amplitude
modulation and (c) phase modulation, respectively.

linearised annihilation and creation operators can be expressed as
ar = o+ 8y, al = o* +dal, (3.1)

where the time independent o term represents the steady-state expectation value of the
operator a, and day denotes its time-varying fluctuation. This decomposition assumes the
following conditions

(dax(t)) = (Baj(t)) =0, |dax(t)] < a. (32)

These conditions imply that the fluctuation term has a zero mean and is significantly smaller
than the steady-state amplitude «, allowing the higher-order fluctuation terms to be ne-

glected. Using Eq. (2.28), the linearised quadrature operators then can be written as
52(t) = dag(t) + dal(t), Sp(t) = i(dal (t) — dax(t)). (3.3)

A more general linearised expression for an arbitrary quadrature is given by the following
equation

629 = Sape™" + dal e”, (3.4)

with a mean (§#{) = 0 and a variance of A:i:zz = ((629)?).

3.1.2 Amplitude and Phase Modulations

A classical optical field with a frequency wg can be expressed as

aft) = age™, (3.5)
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Time

Figure 3.2: Phasor diagrams of the evolutions of the sidebands (a) in amplitude modulation, (b)
phase modulation

which is also known as the carrier. The amplitude modulation of this carrier field at a fre-

quency £, is given by [79]

a(t) = ape™t (1 — M cos(Qmnt))

~ ag |0t — % (ci0=mt 4 il t@m)ty | (3.6)
where M represents the modulation depth and €2, is the modulation frequency. From
Eq. (3.6), it is clear that amplitude modulation generates two frequency components around
the carrier frequency wy. These frequencies, wy+€2,, and wy— £, are referred to as the upper
and lower sidebands which are shown as rotating phasors in Fig. 3.1(b). The sidebands have
equal amplitudes and rotate in sync with the carrier, causing the imaginary components to
cancel each other out, as shown in Fig. 3.2(a), and producing a real vector along the real axis.

Similarly, the phase modulation with a frequency (2,,, can be expressed as [79]
Oé(t) — aoeiwgteiM cos(Qmt)
~ ag | et + Z% (ei(wo_gm)t + ei(w°+ﬂm)t) . (3.7)

Unlike amplitude modulation, the sidebands produced by phase modulation rotate out of

sync with the carrier. As a result, the real components are always opposite, while the imag-
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inary components point in the same direction, as shown in Fig. 3.2(b). This causes the real
components to cancel each other out. It is important to note that the rate of rotation of the
phasors depend on the modulation frequency while their amplitude depends on the modu-

lation depth.

3.1.3 Quantum Sidebands

In Sec. 3.1.1, we introduced the linearisation of the annihilation and creation operators, ex-
pressed in terms of the steady-state complex amplitude a and its conjugate o*, along with
the time-dependent fluctuation operators day and 6&2. Here, o represents the carrier field at
frequency wy, while the fluctuation terms da; and 6&,1 can be viewed as the quantum coun-
terparts of the upper and lower sidebands in a classical optical field [81,82]. This implies
that amplitude fluctuations at the modulation frequency (2, contribute to the fluctuations
of the amplitude quadrature operator, expressed as §#(Qy,,) = a(Qyy) + daf (Qy,). Likewise,
phase fluctuations at the modulation frequency €2, affect the phase quadrature operator,
given by 65(Qy,) = (6T (Q) — 5a(Qn)).

3.1.4 Experimental Realisation of Amplitude and Phase Modulators

In our experiment, we employed free-space electro-optic modulators (EOMs) from Thor-
labs, specifically the EO-AM-NR-C2 for amplitude modulation and the EO-PM-NR-C2 for
phase modulation (refer to Ref. [79] for the experimental alignment of these modulators).
Both modulators use MgO-doped lithium niobate birefringent crystals to employ the Pock-
els effect. Lithium niobate has two axes, referred to as the fast and slow axes, each with a
different refractive index.

For phase modulation, the input light is aligned with the fast axis of the lithium niobate
crystal, typically the z-axis. We use a vertically polarised beam to ensure that no component
lies along the slow axis, preventing any unwanted polarisation changes during modulation.
When an electric field is applied along the z-axis, it alters the refractive index of the fast axis,
producing a sinusoidal phase shift in the beam and thereby modulating its phase which is
depicted in Fig. 3.3(a).

In contrast to the phase modulator, the amplitude modulator consists of two crystals,
each rotated by 45°. The optical axes of the crystals are orthogonal to one another as shown
in Fig. 3.3(b). While amplitude modulation could be achieved with a single crystal, the
second crystal helps compensate for temperature-dependent polarisation drifts. When a
vertically polarised beam enters the modulator, its polarisation is split into two orthogonal
components aligned with the slow and fast axes of the crystals. Applying an electric field

alters the refractive indices in both axes, inducing different phase shifts in each component.
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This results in elliptically polarised light, which is then passed through a polarising beam-

splitter to select the horizontally polarised component, achieving amplitude modulation.

Qm

(a) _%I
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Figure 3.3: Schematic of phase and amplitude modulators. (a) and (b) illustrate the basic operating
principles of phase and amplitude modulators, using birefringent crystals.

3.2 Gaussian Measurements

Direct detection with a single photodiode is commonly used to measure the intensity of the
beam, as the photocurrent is directly proportional to the number of photons in the beam.
However, this method does not provide any information about the amplitude or phase
quadratures of the light. To access quadrature information, a reference beam is typically
required in quantum optics experiments. This is achieved through either homodyne detec-
tion, which reveals information about a specific quadrature, or heterodyne detection, which

simultaneously provides both amplitude and phase quadrature information.

3.21 Homodyne Detection

In our experiments, homodyne detection is commonly used to measure the amplitude (x) or
phase (p) quadratures of CV quantum states. The quantum state |1) is typically mixed with
a bright coherent state, known as the local oscillator (LO), on a beamsplitter with transmis-
sivity T as shown in Fig. 3.4. If we denote the incoming signal as a;,, and the local oscillator

as by, the input modes undergo a linear Bogoliubov transformation after the beamsplitter,
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Figure 3.4: Homodyne detection: The input signal beam and local oscillator (LO) beam, denoted by
ain, and b;y, respectively, are directed into a beamsplitter. The output beams, G, and bout, correspond
to the input beams after passing through the beamsplitter. These output beams are detected by two
photodetectors, and the resulting currents are subtracted. This subtracted current is proportional to
the difference in the photon numbers between the signal and LO beams, which in turn is proportional
to the quadrature operator. PZT denotes the piezo-electric mirror which is used to control the phase
of the LO.

as follows

Aou T 1-T Ain
ot VT tin ) (3.8)

%
bout Y/ 1-T \/T bm

For a balanced homodyne detector, where 7" = 1/2, the photocurrents of the detectors

can be expressed as [83]

il(t) X gD <djmt&out> = Q?D(a;rn&m + B;‘rni)in + &Inl;zn + an&ln)v (39a)
iz(t) < gp (b} uybout) = %D(&anm 4 BF bin — al bin — b] ain). (3.9b)

Here, gp = 4 [84] represents the detector gain, where 7, is the photodiode efficiency, e
is the electronic charge, h is Planck’s constant, and v is the optical frequency. Following

Eq. (3.9), the difference in the photocurrents is given as
fout(t) = i1(t) — ia(t) o< gp (@l bin + bl ain). (3.10)

Substituting a;, = « + da;y, for the signal and bin = Bet? for the LO beams into Eq. (3.10),

respectively, the subtracted photocurrents can be simplified to
iout(t) = i1(t) — ia(t) o 208 cos O + B6&, (3.11)

where 3% is given in Eq. (3.4) and 6 represents the phase difference between the signal
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beam and the local oscillator, controlled by a piezoelectric transducer mirror. The difference
in photocurrents, known as the output of a balanced homodyne detector, consists of a DC
component and an AC component, with the latter containing the noise spectrum of the
signal. A much brighter local oscillator is crucial in homodyne detection as it amplifies the
weak quantum signal, making it measurable even in the presence of the electronic noise of
the detector.

The overall efficiency of the homodyne detection process is determined by the photo-
diode efficiency and the mode-matching efficiency, also referred to as the visibility of the

interference between the signal and LO beams.

imaz — imin |
max mzn) ’ (312)

MHD = 1a X VIS? = 14 x (

tmaz T+ Ymin

where 7, represents the photodiode efficiency, and VIS refers to the visibility of the inter-
ference fringes. In our experiments, VIS is typically less than 1 due to practical mismatches

between the signal and LO, such as differences in spatial or polarisation modes.

3.2.2 Heterodyne Detection
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Figure 3.5: Heterodyne detection: The input signal beam and local oscillator beam, denoted by
a;n and l;,;n, respectively, are mixed on a 50/50 beamsplitter with a vacuum mode ¢. The output
beams, a4, and ay are then sent to two separate homodyne detectors to measure x and p quadratures
simultaneously. Two PZT mirrors are used to control phases of the local oscillator in each homodyne
set-up.

An optical setup for heterodyne detection is illustrated in Fig. 3.5, where a pair of homo-
dyne detectors measure both quadratures simultaneously. To achieve this, the signal beam

is split into two paths using a 50/50 beamsplitter, which also introduces additional vacuum
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noise in the process. For instance, if the input beam is denoted as a;,, the output beams at

each port are expressed as

. .
alz—(am—kv), as

V2

where ? represents the vacuum noise.

1. N
= E(am —0), (3.13)

3.3 Locking Techniques

In quantum optics experiments, feedback control is commonly used to adjust and stabilise
system performance in response to deviations. This is often achieved by feeding the current
output of the system to a controller which compares it to the target value and calculates the
error. The controller then modifies the inputs of the system to bring the output back to the
desired level.

In our experiment, we apply feedback control through two different locking techniques
to ensure optimal system performance. Pound-Drever-Hall locking is used to achieve a
specific spatial mode, while relative phase locking is employed to preserve the phase rela-

tionship between two interfering signals.

3.3.1 Cavity Locking

Sync
v >l N\ )
Isolator | LPF

Figure 3.6: Pound-Drever-Hall locking scheme for the mode-cleaner cavity. The laser emits a sig-
nal beam, phase-modulated by its internal phase modulator. This beam is monitored at the reflected
port of the mode-cleaning cavity by a detector. The detector’s output is then mixed down with a
sine wave at frequency (),,, generated by a signal generator to which the laser is also synchronised.
The demodulated signal is then low-pass filtered to produce an error signal, controlled by a PID
controller. The PID output is sent to a high-voltage amplifier that adjusts the mode cleaner to main-
tain the cavity lock. MC: Mode-cleaner, HVA: High-voltage amplifier, LPF: Low-pass filter, PID:
Proportional-Integral-Derivative controller.
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Pound-Drever-Hall (PDH) locking is a widely used technique for locking a cavity, com-
monly employed for stabilising laser frequencies [85]. This method examines how the re-
flected power responds to a frequency-modulated input based on its position relative to
resonance. For instance, when the laser operates above resonance, increasing the laser fre-
quency leads to an increase in the reflected power. Conversely, below resonance, an increase
in the frequency results in a decrease in the reflected power. By monitoring these changes
in the reflected power, an error signal is generated to track the fluctuations in the laser fre-

quency, which is then fed back to stabilise the laser.

In our experiments, we use a mode-cleaning cavity (MC) to produce a beam with a spe-
cific spatial mode, specifically the fundamental Gaussian mode (TEMy). A schematic of
the setup for this locking scheme is shown in Fig. 3.6. After the laser beam is emitted, it
tirst passes through a Faraday isolator to prevent any back-reflection into the laser. The
beam is then directed into the MC and locked to the resonant frequency of the cavity. To
achieve this, we use the PDH technique, which relies on phase modulation to determine the
locking point. The laser we use has an internal phase modulation capability. The reflected
signal from the cavity is detected, demodulated at the same frequency as the modulation,
and the resulting error signal is low-pass filtered. This error signal is then processed by
a PID (Proportional-Integral-Derivative) controller, with the output being fed back to the

piezoelectric mirror of the cavity to maintain the lock.

To understand the locking scheme in more detail, we consider the measured power at

the detector, P,.r, which is given by [85]

Pref o 24/ PoPs[Re[F(wo) F* (wo + Qm) — F*(wo) F(wo — Q)] cos(Qnt)
+Im[F (wo) F* (wo + Qm) — F*(wo) F(wo — Q)] sin(Qnet) ], (3.14)

where wy is the laser frequency (the carrier frequency), and €2, is the modulation frequency.
P, represents the power of the carrier, while P, denotes the power of the sideband (modu-

lation frequency). The reflection coefficient of the cavity, F'(w), is given by [85]

r(e® —1)

F(wo) = 1 — r2eid

(3.15)
where r represents the reflectivity of the input coupler and ¢ is the phase accumulated by
the beam during each round trip in the cavity which is given by

_2nf

Vfsr

, (3.16)

Here, f is the laser frequency, and vy, represents the free spectral range of the cavity. In our
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locking scheme, we use fast modulation operating in the MHz regime, causing the cosine

term in Eq. 3.14 to vanish. As a result, the error signal is given by
~ —2y/ P.P,Im[F (wo + Q) — F*(wo) F(wo — O] (3.17)

3.3.2 Relative Phase Locking
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Figure 3.7: Schematic of relative phase locking. A modulation frequency of €, is applied to either
the phase or the amplitude modulator, depending on whether the amplitude or phase quadrature
is being locked in the experiment. The modulated signal is detected by a homodyne detector, and
the detector’s output is demodulated at €2,,,. The demodulated signal is low-pass filtered to produce
an error signal, which is fed to a PID controller. The PID output is then sent to a high-voltage am-
plifier, which drives the piezo-electric mirror, adjusting the phase of the local oscillator. PBS: Polar-
ising beamsplitter, A/4: Quarter wave-plate, PM: Phase modulator, AM: Amplitude modulator, BS:
Beamsplitter, PZT: Piezo-electric mirror, HVA: High-voltage amplifier, PID: Proportional-Integral-
Derivative controller, LPF: Low-pass filter.

In addition to the mode-cleaning cavity, we implement relative phase locking in our ex-
periment. For phase locking, we apply phase modulation at a sideband frequency that dif-
fers from the signal frequency, and for quadrature locking (out of phase), we use amplitude
modulation. A schematic of our locking setup is shown in Fig. 3.7, where the homodyne
signal output is used to lock the local oscillator to the signal beam. For both phase and
quadrature locking, we typically introduce an additional frequency to the modulators. For
example, to lock in phase, a frequency (2,,, is applied to the modulator. The homodyne de-
tector output is then demodulated at €2,,, and passed through a low-pass filter to isolate the
DC component, which serves as the error signal. This error signal is subsequently fed to the

piezoelectric mirror, adjusting the phase of the LO. The error signal is given by
€p X Qypapo Sin b, (3.18)

where 0 is the relative phase between the signal beam and the LO, and «;,, and a1,o represent

the intensities of the signal and LO beams, respectively.
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Similarly, for quadrature locking, we follow the same procedure as the phase locking,
but now the modulation frequency, Q,,, is applied to the amplitude modulator instead of

the phase modulator. In this case, the error signal is given by
€Q X inaro cos . (3.19)

In our experiment, we utilise both quadratures. When sampling amplitude quadrature data,
we lock the system using the phase modulator. On the other hand, to record phase data, we

use the amplitude modulator to lock to the phase quadrature.
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Chapter 4

Fundamentals of Quantum

Communications

This chapter introduces key concepts in classical and quantum information theory that are
extensively used throughout this thesis and are crucial for understanding its results pre-
sented in Chapters 5, 6, and 7. It begins with an exploration of classical and quantum en-
tropy measures, which are employed to quantify the mutual information shared between
Alice and Bob, as well as Eve’s information in quantum communication tasks. Next, we
describe how quantum channels, often attributed to Eve, are modelled and how they trans-
form the distributed quantum states. The chapter then provides an overview of quantum
key distribution and its variants, along with a basic security analysis of the primary protocol
referenced in this thesis. Finally, we examine the fundamental limits that constrain the dis-
tribution of quantum states and explore the current techniques used to mitigate noise and
losses in quantum communication which form the foundations of the protocols presented in
Chapters 6 and 7. To contextualise these concepts, a brief summary of recent state-of-the-art
QKD demonstrations is also included, highlighting the pace of experimental progress and

global interest in quantum-secure communication.

4.1 Classical Information Theory

In this section, we introduce foundational concepts from classical information theory, which
play a critical role in understanding information processing, transmission, and quantifica-
tion. Key measures such as Shannon entropy [86], joint and conditional entropy, and mu-
tual information are explored, each providing insight into the uncertainty and relationships
between variables. We also discuss binary entropy, which is particularly relevant for sys-
tems with two possible outcomes. Together, these concepts establish a theoretical basis for
quantifying key rates in quantum key distribution and evaluating the capacities of quantum

communication channels in later sections of this thesis.

35
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H(X) H(Y)

H(X,Y)

Figure 4.1: Entropy venn diagram for two random variables. The purple circle represents the en-
tropy of variable X, denoted by H(X), and the blue circle represents the entropy of variable Y,
denoted by H(Y'). The overlapping area shows their mutual information, I(X : Y'), while the non-
overlapping regions represent the conditional entropies H(X|Y) and H (Y |X), which quantify the
uncertainty in X given Y, and in Y given X, respectively.

4.1.1 Shannon Entropy

Shannon entropy, or information entropy, was first introduced by Claude Shannon in
Ref. [86] and is fundamental in understanding information transmission, storage, and pro-
cessing. It provides a mathematical way to quantify the uncertainty in the information of a

variable. Mathematically, the Shannon entropy of a random variable, X, is expressed as
Z p(z)logy p(z (41)

where p(x) represents the probability of X having the outcome x and log, denotes the log-
arithmic base 2 which allows entropy to be expressed in terms of bits. When there is no
uncertainty in the variable, the Shannon entropy is 0, as there is no new information to gain
when the outcome is certain. Conversely, entropy reaches its maximum value of 1 when
the outcome is entirely random. For example, in a fair coin toss, where the probability of

landing heads or tails is 0.5, the entropy is 1 bit.

Shannon entropy can also be extended beyond a single variable to multiple variables.

For instance, the joint entropy of two variables, X and Y/, is given by

H(X,Y)==> p(z,y)log,p(z,y), (4.2)

7y
where p(z, y) represents the probability of obtaining outcomes z and y together. Notably, if
X and Y are independent, their joint entropy simplifies to H(X,Y) = H(X) + H(Y). An-
other important measure in information theory is the conditional entropy, which quantifies

the information required to describe the outcome of X given that the value of Y is known.
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This is given by
H(X|Y) == plaly) log, p(zly), (4.3)
Y
where p(x|y) = p(z,y)/p(y) represents the conditional probability. The final entropy mea-
sure relevant to this thesis is mutual information, which quantifies the amount of infor-
mation gained about one random variable by observing another. For example, the mutual
information between variables X and Y is expressed as

p(z,y)

H(X:Y)=I(X:Y) Zpa: y) logy ———22_ ) (4.4)

Mutual information is symmetric, meaning /(X : Y) = I(Y : X) for Shannon entropies. It
is maximised when X and Y are identical (X = Y') and minimised when X and Y are com-
pletely independent. Below are additional entropy relations commonly used in information

theory

H(X|Y)=H(X,Y) - H(Y)
H(Y|X)=H(X,Y) - H(X)
I(X:Y)=HX)+HY)-HX,Y)=HX)-HX|Y)=HY) - HY|X). (45

These relations are visually represented by the Venn diagram shown in Fig. 4.1.

4.1.2 Binary Entropy
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Figure 4.2: Plot of binary entropy. p represents the probability of the random variable, and H(p) is
its entropy, which reaches its maximum when p = 0.5.

Binary entropy is a specific case of the entropy function and is particularly useful for
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quantifying information rates in certain channels such as symmetric channels [87], as will
be discussed in the following sections of this thesis. Unlike general Shannon entropy, which
measures the uncertainty in a random variable X with multiple possible outcomes, binary
entropy applies to a random variable with only two possible outcomes, as its name suggests.

Therefore, the binary entropy is given by

Ha(p) = —plogyp — (1 — p) logy(1 — p), (4.6)

where p € [0, 1] represents the probability associated with the variable X (refer to Fig. 4.2

for a plot of this function).

4.2 Quantum Information Theory

In this section, we introduce concepts in quantum information theory that serve as ana-
logues to those in classical information theory for quantum systems. Key topics include von
Neumann entropy [88], which measures the uncertainty in a quantum state, and the Holevo
bound [89], which limits the amount of classical information extractable from a quantum
channel. These concepts provide the foundation to quantify key rates, bound the informa-
tion accessible to a malicious party, and calculate the information shared between entangled

states.

4.2.1 Von Neumann Entropy

Von Neumann entropy [88] serves as the quantum analogue of Shannon entropy [86], mea-
suring the information content of a quantum state. For a quantum state described by the

density matrix p, the von Neumann entropy is defined as

S(p) = —Tr[plog, p). (4.7)

Alternatively, the von Neumann entropy can be calculated using the eigenvalues of the den-
sity matrix p as
S(p) == Ailogy A, (4.8)

where ); is the i eigenvalue of p. This approach is the most commonly used method for

computing the entropy of a quantum state.
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4.2.2 Von Neumann Entropy of Gaussian States

As discussed earlier in Sec. 2.3.2, a Gaussian quantum state is often represented by its co-
variance matrix. Consequently, for a Gaussian state, the von Neumann entropy can be de-
termined from the covariance matrix using the symplectic eigenvalues of the state. Given
a covariance matrix o, it can be decomposed into a direct sum of thermal states through a

symplectic transformation S as follows
N
o=3855", &=EPN1, (4.9)
i=1

where & is known as the Williamson form of the covariance matrix o, and \; are the sym-
plectic eigenvalues of o [90]. Here, the symplectic eigenvalues are obtained from the matrix
|iQo| where ) is given as

o 1
0= ol (4.10)
=1

Thus, the entropy of this Gaussian state is computed from

S(o) = Zg(&), 4.11)

o (T Vo () (55 e (550, e

One-Mode Thermal Decomposition

where

For a single-mode state, the symplectic eigenvalue can be calculated as the square root of

the determinant of its covariance matrix

AL = /det(a). (4.13)

Two-Mode Thermal Decomposition

In this thesis, we frequently use two-mode Gaussian states to quantify the information
shared between two trusted parties. The covariance matrix for a two-mode state is given
by

1
o= %7 = (4.14)
o, bly
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where a = a”, b = bT and c are 2 x 2 real matrices and o, is defined in Eq. 2.6. In this case, the
Williamson’s decomposition of ¢ is simply given by ¢ = A\y15 @ A;1, where the symplectic

eigenvalues are

A+ /A% — 4det
s = \/ 5 © ("), (4.15)
with A = det(a) + det(b) + 2det(co) [91].

4.2.3 Holevo Bound

The Holevo bound describes the upper limit of classical information that can be obtained
from a quantum channel [89]. In QKD, it provides an upper bound on the information
accessible to an untrusted party, referred to as Eve.

Consider a case where Alice prepares an ensemble of quantum states, p,, with probabil-

ities, p,. The amount of maximum extractable information is given by
X(a:B)=S(pa) = > _paS(pa), (4.16)

where py is Alice’s average state of the ensembles she prepares and S(.) denotes the von

Neumann entropy given in Eq. (4.8).

4.3 Quantum Channels

(@ (b)

Pin bt Pout Pin—ptpp— Pout

Figure 4.3: Modelling of pure-loss and thermal-loss channels. (a) and (b) illustrate the modeling
of the pure-loss and thermal-loss channels, respectively, using a beamsplitter with transmissivity T'.
The input state interacts with a vacuum state in the pure-loss channel (a) and with a thermal state in
the thermal-loss channel (b).

Quantum information is typically transmitted through quantum channels, which intro-
duce decoherence, degrading the quality of quantum communication. Quantum channels
are linear mappings that take the density matrix of a state and transform it into another
density matrix. Accurately modelling these channels is essential for understanding the
noise and loss affecting the transmitted states. In secure communications, quantum chan-

nels are often treated as environments controlled by an adversary, with any decoherence
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attributed to this party. Therefore, precise channel modelling is critical for bounding the
adversary’s knowledge and ensuring secure information transfer. While numerous types
of quantum channels exist, this thesis focuses specifically on pure-loss, thermal-loss, and
dephasing channels. For more comprehensive information on quantum channels, refer to
Refs. [69,92-94].

4.3.1 Bosonic Pure-Loss Channel

The bosonic pure-loss channel is one of the most common lossy channels in quantum com-
munications, typically modelled as a beamsplitter with transmissivity 7" € [0, 1] that mixes
the incoming state with a vacuum mode, as shown in Fig. 4.3(a) for free-space channels.
For a quantum channel with an optical fibre, we assume a loss of 0.2 dB per km, which

corresponds to a transmissivity of 7 = 1070:924

, where d represents the distance in km.
Furthermore, the single-mode pure-loss channel can be represented using Kraus opera-
tors, which describe the transformation of the density matrix into its new form after passing

through the channel. The Kraus-operator form is given by [95,96]
Elp) =Y AipAl, (4.17)
i=0

where the Kraus operator associated with losing i photons to the environment is A4; =

O%IT)iTw 24". Here, n denotes the number operator, defined in Eq. (2.27), and a is the

annihilation operator.

4.3.2 Thermal-Loss Channel

The thermal-loss channel is also modelled by a beamsplitter with transmissivity 7', but here
the incoming state is mixed with a thermal state of variance W = 27+ 1 with a mean photon
number 7, as shown in Fig. 4.3(b). In the context of quantum key distribution, this thermal
state is often attributed to Eve, who adjusts her variance to simulate the transmission loss,
T, and channel noise, £. In this case, Eve’s variance in terms of the channel parameters is
given by
W= 15_7TT +1. (4.18)
Additionally, the thermal-loss channel can be decomposed into a pure-loss channel with
transmissivity = 7'/G and a quantum-limited amplifier with gain G = 1+ (1 — T)n =

T¢/2 + 1. The Kraus-operator representation for this decomposition is given by

E(p) = BiAipAlB], (4.19)
ik=0
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where the Kraus operators for the pure-loss channel and the quantum-limited amplifier are

given by
A; = (- ) n2a (4.20a)

\/ ﬁ G- ’“G*W, (4.20b)

respectively.

4.3.3 Pauli Dephasing Channel

The Pauli dephasing channel models a type of noise in which qubits undergo phase flips,
a common issue in quantum computers. In this thesis, we specifically examine the qubit
dephasing channel, applicable to qubits in a two-dimensional Hilbert space. Consider a
qubit initially in the state « |0) + 3 |1). After passing through a dephasing channel, the qubit
will be in the state « |0) — /5 |1) with probability p or remain « |0) + 3|1) with probability
1 — p, where p represents the probability of a phase flip.

The dephasing channel can be mathematically described using the Kraus representation,

where the action of the channel on a density matrix p is given by
E(p) = AopAl + ArpAl, (4.21)
with the Kraus operators defined as

Ag=+/1-ply, A= po.. (4.22)

4.4 Quantum Key Distribution

Quantum key distribution (QKD), first introduced by Bennett and Brassard in 1984 [19],
enables the secure distribution of a private key between two trusted parties, commonly re-
ferred to as Alice and Bob. QKD consists of two main steps: first, Alice encodes the key
onto a quantum state and sends it through a quantum channel to Bob, who performs mea-
surements on the received states. Then, using a classical channel, Alice and Bob apply a
post-processing protocol to extract the final key from their correlated data. QKD protocols
are generally classified into two categories, based on the degrees of freedom in the under-
lying quantum system. Discrete-variable (DV) protocols encode key information in discrete
degrees of freedom, such as the polarisation of photonic states [19,20]. Continuous-variable
(CV) protocols, on the other hand, use continuous degrees of freedom, such as the ampli-

tude and phase quadratures of the optical field [21,22]. In this thesis, we will later introduce
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Figure 4.4: Diagram of the BB84 protocol. Alice randomly encodes the keys onto horizon-
tally /vertically or diagonally/anti-diagonally polarised light according to the values of a; and b;.
She sends the states to Bob, who measures them in either the computational or the diagonal basis
based on his randomly generated value b; and records the outcomes as a;.

the protocols we designed, each employing one of these two schemes.

4.4.1 Discrete-Variable QKD

Table 4.1: All possible combinations of random bits a; and b;. Up and left arrows represent verti-
cally and horizontally polarised light, respectively, while arrows at 45° and 135° indicate diagonally
and anti-diagonally polarised light.

a; | b; | Encoded State | Polarisation
010 10) T
110 1) —
01 +) /
1|1 |—) N

The most well-known discrete-variable QKD (DV-QKD) protocol is the BB84 protocol,
proposed by Bennett and Brassard [19]. In BB84, Alice generates two random bits a; and b;
for each photon she sends to Bob. She uses a; to create the secret key, while b; determines
the basis she will use to encode a;. The basis choices in BB84 are the computational basis,
{l0),]1)}, and the diagonal (or X) basis, {|+),|—)}, as described in Sec. 2.2 in Egs. (2.3)
and (2.5a), respectively. To encode the key information in the computational basis, Alice
uses horizontally or vertically polarised light as shown in Fig. 4.4. Similarly, in the X basis,
she encodes the key as a superposition of horizontally and vertically polarised light. The
specific polarisation Alice uses depends on the combination of a; and b;. For example, if
Alice generates a; = 0 and b; = 0, she encodes the state |0) using vertically polarised light.

If instead a; = 0 and b; = 1, she encodes the state |+) with diagonally polarised light. All
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possible combinations are summarised in Table 4.1.

Bob also randomly generates a variable b to decide which basis to use for his measure-
ments, with his measurement outcomes recorded as a}. Randomly switching between bases
for both Alice and Bob is essential for ensuring security against a potential eavesdropper. If
Alice were to use the same basis consistently, Eve could intercept and measure the quantum
state in that basis, recreate it, and send it on to Bob, thus going undetected by Alice and
Bob and compromising the purpose of quantum key distribution. However, when Alice en-
codes the key across different bases, Eve cannot simply clone the states, as the no-cloning
theorem prevents perfect cloning of two non-orthogonal states [23], such as |0) and |+). For
example, if Alice sends a bit 0 encoded as the state |0), Eve has to guess the encoding basis
and randomly picks one to measure the state. If she chooses the diagonal basis, she might

accidentally recreate the state |+), introducing an error that Alice and Bob can detect.

Once Alice finishes sending the quantum states, she and Bob proceed to the sifting proce-
dure, where Alice announces b; to Bob over an authenticated classical channel. Bob discards
any measurement outcomes where b; # b,. After sifting, Alice randomly selects a portion of
her bits a; and has Bob compare them against his measurement outcomes a. If Eve has been
intercepting the communication, some of Bob’s measurements are likely to be incorrect. Al-
ice and Bob then check whether the observed error rate exceeds an acceptable threshold. If
it does, they terminate the protocol, as this indicates Eve has gained too much information.
If the threshold is not exceeded, Alice and Bob proceed to reconcile any remaining discrep-
ancies between a; and a). In BB84, the channel is typically considered insecure when the
quantum bit error rate (QBER) exceeds a protocol-specific threshold of around 11% under

collective attacks, beyond which no secret key can be distilled [97-99].

4.4.2 Continuous-Variable QKD

(a) (b)
X Alice Alice
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Figure 4.5: The equivalence between the entanglement-based and prepare-and-measure schemes.
(a) illustrates the entanglement-based QKD scheme, where Alice prepares a TMSV state. She retains
one arm of the TMSV state and performs a heterodyne measurement to obtain the outcomes z, and
Pa, While sending the other arm to Bob. This setup is equivalent to preparing a coherent state by
encoding z, and p, directly in the lab, as shown in (b).
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In continuous-variable QKD (CV-QKD), unlike DV-QKD, keys are encoded in the am-
plitude and phase quadratures of the optical field and are measured using heterodyne or
homodyne detection [21,22]. CV-QKD protocols can be divided into two main types: those
with Gaussian modulation (GM CV-QKD), where coherent states are modulated accord-
ing to a Gaussian distribution [78,100-109], and those with discrete modulation (DM CV-
QKD) [110-117], which use a constellation of modulated coherent states. In this thesis,
we focus on GM CV-QKD protocols; for information on DM CV-QKD protocols, refer to
Refs. [87,118].

Prepare-and-Measure and Entanglement-Based Schemes

QKD protocols (both DV and CV based protocols) can be expressed in either entanglement-
based (EB) or prepare-and-measure (PM) schemes. Both of these models are mathematically
equivalent [74,119], however the entanglement-based representation is more convenient for
the security analysis of a QKD protocol. In the conventional entanglement-based CV-QKD
protocols, Alice sends one arm of a TMSV state to Bob while performing a heterodyne mea-
surement on the other arm of the TMSV state she kept as shown in Fig. 4.5. This procedure

is equivalent to Alice sending a coherent state in the prepare-and-measure scheme [119].

Gaussian Modulated Coherent State Protocol

The Gaussian modulated coherent state protocol, which uses either homodyne [78,100,103,
105-107] or heterodyne detection [101,102, 108], is the simplest CV-QKD protocol. In this
scheme, the key is encoded onto a coherent state that is randomly displaced in both quadra-
tures, as shown in Fig. 4.5(b). The GG02 protocol, introduced by Grosshans and Grang-
ier [78,100], is the most widely used GM CV-QKD protocol, where the Gaussian modulation
variance is optimised for each transmission distance to achieve optimal key rates. Although
the original protocol employs homodyne detection, variants using heterodyne detection,
such as the no-switching protocol [101], have also been developed.

A schematic of the coherent state protocol with homodyne detection is shown in
Fig. 4.6(a), where Alice generates two random numbers, x, and p,, from a Gaussian dis-
tribution with zero mean and variance V,. These values are encoded onto a coherent state
using amplitude and phase modulators, respectively. Alice then transmits each state to Bob
through a quantum channel. Bob measures either = or p, randomly switching between the
two quadratures. He records his measurement outcomes as z;, and, once his measurements
are complete, he reveals to Alice which quadrature he measured. Alice then discards either
T4 O p, based on Bob’s chosen measurement basis.

While coherent state protocols are one type of GM CV-QKD protocol, other variants exist
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Figure 4.6: Coherent state protocol with homodyne detection. (a) Prepare-and-measure represen-
tation of the coherent state protocol with homodyne detection. (b) Entanglement-based version of
the protocol, where Alice performs heterodyne detection on one arm of the TMSV state, projecting
the other arm onto a coherent state.

where keys are encoded onto displaced squeezed states, with Bob performing either homo-
dyne or heterodyne detection [22,104,120-123]. In this thesis, however, we focus exclusively
on GM CV-QKD protocols that use coherent states. For a broader security analysis of GM
CV-QKD protocols, refer to Ref. [124].

4.4.3 Security Analysis of the Coherent State Protocol with Homodyne Detec-

tions

As previously discussed in Sec. 4.4.2, the EB scheme is commonly employed to evaluate the
security of QKD protocols. The EB-representation for the protocol using coherent states and
homodyne detection is illustrated in Fig. 4.6(b). In this scheme, Alice generates a TMSV state
instead of coherent states, with its covariance matrix represented in Eq. (2.53), where V' de-
notes the thermal variance of the state. Alice keeps one arm of the TMSV state and transmits
the other to Bob through a thermal channel, modelled as a beamsplitter with transmissivity
T and thermal variance W, as shown in Fig. 4.3. It is worth noting that when W = 1, the

quantum channel reduces to a pure-loss channel. After transmission through the channel,



§4.4 Quantum Key Distribution 47

the joint covariance matrix of Alice and Bob can then be expressed as follows

Vi, T(V2—-1)o, als co,
AR = - . (4.23)
T(V2—1)o, TV +(1-T)W1 co, bl

In QKD, Alice and Bob perform a reconciliation step, which involves error correction.
This process can follow one of two approaches: direct reconciliation or reverse reconcil-
iation. In direct reconciliation, Bob corrects errors in his bits keeping Alice’s data as the
reference, while in reverse reconciliation, Alice corrects errors in hers to match Bob’s data.
Early CV-QKD protocols relied on direct reconciliation [78,121,125] but were limited by the
3 dB loss threshold, beyond which a secure key could not be extracted. This limitation arises
because, as channel loss increases, Bob’s ability to accurately infer Alice’s data degrades,
while Eve gains relatively more information about Alice’s states than Bob does. In CV-QKD,
a protocol becomes insecure when Eve’s knowledge about the key exceeds the mutual infor-
mation shared between Alice and Bob. To overcome this limitation, reverse reconciliation
was introduced [100,119,126], by using Bob’s measurement outcomes as the reference and
having Alice correct her data accordingly, it ensures that Eve, who only has access to what
is lost in the channel, cannot gain an informational advantage. Additionally, modern error-
correcting codes such as low-density parity check (LDPC) codes perform better in the low
signal-to-noise regime [127-129], which aligns with the conditions experienced by Bob over
long distances. This further supports the use of reverse reconciliation, where the decoding
is applied to Bob’s noisy data rather than Alice’s stronger signals, enabling secure commu-
nication over longer distances [100,119]. Consequently, the protocols discussed in this thesis

assume reverse reconciliation.

While the direction of reconciliation does not alter Alice and Bob’s mutual information,
it directly impacts the amount of information accessible to Eve. In QKD, Eve is assumed to
hold the purification of the joint state shared by Alice and Bob [124]. As a result, quantifying
Eve’s information requires only Alice and Bob’s joint state, without the need to assume a
specific attack strategy, since her information is bounded by the Holevo quantity. Eve’s

information can be expressed as
Ip = S(oaB) — S(oaB), (4.24)

where S(0ap) and S(oy ) represent the von Neumann entropies of Alice and Bob’s joint
quantum state and Alice’s covariance matrix conditioned on Bob’s measurement outcome,

respectively. The symplectic eigenvalues for these states can be derived from Eq. (4.15)
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and (4.13). Alice’s conditional covariance matrix is given by

1
oA = 00 = y—0elloor (4.25)

T

where 0, = aly, 0. = co, and Vg, = b. Here, II, = diag(1,0) if Bob measures the z
quadrature and II, = diag(0,1) for the p quadrature. Substituting these expressions, we

obtain

“ (4.26)
oAR = - = = .
AR o af b 0

Alternatively, Eve’s information can be derived directly from her covariance matrix. This
approach, however, requires assuming a specific attack strategy for Eve. One such strategy
is the entangling cloner attack, a Gaussian attack that is optimal for Gaussian encoding and
channels [124,130]. In this scenario, Eve prepares TMSV state with a variance designed to
emulate the quantum channel [74]. She replaces the channel between Alice and Bob with
a beamsplitter, sending one mode E; through the beamsplitter to interact with Alice’s state
while retaining the other mode E; [131]. Recalling that the thermal variance of the channel

was previously denoted as W, the covariance matrix of Eve’s TMSV state can be expressed

as
5 Wi, VW2 — 1o, (1.27)
E1Es = .
VTS, W

Thus, the overall covariance matrix of the system, including Alice, Bob, and Eve, before

Alice sends one arm of her TMSV state through the quantum channel, is given as

Vi, VV2 1o, 0 0
VV2—1o, Vi, 0 0
OABE Ey = 0 0 Wi, ST e | (4.28)
0 0 VW2 - 1o, Wi,

As mentioned previously, Eve now replaces the channel with a beamsplitter with a tranmis-
sivity of 7. The transformation acting on the arm that Alice sends to Bob, B, and one of

Eve’s mode E; can be written as

1 0 0 0
VT1, V1-T1, 0
—/1-T1, VT1, 0

0 0 0 1

BSpE, = (4.29)
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Therefore, the joint state between Alice, Bob and Eve after the channel becomes

Vi VI(VZ-1)o.  —/0-T)(VZ-1)o. 0
, | vT(Vr-1)o. (TV+(A-T)W)ly  /TA-T)(W-V)1l, /(1-T)(W2-1)o,
TAREET AT —De. JIA-D(W-V)1, (IW+1-T)V)1,  /T(W T,
0 VA-T)(W2-1)o, VTW2=1)o, Wi,

(4.30)

Tracing out Alice and Bob’s modes, the covariance matrix of Eve’s average state is

(TW + (1 -T)V)ly /T(W2=1)o,

g =
Bl VT(W?2 = 1o, W1,

Similar to Alice’s conditional state, Bob’s homodyne measurement transforms Eve’s sub-

(4.31)

state to
1
O‘E:[EQ‘B = OE1Es — ﬁgcebnl’aceba (432)

where og, g, is given in Eq. 4.31, Vg, = TV + (1 — T)W and o, denotes the correlations

matrix between Eve and Bob as

TA-T)(W — V)1,

Ocp = (4.33)
o VA =T)W? =10,
Therefore, Eve’s conditional covariance matrix on Bob’s measurement outcome is
VW 0 VIW2-1)V 0
TV+A-T)W TVFA-T)W
0 TW + (1 -T)V 0 —/TWZ=1)
= 4.34
TFFB TW2-nHVv 0 TVW-T+1 0 (4.34)
TV+A-T)W TV+A-T)W
0 —/T(W?-1) 0 %%
Hence, Eve’s information can be obtained from
Ip = S(0E,E,) — S(0E,E,B)- (4.35)

by determining the symplectic eigenvalues of the matrices via Eq. (4.15) and substituting
them into Eq. (4.11).

As a last step, Alice and Bob’s mutual information is obtained from

2 (4.36)

where V,, represents Alice’s variance of the classical data in the EB-scheme where she
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performs a heterodyne measurement on the mode she keeps. This variance is given by
Va, =(a+1)/2and Vy, g, = Va, — c?/(2b) denotes Alice’s variance conditioned on Bob’s

measurement outcomes. Using both Alice and Bob’s mutual information and Eve’s infor-

mation, the key rate can be quantified as
K = BIap — Ig, (4.37)

where 3 is the reconciliation efficiency. In CV-QKD, security depends not on a fixed error
threshold but on the interplay between reconciliation efficiency 3, mutual information I4p
and the Holevo bound Ig. A CV-QKD protocol becomes insecure when 8145 < Ig, which

varies with channel loss, excess noise and modulation parameters.

4.4.4 Security Analysis of the Coherent State Protocol with Heterodyne Detec-

tions

When Bob performs heterodyne detection, the covariance matrices of the joint quantum
state shared by Alice and Bob, as well as Eve’s average state, remain unchanged. However,
the measurement alters the conditional states o5 g and o, g, p- In this case o4 is derived
from

1
O-A‘B = 0q — WO’CO’Z. (438)

Using the same definitions as Eq. (4.25), this matrix becomes
a 0 1 2 0 a— = 0

= b+1 , |- (4.39)

OAB = -
B 0 a b+1\0 ¢2 0 a— 359

Similarly, Eve’s state conditioned on Bob’s measurement outcome is represented by

L 0 T 0
FA-D)W+ FA-TW+
0 TWA1-T)V+WV 0 _ VTV -D(V+1)
o _ TVAH(A-T)W+1 TV+(A-T)W+1
E1E,[B T(W2-1)(V+1) 0 TVW-T+W+1 0

TV+(A-T)W+1 TV+(1-T)W+1
0 _VTWE-DV+L) 0 TVW T+ W1
TV+(A-T)W+1 TVH{A-T)W+1
(4.40)
As in the previous section, the symplectic eigenvalues of o5 p and o, g, g can be obtained
from from Eq. (4.13) and Eq. (4.15), respectively. Eve’s information can then be obtained

from either Eq. (4.24) or Eq. (4.35).

As Bob performs heterodyne measurement, Alice and Bob’s mutual information be-
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comes

, (4.41)

where V4 = (a4 1)/2 and V5 = Va4 — ¢?/(2(b + 1)). The key rate is then obtained from
Eq. (4.37).

4.5 Channel Capacities

Quantum communications [132] guarantee the reliable transmission of quantum informa-
tion, efficient distribution of entanglement [133, 134], and enable the establishment of se-
cure secret keys [118,135]. However, the achievable rates for these tasks are inherently con-
strained by the capacity of the quantum channels [93,94,126,136].

The Pirandola-Laurenza-Ottaviani-Banchi (PLOB) bound [93] establishes the fundamen-
tal limit on the maximum amount of private states that can be transmitted over a given quan-
tum channel during point-to-point communication between Alice and Bob (see Ref. [136]
for the strong converse property of the bound). Similar to the capacity of the point-to-point
communications, commonly referred to as the repeaterless bound, there are also fundamen-
tal limits on achievable rates for end-to-end communications [94], that incorporate quantum
repeaters. Quantum repeaters are devices which divide the quantum channel into smaller
segments to make the decoherence of the channel more manageable [63,137-139].

In this section, we specifically focus on the capacities of the pure-loss and Pauli dephas-
ing channels. In the following section, we discuss how these capacities serve as benchmarks

for evaluating the performance of quantum repeaters.

4.5.1 Reverse Coherent Information

Before discussing the specific capacities of the channels, it is important to first define how
these capacities are quantified. The amount of distributed entanglement in a given channel
is known as the entanglement flux which gives the upper bound of the channel capacity [93],
whereas the reverse coherent information (RCI) [126, 140] is a lower bound that measures
the amount of the distillable entanglement of a quantum state, which is achievable by an
optimal protocol based on one-way classical communication. The RCI is defined as [140-
143]

RCI(paB) = S(pa) — S(pas), (4.42)

where S(pa ) denotes the von Neumann entropy of Alice’s reduced state, obtained by tracing
out Bob’s subsystem (Trg[pag]), and S(pap) represents the von Neumann entropy of the

joint state shared by Alice and Bob. Both entropies are calculated using Eq. (4.8).
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For both the pure-loss and Pauli dephasing channels, the entanglement flux coincides
with the RCI, indicating that the capacities of these channels are tight. Consequently, these
channels are distillable [93].

4.5.2 Bosonic Pure-Loss Channel Capacity

10 T T r T
N=100

0.100
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Capacity (bits/use)
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Figure 4.7: Channel capacities of the bosonic pure-loss channel with IV repeaters. Obtained using
Eq. (4.44) for a fibre-based pure-loss channel with 0.2 dB loss per km, where = 1079924 with d
indicating the distance in km.

The point-to-point channel capacity of the bosonic pure-loss channel is given by

C(n) = —logy(1 —n), (4.43)

where 7 is the channel transmissivity. For the pure-loss channel, the PLOB bound can be
achieved using a squeezed-state protocol without requiring multiple copies of quantum
states or collective measurements [118]. In the presence of a repeater chain, the end-to-end

quantum capacity scales with the number of repeaters and is given by [94]

C(n) = —logy(1 — "), (4.44)

where N represents the number of repeaters in the channel. Fig.4.7 illustrates how the ca-
pacity evolves with increasing numbers of repeaters. Whether the repeater bounds can be
saturated with a simple protocol remains an open question. Unlike the repeaterless bound,
achieving these bounds likely requires multiple copies of quantum states and collective mea-

surements, as shown in the works of Garcia-Patrén et al. [140] and the protocol proposed by
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Winnel et al. [144]. However, in Chapter 6, we introduce a repeater protocol that surpasses
the repeaterless bound capacity while remaining below the single-repeater bound, using
single copies of states and individual measurements. We also outline an experimentally

feasible implementation of this protocol.

4.5.3 Pauli Dephasing Channel Capacity

Capacity (bits/use)
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Figure 4.8: Channel capacities of the Pauli dephasing channel with N repeaters. Obtained using
Eq. (4.47) for dephasing probabilities in the range 0 < p < 0.5.

The channel capacity of the Pauli dephasing channel without repeaters is given by
C(p) = 1—Ha(p), (4.45)

where Hj represents the binary Shannon entropy, as defined in Eq.(4.6), and p € [0, 0.5] is the
dephasing probability of the channel. This capacity is an achievable rate for key generation,
two-way entanglement distribution, and two-way quantum communication [93]. The point-
to-point capacity can be achieved when Alice distributes maximally entangled Bell states to
Bob, and Bob performs measurements in the Hadamard basis to maximise the secret key

rate.

Similar to the pure-loss channel, the capacity of the dephasing channel scales with the

number of repeaters. In this case, the effective dephasing probability is given by

Pe(N) = ; (4.46)
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where N is the number of repeaters. Therefore, the end-to-end channel capacity in the pres-

ence of repeaters becomes

1

- V- ) (4.47)

1
C(p)—l—H2< 9

Fig. 4.8 illustrates how the channel capacity scales with the number of repeaters, providing
a comparison between the point-to-point capacity and the end-to-end capacity for various
values of V.

While achieving the point-to-point channel capacity requires only a single state with in-
dividual measurements, reaching the channel capacities in the presence of repeaters is sig-
nificantly more challenging for the Pauli dephasing channel. In Chapter 7, we will present

our recent protocol, which can saturate the capacities of this channel.

4.6 Quantum Repeaters

As mentioned in Sec. 4.5, quantum repeaters are devices designed to divide the quantum
channel into smaller segments, making the losses and noise in the channel more manage-
able [63,137-139]. For example, in QKD protocols, repeaters can extend the transmission
distance by breaking the total distance between the sender and receiver into shorter dis-
tances reducing the overall loss that quantum states experience [137-139, 145, 146]. How-
ever, it is important to note that a device supporting only QKD does not qualify as a quan-
tum repeater, as quantum repeaters are designed to facilitate a broader range of quantum
communication tasks and play a vital role in building scalable quantum networks.

To distribute entanglement across these segments, quantum repeaters rely on entan-
glement swapping [147-149], a process in which a repeater node shares entangled states
with two distant parties and performs a quantum measurement to establish entangle-
ment between them. This distribution is further improved by entanglement distilla-
tion [144,150-156], where multiple copies of weakly entangled states are transformed into a
smaller number of highly entangled states using local operations and classical communica-
tion to mitigate the effects of noise and loss in the channel.

Quantum repeaters are often classified into three generations based on the techniques
they employ to mitigate loss and noise [139,157]. The first and second generations rely
on the techniques discussed earlier, such as entanglement swapping and distillation. The
first-generation uses two-way classical communication for entanglement purification, which
introduces significant latency. The second-generation improves on this by enabling one-
way classical communication and employing quantum error detection to identify faults.

However, it cannot fully correct errors, and failed attempts require restarting the proto-
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col [137,157]. In contrast, third-generation repeaters employ quantum error correction
(QEC) [158-167], where quantum information is encoded into logical qubits using error-
correcting codes. These codes distribute the information redundantly across multiple phys-
ical qubits, enabling the detection and correction of errors caused by noise or loss without
disturbing the encoded quantum state. This approach ensures greater resilience and allows
for robust communication over long distances (for a more detailed discussion of the differ-
ent generations of quantum repeaters, see Sec. 6.1).

In Chapter 6, we propose a repeater protocol that builds on these principles: the EB ver-
sion serves as a general repeater for entanglement distribution between two trusted parties

via a central node, while the PM-based version is tailored specifically for QKD.

4.7 State-of-the-Art QKD Demonstrations

QKD protocols can also be classified based on the network architecture connecting the
trusted parties. In point-to-point QKD, quantum states are transmitted directly from Al-
ice to Bob without any intermediate nodes. In contrast, relay-based QKD involves a third
party that facilitates key distribution between Alice and Bob, typically through intermediate
measurements. This section highlights several state-of-the-art QKD demonstrations repre-

sentative of both categories.

4.7.1 Point-to-Point QKD

Point-to-Point QKD represents the most direct form of QKD, where quantum states are pre-
pared by Alice and transmitted over a quantum channel to Bob, who performs measure-
ments to extract correlated outcomes. Many of the earliest and most well-known QKD ex-
periments have been implemented in this point-to-point configuration, including some of

the longest-distance demonstrations in optical fibre and free-space links.

DV-QKD Demonstrations

Table 4.2 summarises several state-of-the-art point-to-point DV-QKD experiments across
various platforms, including optical fiber, satellite links, and free-space channels. These

demonstrations showcase a range of protocols such as BB84 [19] and its variants such as:

¢ 3-state time-bin BB84: This protocol is based on the BB84 scheme but simplifies the
implementation by using only three quantum states instead of the standard four. [168,
169].

¢ Decoy-state BB84: introduces decoy intensity levels [168-171] to improve security
against photon-number-splitting (PNS) attacks [172,173]. In DV-QKD, weak coher-
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ent pulses are often used as an approximation to single photons. However, since these
pulses can occasionally contain multiple photons, they become vulnerable to PNS at-
tacks, where Eve can intercept the pulse, extract one photon, and store it for later

measurement.

¢ Differential Phase Shift QKD (DPS-QKD): encodes information in the relative phase
between successive pulses of light [174,175].

¢ Reference-Frame-Independent QKD (RFI-QKD): RFI-QKD is a quantum key distri-
bution protocol specifically designed to eliminate the need for a shared reference frame
between the sender and receiver [176,177]. Unlike standard QKD protocols, which
require precise alignment of measurement bases between Alice and Bob, RFI-QKD re-
mains robust even in the presence of misalignments, which would otherwise introduce

errors.

¢ High-Dimensional Dispersive Optics QKD (HD-DO-QKD): This protocol leverages
high-dimensional encoding by using time-frequency modes shaped through disper-
sive optical elements [178,179]. Information is encoded across multiple orthogonal
temporal or spectral modes, allowing each photon to carry more than one bit of infor-

mation.

e BBM92: is the entanglement-based version of the BB84 protocol where a source pro-

duces entangled photon pairs, typically in a Bell state, and sends one photon to Alice
and the other to Bob [180].

Notably, some of the longest-distance QKD implementations have been realised via
satellite-based links, which benefit from significantly lower channel loss compared to op-
tical fibers. Once above the turbulent atmosphere, photons travel through near-vacuum

with minimal attenuation, enabling secure key distribution at 1000 km.

CV-QKD Demonstrations

Table 4.3 presents a selection of state-of-the-art point-to-point CV-QKD experiments imple-

menting various protocols. While the majority of demonstrations are based on the widely

!Pol.:Polarisation

’DPS: Differential Phase Shift

RFIL: Reference-Frame-Independent

“HD-DO: High-Dimensional Dispersive-Optics

“ent:Entanglement-Based

°In-Line LO: LO is generated by Alice and sent to Bob.

716-QAM: 16-Quadrature Amplitude Modulation

¥LLO: stands for local-local oscillator where LO is generated locally by Bob.
?OFDM: Orthogonal Frequency-Division Multiplexing



§4.7 State-of-the-Art QKD Demonstrations 57
Table 4.2: Experimental DV-QKD demonstrations
Reference Protocol Medium Distance Key Rate Year
(km) (bps)
Boaron et al. [168] 3-state BB84 Fiber 421 6.5 bps @405 km | 2018
Li et al. [181] Pol. BB84 ! Fiber 328 233 2023
Wang. et al. [175] DPS-QKD ? Fiber 260 1.85 2012
Liu et al. [177] RFI-QKD ° Fiber 250 0.65 2024
Liuetal. [179] HD-DO-QKD * Fiber 242 0.06 2023
Liu et al. [182] BB84 Fiber 200 15 2010
Yin et al. [183] BBMO2 (ent.) ° Satellite 1000 3.5 (avg) 2017
Liaoetal. [171] Decoy BB84 Satellite 719 >100 2017
Ecker et al. [184] BBM92 (ent.) | Free-space 143 300 2021
Table 4.3: Experimental CV-QKD demonstrations
Reference Protocol Scll;gme Medium Dl(it;:;ce Key Rate | Year
Zhang et al. [107] Gaussian (GG02) In-line ° Fiber 202.81 6.5 bps 2020
Pan et al. [185] Discrete (16-QAM) LLO?® Fiber 126.56 171.42 kbps | 2025
Hajomer et al. [109] Gaussian (GG02) LLO Fiber 100 25.4 kbps | 2024
Wang et al. [186] Gaussian (OFDM) ’ LLO Fiber 100 2.25Mbps | 2025
Piet al. [187] Gaussian (GG02) LLO Fiber 100 0.51 Mbps | 2023
Jouguet et al. [105] Gaussian (GG02) In-line Fiber 80 2.3 kbps 2013

used GGO2 protocol [78, 100] discussed in Sec. 4.4.2, several experiments also explore alter-

native approaches.

¢ 16-QAM (Quadrature Amplitude Modulation): is a discrete-modulation (DM) CV-
QKD protocol that encodes quantum information into one of 16 distinct coherent states

arranged in a two-dimensional lattice in phase space.

* OFDM (Ortogonal Frequency-Division Multiplexing): is a variant of Gaussian-
modulated QKD protocols where the modulation is applied across multiple frequency
channels (subcarriers) using orthogonal frequency-division multiplexing (OFDM).
Each subcarrier is modulated with a Gaussian distribution of quadratures, and due

to the orthogonality, the subcarriers do not interfere with each other.

Another notable distinction in Table 4.3 is how the local oscillator (LO) is implemented.
A strong LO beam is essential for accurately measuring the encoded quantum information,
as it enhances the signal-to-noise ratio during detection. In CV-QKD systems, there are
two main approaches to generating the LO. For the in-line LO scheme, Alice generates the
LO and transmits it alongside the quantum signal through the same channel. While this
simplifies phase referencing and alignment, it also exposes the LO to potential side-channel

attacks, as an eavesdropper could access both the signal and the LO, allowing her to extract
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phase reference information and potentially compromise the key [188-192]. In contrast,
the local local oscillator (LLO) approach generates the LO independently at Bob’s receiver.
This improves security by eliminating the need to transmit the LO, but introduces technical
challenges such as phase drift and laser synchronisation between Alice and Bob. These
issues can reduce the achievable transmission distance and increase system complexity.

As seen in Tables 4.2 and 4.3, DV-QKD demonstrations can achieve significantly longer
distances, while CV-QKD implementations tend to be limited in range but offer much higher
key rates, ranging from bps to Mbps. This highlights an inherent trade-off between distance
and key rate, depending on the chosen platform. This trade-off primarily stems from differ-
ences in loss tolerance and noise resilience. DV-QKD is inherently more tolerant to loss as the
key generation relies on the successful detection of individual photons, meaning that even
low transmission can still yield a usable key. In contrast, CV-QKD encodes information in
the quadratures of coherent states, which attenuate with distance and become increasingly
difficult to measure accurately in low-SNR conditions. Additionally, CV-QKD is more sen-
sitive to noise, particularly phase noise. In systems using a LLO, any misalignment between
Alice’s and Bob’s lasers introduces phase drift, which appears as noise during measure-
ment [193-195]. These factors collectively give DV-QKD a clear advantage for long-distance
communication, where CV-QKD is more susceptible to loss and noise. However, CV-QKD
offers significantly higher key rates at shorter distances and benefits from compatibility with

standard telecommunication components.

4.7.2 Relay-Based and Network-Oriented QKD

Table 4.4 summarises several experimental demonstrations of relay-based or network-
oriented QKD systems. These experiments extend beyond point-to-point links and demon-
strate how secure keys can be distributed over multi-node architectures using either trusted
or untrusted intermediate nodes.

In a trusted-relay network, intermediate nodes (relays) are assumed to be secure and
honest parties. These nodes receive and decrypt the key from one party, then re-encrypt
and send it to the next. This hop-by-hop method enables long-distance QKD by chaining
together shorter segments. However, the overall end-to-end security of the system hinges
on the integrity of every relay node. If even one node is compromised, the entire key path
can be exposed. While this architecture simplifies implementation and supports high key
rates, it is only suitable for environments where node security can be physically ensured.

In contrast, in an untrusted-relay network (or using untrusted nodes), intermediate sta-
tions are not assumed to be secure, and the system is designed such that the final key re-
mains confidential even if some or all relay nodes are compromised or malicious. This is

achieved through protocols that prevent any intermediate node from learning the key and
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Table 4.4: Experimental network-oriented QKD demonstrations

. Relay No of | Distance Key
Reference Type | Medium Type Modes (km) Rate Year
Chen ef al. [196] DV Fiber Trusted 46 18 49.5 kbps 2021
Fiber + 1.1 kbps
Chen et al. [197] DV Free-Space Trusted 109 4600 @2043 km 2021
Stucki et al. [198] DV Fiber Trusted 3 17.1 1 kbps 2011
Sasaki et al. [199] DV Fiber Trusted 6 90 2.2 kbps 2011
. 0.4 kbps
Wang et al. [200] DV Fiber Trusted 5 @14.8 dB 2010
Chen et al. [201] DV Fiber Trusted 5 130 0.2 kbps 2010
CV+ . 3.1 kbps
Peev et al [202] DV Fiber Trusted 6 83 @33 km 2009
Chen et al. [203] DV Fiber Trusted 3 20 1.5 kbps 2009
Tang et al. [204] DV Fiber Untrusted 4 55 16.5 bps 2016
. 164-407 bps
Yan et al. [205] DV Fiber Untrusted 5 @30 dB 2025
Weli et al. [206] DV Fiber Untrusted 5 180 31 bps 2020
Hajomer et al. [207] | CV Fiber Untrusted 3 10 2.6 Mbps 2025
Pirandola et al. [208] | CV | Free-Space | Untrusted 3 150 2014
Minder et al. [209] DV Fiber Untrusted 3 530 2019
Chen et al. [210] DV Fiber Untrusted 3 509 2020
Chen et al. [211] DV Fiber Untrusted 3 511 2021
Pittaluga et al. [212] | DV Fiber Untrusted 3 605 2021
Chen et al. [213] DV Fiber Untrusted 3 658 2022
12
Liu et al. [214] DV Fiber Untrusted 3 1002 9.53 x 10 2023
per pulse
Zhou et al. [215] DV Fiber Untrusted 3 603 0.12 bps 2024
] 19.57 bps
Huang et al. [216] DV Fiber Untrusted 33 @30 dB 2025
Park et al. [217] DV Fiber Untrusted 50 1.52 bps 2022

we discuss some of these protocols in detail in Chapter 6. In these schemes, the relays act
only as passive measurement nodes, and security is guaranteed even if the relay is controlled
by an adversary.

It is also important to note that the majority of existing network-oriented QKD demon-
strations have been implemented using DV protocols. This trend reflects the relative ma-
turity and practicality of DV approaches in multi-node configurations, especially where in-
termediate nodes are not fully trusted. In contrast, CV protocols, while advantageous in
terms of high key rates and hardware compatibility, face greater challenges in such settings.
This is largely because standard CV measurement techniques used by the untrusted node do
not readily establish entanglement between adjacent modes in the way DV-based schemes
can. As a result, CV-QKD still requires further development to support secure and scalable
implementations in complex network topologies involving untrusted relays. One promis-
ing direction may lie in hybrid approaches, where quantum information is encoded in CV

states, such as squeezed states, but decoded using DV measurement techniques.
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Chapter 5

Software-Enhanced
Continuous-Variable Quantum Key

Distribution

In the previous chapter in Sec. 4.4.2, we introduced CV-QKD protocols, which are compati-
ble with existing telecommunication infrastructure. Despite this advantage, CV-QKD faces
challenges such as losses in terrestrial fibres and atmospheric scintillation in free-space chan-
nels. Studies in the literature have shown that probabilistic filters emulating physical quan-
tum processes can enhance the performance of CV-QKD, but their effectiveness is inherently

constrained by the characteristics of these physical processes.

In this chapter, we present a CV-QKD protocol that surpasses the optimal Gaussian-
modulated CV-QKD (GG02) protocol by employing probabilistic filters with no physical
representation, thereby overcoming the limitations imposed by physical processes. Our
protocol incorporates distinct filters at Alice’s and Bob’s stations, each designed to serve
a specific purpose, along with a refined security analysis that avoids overestimating Eve’s
information. Our protocol dynamically optimises the secret-key rate for rapidly changing
channels, including terrestrial links and satellite-to-ground communications. It can extract
keys even in regions considered non-secure by parameter estimation, as demonstrated both
experimentally and theoretically. Implemented at software level, our protocol requires no

hardware modifications and can be integrated into existing QKD systems.

This research is currently under review in Communication Physics.
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5.1 Introduction

A key step in QKD is parameter estimation, which is often performed after error reconcilia-
tion to assess channel noise and loss, helping to bound Eve’s information [124]. This helps
optimise experimental parameters, assuming the channel varies slowly. However, if pa-
rameter estimation falls within a non-secure region, key data must be discarded, and rapid

variations like atmospheric scintillation can render these estimates ineffective.

In CV-QKD, passive methods that do not require feedback loops to optimise experi-
mental parameters can enhance key rates by employing quantum processes such as noise-
less linear amplifiers (NLAs) [218,219], phase-sensitive amplifiers [220], photon subtrac-
tion [221,222], and photon catalysis [222-224]. While these techniques can increase key rates,
they are challenging to implement. Recent post-selection protocols emulate such physical
processes using digital filtering, where applying a quantum process becomes equivalent
to first detecting the quantum state and then digitally filtering the measured outcomes.
This approach is particularly useful for point-to-point applications like QKD. For exam-
ple, measurement-based NLA (MB-NLA) replaces physical NLAs by employing Gaussian
post-selection on detection outcomes. This approach extends the transmission distance of
CV-QKD [225-227] and also provides overall performance enhancements in CV-based quan-
tum communications [60,228-230]. Similar approaches have been applied to photon sub-
traction and photon catalysis protocols, where physical processes are replaced with non-
Gaussian virtual photon-subtraction [231, 232] and Gaussian zero-photon catalysis post-
selection [233]. However, since these methods still emulate physical processes, the post-
selection filters are constrained by the characteristics of those processes. Additionally, these
protocols rely on Gaussian extremality, which states that Gaussian states maximise the von
Neumann entropy for a given covariance matrix [234,235]. This results in an overestimation
of Eve’s information with non-Gaussian filters, leading to an underestimation of the key

rate.

In this chapter, we present a new CV-QKD protocol using Gaussian modulations and
homodyne or heterodyne detection followed by post-selection. The protocol introduces a
paradigm shift by eliminating the need to simulate physical processes for filtering. It com-
bines post-selection at both Alice’s and Bob’s stations: Alice’s Gaussian filter optimises mod-
ulation variance to achieve key rates near the optimal GG02 performance, while Bob’s non-
Gaussian filter emulates a higher-performing channel, surpassing optimal GG02 key rates.
Typically, protocols employing non-Gaussian post-selection rely on Gaussian extremality,
which often leads to an underestimation of key rates [231,232]. In contrast, our security
analysis bypasses Gaussian extremality, providing a more accurate bound on Eve’s infor-

mation after Bob’s filter. The protocol dynamically optimises key rates for rapidly changing
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channels, such as satellite-to-ground links, where rapid channel changes render any param-
eter estimation unreliable. Moreover, it can extract keys even in regions where unfiltered
channel parameters would not allow secure QKD under the GG02 protocol. Experimental
results demonstrate a threefold increase in key rates compared to the optimal GG02 proto-
col, while simulations for Low Earth Orbit satellite quantum communications reveal up to

a 400-fold improvement over the non-optimised approach.

5.2 The Protocol
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Figure 5.1: Experimental schematic and illustrative diagram of the filtering process. (a) Alice
encodes coherent states |(z, + ip,)/2) from a Gausssian distribution with zero mean and variance
Vimoa using white noise generated by function generators. She samples z, and p, simultaneously,
then sends the encoded states through a quantum channel with transmittivity 7" and thermal noise
W. Bob performs homodyne detection to measure z; and p,, randomly switching between these two
quadratures. After data acquisition and once the states have been sent to Bob, Alice applies a Gaus-
sian filter to the measurement data kept on her computer, followed by Bob applying a non-Gaussian
filter to his measurement outcomes. (b) Left: The correlation between Alice’s variables x, and Bob’s
measurement outcomes x;, before any post-selection. Middle: The correlation after Alice’s Gaussian
post-selection superimposed by the original distribution (orange), which reduces the variance of the
Gaussian-modulated variables, effectively creating a thermal state with this variance. Right: The
correlations after Bob’s non-Gaussian post-selection, resulting in highly non-Gaussian distributions
for z, and z,. PM/AM: Electro-optic phase/amplitude modulators and LO: Local oscillator.

The experimental setup is shown in Fig. 5.1(a), where Alice generates two variables, z,

and p,, from zero-mean Gaussian distributions N (0, V},,q) with variance V},,,4 in units of
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vacuum noise using two independent function generators. These variables are imprinted
onto a 1064 nm continuous-wave laser by modulating its sideband at 3 — 5 MHz via electro-
optical amplitude and phase modulators, generating a thermal state with quadrature vari-
ance V;,,,q + 1. Alice keeps these variables to apply a Gaussian filter to both z, and p, after
the states have been sent to Bob and measured. The encoded state is sent through a quan-
tum channel with transmittance 7" and thermal noise W, simulated by a half-wave plate and
polarising beamsplitter. Bob performs homodyne detection, randomly measuring the = or p
quadrature. The homodyne signal is filtered by a 3 — 5 MHz bandpass filter and then fed to
the oscilloscope with a sampling rate of 25 MSamples/s, collecting 10 million samples. Both

homodyne data and Alice’s data were digitally filtered with a 3 — 3.5 MHz bandpass filter.

While the experimental setup follows the well-known GGO02 protocol [78, 100], which
utilises Gaussian modulated coherent states and homodyne detection, our protocol diverges
at the software level. This software-level protocol can be applied to any system with Gaus-
sian modulated states and coherent detection. After the data acquisition, Alice’s post-
selection is applied on the samples z, and p, where Alice’s Gaussian post-selection filter

is defined by the following expression

2.2

Fa(z,) = e 92", (5.1)

where z, is the randomly generated variable and g, > 0 represents the filter gain. Each
symbol, z,, is either kept or discarded based on the probability F4(x,). The same function
applies to p,, replacing g, with g,. This post-selection on z, and p, imitates attenuating the
modulation variance, as shown in Fig. 5.1(b). When g, = 0, no filtering is applied, but as g,
increases significantly (e.g., g = 10°), the modulation variance approaches zero, effectively
turning the state into vacuum. In the GG02 protocol, there is an optimal modulation vari-
ance for each distance and noise combination to achieve the best key rates. While Alice’s
post-selection does not alter the channel parameters, it reduces the modulation variance to
match the optimal GG02. Unlike GG02, which requires modulation variance optimisation,
Alice’s approach optimises both the variance and key rates without needing prior channel
characterisation. The optimisation also inherently depends on the reconciliation efficiency,
B, which quantifies how efficiently Alice and Bob can extract shared bits from their corre-
lated data during classical post-processing (see Eq. (4.37)). Lower values of /3 reduce the mu-
tual information between Alice and Bob, shifting the modulation variance that maximises
the final key rate. Therefore, when comparing key rates or optimising filters, the effect of 3

must be taken into account.

The key rates can be further optimised by using a non-Gaussian post-selection per-
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formed by Bob. Bob’s post-selection filter can be expressed as

0 —c<zp<c
Fp(x) = T (5.2)

1 elsewhere,

where z;, represents Bob’s homodyne measurement outcome and ¢, is the cut-off parameter
of the filter which can take values from 0 to the largest measurement outcome of Bob. Bob’s
post-selection discards all the numbers within the cut-off, therefore, it creates a highly non-
Gaussian distribution as shown in Fig. 5.1(b). This post-selection effectively simulates a
channel with better performance than the original one used by Alice to send the quantum

states.

As mentioned previously in Sec. 4.4.3, in QKD, Eve holds the purification of Alice and
Bob’s joint state o4p, meaning her von Neumann entropy matches that of the state shared
by Alice and Bob. Therefore, Eve’s information can be bounded by the Holevo bound [89]
givenin Eq. (4.24). Since Bob’s post-selection is non-Gaussian, using the covariance matrices
oap and o5 would overestimate Eve’s information due to Gaussian extremality, leading to
lower key rates. Instead, we directly calculate Eve’s information from her density matrix, as-
suming that she performs a general Gaussian attack. In this attack, Eve prepares a two-mode
squeezed vacuum (TMSV) state with a variance that mimics the quantum channel [74]. She
replaces the channel between Alice and Bob with a beamsplitter, injecting one mode (E1)
into the beamsplitter to interact with Alice’s state, while retaining the other mode (E») [131].
While the optimal strategy after post-selection is not known, our assumption follow from
the intuition that Alice and Bob can verify (within some tolerance) that the channel remains
Gaussian by computing higher-order moments from their measurement outcomes such as
skewness and kurtosis, thereby restricting Eve to Gaussian attacks. Eve’s information is

then calculated as follows

Ie = S(pE.Es) — S(PE, B, B (20)), (5.3)

where S(pg,E,) represents the von Neumann entropy of Eve’s average state, and
S(pE,E,B(21)) gives the von Neumann entropy of Eve’s conditional state given Bob mea-
sures an outcome x;. This equation saturates Eq. (4.24) when Bob performs no post-
selection, and everything remains Gaussian. In that case, Eve’s average state is the sum
of all Gaussian conditional states measured by Bob. With non-Gaussian post-selection, the
conditional states remain Gaussian, but Eve’s average state becomes non-Gaussian. Since
Bob can discard measurement outcomes within the filter cut-off, Eve’s average state is no

longer obtained by simply summing all the states, but is derived from the filtered results as
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follows "

PE1E; = Z pg(xi)pElEg\B(xi)a (5-4)

zi=—n
where 7 is the maximum number that Bob measures and p; (z;) denotes Bob’s probability
of getting a given outcome, ;. This method is particularly beneficial because it does not
rely on Gaussian extremality to determine key rates. Previously, this reliance limited the
performance of some protocols when non-Gaussian post-selection was used [231].

It is important to note that post-selection by both parties is not always required. Depend-
ing on the channel parameters, either Alice’s post-selection or Bob’s post-selection alone
may be sufficient, while in some cases, both may be necessary. The advantage of our pro-
tocol lies in its ability to be augmented into existing CV-QKD setups without any hardware

modifications, as it operates entirely at the software level.

5.2.1 Security Analysis of Alice’s Gaussian Post-Selection

The random variables generated by Alice’s function generator follow a Gaussian distribu-

tion as described below

(5.5)

(2a) = —— [”3}
Tq) = ex ,
Pal@a o P W,

where V.4, represents the modulation variance of Alice along the x quadrature with ran-
dom variables x,. The modulation variance of the x and p quadrature are not symmetric due
to the experimental imperfections. However, as Bob performs a homodyne measurement,
Alice’s Gaussian distribution of the  and p quadrature variables can be expressed individ-
ually. In the following, we explicitly present the analysis for the x quadrature, which can be
similarly applied to the p quadrature. When Alice applies the filter shown in Eq. (5.1), the

probability of success is given by

o 1
zm—memmmM%—%%mm+f (5.6)
where g, is the gain of the Gaussian filter for the = quadrature. Experimentally, Alice’s filter,
as described in Eq. (5.1), is implemented by generating a random number uniformly dis-
tributed between 0 and 1. The filter then retains the variables whose corresponding filter
function values are greater than or equal to this random number. The probability of success
is determined by the ratio of samples kept after filtering to the total number of samples. For
our experiment, the gains were optimised for a transmission distance by numerically sweep-
ing over possible gain values and selecting the configuration that maximised the secure key
rate. This optimisation accounted for both the mutual information between Alice and Bob

and the Holevo bound representing Eve’s accessible information (refer to Eq. (5.14)). For a
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distance of 29.1 km, we used g, = 0.213 and g, = 0.259, while for a distance of 39.1 km, the
gains were g, = 0.178 and g, = 0.213.

After Alice’s post-selection, the modulation variance of the effective thermal state is re-

duced. The equivalent modulation variance is expressed as follows

Vmodx

. 5.7
29% Vmodm +1 ( )

drg =

7 /°° 22 Fa(a)Pa(2a)

Vmodz =
5 s PA

x

Alice’s post-selection cannot modify the channel parameters. However, Bob’s effective vari-
ance also reduces, as he must disregard the data that Alice discards. Therefore, Bob’s vari-

ance, using Alice’s new variance V, = Vmodm + 1, can be expressed as
Vo, =T (Ve + &) + (1 — T)Wy, (5.8)

where £, is trusted excess noise coming from the state preparation, 7" is the channel transmit-
tance which represents the channel loss and is introduced experimentally using a half-wave
plate followed by a PBS. This loss is equivalent to a distance of d = —log;, 7'/0.02 assuming
aloss of 0.2 dB per km. W, denotes the thermal noise from the quantum channel, attributed
to Eve. Similarly, the covariance between Alice and Bob after Alice’s post-selection scales to
Tf/modz in the prepare-and-measure (PM) scheme. QKD protocols can be expressed in either
entanglement-based (EB) or prepare-and-measure schemes. While mathematically equiva-
lent [74,119], the EB representation is more convenient for security analysis. Therefore, the

new covariance between Alice and Bob in the equivalent EB scheme can be expressed as

C, = VT(VZ—1). (5.9)

The EB-based covariance matrix of the quantum state between Alice and Bob can be
written as [236] (refer to Appendix A.1 for the derivation of the PM covariance matrix and

Appendix A.3 for derivation of the covariance matrices starting from the EB model)

V., 0 C. 0
oV, 0 -G
C, 0 Vo O
0 —Cp 0V,

(5.10)

Note that C), has the same form as C,, but with a different variance, V,,. Similarly, Bob’s
variance Vj, follows the same formula as Eq. (5.8), with the variance V), trusted noise &,

and thermal noise W,,.

The mutual information between Alice and Bob can be calculated using the EB-based
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covariance matrix shown in Eq. (5.10). In our protocol, we employ reverse reconciliation,
meaning the direction of classical communication is from Bob to Alice [124]. As mentioned
previously in Sec. 4.4.3, while the direction of reconciliation does not affect the mutual in-
formation between Alice and Bob, it influences how much information Eve can access. CV-
QKD protocols with reverse reconciliation, unlike direct reconciliation, allow key distribu-
tion beyond the 3 dB loss limit [100,237]. The mutual information between Alice and Bob is
calculated using Eq. (4.36) with Vi, = (V, +1)/2and V|5, = Va, — C2/(2V},).

Eve’s average covariance matrix also scales after Alice’s post-selection, as Alice and Bob
keep fewer states than originally. As previously mentioned, Eve performs an entangling
cloner attack, where she creates a TMSV state with modes E; and E5. Mode E; interacts
with incoming signal from Alice, while mode E; is kept by Eve. After Alice’s post-selection,

the variance of E; is updated as follows, while the variance of E5 remains unchanged
Ve, =TWy + (1 =T)(Va + &) (5.11)

Note that the variance of the p quadrature for this mode follows the same formula, but with
Alice’s variance V), trusted excess noise &, and a thermal noise of W). In practice, there
exists a slight discrepancy between W, and W, due to the asymmetry in the experimen-
tal measurements. This implies that Eve introduces slightly different noise in the x and
p quadratures, expressed as W, and W), respectively. To achieve this, Eve must create two
separate TMSV states [74] and combine them at a 50/50 beamsplitter before interacting with

Alice’s signal. Based on these, Eve’s average covariance matrix can be expressed as

Ve,, 0 Cg, 0
0 VElp 0 CEP

S , 5.12
PRI o 0w, 0 612

T

0 Cg 0 W,

P

where Cp, = 0.5(—e*' + €*2) and Cp, = 0.5(—e 2" + e *2) where r; and ry
are the squeezing parameters of the TMSV states of Eve which are given by r =
o.mn(m n ¢W2_—W/W,,) and ry = 0.5In(W,/W,) — o.mn(m n \/W2——W/Wp)
Eve’s information is calculated using the Holevo bound [89] given in Eq. (4.35) where her
state conditioned on Bob’s measurement outcome z; is obtained from Eq. (4.32). In this case,

the 0., is given as

C F1B, 0
0o C
ey, = S (5.13)
C FE>B, 0

0 Ck,B,
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where Cg,p, = /T(1 =T)(Wy — (Vo +&)), Ces, = VT = T)(Wp — (Vo +&)), CyB, =
MCE@ and Cg,p, = MCEP.

The secret key rate is calculated using Eq. (4.37). In our experiment, we assume [ =
92% when calculating the key rates. As Bob performs homodyne measurements on the x
quadrature half of the time and on the p quadrature the other half, and since the variances
and noise parameters differ between these quadratures due to experimental imperfections,
Alice and Bob’s mutual information, as well as Eve’s information, must be averaged over
both quadratures. This leads to I4p = 0.5P4, X Isp, +0.5P4, X Ixp, and I = 0.5P4, X

I, +0.5P4, X Ip,. Therefore, the overall key rate after Alice’s post-selection is expressed as

K (92, 9p) = max 145 (92, 9p) = 11(92: 9p)] (5.14)

THdp

5.2.2 Security Analysis of Bob’s Non-Gaussian Post-Selection
Bob’s initial distribution before his post-selection can be expressed as

-

1 2

(5.15)

where z;, corresponds to Bob’s measurement outcome. Following Alice’s post-selection, Bob

applies the filter shown in Eq. (5.2), which gives a probability of success of

e’} Co
Pp, = / Fp(xp)pp(xp) dopy =1 — erf[ ], (5.16)
[ Fsamia) eI
where c; is the cut-off parameter of the filter function.

Following Bob’s post-selection, his output probability distribution becomes

~ 0 —Cp < Tp < Cy
pb(.%'b) = (5.17)

% elsewhere,

T

As Bob’s filter is non-Gaussian, we avoid using the Gaussian extremality as this approach
underestimates the secret key rate due to overestimating Eve’s information. Therefore, we
propose calculating the absolute bound on Eve’s information directly from her density ma-
trix.

To express Eve’s conditional state shown in Eq. (4.32) as a density matrix, we first use
Williamson’s decomposition, which provides a symplectic matrix s and a diagonal matrix w,

following sog, g, (B, sT = w [90]. We then decompose the symplectic matrix, s, further using
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the Bloch-Messiah decomposition [238], representing s as a series of beamsplitters, squeez-
ers, and phase rotations: s = s,s;s, in the covariance matrix notation and S = SyS7Sy in
the density matrix notation. In our case, both s, and s, are expressed through phase ro-
tations and beamsplitters: Sy = R(61,62)B(m)R(63,04) and Sy = R(65,06)B(mv)R(67,08),
where each parameter needs to be solved. The s; component is expressed through two-mode
squeezing operations, S; = S(r1,r2). Therefore, Eve’s overall conditional density matrix is

written in terms of the symplectic density matrix S and a mixed thermal state A
PE BB, (75 = 0) = SAST, (5.18)
) X0
where A = p1 ® p2, with p; and py being thermal states given by ZO (ﬁﬁﬁ |n)(n|, having
n—=
mean photon numbers 72; and 72, respectively. Note that ; = (A\;—1)/2, where \; represents

the i diagonal terms of the diagonal matrix w. In our case, w has two unique diagonal

terms, A\; and )9, which are used to calculate the mean photon numbers 7; and ns.

To calculate Eve’s information, we need to determine her average density matrix, which
is the sum of her all conditional matrices over Bob’s measurement outcomes weighted by
the probability density for the respective outcome. Given that Bob measures an outcome z;,

Eve’s conditional state is

pEEaB, (26) = D(on(z3), 02(20)) iy o, (26 = 0) DT (1 (), (), (5.19)

where D(o (), a2(xp)) represents the displacement operator for Eve’s modes 1 and 2 in

the form of

D(ai(xp), ao(xp)) = exp (oq(acb)ofr — al(azb)a> ® exp <042(:cb)aT — ag(xb)a>,

where o7 and a9 are functions of Eve’s conditional means based on Bob’s measurement
outcomes, z,. The matrix of Eve’s conditional means is calculated from
1
Vo, O Ty

HE|Ex\Th, Pv) = Oc, y (520)
1 2( ) b O V;)p pb

where p, = 0 for homodyne detection when z; is measured and z;, = 0 when p;, is mea-
sured. Therefore oy (zp) = g, (xp)/2 and ag(zp) = pg, (zp)/2 where ug, (zp) and pg, (xp) are
obtained from the entries of the ug, g, (75, 0) matrix as follows: ug, (zp) = pg,E, (25, 0)[1] and
pE, (26) = pE, B, (25, 0)[3].

Although each conditional state has the same entropy, they contribute differently to

Eve’s average state due to the varying probabilities of obtaining each conditional state.
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Therefore, we determine Eve’s average density matrix by multiplying each conditional state
with their corresponding probabilities from Bob’s post-selected probability distribution fol-
lowed by summing them all up. Note that Bob’s probability of getting a given outcome is
obtained from

CCZ‘-i-A

A= [ e do 621

To calculate the key rates after the non-Gaussian post-selection, we discretise Eve’s informa-
tion to determine the conditional states for each of Bob’s measurement outcomes. Therefore,
A in Eq. (5.21) is the width of the discretised bins and in our results A =0.1. Consequently,
Eve’s average state can be calculated from Eq. (5.4). Eve’s information is then calculated

using the Holevo bound which is

Ig, = S(pE,B,) — S(pE1E2|BI(O))a (5.22)

where S(pg,E,) represents the von Neumann entropy for Eve’s average state while
S(pE,E, B, (0)) gives the von Neumann entropy of Eve’s conditional state which remains

the same irrespective of Bob’s measurement outcome xy,.

In order to find Alice and Bob’s mutual information, the new bivariate Gaussian dis-
tribution between Alice and Bob following Alice’s post-selection is fitted to the following

function

1 2 2pzaT x%

1
= I )|, 5.23
Jap(@a, ) 2m0aoo /1 -2 [ 2(1 - p?) (02 cucy "gﬂ o)

where 0, = /(Vz+1)/2 and 0, = /V}, are the standard deviations of Alice and Bob,

respectively, and p = C,/\/20,0} represents the correlation term between them.

Using Eq. (5.23), we generate a probability table between Alice and Bob for each values
of z, and z, where x, = —15,-15+ A,--- , 15 and z;, = —9,—9 + A,--- ,9. The mutual

information then is calculated from
Iap, = Ha, + Hp, — Hagp,, (5.24)

where Hy,, Hp,, and Hyp, represent the Shannon entropy of Alice’s classical variable,
Bob’s classical variable, and the joint entropy of Alice and Bob’s classical variables, respec-

tively.
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After Bob’s post-selection H 45, can be computed from

Ng —Cw—A/Q

Hap=— S % ngQ[W}_

Ta=—"Na Tp=—"Np z

i Zb: fAB](JQUa,JEb) log, [fAB(l'aaxb)]’ (5.25)

B Pg,

Ta=—"Naq :Eb:CJ;—‘rA/Q

where ¢, is the cut-off parameter of Bob’s filter function in Eq. (5.2); where n,, and ny, repre-

sent the maximum number that Alice prepares and Bob measures, respectively.
Alice’s probabilities after Bob’s post-selection can be found from

—cz—A/2 ny

falza) = Y fABJ(DIa’ =) + > fAB](Dxm xb)7 (5.26)
— By Be
Tp=—"ny Tp=cz+A/2
which is used to compute H 4,
Hy, =— Z fa(zg)logy [fA(xa)]. (5.27)

Similarly, Bob’s probabilities from the probability table after his post-selection can be

found from

fola) = Y LAt (529)

Tq=—"Ngq

which is used to calculate Hp, as

—cz—A/2 ng
Hp, =— Y folw)logy [fs)] — > fo(xs)logy [fo(s)]. (5.29)
Tp=—"p Tp=cz+A/2

5.2.3 Calculation of the Final Key Rate

Since both Alice and Bob perform post-selection, we need to consider the probabilities
of success and average the key rates over the z and p quadratures. Following Bob’s fil-
tering process, the average mutual information between Alice and Bob becomes I4p =
0.5Pp,Pa,IaB, + 0.5Pp,Pa,Iap,. Eve’s information is averaged in the same manner as

the mutual information. Finally, the key rate is calculated using Eq. (4.37).
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Figure 5.2: Experimental results of a quantum channel with a transmission of T = 0.26. This
is equivalent to a fibre distance of 29.1 km (assuming 0.2 dB loss per km), and the thermal noise for
the 2 and p quadratures are W, = 1.02 & 0.001 and W,, = 1.01 £ 0.001 in shot noise units (SNU),
respectively. (a) From left to right, we give the mutual information between Alice and Bob (blue
boxes), Eve’s information (orange boxes) and the key rates of the protocol (purple boxes) before
any post-selection, after Alice’s post-selection and after Alice and Bob’s post-selection combined,
respectively. The key rate is initially negative, indicating that Eve’s information exceeds the mutual
information of Alice and Bob, making it a non-secure region. After Alice’s post-selection, the key
rate becomes positive but remains below the optimal GG02 rate for that distance. The key rate is
further optimised by applying a post-selection on Bob’s side where the key rate achieves the optimal
GGO02 line. (b) The top figure shows the contour plot of the key rates after Alice’s post-selection
along the x and p quadratures, with gains ranging from 0 to 0.436. The bottom figure illustrates the
key rate slices at optimal performance after Alice’s post-selection with fixed gains g, and g,. The
solid line represents fixed g, while varying g,, and the dashed line represents fixed g, while varying
gz- (c) Top figure demonstrates the contour plot of the key-rates after Bob’s post-selection with the
cut-off parameters ranging from 0 to 8.95, while the bottom figure shows the key rates after Bob’s
post-selection with fixed optimal cut-offs in the x (solid line) and p (dashed line) quadratures. The
solid line varies the cut-off in the p quadrature while keeping the « cut-off fixed, and the dashed line
varies the cut-off in the = quadrature while keeping the p cut-off fixed. KR: Key rate, Iag: Mutual
information between Alice and Bob, Ig: Eve’s information and §: Reconciliation efficiency. The
reconciliation efficiency is set to 92%. The error bars indicate the statistical uncertainties in the data.
For details on how they are calculated, refer to the Methods section.

5.3 Results

Figure 5.2 shows the experimental results for a loss of 7' = 0.26 with thermal noise values
of W, = 1.02 SNU and W,, = 1.01 SNU for the z and p quadratures, respectively. This
loss corresponds to an equivalent fibre distance of 29.1 km assuming a fibre loss of 0.2 dB
per km. The key rate extracted from the raw data is initially negative, as illustrated in
Fig. 5.2(a). This is because the modulation variance used in the experiment is not optimal
for the 29.1 km distance with the given noise parameters, leading to Eve receiving more

information than Alice and Bob, and thus a negative key rate as defined in Eq. 4.37. The
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experimental modulation variances for the z and p quadratures were V,,,,q, = 12.73 SNU
and Vi,04, = 13.52 SNU, while the optimal GG02 modulation variances required for this
regime are Vg, = 6.14 SNU and V;;,oq, = 5.97 SNU. The asymmetry in the variances is
due to asymmetric noise in the state preparation stage. A portion of this preparation noise,
primarily due to modulator electronics, is considered trusted in our security analysis. Alice
applies a Gaussian filter with gains of g, = 0.213 and g, = 0.259 to reduce the modulation
variances. These gains yield the optimal key rate, as indicated in Fig. 5.2(b). Although the
key rate becomes positive after Alice’s post-selection, it does not reach the optimal GG02
key rate due to the success probability penalty of the post-selection process (P4, = 0.68 and
P4, = 0.60 are the probability of success of Alice’s post-selection on the x and p quadratures,
respectively, giving a total probability of success of 0.41) as shown in Fig. 5.2(a).

To further optimise the key rate, Bob applies a non-Gaussian filter with cut-off parame-
ters of ¢, = 0 and ¢, = 8.95 which is shown in Fig. 5.2(c). Bob keeps the = quadrature un-
changed as it is already optimal but discards most measurements in the p quadrature where
the maximum value is p, = 9. The key rate increases and saturates at 0.0038+0.001 bits/use,
surpassing the optimal GG02 key rate of 0.0036 bits/use. Our protocol turned regions with
negative key rates, deemed insecure by the GG02 protocol, into regions with positive key
rates. In these regions, we achieved key rates close to the optimal GGO02 rates that are only
achievable using optimal modulation which requires accurate channel estimations.

Next, we investigate distinct regimes where the system benefits from varying post-
selection strategies. Figures 5.3(a) and (b) show that at 6 km and 15.1 km (transmission of
T = 0.76 and T = 0.50, respectively), the key rates with Alice’s Gaussian filter match those
without post-selection, as the system parameters were already optimal. In this protocol,
Alice’s Gaussian filter attenuates the quantum signal by reducing the modulation variance,
which is useful at long distances where photon losses require smaller optimal variances for
the GGO2 protocol. For shorter distances, where higher modulation variances are preferred,
an inverted Gaussian filter can be used to increase the effective variance and optimise key
rates. In contrast to the 6 km and 15.1 km regimes, Alice and Bob’s post-selection improves
the key rate when experimental parameters are sub-optimal. For example, without post-
selection, the chosen parameters yield no positive key rate (solid line, Fig. 5.3(c)), but Alice’s
post-selection makes the key rate positive, surpassing the optimal GG02 rate when Bob also
applies post-selection. Similarly, at 39.1 km (transmission of 7" = 0.17), Alice’s post-selection
increased the key rate by 1.7 times (Fig. 5.3(d)), but Bob’s post-selection did not lead to fur-
ther improvement, as it is more effective in extreme loss regimes where the GG02 protocol

approaches negative key rates.

!Experimental imperfections cause asymmetry in the z and p quadratures. The first row shows
the experimental values for x, while the second row shows the values for p.
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Figure 5.3: Experimental key rates for various channel parameters, assuming a fibre loss of 0.2
dB per km. The reconciliation efficiency is set to 3 = 92%. Solid lines represent theoretical key
rates of the GG02 protocol with fixed modulation variance, while dashed lines show theoretical key
rates with optimal variances. Triangle markers indicate raw key rates before post-selection, circles
show key rates after Alice’s post-selection, and the square marker represents results after Bob’s post-
selection. (a) and (b) show the experimental results at d = 6 km (I" = 0.76) and d = 15.1 km
(I' = 0.50), respectively. For d = 6 km, thermal noise is W, = 1.02 £ 0.004 and W, = 1.04 & 0.004;
for d = 15.1 km, W, = 1.02 &+ 0.002 and W,, = 1.03 & 0.002. Key rates before and after Alice’s post-
selection overlap, indicating optimal operations. (c) Key rates at d = 29.1 km (1" = 0.26) with thermal
noise W, = 1.02 £ 0.001 and W,, = 1.01 £ 0.001. The post-selections enhance the key rate which is
otherwise negative; as a result, the data without post-selection (triangular marker) does not appear
on the logarithmic scale. (d) Key rates at d = 39.1 km (" = 0.17) with thermal noise W, = 1.0040.001
and W, = 1.00£0.001, where only Alice’s post-selection was applied, as Bob’s post-selection did not
lead to any further improvements in this region.

Furthermore, we applied our protocol to state-of-the-art CV-QKD experimental demon-
strations and showed improved performance (see Fig. 5.4(a)). Our protocol increased the
key rates of the experimental results of Wang et al. [106] and Hajomer et al. [109], while
doubling the key rate of Zhang et al. [107] and achieving a fivefold improvement for Li et
al. [239] using Alice’s post-selection where the percentage improvements are shown in Ta-
ble 5.1. We projected their experimental demonstrations to larger distances by simulating
their protocols using the parameters listed in Table 5.1, assuming these parameters remain
constant across all distances. Under these conditions, our protocol extended the effective

transmission distance by 42 km for Wang et al. [106] and Zhang et al. [107], while also en-
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Figure 5.4: Key rates of existing experiments after applying our protocol, based on their original
experimental parameters which are shown in Table 5.1. (a) Key rates from various experiments [106,
107,109, 239] and the experimental data from Data61 using the CV-QKD setup from Quintessence
Labs. Orange boxes represent the key rates before post-selection, purple boxes denote the results
after Alice’s post-selection, and the pink box shows the key rate after Bob’s post-selection. (b) Key
rates of Data61 at each step, with a reconciliation efficiency of 3 = 92.5% (refer to Appendix A.2 for
the derivation of the key rate with heterodyne detection). The error bars for Bob’s post-selection are
based on worst and best-case estimates.

Table 5.1: Experimental parameters of the state-of-the-art CV-QKD demonstrations. d: Distance,
Vimod: Modulation variance in shot noise units, £.,: Channel noise, £;: Dark noise, &;: Trusted noise
attributed to state preparation, n: Detection efficiency, 8: Reconciliation efficiency, Hom: Homodyne,
Het: Heterodyne, KR: Key rate, Inc: Increase.

. . Vimod d Loss Ecn Ea & n B3 | KR Inc. | d Inc.

Experiment | Detection | o\1) | (1) | (dB) | mSNU) | SNU) | SNU)| %) | %) | %) | (km)

Wang

ctal [g) | Hom 15 50 | 10 70 0.05 - 601411967 113 | 42
Hajomer Het. 841 | 100 [1552| 0212 |006272| - 68 |925| 164 | 19
et al. [109]

Data61 406 | 4171 | 792 | 437 | 0.4401 | 0.0867 | 20.6 |925| 2062 | 1

1 Het.

CSIRO 421 65.4 | 0.4459 |0.0933

Zhang Hom. | 1423 |14052|23.46| 219 |02717 | - |6134| 96 | 745 | 42
et al. [107]

Li

ot al. [239] Het. 10 | 100 |1896| 69.2 0.18 - 42 97| 4015 | 23

hancing the transmission distance for Hajomer et al. [109] and Li ef al. [239] by 19 km and 23
km, respectively as shown in Fig. 5.5.

Our protocol was also implemented on the Quintessence Labs qOptica system at Data61,
CSIRO Sydney, for a fibre distance of 41.71 km, using heterodyne detection with a modu-
lation variance of approximately 4 SNU. Since this variance is close to the optimal value,
Alice’s post-selection offered little improvement. However, Bob’s post-selection tripled
the original key rate, surpassing the optimal GGO02 rate by emulating a better perform-

ing channel as shown in Fig. 5.4. This improvement can be explained by considering an
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Figure 5.5: Simulated key rates for state-of-the-art experiments extended beyond their original
demonstration distances. Solid lines indicate the projected key rates using the experimental parame-
ters, while dashed lines show the key rates when applying our protocol with these same parameters.
Simulation results are presented for Wang et al. [106] (42 km improvement), Hajomer et al. [109] (19
km improvement), Zhang et al. [107] (42 km improvement), and Li ef al. [239] (23 km improvement)
in (a), (b), (c), and (d), respectively. Refer to Table 5.1 for the experimental parameters.

entanglement-based experiment where Alice creates a two-mode squeezed vacuum state,
sending one arm to Bob and measuring the other. With a Gaussian filter, the best achievable
key rate is the optimal GGO02 rate, as Gaussian operations cannot distill entanglement [240].
Non-Gaussian operations, however, enable entanglement distillation, allowing Bob to out-
perform the GGO02 key rate. This was also observed in Hosseinidehaj et al. [227] when the
MB-NLA filter was made slightly non-Gaussian. However, since their approach emulates a
physical filter, it cannot be made highly non-Gaussian without deviating from its intended
function as a noiseless amplifier. In contrast, our protocol offers the flexibility to choose any

filter cut-off.

Our protocol’s applicability extends beyond terrestrial setups and can be applied to im-
prove satellite-to-ground communication links for CV-QKD. Figure 5.6(a) and (b) show how
our protocol expands the communication window between the ground station and satel-
lite under varying weather conditions, using the satellite-to-ground link model of Sayat et

al. [129]. Assuming the satellite is in Low Earth orbit at 500 km altitude, the orange lines rep-
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Figure 5.6: Key rates for satellite-to-ground communication as a function of elevation angle, using
our protocol applied to the GG02 scheme with homodyne detection. The satellite is assumed to be
orbiting at an altitude of 500 km in low-Earth orbit and the optical ground station is at an elevation
of 0 km. We used the model and parameters from Sayat et al. [129] with a reconciliation efficiency of
B = 90% (refer to the Appendix A 4 for the parameters). (a) The orange lines represent key rates with
a fixed modulation variance of V,,,q = 8, while the purple lines show key rates using our protocol
with Alice’s post-selection only. This simulation assumes good weather conditions with a visibility
of V' = 200 km and low turbulence corresponding to C2 = 1076 m~2/3. At each elevation angle,
the post-selection gain was optimised to achieve the best key rates. (b) Key rates under bad weather
conditions with a visibility of V = 20 km and high turbulence where C2 = 107'* m~%/3. (c) The duty
cycle of our protocol and the GG02 protocol in good weather conditions using a key rate threshold
of 10~* from (a). (d) The duty cycle of our protocol and the GG02 protocol in bad weather conditions
using a key rate threshold of 10~ from (b).

resent the conventional GG02 protocol with a modulation variance of V;,,,q = 8, while the
purple lines show the results of our protocol with Alice’s post-selection. In good weather
(Fig. 5.6(a)), the GG02 protocol supports communication between the optical ground station
(OGS) and satellite at angles from 20° to 160°. In contrast, Alice’s post-selection enables
communication at all angles, boosting key rates by up to 40 times at the extremes where
GGO02 achieves the lowest key rates. In poor weather (Fig. 5.6(b)), our protocol further ex-
pands the communication window by 76°, achieving a 400-fold improvement in key rates
under extreme conditions. In addition to higher key rates, our protocol offers a longer active
communication window, defined as the time during which a positive key rate above 1074

bits/use is maintained. Traditional CV-QKD protocols using LEO satellites allow for win-
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dows of 1.28 hours in favourable weather and 38 minutes in poor conditions. In contrast,
our protocol extends this window to 3 hours in any weather, maintaining a minimum key
rate of 1074 bits/use. If a higher key rate threshold were used, the GG02 protocol would
have even smaller windows, while our protocol would still provide significantly longer ac-
tive times (for more details, refer to Appendix A.4). This showcases that our protocol can be
particularly useful in free-space channels, such as satellite-to-ground communication links,

where rapid changes in the quantum channel are common.

5.4 Discussion

QKD plays a crucial role in securing communications against potential eavesdropping in
the quantum era. However, challenges such as limited key rates and vulnerability to envi-
ronmental factors have impeded its practical deployment.

Addressing these issues, we introduced a new protocol, which enhances CV-QKD by
combining post-selection at both Alice and Bob’s stations. This protocol utilises a Gaussian
filter at Alice’s end and a non-Gaussian box-like filter at Bob’s end to optimise key rates even
under non-ideal conditions. Our approach dynamically adjusts to varying quantum channel
conditions, making it particularly effective in free-space channels such as ground-to-satellite
communication links.

Experimental results demonstrated significant improvements in key rates when apply-
ing our protocol to state-of-the-art CV-QKD systems. We observed up to a five-fold increase
in key rates using Alice’s post-selection and tripling of the original key rate with Bob’s
post-selection on different systems. Additionally, our protocol extended the communica-
tion window between ground stations and satellites, showing robustness under both good
and adverse weather conditions. Specifically, under poor weather conditions, our proto-
col expanded the communication window to all elevation angles and achieved a 400-fold
improvement in key rates under extreme conditions.

The ability of our protocol to achieve secure key distribution even in rapidly chang-
ing quantum channels highlights its potential for practical implementation in challenging
environments. By leveraging software-level modifications without the need for hardware
changes, our approach provides a flexible and efficient solution for advancing CV-QKD
technology.

Our current work focuses on asymptotic key rates which assumes an infinitely long key,
with potential extensions to account for finite-size effects and composable security. In prac-
tical applications, data sizes are finite, and smaller block sizes can adversely affect key rates.
Nevertheless, our protocol can be effective in scenarios where block sizes degrade key rate

quality, however, a full composable security analysis remains an important direction for
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future work. As Bob’s post-selection involves a non-Gaussian filter, the security analysis
cannot follow the Gaussian extremality. Instead, Eve’s information is bounded by repre-
senting her state as a density matrix with some finite truncation in the Fock-number basis.
This is computationally demanding and can be challenging if Alice’s variance is too high.
A recent paper by Denys et al. [241] provides an analytical lower bound on the asymptotic
secret key rate for CV-QKD with arbitrary modulation schemes. Extending this to include
Bob’s post-selection could bypass the need for density matrices, making the security anal-
ysis less time consuming. In this work, we restrict Eve to Gaussian attacks. However, the
optimal eavesdropping strategy in the presence of non-Gaussian post-selection remains an
open question. Future studies should consider whether Eve could perform a non-Gaussian
attack to compromise the key.

Our protocol could potentially be applied to CV-QKD protocols with discrete modula-
tion (DM CV-QKD) [111,115,117], which utilise a constellation of modulated coherent states.
In particular, Bob’s non-Gaussian post-selection could enable dynamic switching between
different types of DM CV-QKD protocols by selectively combining states from the constel-
lation of modulated coherent states. While Bob’s post-selection filter is similar in shape to
those used in the DM CV-QKD protocol proposed by Kanitschar and Pacher [242], which
demonstrated switching between formats like 8PSK and QPSK, our approach differs in that
Alice sends Gaussian-modulated states. This allows Bob to emulate a wider range of modu-
lation formats (e.g., BPSK, QPSK, or multiring) through flexible filter design, enabling more
general DM or GM CV-QKD switching.



Chapter 6

Photon-Number Encoded
Measurement-Device-Independent
QKD Protocol

Decoherence poses a significant challenge to QKD over large distances. In the previous
chapter, we examined the use of post-selection, a probabilistic technique, to enhance the
key rates of QKD in direct communication between Alice and Bob. While this approach
offers improvements, it cannot surpass the capacity of the repeaterless channel outlined
in Sec. 4.5.2 due to the inherent probability of success of the protocol as well as the overall
losses in the quantum channel. However, there are alternative approaches with the potential

to overcome this bound.

As mentioned in Sec. 4.6, one of the proposed solutions is to use quantum repeaters,
which divide the total distance between the users into smaller segments to minimise the
effects of the losses in the channel. In this chapter, we introduce a repeater-like protocol
which uses high-dimensional states prepared by two distant trusted parties and a more effi-
cient entanglement swapping measurement at the repeater station. As this protocol requires
Fock-number states (introduced in Sec. 2.3.1) which are hard to implement, we present an
experimentally feasible protocol that can be implemented with current technology. We show
that our protocol outperforms the existing measurement-device-independent and twin-field
QKD (TF-QKD) protocols by achieving better key rates in general and higher transmission
distance in total when experimental imperfections are considered. It also surpasses the fun-
damental limit of the repeaterless bound mentioned in Sec. 4.5.2 at a much shorter transmis-

sion distance in comparison to the existing TF-QKD protocols.

This research has been published in

Surpassing the Repeaterless Bound with a Photon-Number Encoded Measurement-
Device-Independent Quantum Key Distribution Protocol

O. Erkilig, L.O. Conlon, B. Shajilal, S. Kish, S. Tserkis, Y.S. Kim, PK. Lam, S.M. Assad
npj Quantum Information 9, 29 (2023).
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6.1 Introduction

As discussed in Chapter 4, Sec. 4.6, quantum repeaters are commonly classified into three
generations based on the techniques they employ to overcome loss and noise. The first-
generation of quantum repeaters relies on entanglement swapping and purification using
two-way classical communication [157,243]. First-generation quantum repeaters [137, 145,
146] begin by distributing entangled states between neighbouring nodes. At each link (e.g.,
between nodes 1-2 and 2-3), entanglement purification is applied to multiple entangled
pairs, where one pair is sacrificed to increase the fidelity of the other. During entangle-
ment purification, both nodes (e.g., node 1 and node 2) perform local operations and share
their measurement outcomes via two-way classical communication; if their results match,
the corresponding entangled state is kept, otherwise it is discarded [137,150-152]. Once
high-fidelity entangled pairs are established across adjacent links, entanglement swapping
is performed at intermediate nodes (e.g., node 2), enabling the creation of entanglement
between non-adjacent nodes (e.g., nodes 1 and 3). This process is repeated over multiple
segments to extend entanglement across longer distances. The entanglement swapping op-
eration depends on how the entangled states are generated. In photonic implementations
common to quantum communications, entangled states are typically encoded in photon
pairs, often Bell states. At the intermediate node (e.g., node 2), one photon from each neigh-
bouring Bell pair is interfered on a 50:50 beamsplitter, and a joint measurement, commonly
referred to as a Bell-state measurement, is performed [145,244]. Successful detection events
herald the establishment of entanglement between the distant nodes (e.g., nodes 1 and 3),
even though those photons never directly interacted. This procedure forms the backbone of

repeater-based long-distance quantum communications.

Second-generation quantum repeaters [245-248] build upon the first generation by in-
troducing quantum error correction (QEC) [160] to address operational errors, while still
relying on probabilistic methods such as heralded entanglement generation (HEG) and en-
tanglement purification to combat photon loss. In HEG, two nodes (e.g., node 1 and node
3) send photons to a central station (e.g., node 2), where a joint measurement is performed.
If the measurement is successful, a heralding signal is sent back to both nodes, confirming
the presence of entanglement across the link, this step is the same as entanglement swap-
ping. This step requires two-way classical communication to coordinate and confirm the
success of entanglement generation before moving forward. Once entanglement is estab-
lished across neighboring links, QEC-based techniques, such as teleportation-based non-
local CNOT gates [245,249], are used to create encoded Bell pairs between the nodes. These
operations mitigate gate errors, measurement imperfections, and other operational noise in

a deterministic manner. Unlike purification, QEC does not discard failed trials but instead
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actively corrects errors within an encoded logical qubit. However, since the initial entan-
glement generation is still probabilistic, two-way signaling remains necessary to confirm
successful events before applying QEC operations. This hybrid approach allows second-
generation repeaters to improve fidelity and extend entanglement across longer distances

more efficiently than the first generation.

Third-generation quantum repeaters [250-252] take a fundamentally different approach
by relying entirely on deterministic error correction techniques such as QEC codes [35,253—
265], to address both photon loss and operational errors. In this model, quantum infor-
mation is not encoded in individual qubits but rather in logical qubits which are encoded
across multiple physical qubits using QEC codes. These physical qubits collectively form
a redundancy-protected block that can be transmitted through a lossy channel. If the loss
and error rates remain below a certain threshold, the logical qubit can be recovered from the
received block without the need for classical feedback or post-selection. This makes third-
generation repeaters inherently one-way, enabling significantly higher communication rates
compared to earlier generations. The use of QEC not only removes the reliance on entangle-
ment swapping or purification but also allows for continuous and fault-tolerant quantum

communication across long distances.

Quantum repeaters typically require the use of quantum memories [146,266-268]. In
the context of quantum communications, the most relevant photon-compatible quantum
memories are either rare-earth-ion-doped crystals (REIDCs) or cold atomic ensembles, typ-
ically using Rubidium-87 [269] or Caesium-133 atoms [270,271] trapped in magneto-optical
traps [268]. Among these, REIDCs currently hold the record for the longest storage times,
with storage of optical quantum states demonstrated for up to one hour [272]. Although
the efficiency at one hour is not explicitly reported, the total memory efficiency for a 5-
minute storage time was measured to be below 1%. A more recent demonstration at the
single-photon level achieved a storage time of one second with an efficiency of 12.7% [273],
while the highest efficiency reported for the REIDCs remains as 69% for a storage time
of 1.3 pus [274]. Despite their long coherence times and telecommunication compatibility,
REIDCs often suffer from low overall efficiencies [272,273,275-277]. In contrast, cold-
atom quantum memories currently offer the highest efficiencies, albeit with shorter storage
times [269,271]. For instance, an efficiency of 87% was achieved using cold Rubidium atoms
for short storage durations [269], while 50% efficiency was maintained for storage times up
to 0.6 ms. Similarly, cold Caesium atoms have demonstrated 85% efficiency at the single-
photon level [270], with the highest reported efficiency reaching 92% for storage times on
the order of microseconds [271]. Despite these impressive efficiencies, cold-atom memories
operate outside of telecommunication wavelengths. As a result, frequency conversion is

required to interface with standard communication infrastructure, which introduces addi-
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tional losses and limits the practical performance of quantum repeaters [278,279].

While quantum repeaters are essential for long-distance quantum networks, their prac-
tical implementation remains challenging due to limitations in current quantum memory
technologies. As a result, alternative approaches that circumvent the need for quantum
memories have gained significant attention. Measurement-device-independent QKD (MDI-
QKD) protocols are a type of repeater-like protocols in which the secret keys are estab-
lished via the measurement of an untrusted third party [280, 281]. These protocols are
called ‘measurement-device-independent” as Alice and Bob do not perform a measurement
in their stations, but the measurement is performed by an untrusted party, called Charlie.
These protocols have been explored experimentally in Refs. [281-286]. Twin-field QKD (TEF-
QKD) [287] is a DV based MDI protocol which utilises weak identical coherent states sent
by both Alice and Bob to Charlie, who performs entanglement swapping via a probabilistic
photon detection measurement. The TF-QKD protocol is the first repeater protocol with-
out a quantum memory that is able to surpass the PLOB bound [210, 287-292] as it scales
proportionally to the single-repeater bound [94]. CV based MDI (CV-MDI) QKD protocols
work in a similar fashion where Alice and Bob both send a distribution of either coherent or
squeezed states to Charlie, where he performs a heterodyne measurement [281,293,294]. In
order to achieve a positive key rate in these CV-MDI protocols, the relay is positioned very
close to Alice resulting in a very asymmetric set-up. As the relay is not placed right in the
middle between Alice and Bob, the protocols scale like the repeaterless bound instead of the
single-repeater bound [193]. Hence, these protocols always sit below the PLOB bound.

In this chapter, we present a photon-number encoded MDI repeater protocol that sur-
passes the PLOB bound without the use of quantum memories through an entanglement
swapping measurement. Unlike the TF-QKD protocol, the entanglement swapping is ob-
tained by a coherent total photon number measurement performed by Charlie who mea-
sures the total number of photons coming from Alice and Bob without knowing the in-
dividual contributions. Even though the photon-number encoded states are vulnerable to
losses, we show that in the short distance regime, the secret key rates are much higher than
the ones of the single-photon encoded states. We also propose an experimentally feasible
protocol using single-photons as these high dimensional states reduce down to the single-
photon level over large distances. This protocol performs better than the existing MDI and

TF-QKD protocols as it attains higher key rates for the same transmission distances.

6.2 The Protocol

First, we introduce our MDI protocol illustrated in Fig. 6.1, providing the details of the

states that Alice and Bob use for key generation and estimating Eve’s information followed
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Figure 6.1: Equivalent representations of the protocol. (a) Entanglement-based scheme where both
Alice and Bob send optimised states with nmax = 7 to Charlie while keeping one arm of their states
to themselves denoted as modes A; and By, respectively, and measure the number of photons using
photon-number resolving detectors (PNRDs). Charlie interferes modes A, and B, coming from Al-
ice and Bob and performs a coherent total photon number measurement. (b) Prepare-and-measure
scheme where Alice and Bob send single-mode states to Charlie where they encode the key infor-
mation on the single mode Fock state one at a time. Charlie then performs a total photon number
measurement in his station on the modes that Alice and Bob send.

by Charlie’s entanglement swapping measurement. We then derive the asymptotic key rate
formula for the computation of the secret key rate. Finally, we present the results of the high-
dimensional protocol followed by the experimentally feasible version of the MDI protocol

using single-photons.

6.2.1 Alice and Bob’s States for Generating a Key

Let us assume that both Alice and Bob generate two-mode entangled states in their stations
where they keep one arm of the entangled states to themselves and send the other to Charlie.
Charlie then performs a joint entanglement swapping measurement on the states that Alice

and Bob send. This entangled two-mode state in Fock basis is expressed as

Tmax

1 —
142 \/ﬁ ot 12

where v € [0,1) is the squeezing parameter and N is the normalisation coefficient given
by >'ma(1 — 42)7®™. nmax is the maximum number of photons that Alice and Bob send
individually where each party encodes the key information on the n-photon Fock states
denoted as |n). Note that a TMSV state shown in Eq. 2.51 is retrieved when nmax — oo [74].

Here, we use the entanglement-based version, shown in Fig. 6.1(a), for the security anal-
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ysis of the prepare-and-measure method, shown in Fig. 6.1(b). We express Alice’s and Bob’s

states as follows

T'max

|\II>A1A2 = Z vV an |nn>A1A2 ) (62)
n=0

V)8, = Z \/Q\m%ﬂgz ) (6.3)
n=0

where > "™ a, = 1 and > ™% b, = 1. Here, a,, and b, represent real coefficients of each
Fock-number state |nn) for Alice and Bob, respectively. These coefficients are the same for
both Alice and Bob and optimised to achieve an optimal key rate explained in more detail
in Sec. 6.2.4.

In the entanglement-based scheme, Alice and Bob keep one arm of the entangled states
to measure the number of photons using a photon-number resolving detector (PNRD) to
establish a key while sending the other arm to Charlie. Charlie performs a coherent total
photon number measurement on the incoming modes from Alice and Bob, and announces
the outcome of his measurement (described in detail in Sec. 6.2.2). Alice and Bob’s measure-

ment in their own stations is represented as
I1,, = |n)}n/|, (6.4)

where n denotes the number of photons being measured. In the prepare-and-measure
scheme, this corresponds to preparing the Fock state |n) with probability a,, or b, for Al-
ice and Bob, respectively. The states in the prepare-and-measure scheme can be engineered
experimentally with several different methods such as conditional teleportation [295], co-
herent displacements and photon subtraction [296], and repeated parametric-down conver-
sion [297]. Alternatively, these states can be created by extending the work presented in
Ref. [298] to higher photon levels where spontaneous parametric down-conversion (SPDC)
generates entangled signal and idler photons, and conditional photon-number-resolving de-

tection on the idler channel heralds the preparation of Fock states in the signal channel.

6.2.2 Charlie’s Measurement

The states are sent to Charlie via a channel with a total transmissivity of 7 € [0, 1], which is
split into smaller channels between Alice and Charlie and Charlie and Bob represented as
TA and 7p, respectively. Single-repeater protocols can be benchmarked based on the PLOB
bound, which is given by —log,(1 — 7) [93,94]. In order to surpass this bound, the protocol
needs to scale like the single-repeater bound [94], which is expressed as —log, (1 — /7) (refer
to Eq. (4.44) for a more generalised formula for N repeaters). This requires Charlie to be

positioned in the middle of Alice and Bob such that the key-rate scales with the square root
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of the transmission probability, O(/7). In this protocol, Charlie performs a collective photon
number measurement on the incoming modes from Alice, Ay, and Bob, Bs. If Alice and Bob
send a maximum of n photons each, denoted as nmax, Charlie can measure from 0 to 2nmax
photons. Charlie’s measurement can be realised by projecting the modes A and B, onto the
following states [299-301]

LW _
Ve —I—
where ¢ € {0,1,-- -, 2nmax } represents the total number of photons Charlie receives from the
two modes, and j € {0, 1,-- -, c} denotes the different states in the c-photon subspace states

27i

while w is given by w = ec+1.

For example, when ¢ = 2, Charlie’s three possible outcomes are

oy _ L

|63) = ﬁ<\02>+rn>+|2o>>, (6.6)
|68) = 7<|02>+e3 1) + e 5 [20)), 6.7)
162) = \}g(|02> b B 11) 4+ o [20)). (6.8)

These measurements are designed such that even though Charlie knows the total number
of photons between Alice and Bob, he does not know the number of photons in each mode

separately.

The outcomes of Charlie’s measurement form a valid positive operator value measure-

ment (POVM) for a given outcome

1 = ¢ )¢ (6.9)
with all the possible outcomes satisfying the identity resolution with ¢ € {0,1,- -+, 2nmax}
and j € {0,1,--- ,c}, ie,

2Nmax €
Y mwi=1 (6.10)
=0 j=0

The measurement performed by Charlie establishes correlations between Alice and Bob.
In the lossless channel, when Charlie detects two photons with his POVM element |43), Alice
and Bob’s state becomes |¢>A1B1|J;3 = apaz [02) + ay [11) + \/azag |20). Therefore, Charlie
swaps the entanglement between Alice and Bob via the measurement he performs, similar
to many MDI protocols [280,287].
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6.2.3 Alice and Bob’s Check States for Security

A possible security issue is that Charlie can potentially lie to Alice and Bob about his mea-
surement outcome, as he can perform separable measurements on Alice and Bob’s modes
individually or announce a different photon number from the one he actually measured.
When the latter occurs, Alice and Bob can tell that Charlie is not telling the truth as the
probabilities of measuring different number of photons are not equal. However, when the
former happens, Alice and Bob cannot distinguish whether Charlie is performing a total
photon number measurement or a separable measurement on the two modes. Even though
the separable measurement does not yield an entangled state between Alice and Bob, it still
establishes classical correlations between the parties. The probability of Charlie measuring
a given number of photons when he performs a separable measurement ends up being the

same as his joint measurement described in Sec. 6.2.2.

We address this security issue by Alice and Bob randomly switching from their key states
and sending some check states to Charlie to detect any abnormalities in the system. One of
the possible check states they send consists of a superposition of the photon number states,

and are analogous to the original DV diagonal states in the following form

Tmax

) => Venln), 6.11)
n=0

where ¢, represents the coefficients a,, and b, in Egs. (6.2) and (6.3) for Alice and Bob, re-
spectively.

The untrusted party, Charlie, is required to announce the total number of photons he
measured as well as the outcome index (¢, j). Table 6.1 shows Charlie’s probability of mea-
suring ¢ = 2 photons as Alice and Bob send a mixture of key states and check states. When-
ever both parties send |++) , 3, the probability of Charlie measuring ¢ = 2 photons is differ-
ent for the non-separable and separable measurements. This is due to the nature of Charlie’s
POVM. For ¢ = 2, Charlie has three different outcomes in this set labelled as |¢9), |¢3), and
|p3). If Alice and Bob send |++),p, the probability of measuring |#9) is 1/3 whereas the
other two outcomes return 0. In the case of separable measurements, the probability of mea-
suring a two-photon event is equal, allowing Alice and Bob to determine whether Charlie is

being dishonest or not.

The separable measurement is not the only possible measurement that Charlie can make.
Ideally, Alice and Bob should not rely on Charlie’s announcement of his measurement basis
to determine if Charlie was being reliable or estimate how much information is leaked to an-
other malicious party, called Eve. For security purposes, it is essential to utilise two or more

non-orthogonal bases in QKD. For example, in BB84 [19] and the six-state protocol [302],
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Table 6.1: Charlie’s measurement probability for both non-separable and separable measurements
for ¢ = 2. Alice and Bob send a combination of their check states, (+), |+) = %(|0> + 1) + 12)),
and key states, (K), pa, = 3(|0)0| + |[1)}1] + [2)(2[), in the prepare-and-measure representation with
Nmax = 2 photons.

Non-separable Separable

AB | IIY | IT3 | TIZ2 | 02 | 11 | 20
KK |1/911/9]1/9|1/9|1/9|1/9
K+ 11/9[1/911/9[1/9|1/9|1/9
+K | 1/91/9(1/9|1/9|1/9|1/9
++ [ 1/3| 0 0 [1/9|1/9]1/9

Alice sends states in two and three different orthogonal bases to Bob, respectively. By cal-
culating the bit-error rates in these bases, Alice and Bob can estimate Eve’s information.
However, these protocols use only the probabilities of the matched measurement outcomes,
which overestimates Eve’s information resulting in a lower key rate [303]. Refs. [303,304]
showed that full tomography of the quantum state between Alice and Bob can enhance the
secret key rate due to bounding Eve’s information more accurately. Instead of using the
statistics of the matched bases only, Alice and Bob can estimate their joint state from both
the matched and unmatched bases. This joint state then can be used to calculate the Holevo

bound on Eve’s information.

Our protocol requires a similar approach to the protocols discussed above [303, 304],
where Alice and Bob measure their joint state in mutually unbiased bases to perform a full
tomography of their joint state in the entanglement-based scheme. Two bases {|e;)}/",* and
{|n;) Y, ! are called mutually unbiased when | (¢;) 2j|?> = 1/m for any i and j [305], where m
is the dimension of the Hilbert space. If the dimension of the Hilbert space, m, is a power of a
prime number, there exists m + 1 mutually unbiased bases which form a complete set [306].
In Appendix B.1, we show how to estimate Eve’s information by reconstructing Alice and
Bob’s joint state through full tomography when Alice and Bob send single-photon states,
i.e., nmax = 1. In the entanglement-based scheme, Alice and Bob measure the modes they

keep in their stations using the eigenvectors of the X, Y and Z bases which are expressed as

20y - 2D @120
|£y) = ngm (6.12b)
l+2) =10), |—2) = |1). (6.12¢)

Note that these equations are equivalent to Eqs. (2.3), (2.5a), and (2.5b). These bases

form a complete set of mutually unbiased bases for m = 2. In the equivalent prepare-
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and-measure scheme, Alice and Bob’s measurement on the two mode entangled states,
|¥) A, A, = /@0 100) + /@y |11) and |[¥)g . = /by [00) 4 /by [11) in the Z basis corresponds

to them preparing the following states
1) = 10), (6.13a)

[—z) =11), (6.13b)

with probability ap and by, and a; and by, respectively. Their measurement in the X basis is

equivalent to them preparing the following states with equal probability

[Vi2) = V€0 |0) £ Ver [1), (6.14)

i.e., they prepare |¢)4,) and |¢)_,) with a probability of 0.5, where €y and ¢; represent the
coefficients ap and by, and a; and by, respectively. Similarly, their measurement in the Y’

bases corresponds to them preparing the following states with equal probability

[Yay) = Veo [0) Fiver[1). (6.15)

We present the detailed results of this protocol in Sec. 6.3.2.

When Alice and Bob wish to encode the key onto the higher dimensional states, i.e.,
Nmax > 1, the number of check states they need to send increases. However, determining the
existence of a complete set of mutually unbiased bases in an arbitrary dimensional Hilbert
space is still an open problem in quantum information [307]. In this protocol, if Alice and
Bob send states with nmax photons with a dimension of m = nmax + 1, they need to send
check states using all the eigenvectors of m + 1 mutually unbiased bases to estimate Eve’s
Holevo bound provided that m is a power of a prime number. These check states can be
determined by following the method discussed in Ref. [306]. They can also be implemented
experimentally using the methods discussed in Refs. [295-297] and scaling the experiment
performed by Bimbard et al. [298] from two-photon level to higher dimensions similar to
the key states in the prepare-and-measure scheme. We show the key rates of these higher

dimensional states later in detail in Sec. 6.3.1 with nmax = 7 photons.

6.2.4 Calculation of the Secret Key Rate

In the entanglement-based protocol, the global state before Charlie’s measurement is a four-
mode state. The dimension to simulate this protocol scales as m?. Therefore, the coefficients
of Alice and Bob’s states in Egs. (6.2) and (6.3) are optimised by considering a classical pro-

tocol where Eve and Charlie perform a photon number measurement on their modes. We
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optimise the difference between the classical mutual information between Alice and Bob,
and, Eve and Alice. We call this protocol the “classical protocol” and an explicit method for
the implementation of this protocol is shown in Appendix B.2. The reason for doing this is
to avoid having to optimise a high dimensional four mode joint state with a total dimension
of m*. However, when computing the secret key rates, we do not assume any type of at-
tacks for Eve and calculate Eve’s Holevo bound instead and Charlie performs his collective
photon number measurement. It is also important to note that the optimisation problem is
not convex for the high-dimensional states and the solution provided for the coefficients a,,

and b, in this paper is one possible solution.

The states that Alice and Bob prepare were previously shown in Egs. (6.2) and (6.3),
respectively. They send these states through a pure-loss channel with a transmissivity 7a
and 7p for the channel between Alice and Charlie and Charlie and Bob, respectively. The
pure-loss channel is modelled with a beamsplitter with a transmissivity 7, where the beam-
splitter mixes the input mode with the vacuum as shown in Fig. 4.3. Here, 7 can be written

as a function of the fibre distance, d, with a loss of 0.2 dB per km with 7 = 1079024,

In this protocol, we assume that Eve has full access to the channel between Alice and
Charlie and Charlie and Bob including Charlie’s measurements. Eve is modelled as mixing
vacuum with the incoming modes, effectively simulating a pure-loss channel where photons
are lost to the environment, losses that Eve is assumed to collect. Thus, we can express the

state between Alice and Charlie and Charlie and Bob after Eve’s attack as
paron =Tra[{Ln@B(7a) }Hpa, ,®|0X0| {1, B(7a) } ], (6.16a)

pCyBy =Tr1[{ B(78)®1n } {|0)X0|®pp,5, } { B(t8)@1m } ], (6.16b)

where Tr; [p] stands for tracing out the i-th mode of the state p.

After Charlie’s measurement and tracing out his modes, the subnormalised state be-

tween Alice and Bob becomes

ﬁAB\é = Tl"23[(1m®Hg®1m)(pAch®pcBBl )(1m®ﬂz®lm) T] . (6.17)

We can calculate Charlie’s probability of obtaining outcomes (c, j) from the following
expression
Py =Tr[p ). (6.18)

Normalising Alice and Bob’s joint state by Charlie’s probability of measuring ¢ photons
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for his measurement j gives us the final conditional state between them as

PAB = p/;zli. (6.19)

However, for the key states that Alice and Bob send, the probability of Charlie measuring

¢ photons, Alice and Bob’s conditional mutual information and Eve’s conditional informa-

tion do not change for each j ranging from 0 to c. As such, there is no need to calculate Alice

and Bob’s conditional joint state for each value of j. Therefore, we omit j from the following
equations and set it to zero.

We then calculate Charlie’s total probability of measuring ¢ photons from
Po= Tr[pyp] = (c+ DTr[pypu=o], (6.20)
§=0

since there are ¢ + 1 POVM outcomes with a total photon number c.
In order to calculate Alice and Bob’s mutual information, we first generate Alice and

Bob’s probability table as follows

P(nmnb’C) = <na7nb’PAB|c|na7nb>7 (621)

where each term in Alice and Bob’s mutual information is given by the conditional Shan-

non’s entropy as expressed below

Tmax

H(Ale) = — Z P(nglc)logy P(nglc), (6.22a)
ne=0
H(Blc) = = _ P(ny|c)logy P(nylc), (6.22b)
ny=0
H(AB|c) = — Z Z P(ng,np|c)logy P(ng, mp|c). (6.22¢)

n6=0 1;=0
Using the equations above, we evaluate Alice and Bob’s mutual information conditioned on
Charlie’s measurement outcome from 74|, = H(A|c) + H(B|c) — H(AB|c).
Eve’s information is calculated from Alice and Bob’s conditional state after Bob’s mea-
surement outcome on this joint state using
Tmax
Igie = S(papic) = Y, PoS(pajes), (6.23)
b=0

where Bob’s POVM is shown in Eq. (6.4) in Sec. 6.2.1. b represents the number of photons
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that Bob measures while P, corresponds to Bob’s probability of measuring b photons. The

subnormalised state 4. is obtained from
pajer = Tra[(1m @ 1) pap, (1m @ I1) ], (6.24)
where Bob’s probability of measuring b photons is given by
Py = Tr[pa|cb)- (6.25)

Alice’s subnormalised state conditioned on Bob’s and Charlie’s measurement outcomes,

PA|cb i then normalised by Bob’s measurement probability by

PA|cb
— D 6.26

The asymptotic key rate of this protocol requires the combination of all the possible out-
comes of Charlie’s POVM since Alice and Bob are sending states with n photons each with
a possibility of measuring 0 to 2n photons by Charlie. However, we discard events where
Eve’s conditional information is greater than Alice and Bob’s conditional mutual informa-
tion. For example, when a zero-photon event occurs, Eve gets more information than Alice
and Bob due to all the photons being lost to Eve. As such we exclude the case when ¢ = 0.
Similarly, when Charlie measures ¢ = 2nmax photons, the key rate conditioned on this mea-
surement outcome is zero even though Eve’s conditional information is zero. Therefore, the

resulting asymptotic key rate can be expressed as

2N max

K=" Pmax[0, Ly — Ig). (6.27)
c=0

6.3 Results

6.3.1 The Results of the High-dimensional States

Our simulation results are shown in Fig. 6.2(a) for the pure-loss channel with 0.2dB loss per
km. We compare our results with the existing MDI protocols such as the CV-MDI protocol
from Pirandola et al. [281] and one of the best-performing TF-QKD protocols known as TF-
QKD without phase post-selection (NPP-TF-QKD) from Cui et al. [308] and Lu et al. [309].

We first show the case where Alice and Bob send the states shown in Eq. (6.1) with
a squeezing coefficient of v = 0.26 for each distance with nmax = 7 photons. The squeezing

level of v = 0.26 was determined based on the shortest distance that the protocol exceeds the
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Figure 6.2: Simulation results of our repeater protocol for a pure-loss channel with a loss of 0.2
dB/km. (a) Solid orange and red dashed lines show the key rates of our protocol using the states
shown in Eq. (6.1) with ny.c = 7 photons with optimised squeezing coefficients and a squeezing
coefficient of v = 0.26, respectively. Blue dashed line shows the results of the optimised states with
Nmax = 1 photon given in Egs. (6.2) and (6.3) and using Charlie’s POVM with an outcome of 1 and
2 photons. The solid blue line shows our protocol using the optimised states with nma.x = 7 photons
given in Egs. (6.2) and (6.3). Black solid lines show the single-repeater and repeaterless bounds. Solid
grey line represents the CV-MDI protocol [281] with a variance of 1000 and relay positioned at 0.01m
away from Alice, while the solid green line shows the TF-QKD protocol with no phase post-selection
(NPP-TF-QKD) [309] using optimised coherent states and infinite decoy states. (b) The comparison
of the reverse coherent information of the optimised states with nm,x = 7 and nmax = 1 photons in
the form of Egs. (6.2) and (6.3) in point-to-point communications between Alice and Bob and with a
single-repeater. The faint blue and orange lines represent the RCI of the single-repeater and point-to-
point communications of the optimised states with nm.x = 7 photons correspondingly, while the blue
and red dashed lines show the RCI of the single-repeater and point-to-point communications of the
optimised states with nmax = 1 photon. The black solid line shows the reverse coherent information
of an infinitely squeezed TMSV state denoted as PLOB.

PLOB bound (refer to Appendix B.4 Table B.3 for the details). With these states, the PLOB
bound and the CV-MDI protocol are surpassed at 144 km and 114 km, respectively, while the
protocol is performing worse than the TF-QKD protocol. We also demonstrate the key rates
of the same states where the values of -y are optimised to give the maximum secret key rate at
the corresponding distance. For distances greater than 50 km, there is not much difference
compared to the states with v = 0.26 and the PLOB bound is still surpassed at the same
distance as the case of v = 0.26. However, the key rates are now higher at short distances
below 50 km. This indicates that in the short distance regime, the contribution of the higher
order photons to the key rate is significant while at larger distances, the main contribution
comes from the the first few photons of the state as the majority of the photons are lost to
the environment at such distances. This can also be seen from the optimal squeezing level

given in Table B.3 in Appendix B.4, which is higher for short distances and lower for larger
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Figure 6.3: Simulation results of the optimised coefficients. (a) The optimised coefficients of the
states shown in Egs. (6.2) and (6.3) with nmax = 7 photons, where the coefficients are explicitly shown
in Table B.1 in Appendix B.4. (b) The optimised coefficients of the states shown in Egs. (6.2) and (6.3)
with nmax = 1 photon (refer to Table B.2 given in Appendix. B.4 for the optimised coefficients for
each distance).

distances.

When Alice and Bob send the optimised states shown in Egs. (6.2) and (6.3), these states
outperform the results of the states with optimised v by surpassing the repeaterless bound
and the CV-MDI protocol at 108 km and 75 km, respectively. These states also do consid-
erably better than the TF-QKD protocol as the TF-QKD protocol exceeds the PLOB bound
at only 130 km and its key rates are lower than our protocol at each distance. It is impor-
tant to note that this result can also be achieved by using the optimised states with nyax =1
photon in the form of /ag |00) + \/a; [11) as shown in Fig. 6.2(a) since both states reach the
PLOB bound at the same distance and the key-rates converge beyond 10 km. In Fig. 6.2(a),
both high-dimensional and single-photons states have the same gradient, scaling like the
single-repeater bound with O(,/7). The probability of receiving n-photons in this case is
given by (y/7)". Therefore, the main scaling of the key rates comes from the single-photon
level, while the remaining photons help the key rate incrementally. As the loss gets higher,
the probability of receiving higher photons drops. Therefore, beyond 10 km, we are only
interested in 1 or 2 photons. This is further emphasised in Fig. 6.3(a) where we show the
probability of sending each Fock-number state of the optimised states given in Egs. (6.2)
and (6.3) for each transmission distance. At short distances, the high-dimensional states
have contribution from each photon number. It is important to note that at 0 km, the prob-
ability of sending each Fock-number state is not equal, despite the absence of loss. This is
because when Charlie receives either 0 or 14 photons in total, the key rate drops to zero. In

the former case, Eve obtains all the photons; in the latter, Charlie’s announcement reveals
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Figure 6.4: Simulation results of the secret key rate when the number of encoded photons varies
from 1 to 7 photons at 5 km. The states are in the form of Egs. (6.2) and (6.3) where the coefficients
of each state are optimised.

that Alice and Bob must have sent 7 photons each, fully exposing their states. Since these
outcomes are excluded from key generation, the optimiser reduces the weights of |0) and |7)
resulting in a non-uniform probability distribution even at short distances. As the distance
increases, the high-dimensional states reduce down to the single-photon level as the coeffi-
cients of the Fock states above one photon approach zero. The probabilities of sending zero
and one photon, denoted as ag and a;, of these high-dimensional states shown in Fig. 6.3(a)
converge to the coefficients of the optimised states with n,,.x = 1 photon shown in Fig. 6.3(b)
beyond approximately 50 km. However, the main advantage of using the optimised states
with nyax = 7 is the ability of obtaining higher key rates at shorter distances. This is shown
in Fig. 6.4, as the secret key rate increases when the number of encoded photons changes

from 1 to 7 photons.

As the key rates of the optimised states with nyax = 7 converge with the results of the
states with optimised v below 10 km and with the optimised states with 7.« = 1 pho-
ton, one can use the combination of the states with optimised v and optimised states with
Nmax = 1 photon beyond this distance to achieve the same results of the states given in
Egs. (6.2) and (6.3).

As mentioned previously, the maximum key rate achievable by QKD for the point-
to-point and single-repeater communication is bounded by the PLOB and single-repeater
bounds, respectively [93,94]. These bounds are determined by the maximum amount of
entanglement that a channel can sustain, also known as the entanglement flux, which co-
incides with reverse coherent information (RCI) of a maximally entangled TMSV state for
the pure-loss channel [93,126,140]. The RCI is used to lower-bound the distillable entangle-
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ment of a given channel [140] and is a measure of the transmission of quantum information.
While the key rates above demonstrate that our protocol surpasses the PLOB bound and
acts as a repeater, the secret key rate is a measure of the transmission of classical informa-
tion. The key rates are also bounded by the amount of entanglement that Alice and Bob can
distill. Therefore, we also compute the RCI of our quantum states to verify the distillable

entanglement between Alice and Bob after Charlie’s measurement using

2Nmax

RCI = Y Pmax|[0,S(paj) — S(pablc)] (6.28)
=0
where S(pag|c) and S(pa|c) are the von Neumann entropies of the joint state between Alice
and Bob pyp|. and Alice’s state Tra[pp| ], respectively.

In Fig. 6.2(b), we show the RCI of the optimised states with nmax = 7 and nmax = 1 when
Alice and Bob perform point-to-point and single-repeater communications. We compare
these results with the PLOB bound as it coincides with the RCI of a maximally entangled
TMSV state in the pure-loss channel. Note that when Alice and Bob communicate directly
using the optimised states with nmax = 7, they cannot saturate the PLOB bound due to send-
ing states with a limited number of photons. However, they can reach the PLOB bound
if they send infinitely squeezed TMSV states with an infinite number of photons [118]. In
Fig. 6.2(b), when Alice and Bob perform point-to-point communication, they can distill more
entanglement at short distances. However, with the use of a repeater, they are able to dis-
till more entanglement beyond 47 km and surpass the RCI of an infinitely squeezed TMSV
state at 108 km. Note that they also surpass the PLOB bound at this distance when we cal-
culate their secret key rate as shown in Fig. 6.2(a) and the key rates coincide with the reverse
coherent information of Alice and Bob’s conditional joint state on Charlie’s measurement
outcome. This indicates that after Charlie’s measurement, Alice and Bob’s PNRD measure-
ment is optimal as Alice and Bob achieve the same key rates as the distillable entanglement

of their joint state.

6.3.2 Realistic Implementation of the MDI Protocol with Single-Photon States

The experimental realisation of the higher dimensional optimised states and Charlie’s mea-
surement is quite challenging with state of the art technology. In this section, we present an
experimentally feasible implementation of our protocol, shown in Fig. 6.5, by using single-
photon states which can be performed with existing technology. Fig. 6.2(a) demonstrates
that beyond 10 km, the single-photon states achieve the same key rates as the higher di-
mensional states and the high-dimensional states reduce down to the single-photon level as
demonstrated in Fig. 6.3(a) and Fig. 6.3(b).
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Figure 6.5: Equivalent representations of the protocol with single photons. (a) Entanglement-
based scheme where both Alice and Bob send the optimised states in the form of /ag [00) 4 /a7 |11)
and /by |00) 4+ /b1 |11) to Charlie while keeping one arm of their states to themselves denoted as
modes A; and B;. They perform a measurement in the X, Y and Z bases to compute the statistics of
their matched and unmatched results. This measurement also projects the arm they sent to Charlie
onto a single-mode state in the corresponding basis as shown in panel (b). Charlie interferes modes
A, and B; coming from Alice and Bob, respectively, at a 50:50 beamsplitter and performs single-
photon detection with PNRDs. A successful outcome occurs when Charlie’s left (10 event) or right
detector (01 event) registers a single click only. Alice and Bob ignore the instances of 02, 20 and 11
photon events. (b) Prepare-and-measure scheme where Alice and Bob send single-mode states to
Charlie where they encode the key information in the Z basis. They send the states |0) and |1) with
probabilities ag, by and a1, b1, respectively. They randomly switch to X and Y bases to send check
states to estimate Eve’s information (refer to Sec. 6.2.3 for the details of the check states). Charlie’s
measurement is the same as the one in the entanglement-based scheme shown in panel (a).

When Alice and Bob send single-photon states, Charlie can measure from 0 to 2 photons.
However, as mentioned previously in Sec. 6.2.4, when Charlie measures 2 photons, the con-
ditional secret key rate is zero as such the contribution to the key rate comes from only the
single-photon detection events. This eliminates Charlie having to distinguish between ¢ = 2
photon outcomes, i.e., |¢9), |#3) and |$3) and requires him to only distinguish between the
single-photon outcomes. Therefore, we can simplify our protocol to Fig. 6.5, where Char-
lie interferes the single photons coming from Alice and Bob at a 50:50 beamsplitter and
uses two photon-number resolving detectors up to the two-photon level. After Charlie’s
measurement, Alice and Bob can estimate their joint state to bound Eve’s information us-
ing the statistics of their matched and unmatched data of X, Y and Z bases as mentioned
in Sec. 6.2.4. This protocol is conceptually similar to Protocol 1 and Protocol 2 of Curty et
al. [310]. One of the main differences is that our single-photon protocol uses PNRDs at Char-
lie’s station which helps Alice and Bob to disregard any measurement that is a two-photon

click (i.e. Charlie receives no clicks at one detector and two clicks on the other), resulting in
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Figure 6.6: Simulation results of our repeater protocol using single-photon states with experimen-
tal parameters. The blue dashed line shows our protocol using the single-photon states in the form
of \/ag |00) + /a7 |11) and /by |00) + /b1 |11) with optimised coefficients and perfect single-photon
sources. The solid green line and black lines are the NPP-TF-QKD protocol [309] with infinite decoy
states and the PLOB bound, respectively. We assume a dark count rate of 5 x 10~® with a detector
efficiency of 0.85 for both protocols.

a lower bit-error rate. Our protocol also estimates Eve’s information more tightly as Alice
and Bob perform a full tomography of their joint state using the eigenvectors of the X, Y’
and Z bases, whereas Ref. [310] only uses the measurement results of the X and Z bases.
These two differences yield a higher key rate than the results of Ref. [310].

Additionally, we consider the detrimental effects of the detector inefficiency and dark
counts to the key rates (see Appendix B.3 for the detector model). The single-photon states
are optimised for a detector with an efficiency of 85% and a dark count rate of 5x 10—, where
the coefficients of the zero and single photons are shown in Table B.4 in Appendix B.4 and
in Fig. 6.3(b). In a lossless channel, the probability of sending a single-photon initially is
half. However, as the channel becomes more lossy; it is likely that the single-photon will be
lost during transmission. When Charlie receives no photons, this corresponds to a large bit-
error rate reducing the key rates. This is compensated by reducing the probability of sending
single-photons to decrease the bit-error rates and increase the key rates [311]. With realistic
dark count rates and detector efficiencies, our protocol using perfect single-photon sources
surpasses the PLOB bound at 116 km while the NPP-TF-QKD with infinite decoy states
surpasses at 137 km as shown in Fig. 6.6. The NPP-TF-QKD protocol drops to zero beyond
518 km whereas our protocol drops to zero beyond 542 km showing a 24 km advancement
in the transmission distance.

To account for a more practical scenario, we simulate our protocol with imperfect single-

photon sources and compare it with the NPP-TF-QKD protocol [309] with a finite number



100 Photon-Number Encoded Measurement-Device-Independent QKD Protocol

of decoy states. When the single-photon sources used by Alice and Bob are heralded with
imperfect detectors with a dark count rate of 5 x 1078 and a detector efficiency of 0.85 for
state preparation, the single-photon protocol achieves a total transmission distance of 480
km assuming 0.2 dB loss per km. When NPP-TF-QKD protocol [309] uses finite decoy states
with two decoy modes with four intensities and the same dark count rates and detector effi-
ciencies, the protocol achieves a total transmission distance of 470 km. Using a more realistic
experimental set-up our protocol still performs better. However, as the heralding detectors
used by Alice and Bob for the state preparation get more lossy, our protocol is likely to start
performing worse than the TF-QKD protocols as these protocols use coherent states. Cur-
rent superconducting nanowire single-photon detectors can achieve detector efficiencies up
to 90% with dark count rates as low as 10~? as demonstrated previously in Ref. [290].

The improvements made to the total transmission distance in our protocol are a result
of several factors. Even though both the single-photon and NPP-TF-QKD [309] protocols
use optimised states, our protocol has more freedom over optimising the coefficients of the
single-photon state while the TF-QKD protocols need to ensure that the intensities of the
coherent states are still weak enough while optimising the key rates. This is also one of the
key differences between our protocol and the Sending-or-Not-Sending TF-QKD (SNS-TF-
QKD) protocol [312], where Alice and Bob send weak coherent states and no states with
a probability of € and 1 — ¢, respectively. However, the probability of the single-photon
detection is still determined by the intensity of the weak coherent states in the SNS-TF-QKD
protocol whereas in this protocol, Alice and Bob send single-photon states with a probability
of ¢ which determines the probability of detection at Charlie’s detectors. Our protocol also
has the ability to distinguish two-photon events occurring at a single detector at Charlie. For
example, if Charlie receives no photons on one detector and two photons on the other, these
events can be disregarded and do not contribute to bit-error rates. However, in TF-QKD
protocols with single-photon detectors, this event would register as one click, causing an
increase in the bit-error rate. Therefore, the use of PNRDs in Charlie’s station improves the
bit-error rates. Furthermore, our protocol can estimate Eve’s information more accurately
due to the use of the probabilities of the matched and unmatched bases. These are the main

factors that distinguish our protocol from the existing MDI and TF-QKD protocols.

6.4 Discussion

In this chapter, we introduced an MDI protocol using higher dimensional states that sur-
passes the repeaterless bound without the need of quantum memories as it scales like the
single-repeater bound. However, for large distances, the states required in this protocol re-

duce down to the single-photon level due to the losses in the channel. Based on this, we pro-
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posed an experimentally feasible implementation of this protocol just using single-photons
and photon-number resolving detectors which performs better than the existing protocols
such as NPP-TF-QKD protocol [308,309].

Furthermore, we investigated whether the single-repeater bound can be saturated with
a simple protocol by using only single copies of the states sent by Alice and Bob and without
collective measurements performed by Charlie. Our results show that unlike the repeater-
less bound, this is probably not possible with single copies of the states and likely to require
many copies of the states sent by Alice and Bob and collective measurements as previously
shown by Garcia-Patrén et al. [140] and a protocol proposed by Winnel et al. [144].

The results presented in this chapter refer to the asymptotic key rates, and the security
of this protocol with finite-size effects needs to be considered in the future. In this protocol,
there are no misalignment errors in the Z basis due to sending single-photons. However,
the misalignment errors are likely to impact the statistics of the check states in the X and Y
bases which can be investigated in future work. The feasibility of extending this protocol
to a network of multiple users can also be studied. Additionally, it would be valuable to
explore practical implementations of the required single-photon sources such as using SPDC
or attenuated lasers, and evaluate their impact on key rates and error performance within
this photon-number-based framework.

Note that there are two challenges in our protocol which are the implementation of the
states that Alice and Bob prepare and Charlie’s coherent total photon number measure-
ment. Ref. [298] managed to implement the states we require for this protocol up to the
two-photon level. We would like to motivate the community with a possible extension of
the work presented in Ref. [298] to higher dimensions for state preparation and exploring
ways to implement Charlie’s measurement as they are likely to contribute to many areas in
quantum information not only QKD, but also quantum metrology, entanglement swapping,

entanglement distillation, optical quantum computing and error correction.
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Chapter 7

Capacity-Achieving Entanglement
Purification Protocol for Pauli

Dephasing Channel

Quantum communication facilitates the secure transmission of information and the distri-
bution of entanglement, but the rates at which these tasks can be achieved are fundamen-
tally constrained by the capacities of quantum channels as explained previously in Sec. 4.5.
Quantum repeaters typically enhance these rates by mitigating losses and noise, often by
dividing the quantum channel into more manageable portions. In the previous chapter, we
introduced a repeater-like protocol that surpassed the repeaterless capacity of the pure-loss
channel by employing a more efficient entanglement swapping measurement at the repeater
station. However, a simple entanglement swapping protocol via a central node is not effec-
tive against the Pauli dephasing channel due to the additional degradation introduced by
Bell-state measurements. This highlights the importance of purifying distributed Bell states

before performing entanglement swapping.

In this chapter, we introduce an entanglement purification protocol assisted by two-way
classical communication that not only purifies the states but also achieves the channel capac-
ities. Entanglement purification is a process by which two or more parties distill a smaller
number of high-fidelity entangled states from a larger set of noisy or mixed entangled states
using only local operations and classical communication (LOCC). Our protocol uses an it-
erative process involving CNOT gates and Hadamard basis measurements, progressively
increasing the fidelity of Bell states with each iteration. This process ensures that the re-
sulting Bell pairs are perfect in the limit of many recursive iterations, making them ideal
for use in quantum repeaters and for correcting dephasing errors in quantum computers.
The explicit circuit we propose is versatile and applicable to any number of Bell pairs, of-
fering a practical solution for mitigating decoherence in quantum networks and distributed

quantum computing.

This research has been submitted to IOP Quantum Science and Technology and is cur-

rently under review.
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7.1 Introduction

As outlined in Sec. 4.3.3, the Pauli dephasing channel primarily experiences decoherence
due to phase flips [69]. This channel is considered distillable [93] because the upper bound
on its capacity, known as the entanglement flux [93], is equal to the lower bound, the
RCI [126,140], as previously introduced in Sec. 4.5.1. The capacity of this channel can be
achieved by Alice distributing maximally entangled Bell states to Bob, with Bob perform-
ing measurements in the Hadamard basis to maximise the secret key rate. As noted in the
previous chapter, introducing a node to split the channel into two often helps surpass the
direct communication capacity in other lossy channels [267,287,308,312-314]. However, in
the case of the dephasing channel, adding a node does not result in higher key rates com-
pared to direct communication between Alice and Bob. For example, if Alice and Bob send
maximally entangled Bell states to a quantum node, which then performs a Bell-state mea-
surement to establish entanglement between them, the resulting RCI remains unchanged.
This is true even though the effective decoherence before the entanglement swapping mea-
surement is reduced. This outcome highlights the need for the state to be purified, either
through entanglement purification or error correction, before the node performs the entan-
glement swapping measurement.

Entanglement purification [144, 150-153,315-319] is used to concentrate the total entan-
glement of a large of number of noisy entangled states into a fewer number of states with
higher purity using local operations and measurements by the parties sharing the states.

Entanglement purification protocols can be classified into the following categories [320]:

¢ Filtering protocols: These protocols utilise a single copy of a mixed state and ap-
ply some local filtering measurements such as weak measurements to yield a state
with better entanglement [321]. However, the achievable fidelity of the output state is
limited by the probability of success and these protocols have limited capabilities for

general mixed states [320].

¢ Recurrence protocols: These protocols operate on two copies of mixed states at a time
by performing some local operations on both states and measuring one [150-152,322].
This procedure is repeated until the desired fidelity is achieved. Even though these
protocols can produce a maximally entangled pure state given enough iterations, the

rates of these protocols cannot saturate the ultimate two-way capacities due to mea-
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suring half of the states in each purification step.

¢ N—M protocols: These protocols use many copies of mixed states at a time where
N — M states out of N states are measured [323]. They are further classified into

hashing and breeding protocols:

— Hashing protocols: They are a special case of N — M protocols where they op-
erate on a large number of mixed states. Here, both parties sharing the entangled
states apply CNOT gates and other local unitary operations on their own pairs
and measure some of the entangled states to get information about the remaining

entangled pairs [151].

- Breeding protocols: They work in a similar fashion, however, they also use pre-
purified entangled states that are utilised to gain information about the unmea-

sured states.

It is known that the hashing protocols assisted with one-way classical communication [142,
151] can achieve the distillable entanglement capacity. While one-way communication is a
subset of two-way classical communication, no protocol leveraging the additional features
of two-way communication has been shown to reach this bound [320].

Quantum error correction (QEC) is an alternative method for purifying entangled states
in noisy quantum channels by detecting and correcting errors without disturbing the quan-
tum states [324]. Various QEC codes exist, such as repetition codes [167], quantum low-
density parity-check (QLDPC) codes [163,164,166], and stabiliser codes [158-162]. Repeti-
tion codes are simple but less efficient, mainly correcting bit-flip errors. QLDPC codes offer
efficient error correction with high tolerance using a sparse parity-check matrix. Stabiliser
codes, like Shor’s [158], Steane’s [159] and CSS codes [160], encode quantum information
into a larger Hilbert space, using a stabiliser group to detect and correct various errors. QEC
has been shown to be equivalent to entanglement purification protocols using one-way clas-
sical communication [151,320]. Specifically, CSS codes for Pauli-diagonal channels can be
adapted for entanglement purification with one-way or two-way communication [325-327].
Two-way protocols are particularly effective as they allow for selectively discarding certain
entangled pairs, resulting in higher fidelity. In contrast, one-way protocols do not permit
discarding of pairs without losing information, making two-way purification protocols de-
rived from CSS codes more effective [320].

While it is already known that the Pauli dephasing channel can be saturated using entan-
glement purification codes assisted by one-way classical communication, as it is a distillable
channel [93,320], a protocol leveraging two-way classical communication has yet to be es-

tablished. In this chapter, we propose a two-way entanglement purification protocol with
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an explicit circuit that achieves the dephasing channel capacity in the asymptotic limit. Al-
ice prepares m pairs and sends one half of each pair to Bob. Both parties then apply CNOT
gates locally on their dephased qubits, with the m!* qubit being the control and the oth-
ers being the targets. After applying the CNOT gates, the control qubit is measured in the
Hadamard basis. This recursive protocol involves Alice and Bob purifying the states in mul-
tiple stages, resulting in the remaining Bell pairs becoming purer with each iteration. By the
final round of the protocol, the Bell pairs will have a fidelity close to one with respect to
|¢pT) = (]00) + |11))/v/2, making them suitable for use in a repeater protocol to distribute
entanglement at the channel capacity. Although the capacity-achieving behaviour requires
asymptotically large m, the protocol remains effective and competitive even for moderate m,
making it relevant for realistic quantum network scenarios. This circuit can also be applied
to any number of Bell pairs to correct dephasing errors accumulated in quantum computers.
Furthermore, this protocol can serve as a foundational framework for addressing noise and
mitigating decoherence in non-distillable channels, such as thermal-noise and depolarising
channels, where two-way classical communication could be more advantageous, but would

need to be tailored to suit the specific characteristics of those channels.

7.2 The Protocol
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Figure 7.1: First stage of the protocol. Alice prepares m copies of |¢™) Bell states and sends them to
Bob via a Pauli dephasing channel. Both apply CNOT gates on their qubits, with A;, A, ..., A, and
Bi1,Bas,. .., By, representing their respective modes. After the CNOTs, A,, and By, are measured in
the Hadamard basis.

Assume we have a maximally entangled Bell state |¢™) in the form

_ [00) + [11)

6*) N (7.1)

In the dephasing channel without a repeater, this pure state becomes a mixture of |¢*) and



§7.2 The Protocol 107

|¢7) given by
pan = (1= p) |67 N0 +p|o )0~

where |¢~) = (]00)—|11))/+v/2 and p is the dephasing probability, also known as the probabil-
ity of a phase-flip with 0 < p < 1/2. Note that when p = 1/2, the state becomes completely

; (7.2)

dephased. If there is a node in the mid-point splitting the channel into two, the effective

state between the sender (Alice) and the node (Charlie) is given by

= (1= oot (Ao | 0

Even though the state dephases less due to having a node, when Bell-state measurements
(BSM) are used to swap entanglement, the resulting state between Alice and Bob is the same
as Eq. (7.2) (refer to Appendix C.1 for the details). This indicates the necessity of purifying

state before performing entanglement swapping.

7.2.1 The First Stage of the Protocol

In this protocol, Alice prepares m copies of Bell pairs and distributes them to Bob via a
quantum channel as shown in Fig. 7.1. One half of each Bell pair undergoes dephasing with
a probability of p during transmission. To mitigate the dephasing effects and enhance the
purity of the Bell pairs, Alice and Bob apply CNOT gates between their respective m'® qubit
and all other qubits. They then measure the m'® qubits, where the measured qubit acts as
the control and the remaining qubits serve as the targets. Alice and Bob’s measurement is
performed using the eigenvectors of the X basis given as
4y = 2D (7.4)
V2
When Alice’s and Bob’s measurement outcomes, denoted as j and k respectively, match as
either (++) or (——), they successfully distill entanglement, resulting in a slightly purified
state. However, if the outcomes differ, resulting in (+—) or (—+), the distillation process
fails. To determine this, Alice and Bob exchange their measurement results via two-way
classical communication. This step ensures that both parties agree on whether the purifica-
tion was successful or failed. As previously mentioned, this protocol is a recursive purifica-
tion process. Regardless of whether the distillation is successful, Alice and Bob move on to
the next stage to further purify the Bell pairs, as explained in the following section.
In the first stage, Alice and Bob apply CNOT gates, leaving the target qubits unchanged.
The measured Bell pair (the control qubit) switches to |¢~) if there are an odd number of

phase flips, and to |¢™") if there are an even number. For example, with three Bell pairs, as
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Table 7.1: Truth table of the first stage of the protocol where Alice distributes three Bell pairs.
T and C denote target and control Bell pairs, respectively, with the control being measured. The
first and second columns show the state before and after applying the CNOT gates, where only the
control qubit is affected. The third column presents the probability of dephasing noise occurring
after distributing three Bell pairs. Pink entries indicate the accepted outcomes when Alice and Bob
get a matching measurement outcome.

T,T,C T,T,C Probability
¢+7¢+7¢+ d)+=¢)+:®+ (1 _p)g
07,67 6~ [ 67 6%.0" | p(L-p)’
07,6~ 07 [ 076" | p(L-p)
T, 07,0 | o 0,00 | pP(1—p)
0=, 07.6% [ 67,676~ | p(1-p)’
¢77¢+7¢7 ()7(')+/(f)+ p2(1 _p)
0,07 | o, 0,07 | pP(1—p)
¢ .07, 0" | 97,0 ¢ i

shown in Table 7.1, an even number of bit-flips results in a |¢™) state. A successful outcome
is indicated when Alice and Bob both measure (4++) or (——), ensuring the measured Bell
pair is always |¢™). This measurement selects states with 0,2, - bit flips thus removing
tirst-order dephasing errors. The unnormalised eigenvalues of the joint state of the remain-

ing pairs are then based on the probabilities of even bit-flips,

Aoy () = (L —p)™ 7P, (7.5)
where j represents the number transmission errors with j = 0,2, ..., m and each eigenvalue
has a multiplicity of (7;‘) The normalised eigenvalues are given by

)
X, (j) = 25 7.6
1 (]) P51 (m> ( )
where the normalisation factor
1 m
Poy(m) = 5 (1+(1=2p9)"), (7.7)

is the probability of success for this round.

For the mismatched outcomes (+—) or (—+), the eigenvalues of the conditional state are
derived from an odd number of phase-flips, calculated using Eq. (7.5) with j = 1,3,...,m
and denoted as Ay, (j). Each eigenvalue has a multiplicity of (T) The probability of failure
is given by

Py lm)= S (1 (1-2)"). 78

Pfl(m) =1

This protocol maps individually distributed Bell pairs to a higher-dimensional state. For
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instance, if Alice and Bob share m = 3 dephased Bell pairs, after the first round, the remain-

ing state between them becomes a diagonal state in the Bell basis, as shown below

pasBiazs: =Asi (0) [ 6707 ) 6F 0|+ X (1) |60 ) (0707 | +
(|66t W00t |+ X (@) 6767 Koo, (79)

Here, X;,(0), A5, (1), and As, (2) are the eigenvalues of this state. As seen in Eq. (7.9), the
remaining state now consists of a mixture of 2 Bell pairs between Alice and Bob, with each
eigenvalue indicating the number of errors left after measuring the third Bell pair. Specif-
ically, As, (0) corresponds to no errors, while A, (1) and A, (2) represent 1 and 2 errors, re-

spectively.

After the first round of the protocol, we can calculate the RCI. Since the Pauli dephas-
ing channel is distillable, RCI serves as a tight bound, indicating the amount of distillable
entanglement. To saturate the capacity of the dephasing channel, we also need to keep the
unsuccessful states (i.e., states corresponding to mismatched measurement outcomes), as
these states still contain useful entanglement between Alice and Bob, consistent with find-
ings in [328]. Unlike conventional entanglement purification protocols that focus on reach-
ing a target fidelity with minimal rounds or input resources, our objective here is to develop
a protocol that asymptotically achieves the dephasing channel capacity. As this capacity is
defined by the RCI and is fundamentally difficult to saturate, requiring asymptotically large
numbers of Bell pairs and recursive operations, we adopt the RCI of the output state as our
primary figure of merit. Therefore, after the first stage of the protocol, the RCI between Alice

and Bob can be expressed as
1
RCI, = E(Ps1 (m)RCI(paB,,) + Py, (m)RCI(pag;,)), (7.10)

where P, (m) and Py, (m) represent the probabilities of success and failure of Alice and
Bob’s measurements, respectively, while PAB,, and pap 5 are the joint states between Al-
ice and Bob corresponding to successful and failed measurements. Note that the overall
RCI needs to be divided by m, the number of Bell pairs used, as the channel capacity is
expressed as per channel use (refer to Eq. (4.42) for the definition of RCI). This normalisa-
tion by m, together with the inclusion of both successful and failed states weighted by their
respective probabilities, ensures that the RCI expressions we derive (e.g., equations (7.10),
(7.12) and (7.19)) reflect both the probabilistic nature of the protocol and the total resource
cost. As such, the RCI serves as an effective entanglement rate per channel use, analogous
to the conventional output-to-input ratio of purified Bell states required to reach a target
fidelity.



110  Capacity-Achieving Entanglement Purification Protocol for Pauli Dephasing Channel

1.0py = = = Capacity
\ 30 pairs
0.8 5 pairs
— = 4 pairs
2 3 pairs
2 0.6 .
2 2 pairs
S - = = Deutsch et al.
S 0.4¢
~
0.2¢ ~
~
~ ~
ot e |
0 0.1 0.2 0.3 0.4 0.5

Probability of Dephasing (p)

Figure 7.2: Simulation results of the first round of the protocol with increasing number of Bell
pairs m shared between Alice and Bob. The black dashed line represents the dephasing channel
capacity, while the blue dashed line shows results from Deutsch et al. [152].

The von Neumann entropy of Alice’s qubit, S(pa ) in Eq. (4.42), is always equal to 1 when
Alice and Bob share a single Bell pair. However, when they share m Bell pairs and measure
one out of the m pairs, S(pa) = logy(2™~1) = m — 1. The von Neumann entropy of Alice

and Bob’s joint state, S(pap), in Eq. (4.42) is determined by

S(pas,,) = Z ( ) J)loga s, (4), (7.11a)
J=0,2,-

S(pasy,) Z ( >)‘f1 Noga Ay, (7), (7.11b)
Jj=L3,

where ( ) denotes the multiplicity of each eigenvalue A, (j) and Ay, (j). Eq. (7.11a) presents
the joint entropy of the successful state, while Eq. (7.11b) provides the entropy of the failed

state. Therefore, the overall RCI of the first stage becomes

RCL = [ — 1) 4P () Y @)Asl(j)logml ) + Py, (m) fj( >Af1 oga s, >]

7=0,2, =13,
(7.12)

Note that the term (m — 1) comes from Ps, (m)S(pa,,) + Pr (m)S(pa,, ) where S(pa, ) =
S(pa;,) =m—1land Py, (m) + Py, (m) = 1.

Figure 7.2 presents the results of the first stage of the protocol. For m = 2, the RCI, suc-
cess probability, and fidelity of the output state in our protocol match the results of Deutsch’s
protocol [152], despite the differing circuits. However, as the number of input Bell pairs in-

creases, our protocol approaches the channel capacity, nearly saturating it at m = 30. Our
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Figure 7.3: Second stage of the purification protocol. The blue and yellow boxes represent success-
ful and failed states, respectively. The top half further purifies m copies of the successfully purified
states from the first round, while the bottom half purifies m copies of the states that failed in the first
round. The last rail serves as the control, with CNOTs applied and the last rail measured. If j; = &;,
further purification is achieved.

protocol extends Deutsch’s recurrence protocol to the N — M regime providing an explicit
circuit for the purification of any number of Bell pairs. It’s important to note that Deutsch’s
protocol [152] cannot saturate the channel capacity while purifying the Bell pairs, as each
round results in half of the Bell pairs being discarded, corresponding to a ratio of 1/2" of the
capacity at each round n. This necessitates using more Bell pairs to reach the capacity while
purifying. For instance, in our protocol, we discard only one Bell pair out of every m pairs.
Consequently, after each round of purification, we retain (m —1)"/m™ of the capacity, rather
than 1/2". However, as the number of Bell pairs increases, the rate of purification decreases,

requiring additional rounds to achieve the desired purification level.

7.2.2 The Second Stage of the Protocol

To further purify the Bell states at the dephasing channel capacity, we use m copies of both
the successfully purified high-dimensional states and the failed states from the first round,
treating them separately. All the successful states are grouped together, and all the failed
states are grouped with the other failed states as shown in Fig. 7.3. CNOT gates are then ap-
plied between the last rail and each individual state, with the last rail serving as the control.

The last rail is then measured and if j; = ki, further purification is achieved.
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Figure 7.4: Schematic representation of measuring a high-dimensional state in terms of individual
Bell pairs in the second round of the protocol, with m = 3 carried over from the first round. In the
second round, there are m = 3 high-dimensional states pa, a,B,B,- CNOTs are applied between Bell
pairs that are not entangled with each other. Each high-dimensional state contains two Bell pairs, so
measuring one high-dimensional state corresponds to measuring the two Bell pairs within it, pa, s,
and pa,B,. Alice and Bob achieve further purification when A; and B; agree and A, and B, agree,
corresponding to outcomes (++, ++), (++, ——), (——, ++) and (——, ——).

Figure 7.4 demonstrates the application of CNOTs to the high-dimensional states for
m = 3. The equivalent circuit is depicted in the center of Fig. 7.4. Following the first round
of the protocol, the qubits within the high-dimensional state become entangled, with A,
entangled with A; and B; entangled with B, in the state pa,a,B,B,. In the second round,
CNOTs are applied between the control qubits and the qubits that are not entangled with
each other. For instance, if pa,A,B,B, is the control state, CNOTs are applied between qubit
A; of the control state and all the other A; qubits, and similarly between qubit A; of the
control state and all the other A, qubits. This avoids concentrating entanglement between

the rails and instead focuses on enhancing the entanglement between Alice and Bob.

The CNOTs applied in the second round function the same as in the first round. Suppose
Alice distributes 9 Bell pairs to Bob, intending to perform purification over 2 rounds. Some
Bell pairs may experience phase-flips from |¢") to |¢~). For instance, with 4 transmission
errors after the first stage, Alice and Bob share states ¢ ¢T¢™ and two ¢ ¢t¢~ with a
probability of (1 — p)®p? in the first stage. Alice and Bob group these Bell pairs into three
blocks of three and apply the circuit shown in Fig. 7.4 (left). The first group ¢*¢"¢™ has
no errors, so the last Bell pair remains ¢ and is measured. The other two blocks ¢~ ¢ ¢~
each have 2 errors, converting the last Bell pair from ¢~ to ¢ upon measurement, yielding
a successful event. This is demonstrated in Fig. 7.5. In the second stage, Alice and Bob apply
the circuit shown in Fig. 7.4 (center) with three blocks of two Bell pairs each: ¢ ¢*, ¢~ ¢ 7,
and ¢~ ¢*. They regroup their qubits, combining all first pairs of each block into ¢+ ¢~ ¢~
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Figure 7.5: Illustration of the rearrangement of Bell pairs using a CNOT gate in the second stage
of the protocol. Black and pink lines indicate how the Bell pairs are grouped together for the CNOT
application in the second round.

and ¢ ¢t ¢ as shown in Fig. 7.5. The first block, with 2 errors, flips the last ¢~ to ¢*. The
second block, with no errors, keeps ¢+ as 7. When both blocks have an even number of

errors, the event is considered successful.

As the state dimensions increase with each round of the protocol, simulating beyond
m = 4 in the second round becomes computationally demanding. Therefore, we simulate
this round classically using truth tables and tracking errors in each block for Alice and Bob.
The eigenvalues of the successful state of the second round, given success in the first round,

are determined by

Morso(5) = (1= p)™ ~Ipd, (7.13)
where j = 0,4,6,...,m(m — 1) for odd m and j = 0,4,6,...,m? — 4,m? for even m. For
example, with m = 3, the maximum number of errors per block to yield a successful event is
2, allowing up to 6 transmission errors out of 9 Bell pairs to still result in successful blocks.
Similarly, for m = 4, 16 Bell pairs are needed for two rounds of purification, with up to
16 errors permissible in the first stage across 4 blocks. However, note that for even m, the
second highest number of transmission errors in the second stage is j = m? — 4 errors, as
j = m? — 2 errors in the first stage can lead to odd errors in some blocks in the second stage.
For instance, with m = 4, one possible combination that j = m? — 2 = 14 transmission
errors can occur in the first round is ¢~ ¢ ¢ ¢, ¢ ¢ ¢ ¢, ¢ ¢ P ¢ ,and ¢ dp PpTPT.
Since each block has an even number of errors, this leads to success in the first round. How-
ever, when rearranged for the second round, new blocks become ¢~ ¢~ ¢~ ¢~, "¢ ¢ ¢,
and ¢~ ¢~ ¢~ ¢T. While the first two blocks have even errors, the last block has odd errors,
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leading to failure.

Generalising the success probability of the second round as a function of m and p given
the states were successful in the first round of the protocol is more challenging than Eq. (7.7)
as the the qubits are rearranged in the second round to concentrate the entanglement be-
tween Alice and Bob rather than the unwanted entanglement between the rails. However,
the probability of success of the second round given that the states were also successful in
the first round is given by

jm Y .
Pysy(m)= > M Asisa ) (7.14)

m )
j:4767"' 7j777.—1 P81 <m)

where j,, = m(m — 1) and j,,,—1 = m(m — 1) — 2 if m is odd or j,,, = m? and j,,_1 = m? — 4
if m is even. M represents the multiplicity of each eigenvalue ), s,(j) and each eigenvalue
needs to be normalised by P;" (m) as the second stage of the protocol requires m copies of the
successful high-dimensional states from the first round of the protocol (see Appendix C.2 for
a more generalised expression for the probability of success of the second round). Finally,
the eigenvalues also need to be normalised by the probability of success of the second round

to get the coefficients of various Bell state combinations in the final state as

Nt 0)
Asisg (1) = Pg?(m)P81s2 (m)’ (7.15)

Similar to the first stage, we need to keep conditional states that do not result in a success-
ful event in this round, as they still contain useful entanglement. Discarding them would
prevent us from saturating the channel capacity. Therefore, we need to compute the RCI of
the failed states in the second stage, given that they succeeded in the first round. The eigen-
values of the failed state can be derived from the eigenvalues of the succeeding states in the
tirst and second rounds. Specifically, for the dephasing channel, the average state in the sec-
ond round, comprising both the successful and failed states given success in the first round,
is equal to m — 1 copies of the successful state from the first stage. This ensures that when
combined, the overall state retains the same purity as m — 1 copies of the original state from
the first stage, matching its eigenvalues. This occurs because, after the first round, we obtain
m copies of a successful high-dimensional state, and measuring one of these copies does not
alter the overall purity in the second round. However, among the conditional states, the
successful state becomes purer while the failed state is less pure. The relationship between
the average state from the second round of the protocol and m — 1 copies of the successful
state from the second round can be given as

®(m—-1) P

Pas., = Poisa(m) X pa,,, + Poypy(m) X pas (7.16)

s1f2?
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where pap,, represents the successful state from the first stage of the protocol. Ps,s,(m)
(given in Eq. (7.14)) and P, ¢,(m) are the probabilities of success and failure, respectively,
in the second round given the state was successful in the first round. P, ,(m) is equal
to 1 — Ps,5,(m). pas,,,, and pag, , are the successful and failed conditional states of the
second round, respectively, given they succeeded in the first round. Using Eq. (7.16), the

eigenvalues of the failed state can be expressed as

o 1 1—p m(mfl)*jlpjl 1—p m2*j2pj2
)\51f2(]1a]2) = P ( ) - ( )

s1f2 (m) P;;l—l(m) Ps’ln(m) s (7.17)

where js is the total number of transmission errors while j; is the number of remaining
transmission errors after measuring some of the Bell pairs in the first round. The relationship

between j; and j; is expressed as

J2 =0 J1=0
Jo =4 J1=2
m=eveny jo = ji,j1 + 2,51 +4 4 <ji <m(m—1)-2 (7.18a)
Jo = J1,J1+2 j1=m(m—1) =2
j2 = m? jr=m(m—1),
J2=0 J1=0
>2 prm— 4 .1 prm— 2
m=odd {’ / (7.18b)

je=iju,0+2,51+4 4<j<(m—1)?

jo=j1:m(m—1):2 j=(m—1)>2

Note that we do not discard the conditional failed states from the first round. Instead,
we take m copies of these high-dimensional failed states and attempt to purify them fur-
ther in the second round. As mentioned earlier, to saturate the capacity, we need to keep
all conditional states regardless of success or failure as they contain useful entanglement.
Therefore, we compute the RCI of both successful and failed states in the second round,
given they failed in the first round. To do this, we first compute their eigenvalues which are
given in Appendix C.3. Then using all the conditional states, the RCI of the second round of

the protocol can be written as

1
RCIQ :W [Psl (m) (P5132 (m) X RCI(pA135132) + P81f2 (m) X RCI(pAlefz»

+ Pfl (m) (PfISZ (m) X R‘CI(pABflsQ) + Pf1f2 (m) X R’CI(pABflfQ))]7 (7~19)
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Figure 7.6: Simulation results of the second round of the protocol with increasing number of Bell
pairs m shared between Alice and Bob. The black dashed line represents the dephasing channel
capacity, while the blue dashed line shows results from Deutsch ef al. [152]. The yellow line for
m = 30 is simulated using (m — 1)?/m? x C where C represents the channel capacity.

where pag fron and pap 115, TEPresent the conditional states in the second round that suc-
ceeded and failed, respectively, given failure in the first round. The probabilities of suc-
cess and failure in the second round, given first-round failure, are denoted by P, ,,(m) and
Py, 4, (m) (refer to Appendix C.3 for how to obtain the eigenvalues and the probabilities).
Note that the average RCI is normalised by m? because distributing m? Bell pairs through
the channel is required to proceed to the second round. The RCI of each conditional state is
computed using Eq. (4.42), where S(pa) for each conditional state is log, (20m=D%) = (m—1)2,
and S(pap) is calculated by summing the eigenvalues, substituting each into —X logy \.
Figure 7.6 illustrates the RCI during the second round of the protocol as m increases. For
a fixed value of m, each line shows an expected decrease in performance compared to the
first stage of the protocol, due to the normalisation of the average RCI by 1/m?. However,
as m increases, the average RCI converges towards the capacity of the dephasing channel.
Notably, compared to the previous round, the fidelity of the successful reduced states im-
prove as shown in Fig. 7.7. For m = 3, the fidelity of the reduced two-mode state with |¢™)
increases from 0.9 to 0.9762 in the first round of the protocol, reaching a fidelity of 0.9994 af-
ter the second round, as shown in Fig. 7.7(a). Similarly, for m = 4, the fidelity starts at 0.9654
in the first round and improves to 0.9986 in the second round, demonstrating the protocol’s
capability to purify with an increasing number of rounds, as proven in the following section.
It is important to note that as m increases, the fidelity in each round will be slightly lower
compared to that for a smaller value of m, since we only sacrifice one (high-dimensional)
state each time each time. For example, measuring one state out of three contributes more

to the remaining two than measuring one out of four. When the probability of dephasing
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Figure 7.7: Comparison of the fidelity of the reduced successful states with the |¢ ) state without
purification and after the first and second rounds of the purification protocol. (a) presents the
fidelity of the reduced states using m = 2, m = 3, and m = 4 Bell pairs, with a dephasing probability
of p = 0.1, corresponding to an initial fidelity of F' = 0.9 before purification. Blue boxes indicate
the fidelity prior to purification, while pink and purple boxes represent the fidelities after the first
and second rounds, respectively. (b) shows the fidelity of the reduced states for an initial dephasing
probability of p = 0.3, corresponding to an initial fidelity of F' = 0.7.

increases from p = 0.1 to p = 0.3, corresponding to higher decoherence, our protocol still
enhances the fidelities, as shown in Fig. 7.7(b), albeit more gradually. This slower increase
is expected due to the higher decoherence. However, when decoherence is high, fewer Bell
pairs between Alice and Bob are needed to reach the channel capacity. Therefore, a smaller

number of m already saturates the channel capacity, as observed in both Figs. 7.2 and 7.6.

7.3 Optimality of the Protocol

For the protocol to be optimal, it needs to achieve the channel capacity in each round while
purifying the states. In this section, we demonstrate that our protocol can asymptotically
achieve the capacity in the first and second rounds while purifying the states in each round,
attaining a fidelity of 1 with a small number of qubits. Finally, we prove that the protocol

remains optimal for each round of the purification step.

7.3.1 Achieving the Capacity

As the dephasing channel is a distillable channel, we use RCI [126,140] shown in Eq. (4.42)

as a benchmark to test the quality of our purification protocol. The RCI serves to quantify

the amount of distillable entanglement between Alice and Bob to infer the secret key rate.
In this section, we show no entanglement is lost between the rounds of the purification

process as m — oo. If we add the successful and failed states up after the first round, they
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give the state of m — 1 copies of the noisy Bell pairs as shown below

1 R(m—1 1

—ROI(pXG" ) =—RCI(Py(m) % paB.,+ Pr(m) x pan,,), (7.20)
where pfl(gmfl) is m — 1 copies of the initial state shown in Eq. (7.2). The intuition behind
the RHS of Eq. (7.20) is that when combining the successful and failed states after the first
round of the protocol, the overall state has the same entanglement as the state from the first

stage with up to m — 1 copies, since one copy was measured during the process.

Note that the RCI of pag is equal to 1 — Ha(p) which is the capacity, C of the dephasing
channel. As there is no entanglement between each copy of pap before the purification

process, we can use S(p®") = n S(p). Therefore the LHS of Eq. (7.20) becomes

1 e - -
—ROIARE" ) =— (SR ™) = S(pis" ™))

1
m

) (7.21)

This implies that after the first round of the protocol, the average state has the same RCI as
m — 1 copies from the previous round (see Appendix C.4 and Appendix C.5 for the proof of
the RHS of Eq. (7.20) and the capacity proof for the second stage, respectively). Additionally,
asm — oo,

m—1

lim ———~C=C. (7.22)

m—oo  m

For the n'" round of the protocol, the RCI of the average state between Alice and Bob can

be expressed as
1
RCl(pag,) = — RCI(paB, ), (7.23)

where RCI(paB,) denotes the RCI of the average state of the current round, while
RCI(pag,,_, ) represents the RCI of m —1 copies of the average state from the previous round.
The overall RCI needs to be normalised by the total number of Bell pairs used throughout
the purification proceess. Since the RCI of the current round is equal to the previous round,
the RCI of the n'" can be related to the first round by

1 _1\n
RCl(pas,) = —RCI(pRE" "), (7.24)
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Figure 7.8: Comparison of the fidelity of the reduced states with the |¢T) state without purifica-
tion and after the first, second and third rounds of the purification protocol. The left boxes are
for m = 2 while the right shows the results of m = 3 for a dephasing value of p = 0.1. Blue boxes
indicate the fidelity prior to purification, while pink, purple and yellow boxes represent the fidelity
after the first, second and third rounds, respectively.

Using the same relations as Eq. (7.21), Eq. (7.24) becomes

-1 n
RCI(pa,) = (mm) RCI(pan)

- (m_l) e (7.25)

m

If n = m, the limit as m — oo approaches C/e, which would result in the lower bound
being less than the capacity. However, in each round, the effective dephasing is reduced

compared to the previous round, leading to higher distillable entanglement. This might

suggest a violation of the capacity. Nonetheless, this is prevented by the coefficient (Z-1)"
that appears before the capacity. Therefore, as long as n < m, we have
. m—1\"
lim () Cc=C. (7.26)
m—ro0 m

For p = 0.1 and m = 2 and m = 3, a fidelity very close to 1 is achieved within 3 rounds
for both cases, as illustrated in Fig. 7.8. Although it is not immediately obvious in the figure,
both fidelities approach 1 by the third round, starting from F» = 0.9998 for m = 2 and
F> = 0.9994 for m = 3. This suggests that the rate at which the number of rounds needs
to increase as m grows may not scale as quickly as m itself to purify while achieving the
capacity.

For more rigorous proofs on achieving the channel capacity, we show in Appendix C.4
that the right-hand side of Eq. (7.20) equals the left-hand side in the first round of the pro-
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Figure 7.9: Comparison of the RCI between m — 1 copies of the reduced successful states in
the alternative protocol and the high-dimensional states in the actual protocol for a dephasing
probability of p = 0.1. Blue boxes represent the alternative protocol, while pink boxes show the
actual protocol. (a) illustrates the RCI of the states after the first round with an increasing number of
Bell pairs, and (b) presents the results after the second round.

tocol, with an alternative proof provided by lower bounding the RCI in Eq. (7.10). This is
further used in Appendix C.5, where we lower bound the RCI in the second round using
Eq. (7.19) to confirm that it achieves the capacity. Finally, in Appendix C.6, we extend the
proof to show that the protocol can achieve the channel capacity in any round of the purifi-

cation process.

7.3.2 Purifying the States

While our protocol purifies the dephased Bell states, it also generates entanglement between
Alice’s and Bob’s respective modes. For instance, for m = 3, after the first round we obtain
the high-dimensional state pa,B, a,B, With reduced states pa,, and pa,B, which are both
individually purer and identical. However, A; and A; now exhibit correlations that can-
not be disregarded, as this entanglement contributes to attaining the channel capacity and
further purification of the Bell pairs in subsequent rounds.

To prove that our protocol achieves the required fidelity of /' = 1 and fully purifies
the states, we can derive a lower bound. To this end, we propose an alternative protocol
in which the correlations between Alice’s and Bob’s own modes are disregarded. In this
alternative approach, instead of using m copies of pa,B,A,B,, We consider m copies of the
reduced state pa, B, and assume that the protocol is restarted from the first round with these
fresh copies using the circuit in Fig. 7.1, which are purer than the initial pop. Proving that
the alternative protocol serves as a lower bound to the actual protocol is challenging because
finding a general expression for any number of copies, m, and rounds, n, is intractable due

to the complexity of the eigenvalue multiplicities. However, Fig. 7.9 provides numerical
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evidence that the RCI of the successful states in the alternative protocol is consistently lower
than that of the actual protocol. Recall that RCI quantifies the distillable entanglement. As
shown in Fig. 7.9(a), the RCI of m—1 copies of the reduced state is lower than that of the high-
dimensional state obtained after the first round of the protocol, indicating that some useful
entanglement between the rails is discarded. This effect is similarly observed in Fig. 7.9(b)
after the second round.

The relationship between the fidelities of the two protocols can be further understood
through the quantum data processing inequality (DPI), a key principle in quantum infor-
mation theory. The DPI states that applying a completely positive trace-preserving (CPTP)
map such as a local operation, lossy transformation, or quantum channel, to a quantum
state cannot increase its fidelity with respect to a reference state [329-332]. In the alternative
protocol, the process of tracing out certain modes can be regarded as a lossy operation that

discards useful correlations between subsystems. Therefore, this can be expressed as

FA(pa,,|6")) < F®(pas,,, 1¢™)), (7.27)

where F4 and F® denote the fidelities of the alternative and the original protocols with
respect to the |¢T) state, respectively.

It is worth noting that DPI is often discussed in contexts where the fidelity between two
quantum states increases after processing because the operation “blurs” their differences.
However, in this work, fidelity is measured with respect to a fixed reference state (J¢™)).
The partial trace operation, as a CPTP map, degrades the state relative to this fixed refer-
ence, rather than increasing fidelity as seen in other DPI contexts. This fidelity degradation
can be intuitively understood by considering the discarded subsystems as an additional
“processing step” that weakens the entanglement in the remaining state. An analogy to im-
age compression illustrates this: removing certain details during compression results in an
image that remains recognisable but lacks the full fidelity of the original.

To quantify this effect, we examine the reduced states after the first round of the protocol

05 0 0 b/2a

P e (7.28)
0 0 0 0
b/2a 0 0 0.5

where before the purification protocol, the off-diagonal term is b/2a = (1 — 2p) /2. However,

after the purification process, the new value of a and b becomes

alp) = 2m~? [(1 _22p>m+ <;>m} (7.292)
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Table 7.2: Comparison of fidelity across rounds for the alternative and original protocols. The
initial dephasing probability is set to p = 0.1.

Round | Alternative Protocol | Original Protocol
Fy 0.9 0.9
F 0.97619 0.97619
Fy 0.998812 0.999384
F 0.999997 1

T GO NS O N

Using Egs. (7.29a) and (7.29b), the new dephasing probability becomes

B(p) = 1<1 - b(p)> (7.30)

2 a(p)

and the fidelity of the new states is given by I’ = 1 — p. It is important to note that the
tidelities of the alternative protocol are always lower than those of the actual protocol but

are still an improvement over the original states as depicted in Table 7.2.

As this alternative protocol has slightly worse fidelity due to ignoring the useful en-
tanglement between the respective modes, the relationship between the fidelities can be
expressed as

1-p<FA<FR <1, (7.31a)

1
0<pf<pt<p<y, (7.31b)
where p# and p” denote the probabilities, of the alternative and the original protocols, re-

spectively.

To demonstrate that our protocol fully purifies the states, we use an iterative map proof,
establishing that 5! < p < 1/2 after the first round of the alternative protocol for any m.
Following the second round, the relationship 54 < pA < p holds, where " and p* rep-
resent the new probabilities after the second and first rounds of the alternative protocol,
respectively. This indicates that with each repetition of the protocol, the probability of de-
phasing continually decreases, resulting in further purification of the states. The details
of this proof are provided in Appendix C.7. Additionally, we present numerical evidence
in Fig. 7.10 showing that the approximate protocol closely mirrors our original protocol,
achieving complete purification of the states over multiple rounds for any number of Bell
pairs, m. The key difference between the two protocols is that the approximate protocol, by

ignoring some useful entanglement, purifies the states slower than the original protocol.
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Figure 7.10: Dephasing probability of the alternative protocol (also corresponding to 1-fidelity)
as a function of rounds with increasing number of Bell pairs. The initial dephasing probability is
p = 0.1 corresponding to an initial fidelity F' = 0.9 with respect to [¢™) state.

7.4 Discussion

Quantum communications enable secure information transfer and entanglement distribu-
tion but are limited by channel capacity and decoherence. Developing protocols that miti-
gate these challenges is key to realising quantum networks.

The Pauli dephasing channel exemplifies how decoherence can be particularly detrimen-
tal. While quantum repeaters can help mitigate losses and improve secret key rates beyond
those of point-to-point communications, they fail to surpass the capacity of a repeaterless
channel in the case of dephasing noise. This is because the Bell state measurements in re-
peaters further degrade the quantum states. To overcome this problem, we presented a
purification protocol assisted with two-way classical communications designed to reach the
dephasing channel capacity in the asymptotic limit. Through a recursive process, where Al-
ice and Bob apply CNOT gates and measure in the Hadamard basis, the protocol purifies
Bell pairs, improving their fidelity by correcting higher-order dephasing errors with each
round. Ultimately, this method ensures the Bell pairs are nearly perfect, making them ideal
for use in quantum repeaters before entanglement swapping with the respective nodes. Ad-
ditionally, our protocol can also be applied to dephasing errors in quantum computers or to
purify Bell states in distributed quantum computing. While achieving the dephasing chan-
nel capacity requires multiple Bell pairs, our protocol offers an explicit circuit that can be
adapted to any number of pairs, with the repetition rate adjustable to the user’s require-
ments. Importantly, our protocol remains relevant even outside the asymptotic limit. When

implemented with small values of m, it naturally reduces to well-known schemes such as
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Deutsch’s protocol [152] and can be practically adapted into pumping [138] or banding-
style [333] purification strategies. Pumping protocols repeatedly distill a slightly purified
state using fresh noisy states, while banding protocols group intermediate states by fidelity
and apply tailored purification steps within each group. Due to our protocol’s optimisation
for the dephasing channel, the same fixed circuit can be reused across rounds, providing a
simple and scalable approach that performs well even under realistic resource constraints.
Although our circuit is specifically designed for the dephasing channel, it provides a
framework for addressing noise and mitigating decoherence. As such, it can serve as a guide
for adapting circuits to other noisy channels, such as depolarising, erasure, and thermal
noise channels, where customised designs are required. Future work should also evaluate
the protoocol’s performance under more realistic conditions, including gate errors, memory

decoherence, and compound noise, and explore extensions through circuit refinements.



Chapter 8

Conclusions and Outlook

In this thesis, we investigated ways to improve the performance of quantum communica-
tions, particularly focusing on quantum key distribution. As quantum states are fragile, this
limits the distance they can be distributed and significantly reduces the key rate. Here, we
focused on how both distance and key rates can be improved in quantum communications.
To this end, we proposed three different protocols, each employing a different technique for
distinct quantum channels, which were detailed in Chapters 5, 6, and 7. In the following
subsections, we provide a summary of these chapters and outline potential directions for

future research.

8.1 Summary of the CV-QKD Protocol with Post-Selection Filters

In Chapter 5, we focused on the question: "How can key rates between Alice and Bob be im-
proved in a basic CV-QKD system using Gaussian modulated states and homodyne detec-
tion” when Alice and Bob communicate directly with each other. Previous studies showed
that key rates and transmission distances can be improved by using probabilistic filters to
mimic physical quantum operations [225-227,231-233]. However, these improvements re-
mained limited because the filters were constrained by the need to emulate these processes.
In this chapter, the protocol we introduced and implemented experimentally eliminated the
need to simulate physical processes when filtering. The protocol incorporated post-selection
in both Alice and Bob’s stations. The post-selection employed in Alice’s station was a Gaus-
sian filter, which optimised the modulation variance required for the estimated quantum
channel. On the other hand, the filter used in Bob’s station was a non-Gaussian filter which
emulated a better performing quantum channel. As the filter is non-Gaussian, we provided
an alternative security analysis which improved the key rates by not using the Gaussian
extremality. This protocol is compatible with the existing CV-QKD setups using coherent
states and enables dynamic optimisation of key rates for rapidly changing channels. Exper-
imentally, our protocol achieved key extraction in regions previously considered insecure
by parameter estimation, demonstrating up to a threefold improvement in key rates exper-
imentally compared to the optimal GG02 protocol [78,100]. Additionally, simulations for

LEO satellite-to-ground quantum communications links showed key rate improvements of
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up to 400-fold.

Our protocol considered the asymptotic limit. However, extending this to finite-size ef-
fects would be useful as in practical applications, data sizes are finite. Additionally, the
security analysis after Bob’s post-selection requires the calculation of Eve’s density matrix
to infer her information. This method is computationally demanding and is likely to be in-
feasible if the modulation variance is high. A recent paper by Denys et al. [241] provided an
analytical lower bound on the asymptotic secret key rate for CV-QKD with arbitrary mod-
ulation schemes. Extending this to include Bob’s post-selection could simplify the security
analysis and reduce computational demands. Additionally, Alice and Bob’s post-selection
in our protocol can be interpreted as dynamically determining which states to keep. For
this reason, our protocol could allow a dynamic switch between Gaussian-modulated and
discrete modulated CV-QKD schemes with coherent states. Such an approach could be par-

ticularly advantageous for operation in scintillating channels.

8.2 Summary of the Repeater-Like MDI Protocol

While the CV-QKD protocol introduced in Chapter 5 improved key rates in a scintillating
channel, it could not surpass or reach the channel capacity. This limitation arose from the
absence of a repeater station to divide the channel. In Chapter 6, we investigated whether
the single-repeater bound of the pure-loss channel could be achieved using a simple re-
peater protocol without quantum memories or collective measurements, as it is known that
the repeaterless bound can be saturated with the squeezed-state protocol without requiring
multiple states or collective measurements.

To address this, we proposed a protocol that employs high-dimensional states and in-
troduced a new entanglement swapping measurement at the repeater station. In this pro-
tocol, keys were encoded onto photon number states and entanglement between Alice and
Bob was established through Charlie’s total photon-number counting measurement. Since
Charlie is untrusted, he could only determine the total number of photons sent by Alice and
Bob, without distinguishing their individual contributions. Alice and Bob’s states were also
optimised to maximise the key rates, showing that at short distances, higher photon num-
bers resulted in better key rates, while at larger distances, the optimal states dropped to the
single-photon level. For this reason, we proposed a more experimentally practical protocol
that uses single photons and photon-number resolving detectors capable of detecting up to
two photons. Our protocol surpassed the repeaterless bound capacity at a shorter distance
than the existing MDI protocols and extended the achievable QKD distance beyond their
limits. However, our protocol could not reach the single-repeater capacity, as achieving this

likely requires multiple copies of the states and the use of collective measurements.
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The security analysis of our protocol was limited to the asymptotic limit, but studying
the finite-size effects is necessary for a more practical scenario. Additionally, to verify that
Charlie performs the correct measurements in our protocol, Alice and Bob switch bases and
send check states in the X and Y bases, which are prone to misalignment errors. Incorpo-
rating these errors into the key rate calculations would make the analysis more applicable
to realistic experimental setups. Furthermore, extending our protocol to a network of users
could pave the way for its integration into the quantum internet, enabling secure commu-
nication on a larger scale. Finally, advancing state preparation from n = 2 photons [298] to
higher dimensions and implementing Charlie’s measurement could benefit not only QKD
but also other areas of quantum information, such as quantum metrology, entanglement

swapping, and optical quantum computing.

8.3 Summary of the Purification Protocol

In Chapter 7, we demonstrated that introducing a repeater splitting the Pauli-dephasing
channel into two segments cannot surpass the repeaterless capacity of the dephasing chan-
nel, unlike the repeater protocol introduced for the pure-loss channel in Chapter 6. This
is because the Bell-state measurements introduce additional decoherence to the distributed
Bell states, resulting in the same amount of distillable entanglement as direct communication
between Alice and Bob, without a node splitting the channel. To address this, we proposed
a purification protocol that applies simple gates to distributed Bell pairs and measures one
pair out of m pairs. With each iteration, the protocol maps the states to a higher-dimensional
space, progressively increasing the purity of the individual Bell pairs. Furthermore, we
demonstrated that our protocol achieves the capacity of the Pauli-dephasing channel, with
the resulting states attaining a fidelity of 1 relative to the |¢™T) state given enough iterations
of the purification process.

Although the explicit circuit proposed in this protocol is versatile and applicable to any
number of Bell pairs, it has not yet been tested on a real hardware. Observing how effectively
the protocol mitigates dephasing errors in practice would be valuable. Additionally, we
believe this protocol could be adapted for other noisy channels, such as thermal loss or

depolarising channels, to explore strategies for achieving their capacities.

8.4 Closing Remarks and Outlook

Encryption has been evolving since ancient times, with codebreakers consistently finding
ways to expose its flaws. As we enter the quantum era, it is clear that our current encryption

methods must be improved, transitioning from traditional approaches to more innovative
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solutions. While QKD offers information-theoretic security, there is ongoing debate within
the cryptographic community regarding its practicality and necessity in the post-quantum
era. Post-quantum cryptography (PQC) [334,335], which is based on classical mathematical
problems believed to be hard even for quantum computers, presents a compelling alterna-
tive. PQC protocols are generally easier to deploy with existing infrastructure, however,
their long-term security cannot be guaranteed until universal quantum computers are re-
alised and their full capabilities are understood. In contrast, QKD provides provable secu-
rity independent of computational assumptions, making it an attractive choice for highly
sensitive applications such as governmental, military, and financial communications. Ulti-
mately, no single solution is likely to fit all scenarios. A layered approach combining both
QKD and PQC, using PQC for general-purpose encryption and QKD for critical secure links

may offer the most robust path forward.

Although QKD offers information-theoretic security, its effectiveness is limited by the
constraints on transmission distance. In this thesis, we introduced several protocols using
both CV and DV platforms, which not only improve QKD distances and key rates but also
contribute to advancements in other areas of quantum communications. The protocol pre-
sented in Chapter 5 provides a near-term solution for QKD that can be implemented on
existing CV platforms with coherent states. Notably, this CV-QKD protocol has been im-
plemented experimentally and integrated as a proof-of-principle into a commercial QKD
platform with promising performance increase. The techniques introduced in this protocol
for optimising states based on channel parameters can also be applied to other CV-QKD

protocols, including those that use squeezed states.

The protocols outlined in Chapters 6 and 7 offer more efficient methods for entangle-
ment distribution, serving as potential stepping stones toward the quantum internet [62,63]
with applications extending beyond QKD. The DV-based protocol in Chapter 6 is more ex-
perimentally demanding, particularly in its entanglement-swapping step due to requiring
higher-dimensional Fock states, but it can feasibly be demonstrated using single-photon en-
coding and PNRDs. The MDI nature of this protocol also makes it a strong candidate for

secure, untrusted-relay QKD networks.

The entanglement purification protocol presented in Chapter 7 contributes to the long-
term goal of achieving quantum communication at channel capacity. While its full experi-
mental realisation remains challenging, given that capacity is reached only in the asymptotic
limit, the scheme could still prove useful in practical scenarios where the generation of high-
fidelity entangled states is prioritised over optimal key rates. In such cases, it may be imple-
mented experimentally using a limited number of noisy Bell pairs. The primary challenge
lies in the requirement for quantum memories to store and selectively process these states;

however, for the development of future quantum networks, such demonstrations will be an
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essential step forward.

Looking ahead, an important question is which physical platform DV or CV is best
suited to meet the evolving demands of quantum communications. Each approach offers
distinct advantages: DV-QKD has demonstrated superior performance over long distances
and shows greater resilience to loss, while CV-QKD benefits from higher key rates at short
distances and seamless integration with conventional telecommunications infrastructure.
However, the choice of platform may ultimately depend on the specific application, network
architecture and available technologies. In my view, DV-QKD is the stronger candidate for
long-distance communication, particularly because entanglement-swapping measurements
are more effective in DV implementations [210, 211, 287-289, 292, 312]. For instance, CV
equivalents of MDI-QKD [281] have not demonstrated comparable success in repeater-like
scenarios, largely due to their limited effectiveness over long distances. On the other hand,
CV-QKD remains highly promising for short-distance applications making it well suited for
scenarios such as establishing keys between multiple parties within a local network.

While QKD appears to be the most mature and promising application of quantum com-
munications at present, the long-term goal should extend beyond point-to-point key distri-
bution. Numerous large-scale initiatives are already underway to bring QKD into practical
use, including OPENQKD in Europe, the UK Quantum Communications Hub, the Italian
Quantum Backbone, national testbeds in Germany as well as large-scale efforts in South Ko-
rea and China. These projects aim to demonstrate the feasibility of QKD in applications
ranging from secure government communications to financial services and smart grids.
These efforts reflect growing international momentum toward operationalising QKD for
everyday use. An excellent overview of these deployments and the broader standardisation
landscape can be found in Stanley et al. [336].

However, to truly scale secure quantum communications, the next step must be the de-
velopment of a fully connected quantum internet, one that supports not only key distribu-
tion but also quantum networking functions such as entanglement distribution, remote state
preparation, and access to distributed quantum computing resources. Achieving this vision
requires significant advances in hardware, especially quantum memories as they are essen-
tial for enabling entanglement-based quantum repeaters. Most current quantum memories
operate outside the telecommunications band, requiring frequency conversion of the quan-
tum signal before storage and this process introduces significant loss and limits efficiency.
Moreover, increasing the coherence time of memories is still critical to synchronising entan-
glement across distant nodes. Overcoming these technological bottlenecks will be just as
crucial as improving QKD protocol performance. The future of secure quantum communi-
cation will likely be shaped not only by protocols, but by the practical engineering of robust,

scalable quantum hardware.
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Appendix A

Software Enhanced CV-QKD
Background

A.1 Detailed Description of the Experimental Parameters

In this section, we outline the procedure to implement data analysis in our experiments.
Table A.1 summarises the experimental parameters for the operational regimes shown in

Fig. 5.3. For each regime, the reconciliation efficiency is set to 5 = 92%.

Table A.1: Experimental parameters for each regime. V,,,,4: Modulation variance in shot noise units,
W: Eve’s variance denoted as W, and W, for « and p quadratures, respectively. KR: Key rate

Distance (km) | Transmission | Vinoq (SNU)! | Wa/p (SNU) KR KR after Alice | KR after Bob

12.62£0.009 | 1.0240.004
6.03£0.006 | 0.757+0.0002 | 135040000 | 10410004 | 0-4839%0.005 - -

12.65+0.009 | 1.0240.002
15.1120.007 | 0.499£0.0002 | 136310.01 | 10340002 | 0-1433%0.0028 - -

12.744-0.009 1.024+0.001

29.14:£0.008 | 0.261£0.0001 | 135040009 | 10140001 | —0-0093 = 0.0029 | 0.0025+0.0012 | 0.0038-0.0011

12.58+0.008 | 1.00+0.001
39.06+0.01 | 0.166£0.0001 | 1340400009 | 10040001 | 0-0099£0.0029 | 0.0169+0.0020 -

Key to the data analysis is converting from the prepare-and-measure (PM) scheme to
the entanglement-based (EB) scheme. This conversion enables the estimation of Eve’s infor-
mation, which in turn allows for calculating the final key rates. To this end, we begin by
expressing Bob’s raw data after detection, following the experimental setup illustrated in
Fig. 5.1

p = VT (ge,0y + 7} + 2y) + V1 = Ty, (A1)

where g., is the electronic gain of the system and z], represents Alice’s raw data, generated

by sampling the output of function generators, while zy, % , and zj correspond to shot

!Experimental imperfections cause asymmetry in the z and p quadratures. The first row shows
the experimental values for z, while the second row shows the values for p. Empty cells indicate
that post-selection was not required. The distance is calculated by assuming a fibre loss of 0.2 dB per
kilometre.
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noise, channel noise (introduced by Eve), and trusted excess noise, respectively. Alice and

Bob’s raw data are then calibrated to shot noise units as follows

S S (A.2a)
VVsn —Vbn

Ty,
VVsn — VDN

where Vgn and Vpy represent the variances of the shot noise and dark noise respectively.

Tg —

After the calibration, Bob’s data becomes
xb:\/T(gezxa—kxt—i-xgzv)—i-\/l—TxEl. (A.3)

Typically, dark noise is subtracted from the variance of the raw samples. However, given
our high dark noise clearance of 20 dB, this correction was not applied. After calibrating the
shot noise, the initial PM covariance matrix between Alice and Bob for the x quadrature can
be calculated as follows

Vo, C.

oy = T T (A4)

Cabm ngp
where V,, represents Alice’s variance (Az,Ax,), Cqp, denotes the covariance between Alice
and Bob (Az,Axy) = ge,V/TV,,, and V;, is Bob’s variance of the homodyne measurement
for the x quadrature (AxpAxy).

After the shot noise calibration, Alice renormalises her data by the electronic gain of the
system, g.,, to reveal the physical states she prepared. The gain is determined by setting the

channel transmission to 1, corresponding to no loss, as

C’abm

e (A.5)

Jex =
Notably, this gain also accounts for Bob’s homodyne detection efficiencies (~ 97.6%), where
we have taken into account the quantum efficiency of the photodiodes (~ 99%), mode-
matching visibility (~ 99.3%). The calculated gains for our experiment are g., = 8.33 £ 0.01
and g., = 19.59 & 0.02 for the amplitude and phase quadratures, respectively. Using these

gains, rescaled covariance matrix for the x quadrature in the PM scheme becomes

/ 2 v C V; C’
UAP%/[I _ 9ey,Var YezL“aby _ mody aby ’ (A6)

Ge, Cabz ‘/b Cl %

- aby z

where C(’lbx = ggz \/TV% = \/TVmOdI and V},,,4, represents the rescaled modulation variance

of the z quadrature. Similarly, agl\é[; is also obtained from the expression above for the phase
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quadrature. Note that Bob’s homodyne variance, V3, does not need to be scaled as it already
includes the system gain when the measurement is performed. Therefore, Bob’s variance

becomes
(AzpAzy) = T(g2 Vo, + &+ 1)+ (L= T)Wyo =T (Vinod, + &+ 1)+ (1= T)W,. (A7)

Here, W, denotes Eve’s variance while ¢, represents the variance of the trusted excess
noise. In an ideal scenario with no system loss, Bob’s variance should be V},, = Vj;,04, + 1.
However, due to noise in the state preparation during our experiment, the variance af-
ter the modulators becomes V.4, + &:. Therefore, we model Bob’s variance as V}, =
T(Vinod, + 1+ &) + (1 = T)W, and when T = 1, the trusted excess noise, £, and &, for

the z and p quadratures can be estimated from
ga: = %z - Vmodz - 17 (A8a)

& = Vo, — Vinod, — 1. (A.8b)

The experimental values obtained for these trusted noises are {, = 0.28 £ 0.003 and &, =
0.40 4+ 0.002.

For the security analysis, we use the EB scheme [74,119]. For each regime, the EB covari-
ance matrix is obtained by rescaling the PM matrix given in Eq. (A.6) following the method
described in Laudenbach et al. [236] as below

Vinod, + 1 0 2o, 0

Vmodp+2 ’
0 Vinod, +1 0 A Voo, Cab,
X p— Ve
Vmod +2 !
Vo Cab, 0 Vo, 0

Vmodp +2 /
0 \| Vinos, Caby 0 i

V. 0 Cp 0
0 Vv, 0 -G,

C. 0 Vi O
0 -C, 0 WV

: (A.9)

where C’(’lbz and C’gbp are equal to VT Vinod, and VT Vinod,, respectively [236]. As mentioned
in Sec. 5.2.1, V; = Vjoq, + 1 and Cp = \/m . For the phase quadrature, the same
equations apply with V04, W, and £, replaced by V,.04,, W), and &, respectively. Addi-
tionally, when post-selection is applied, V;;,04, and V;;,04, must be replaced with Vmodz and

Vinod,, respectively.
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A.2 Theoretical Model of Post-selection with Heterodyne Detec-

tion

In this section, we present the theoretical model of our protocol when heterodyne measure-

ment is implemented at Bob’s station.

A.2.1 Alice’s Post-selection

In this case, Alice’s data and her post-selection remains unchanged. Therefore, Egs. (5.5)
to (5.7) still hold. However, Bob’s data, and therefore the calculation of the secret key, are
different. Because Bob performs heterodyne detection, there is an added vacuum noise.
Additionally, our theory model also accounts for detector noise and efficiency, necessary to
analyse the data collected from Data61 that is presented in Fig. 5.4. Bob’s measured variance

can be expressed as

nT(Vmodx + 1+ g:}:) + 7)(1 - T)Wx + (1 - 77) +1
2

Vit = + &4 (A.10)
Here, &, is the trusted excess noise attributed to the state preparation, while W, is Eve’s ther-
mal variance in the x quadrature. 7 represents the detector efficiency and g is the electronic
noise of the detector. Bob’s variance in the p quadrature is the same except variables V;,,04,,
& and W, are now replaced with V.4, {, and W),. Note that variance of the quantum state

received by Bob is V;,, = 2V, — 1 given by
Vo, = T (Vinod, + 1+ &) +n(1 = T)Wa + (1 —n) + 284 (A11)

Similarly, the covariance between Alice and Bob going from PM scheme to EB scheme needs
to be scaled, where the initial PM covariance matrix (already normalised to the shot noise

units) for the heterodyne detection is expressed as

Viod, C'
U e (A.12)
Cabz ‘/bz
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where the covariance term C7, is givenby C}, = \/nT/2V;;04,. Then the EB representation

of the covariance matrix becomes

Vmodm +1 0 Wcébz 0
2(Vmod +2)
= | Vo 1 o,
Lpe2lcy, 0 2 1 0
0 - 72”;55:2’ cl, 0 2V — 1
Vv, 0 C, 0
| % 0 G (A.13)
c, 0 Vi, O
0 -C, 0 Vi,

When Alice performs post-selection, all instances of V04, are replaced by the effective mod-
ulation variance f/modx, as calculated using Eq. (5.7). Additionally, C;, = /nT(V2 —1),
where V,, = V04, + 1 without post-selection, and V,, = ~modz + 1 when Alice performs

Gaussian post-selection.

As Bob performs heterodyne detection, the mutual information is different from the ho-
modyne case. Given that Alice prepares a two-mode squeezed vacuum state in the equiv-
alent EB scenario and sends one arm to Bob [119, 124] while measuring the other with het-
erodyne detection, her variance of the classical data is V4, = (V; + 1)/2. Bob’s heterodyne
variance is also V;™ = (13, + 1)/2. Since both Bob and Alice perform heterodyne detec-
tion in the equivalent EB representation, the covariance terms scales by 1/2 and becomes
Cy/2. Therefore, Vy, |5, = Va, — c?/ (4V,). The mutual information is then calculated us-
ing Eq. (4.36) for z and p quadrature separately and averaged over both quadratures with
Iap =0.514p, +0.514p,.

Similar to the homodyne case, when Alice performs a post-selection, Eve’s average and
conditional covariance matrices need to scale as the effective modulation variance changes.
Eve’s average covariance matrix follow Egs. (5.11) and (5.12). However, her conditional
covariance matrix now depends on measurement outcomes of both quadratures instead of

one. Therefore, the conditional covariance matrix can be calculated from [236]

1
OE Ey|B = OE1Ey — macebdg;b, (A.14)

where o, g, is Eve’s average covariance matrix from Eq. (5.12) and o._, is the matrix de-
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scribing the covariance terms between Eve and Bob given as

nT(1—T)(We — (Ve + &) 0
P 0 77T(1 - T) (Wp - (Vp + fp))
o Vi@ =T)Cp, 0 ’
0 vn(l— T)C’Ep

where Cp, and C, are expressed in Sec. 5.2.1. For full derivation of the matrix o, refer to
Laudenbach et al. [236].

Eve’s information is bounded by the Holevo bound [89] using Eq. (4.35). The secret key

(A.15)

rate is then calculated using
K = Py, Pa,(BIaB — IE), (A.16)

where P4, where Py, are the probability of success of Alice’s post-selection calculated using

Eg. (5.6). Note that the total probability of success in the heterodyne case is P4, = P4, X Pa,,.

A.2.2 Bob’s Post-selection

The filter function that Bob uses for heterodyne measurements is given as

0 —c<af+p<c
FB(xbvpb) = (A17)
1 elsewhere,

where ¢ represents the cut-off parameter of the filter which can take the values from 0 to
the largest measurement outcome of Bob. Bob’s distribution before the post-selection can be
expressed as

zy vy

1
Xp| — - . A.
W(vml)(vw)ep[ Vo +1) (W, +1) (A19)

po(xp, D) =

After Bob’s post-selection process, the probability of success for a given cut-off can be found

from o e
PB(C):/ / Fp(zy, pp)p(wp, pp) dzpdpy. (A.19)

Notably, if V;, = V},, the probability of success simplifies to Pg(c) = exp [ — Vbciil} Bob’s

output distribution after the post-selection process becomes

) 0 —c? <zl +pf<c?
Do(zp, ) = (A.20)

%b(’g’) elsewhere.
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Similar to the homodyne case, we avoid using the Gaussian extremality and instead
bound Eve’s information directly from her density matrices. As described in Sec. 5.2.2, we
use Williamson’s decomposition [90] to obtain a symplectic matrix, s, and a diagonal matrix,
w. We then further decompose the symplectic matrix, s using Bloch-Messiah decomposi-
tion [238] to express s as a series of beamsplitters, squeezers and phase rotations: s = s,,s;s,
in the covariance matrix notation and S = Sy SrSy in the density matrix notation. In our
case for Data61’s results, both s, and s, are both expressed through phase rotations and
beamsplitters: Sy = R(61,02)B(m)R(03,04) and Sy = R(05,0s)B(mv)R(67,0s), where each
parameter needs to be solved. The s; component is expressed through two-mode squeezing
operations, S; = S(ry,r2). Therefore, Eve’s overall conditional density matrix is written in

terms of the symplectic density matrix S and a mixed thermal state A
PR B = SAST. (A.21)

Note that pg, g, in Eq. (A.21) does not provide any information about Bob’s measurement
outcomes, therefore, we assume that the conditional matrix is centred at zero. We then
apply a displacement operator on the conditional matrix centred at zero to determine Eve’s

conditional density matrix for each measurement outcome Bob gets.

PELEs|B(T0: Pb) = D01 (v, py), 02 (2, b)) PRy ma B (25 = 0, Py = 0) DT (01 (0, p3), 2 (3, 1)),
(A.22)

where D(ai(xp, pp), aa(zs, pp)) represents the displacement operator for Eve’s modes 1 and

2 in the form of

D(a1(zp, pp), o(xp, pp)) = €xp (Cn(%‘b,ll?b)@T - 041(%,1%)@) ®exp (042(%,1?1))@T — Oéz(ivb,Pb)a>,
(A.23)

where o7 and «as are functions of Eve’s conditional means based on Bob’s measurement

outcomes, x;, and py. These conditional means for Eve are calculated from

-1

Oc V;)m 0 Tp
BiBe (To,00) = —= | 7 (A.24)
HE, B ( ) 2\ 0 V;)T I
The values of a; and ap are calculated from aj(zp,pp) = (ug, (zs) + iug,(py))/2 and

a2(zp, pb) = (B, (T6) + ipim, (Po))/2 Where ug, (xb) , pir, (pb), i, (26) and pg, (pp) correspond
to rows 1 to 4 of g, E, (24, pp), respectively.

Even though each conditional state has the same entropy, they contribute differently to
Eve’s average state due to the varying probabilities of obtaining each conditional state. To

determine Eve’s average density matrix, we multiply each conditional state by its corre-
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sponding probability from Bob’s post-selected probability distribution and then sum them

all. Bob’s probability of obtaining a given outcome is calculated from

, pi+A  pri+A
Pl (i, py) = / / By(2i, p;) deodpy, (A.25)
pi—A Jx;—A

where A is the width of the bins and in our results A = 0.25 for the heterodyne detection

data. Summing over all the possible outcomes of Bob, Eve’s average state becomes

Np Na
pmE, = Y. Y 0y p)pe Eae(Ti D), (A.26)

Pj=—Np Ti=—Nxg

where n, and n, are the maximum number that Bob measures and pj(x;, p;) denotes Bob’s
probability of getting a given outcome, x; and p;. Eve’s information then can be calculated

from
Ip = S(pElEQ) - S(pE1E2|B(O7 0))7 (A.27)

where S(pg,E,) represents the von Neumann entropy for Eve’s average state while
S(pE,E,B(0,0)) gives the von Neumann entropy of Eve’s conditional state given Bob mea-

sures 2, = 0 and p, = 0.

In order to calculate Alice and Bob’s mutual information after Bob’s post-selection, we

fit Alice and Bob’s data to the following multivariate Gaussian distribution

1 1 _
fAB(xaapa, xbvpb) = exp |: - ivT(UgB) 1U:| ) (AZS)
(2m)k|o Sl

where |0{;| represents the determinant of the joint covariance matrix between Alice and
Bob’s classical variables. v is a k-dimensional column vector given as v = (x4, pa, T, pp) and

therefore, k = 4. The classical covariance matrix between Alice and Bob is given as

(Vo +1)/2 0 Cr/2 0
o 0 (Vs +1)/2 0 —G,)2
M e 0 (Vy, +1)/2 0 ' (A.29)
0 —Cp/2 0 Vo, +1)/2

Using Eq. (A.28), we generate a probability table between Alice and Bob for each values of
Za, Tp, Po and p, where z, and p, range from —14 to 14 with increments of A = 0.25, while
xp and py, range from —8 to 8 with increments of the same width. The mutual information is
then calculated using

Iap=Ha+ Hp — Hap, (A.30)
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where the joint entropy between Alice and Bob, H 45 is computed from

SR SRS . faB(2a; Pa; T, P) faB(Za; Pa; Ty, Pb)
B\%asPasLby Pb B\%a,PayLby Vb
Hyp=— E E E E 1
AB PB (C) Og2 PB (C) Y
Ta=—"Na Pa="Na ifb:—cpb:_ /02_1%

(A.31)
where n, represents the maximum number that Alice prepares. In order to compute H 4, we

need to obtain Alice’s probabilities after Bob’s post-selection

N2 —x?

fA(xaapa) = PBl(C) Z Z fAB(‘Taapaa:Eb)pb)' (ASZ)

Tp=—C _ 2
T pp=—/ 2}

H 4 is then expressed as

Na

Haz— S0 S falte o) logslfalzapa)] (A.33)

La=—"Na Pa=—"Na

Similarly, Bob’s probability from the probability table after his post-selection becomes

fB(xb,pb)ZPBl(C) Za Za faB(2a; Pa; T, p). (A.34)

LTa=—Nag Pa=——"MNa

Using Eq. (A.34), Bob’s entropy is computed as

c VP
Hp=- Y > (@) logs[fr (e, p)]. (A.35)
T py=—yf?—a}

A.2.3 Calculation of the Secret Key Rate

When both Alice and Bob perform post-selection, the key rate is computed from
K = PgPu, P, (81 — IEg), (A.36)

where Pp denotes probability of success of Bob’s post-selection and, P4, and P, are the

probability of success of Alice’s post-selection for the z and p quadratures, respectively.
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Figure A.1: The equivalence between the prepare-and-measure and entanglement-based models
for Alice’s post-selection. (a) Alice encodes coherent states |(z, + ip,)/2) from a Gaussian distribu-
tion with zero mean and variance, V},.q4, using white noise generated by function generators. She
samples z, and p, simultaneously. After data acquisition and once the states have been sent to Bob,
Alice applies a Gaussian filter to her measurement outcomes with a filter gain, g. This shrinks the
initial thermal state with a modulation variance of V,,oq to Vinoa. (b) Alice prepares a two-mode
squeezed vacuum (TMSV) state with initial variance V' = Vj,,,4 + 1 and zero mean. She performs
heterodyne detection on mode A,, followed by a Gaussian filter with gain ¢’. As a result, mode A
is projected onto a thermal state with zero mean and an effective modulation variance Vinod-

A3 The Equivalence between the Entanglement-Based and

Prepare-and-Measure Schemes

In this section, we derive the EB representation corresponding to Alice’s post-selection in
the PM scheme as shown in Fig. A.1(a). Alternatively, one can begin with the EB model
to construct an equivalent experimental description of Alice’s post-selection process. In
Fig. A.1(b), Alice prepares a TMSV state and performs a heterodyne measurement on one
mode, labeled A;, while sending the other mode, A, to Bob. This measurement projects
mode A; onto a thermal state with zero mean and variance V. The resulting covariance
matrix after Alice’s measurement is given by

% Iy v2—1

Oz
ol (V) = 2 (A.37)

2__
V2 Lo, Vis.

For simplicity, we initially assume symmetric variance in both quadratures. The model is

later extended to incorporate asymmetric quadrature variances. The joint Gaussian distri-
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. . EB . .
bution corresponding to 03’4, is given by

1 1 -1
PAlAQ(V7 xa,pml'b’pb) = 5| BB €Xp |:_ i(xavpavxbapb)o-ngAQ (V)(%wpml'bapb)T .
4m |‘7A1A2(V)|

(A.38)
When the quadratures are symmetric, Alice applies the following filter with an effective gain
¢'. This gain must be chosen to ensure consistency with the PM model derivation presented

in Sec. 5.2.1. Therefore, Alice’s filter is given by
Fa(za,pa,9") = e 9 @atpl), (A.39)

Applying the filter on A, gives the following probability of success

1
P4, (V, 9’) = ////FA(xavpaagl)PAlAz(Va Tas Pas Ths Pb) Ay, dp, deydp, = m»
(A.40)
where setting ¢’ = ¢ 2((‘}/;11)) and V — 1 = V54 gives
Py, (V, ) = __ (A.41)
A\ Vmod, 9) = 292Vmod + 1 .

Recall that in the case of asymmetric quadratures, Alice’s total success probability is given
by P, = Pa, x Pa,, where P4, and P, are defined in Eq. (5.6).

Pt(Vmodzv Vmod;ﬂ 9z, gp) = PAm (Vmodz ) g:):) X PAP (Vmodpv gp)

= ! X ! , (A.42)

V293 Vimod, + 1 202Vinod, + 1

Setting Vinod, = Vinod, = Vimod and g = g, = g gives the total probability of success as

1

P;(Vinod, 9) = ma
mo

(A.43)

which matches Eq. (A.41). After Alice’s post-selection the output joint distribution is ex-

pressed as

FA(xavpavg/) X PA1A2(V7 Ia,7pa7$b,pb>
PAt(va/)

PA1A2 (Vvv xavpaa'rbvplng/) = (A44)

Integrating over mode A; gives the distribution of A, as

pAQ(V7 xbapbvg/> = / pA1A2(V7 xaapaywbvpbag/) da:adpa7 (A45)
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which is used to determine the new thermal variance of A; after Alice’s post-selection as

5 . V+g?%(V+1)
V(V.q') = b’ P Ny, dyp, = —5—2——>. A.46
(V,g) //l’ AQ(V71’b7pb79) b“"Pb g’2(V+1)+1 ( )
AsVii=V —land g =g 2((“//;11)), the new modulation variance becomes
Vmod(‘/: gl) = V(Va gl) -1
__ V-1
SRV + 1
~ Vmod
Vinod(Vimod, = 5927 11 A47
Vit 9) = 5™ (A47)

which is exactly the same as the modulation variance we derived in Eq. (5.7).

When the modulation variances are asymmetric due to experimental imperfections, this
corresponds to Alice preparing a TMSV-like state in the EB scheme with unequal quadrature
variances. Specifically, she generates two squeezed states with squeezing parameters r; and
ro in the « and p quadratures, respectively. Upon performing a measurement on mode A,
mode A is projected into a thermal state with zero mean and variances V, and V), along the

x and p quadratures. The effective covariance matrix then becomes

Vx2+l 0 V3622—1 0
0 Vp+1 0 A
O’ElBAQ (an V;J) = V21 2 2 R (A48)
2 0 v, 0
0 B Vp22—1 0 v,

where the joint distribution now depends on the variances V, and V), and has
the same functional form as Eq. (A.38). We denote the asymmetric distribution as
Py ay(Va, Vi, x4, Pa, T, pp). Alice’s filter, modified to accommodate this asymmetry, can be
written as

Fa(Ta,pa, gy g)) = e~ (9FTataP) (A.49)
where g;, and g, correspond to the effective gains applied to the x and p quadratures, respec-
tively, in the asymmetric filtering scheme. The probability of success when Alice applies this

filter to her measurement outcomes x, and p, becomes

PAt(Vﬁ’%’g;’g;) = ////FA(xa7pa7g/mag;;)P/-hAz(VQH‘G)al‘aapaawbapb)
1

= : (A.50)
V@2 (Ve + 1)+ D(gp(V, + 1) + 1)




§A.4 Parameters of the Satellite-to-Ground Simulation and duty cycle estimation 143

By setting g7, = gz/ 2((‘2’;11)), g;) = gpy/ 2((‘2";11)), and defining the modulation variances as
Vinod, = Vo — 1 and Vinod, = Vp — 1, the probability of success becomes

1
PA (an ‘/}379337917) =
t V@RV = D)+ D263V, — 1) + 1)
1
PAt (Vmodm) Vmodp7gx7 gp) = ) (A'Sl)
\/(29%Vmodx + 1)(29‘127Vm0dp + 1)

which is exactly the same as the PM model and Eq. (A.42). After the post-selection process,

the distribution of A5 becomes

IBAQ (an V}?a Th, Po, gg/m g;;) = //]5141142 (Vma V})? LasPas Ty Pb, g:,m g;)) dxadpa> (ASZ)
then the thermal variance of A, is given by

Ve + g2(Ve + 1)

. A.
2Vt 1) 11 (A-53)

Vx(vx,gé) = //xb2pA2(VI7‘/pwrb?pbvg/mvg;))da?bdpb —

2(V,—1)
(Vat1) 7

AS Vinod, = Vo — 1and ¢, = g the new modulation variance for the z quadrature

becomes
od V:p -1 Vmodz

Vinod, Ve, g) = = ’
mde( T gm) 293-(‘/% — 1) +1 29%Vmodw +1

(A.54)

which is equal to the modulation variance given in Eq. (5.7).

A.4 Parameters of the Satellite-to-Ground Simulation and duty cy-

cle estimation

The results presented in Fig. 5.6 is calculated using the model described by Sayat et al. [129]
where the parameters used in the model are described in Table A.2. For an optical ground
state elevation of 0 km, the system can be visualized as illustrated in Fig. A.2. A satellite in
Low Earth Orbit (LEO), traveling at an average speed of 7.6 km/s [337], typically completes
15 orbits around the Earth in a single day. During this period, the satellite is visible from
the ground station for approximately 3 hours. Consequently, 100% duty cycle of secret key
rate (SKR) delivery corresponds to 3 hours, irrespective of the tolerable minimum SKR. In
the results shown in Fig. 5.6, we assume the minimum tolerable secret key rate (or threshold
SKR) to be 10~ bits per use. The duty cycle is determined by calculating the ratio of two
arc lengths: the first from the zenith to the satellite at the altitude where the secret key rate

exceeds the 104 bits/use threshold, and the second from the zenith to the horizon. Upon
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Figure A.2: Satellite to ground model used in calculating the results presented in Fig. 5.6. The
satellite orbit is indicated by the purple dashed line and the red dot represents the optical ground
station. (a) shows the geometric setting used to compute the duty cycle of our protocol. Regardless
of weather conditions, the maximum zenith angle (shaded in yellow) where the secure key rate
(SKR) exceeds 10~ bits/use is 90°. Notably, our protocol achieves SKR delivery throughout the
entire 3-hour window, which represents the maximum possible transmission window for any QKD
protocol (CV-QKD or DV-QKD) in this scenario, resulting in a 100% duty cycle. Figures (b) and (c)
illustrate the model used to assess the duty cycle of a conventional GG02 protocol under good and
bad weather conditions, respectively. In favorable weather, GG02 attains maximum zenith angles
of approximately 70°, yielding a duty cycle of approximately 43%. This drops to 21% in adverse
weather due to a reduced maximum zenith angle of 50°. The model incorporates the parameters
outlined in Table A 2. It is important to emphasize that the aspect ratio between element dimensions
and lengths depicted in the figure are not precise. The representation has been adjusted to represent
the model succinctly. As a consequence the zenith angles look inaccurate. However, the stated values
are accurate and employed in the duty cycle calculations.

simplification, the duty cycle is given by

Oskr

22°

Duty cycle = x 100%, (A.55)

where the angle fskr is the angle made between the satellite and the zenith with respect
to the centre of the Earth. fsgr can be calculated from the elevation angle € (= 90°— zenith

angle) when the SKR crosses 10~ bits per use and is given by

REg
RE + Lzen ‘

fskr = [90 — €] — sin™!| cos[e] (A.56)
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Table A.2: Parameters of the Satellite-to-ground communication model in Fig. 5.6.

Radius of the Earth, Rg (km) 6371
Satellite Altitude at Zenith, L..,, (km) 500
Optical Ground Station Elevation, Lpogs (km) 0
Transmitter Aperture Diameter, D; (m) 0.3
Receiver Aperture Diameter, D, (m) 1
Transmitter Optics Efficiency, T; 0.9
Receiver Optics Efficiency, T’ 0.9
Pointing Loss Efficiency, L, 0.1
Atmosphere Thickness, L,¢y, (km) 20

Visibility, V' (km)

20 km for bad weather conditions
200 km for good weather conditions

Refractive Index Structure Parameter, C2 (m—2/3)

1013 for bad weather conditions
10716 for good weather conditions

Probability Threshold, p;, 10—
Wavelength, A (nm) 1550
Modulation Variance, V;,,,q (SNU) 8
Detector Efficiency, 1 (%) 90%
Detector Noise, €4.: (SNU) 0.0135
Excess Channel Noise, €., (SNU) 0.0186
Detection Type Homodyne
Reconciliation Efficiency, 3 (%) 90%
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Appendix B

Photon-Number Encoded
Measurement-Device-Independent
QKD Protocol Background

B.1 Estimating Eve’s Information Using Quantum Tomography
with Single-Photon States

In this section, we show how Alice and Bob can estimate their joint state conditioned on

Charlie’s measurement outcome to bound Eve’s information.

Alice and Bob measure their joint state in the X, Y and Z bases in the entanglement-
based scheme as introduced in Sec. 6.2.3 to construct the statistics of their matched and un-
matched results. From the probabilities measured in these bases, Alice and Bob can estimate

their joint state. Writing their joint state as

(L4 + 5 G+ 5 -+ Z rik(0;@0y)), (B.1)
Gk

PABle=1 =

AN

where s, &, and §,- & describe Alice and Bob’s reduced states calculated from their local
measurements, while 7, (0;®0}) gives the correlations between Alice and Bob determined
from their measurements performed in the bases j = {X,Y, Z} and k = {X,Y, Z}, where 7,
is the correlation coefficient and o; and o}, are the standard Pauli matrices ox, oy and 0.

The terms s, - 7, and 3 - 6% can be expressed as
5, 0, = ax(Ux(X)lQ) —I—ay(O'y(X)lg) —I—az(0'2®12), (B.Z)

5y 0 = bx (La®ox) + by (1o®oy) + bz(1a®oz), (B.3)

where {ax,ay,az} and {bx,by,bz} represent the coefficients given in Eq. (B.7) and (B.8)
when Alice and Bob measure in the bases j = {X,Y, Z}.

When Alice and Bob measure their own qubits in any basis j = {X,Y, Z}, their measure-

147
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ment outcomes can be expressed as
= [£j)X£4], (B.4)

which can be calculated using the eigenvectors of the X, Y and Z bases as defined previ-
ously in Eq. (6.12a), (6.12b) and (6.12c). The probability of their measurement then can be

calculated from
Po() = Tr[(T;®12) papjemt (e ®12) 1], (B.5)

Py(£j) = Tr[(12®1I1+;) papje=1 (12®Hij>T], (B.6)

where p4p|.— is determined from Eq. (6.19).
The coefficients in Eq. (B.2) and (B.3) can computed from Eq. (B.5) and (B.6) where

aj :Pa(+j) _Pa(_j)a (B~7)

bj = Py(+7) — Po(=J). (B.8)

In order to determine the correlation coefficients 7, Alice and Bob construct a joint prob-
ability table of their measurements in all the bases where these probabilities are calculated

from
P(a==j,b==2k)=Tr|(Il4 ;@) papje—1 (ILr; @I 1x )] (B.9)

Using Eq. (B.9), the correlation coefficients become
rjk = Pla=+j,b=+k) + P(a=—j,b=—k) — P(a=+j,b=—k) — Pl(a=—j,b=+k). (B.10)

After Alice and Bob reconstruct their estimated joint matrix pag|.—1, they can estimate Eve’s

information using the Holevo bound as given in Eq. (6.23).

B.2 Classical Protocol Used to Optimise the Coefficients of the

High Dimensional States

This section describes how the states that Alice and Bob prepare are chosen. The coefficients
of these states are determined based on the following classical protocol. We assume Eve taps
off the signal sent by Alice and Bob, and measures the number of photons denoted as n.,

and n.,. Then we maximise the average difference in mutual information

2Nmax

Fe(ne)(Lapie = Lape B.11
{P(nIB P(ny)} [ Z (ne)(TaBle — Lagle) | (B.11)
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where I4p|. and 4. are Alice and Bob’s mutual information and mutual information be-
tween Alice and Eve conditioned on Charlie’s measurement outcome, respectively. P(n.)
represents the probability of Charlie measuring n. photons in total. Note that P(n,) and
P(ny) are related to the optimised coefficients from Eq. (6.2) and (6.3) as they are the proba-
bility of sending n photons for the corresponding Fock-number state |n), also expressed as

an and b,, throughout Chapter 6.

In the classical protocol, Charlie measures the number of photons coming from Alice
and Bob individually with two separate PNRDs. In Fock basis, both classical and quantum
simulations yield the same probabilities for Charlie’s measurement outcome. The probabil-
ity of Charlie measuring n., or n., photons on Alice’s and Bob’s mode individually can be
computed as

Pune) =S (n ) The (1 — 7a) " P(n,), (B.12)

ng=0
where nmax refers to the maximum number of photons Alice and Bob are sending individ-
ually. 74 is the probability of a photon arriving at Charlie from Alice or Bob as a function
of the fibre distance with 74 = 107024, (1 — 74)"a~"< is the probability of losing n, — n,
photons to Eve. The probability of the collective photon number measurement performed
by Charlie for a given number of photons n. can be calculated using Eq. (B.12) as shown

below

Pu(ne) = Y Pe,(nc,)Pey(ne — ne,), (B.13)

Neq=0
where n. — n., gives the number of photons measured on Bob’s mode.

Alice and Bob’s mutual information conditioned on Charlie’s measurement outcome is

obtained from the probability table between Alice and Bob which is as follows

Mg + nb>7'”0(1 — 7)tatm=ne P(n ) P(ny) (B.14)

Pl o) o ,

Ne

where n, + ny, is equal to the total number of photons in the system and 7 in the equa-
tion above corresponds to the transmission probability in one channel only. We evalu-
ate Alice and Bob’s mutual information conditioned on Charlie’s measurement outcome
from the same approach shown in Sec. 6.2.4 using Iy, = H(Al|c) + H(B|c) — H(AB|c) and
Eq. (6.22a), (6.22b) and (6.22c¢).

We quantify Eve’s information conditioned on each photon measurement in a similar
fashion to Alice and Bob’s mutual information using I, = H(Alc) + H(E|c) — H(AE|c).
Since Eve has access to both channels between Alice and Charlie and Charlie and Bob, we
need to consider events where each party loses photons to Eve. We compute the probability

table between Alice, Bob and the two modes of Eve conditioned on Charlie’s outcome as
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Imperfect PNRD

Nd
Pin N
Pout 7

p(n)

Figure B.1: Diagram of the method used to simulate the effect of dark counts in the PNRDs. pj,
is the density matrix of the input state. The grey box represents a realistic photon number resolving
detector with efficiency 74 and dark noise (1 — 74)7.

follows

1 n n _
P(na’ 1 nea’neb|n0) - 1 c(nc) <TL:1> <nebb>7-na+nb (”€a+”eb)(1 - T)nea+nebp(na)P(nb)7
(B.15)

provided ng + ny — (ne, + ne,) = ne, where n., and n., are the photons lost to Eve by Alice

and Bob, respectively, and n, + n, — (ne, + n¢,) corresponds to the total number of photons
measured by Charlie. Therefore, using the probability table between Alice, Bob and Eve, we

can calculate the entropies below to compute Eve’s information

Mmax "Mmax

H(E7Eg|c) = — Z Z P(ne,,ne,|c)logy P(ne,,ne, |c), (B.16a)

Nea=0 neb:O

Mmax 7Tmax 7lmax

H(AEAFER|c) = — Z Z Z P(ng, ne,, ne, |¢) logg P(ng, ne, , Ne, |€). (B.16b)

nq=0ne,=0 neb:()

B.3 Modelling Dark Noise and Detector Efficiency

This section describes how to model the dark noise and detector efficiency at Charlie’s
photon number resolving detectors to achieve the results of Fig. 6.6 and the single-photon
sources heralded by these detectors. The effects of dark noise is modelled by interacting the
incoming state with a thermal state at a beamsplitter as in Fig. B.1.

The efficiency of the single photon detection in this framework is the transmissivity of
the beamsplitter (7), i.e., ng = 7. The density matrix of the state to be detected can be written

down as
Pout = B(nd)(Pin@)p(ﬁ))B(nd)Ta (B.17)

where p(n) is the density matrix of the thermal state. The beamsplitter transformation is
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shown in Eq. (2.56). The density matrix of the thermal state is given by
1) =Y s (5.15)
S n=0 (1 + ﬁ)n+1 7 '

where . = Tr[p(7)a’a] is the mean photon number of the thermal state. Consequently, the
dark count is given by (1 — n4)n. For low dark counts, the summation in Eq. (B.18) can be

truncated accordingly.

B.4 Coefficients of the Optimised States

In this section, we present some of the coefficients of the optimised states with nmax =7
and nmax = 1 photons used in Fig. 6.2(a) and (b) for each distance in Tables B.1 and B.2,
correspondingly. These coefficients represent the probability of sending the corresponding
Fock-number state. We give the values of the optimised squeezing parameters of the states
given in Eq. (6.1) with nmax = 7 photons for each distance used in Fig. 6.2(a) in Table B.3. In

Table B.4, we present the coefficients of the optimised single-photon states shown in Fig. 6.6.

Table B.1: The coefficients of the optimised states with nm.x = 7 photons.

Distance aop ay az asg a4 as ae ar
(km) bo by bo b3 by bs be br
0 0.0823 | 0.1162 0.1432 0.1582 0.1582 0.1432 0.1162 0.0823
0.5 0.1073 | 0.1359 0.1557 0.1603 0.1496 0.1267 0.0968 0.0676
1 0.1226 | 0.1472 0.1616 0.1600 0.1438 0.1174 0.0868 0.0605
2.5 0.1550 | 0.1705 0.1710 0.1567 0.1307 0.0994 0.0691 0.0477
5 0.1967 | 0.2012 0.1786 0.1483 0.1129 0.0787 0.0508 0.0329
10 0.4468 | 0.3137 0.1410 0.0601 0.0245 9.4433 x 1073 | 3.3895 x 10~3 | 1.1308 x 103
15 0.6654 | 0.2955 0.0366 24273 x 1073 | 1.1213 x 10~* | 3.9036 x 1075 | 9.8873 x 108 0
20 0.7230 | 0.2608 0.0160 2.8606 x 10~% | 2.1895 x 106 | 3.2584 x 109 0 0
25 0.7548 | 0.2366 | 8.5496 x 1073 | 4.9545 x 10~° | 6.2159 x 10~8 0 0 0
30 0.7760 | 0.2189 | 5.0283 x 1073 | 1.0464 x 1075 0 0 0 0
50 0.8176 | 0.1811 | 1.3468 x 1073 | 1.2642 x 10~ 0 0 0 0
100 0.8477 | 0.1520 | 3.3582 x 10~* 0 0 0 0 0
200 0.8571 | 0.1427 | 1.9467 x 10~4 0 0 0 0 0
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Table B.2: The coefficients of the optimised states with n,,x = 1 photon.

Distance ag ai
(km) bo b1
0 0.5 0.5

0.5 0.5308 | 0.4692

1 0.5505 | 0.4495

2.5 0.5918 | 0.4082

5 0.6371 | 0.3629

10 0.6935 | 0.3065
15 0.7292 | 0.2708
20 0.7542 | 0.2458
30 0.7869 | 0.2131
50 0.8205 | 0.1795
100 0.8483 | 0.1517
200 0.8575 | 0.1425

Table B.3: The optimised squeezing parameters () of the states shown in Eq. (6.1) with nip, = 7
photons.

Distance | Squeezing Parameter
(km) ()
0 0.84
0.5 0.83
1 0.83
2.5 0.82
5 0.81
10 0.71
15 0.52
20 0.44
25 0.40
30 0.37
40 0.33
50 0.30
100 0.26
200 0.25
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Table B.4: The coefficients of the single-photon states when experimental imperfections are con-

sidered. The detector dark count rate is 5 x 10~® and the detector efficiency is 0.85.

Distance ag ai

(km) bo b1
0.5 0.6697 | 0.3303
1 0.6751 | 0.3249
2.5 0.6896 | 0.3104
5 0.7100 | 0.2900
10 0.7405 | 0.2595
15 0.7624 | 0.2376
20 0.7790 | 0.2210
30 0.8020 | 0.1980
50 0.8275 | 0.1725
100 0.8499 | 0.1501
200 0.8576 | 0.1424
400 0.8588 | 0.1412
420 0.8591 | 0.1409
440 0.8598 | 0.1402
460 0.8609 | 0.1391
480 0.8630 | 0.1370
490 0.8647 | 0.1353
500 0.8669 | 0.1331
516 0.8721 | 0.1279
518 0.8730 | 0.1270
520 0.8739 | 0.1261
522 0.8749 | 0.1251
524 0.8760 | 0.1240
530 0.8796 | 0.1204
532 0.8810 | 0.1190
534 0.8825 | 0.1175
536 0.8841 | 0.1159
538 0.8859 | 0.1141
540 0.8878 | 0.1122
542 0.8898 | 0.1102
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Appendix C

Proofs of the Entanglement

Purification Protocol

C.1 Proof of the Ineffectiveness of Bell-State Measurements in

Pauli Dephasing Channel

Figure C.1: Entanglement swapping measurement performed by Charlie using Bell-state mea-
surements in the dephasing channel. Alice and Bob each prepare a |¢™) state, keeping one qubit
and sending the other to Charlie. Charlie then interferes with the two incoming qubits and performs
a Bell-state measurement, establishing entanglement between Alice and Bob.

In this section, we demonstrate that, even with the inclusion of a node between the
trusted parties, an entanglement swapping process using Bell-state measurements results in
a state identical to that of a repeaterless channel. The state in Eq. (7.3) represents the states
shared between Alice and Charlie, and Charlie and Bob, after both Alice and Bob send a
state to Charlie. When the original dephasing channel is divided into two by introducing a

node, the Kraus operators for the channel with a node are given as

K() =4/1 —pelg (Cla)

Ky = /peo. (C.1b)

where p. = (1 — /1 —2p)/2 represents the probability of a phase-flip in the presence of
1 0

a single node, and o, = 0 aE For n channels, the effective dephasing probability

between each node is given by p.(n) = (1 — (1 —2p) " )/2, which can be used to compute the

channel capacity of (n — 1) repeaters using C(n) = 1 — Ha(pe(n)).

When Alice and Bob each prepare a |¢") Bell state and send one arm to Charlie, the
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resulting state, as described in Eq. (7.3), is obtained through the application of the Kraus

operators as follows
pac = (12 ® Ko) (¢+><¢+‘ (1o® Ko)' + (12 ® Ky) ‘¢+><¢+‘ (1, ® Kp)T. (C.2)
This state can be expressed in the computational basis as

6" Wt |+ pe o )|

(100)00] + (1 — 2pe) [00)(11| + (1 — 2p.) [11)00] + [11)(11]). (C.3)

—~

pac = (1 —pe)

N | =

Therefore, the state received by Charlie from Alice and Bob can be expressed as pfé,

which takes the following form

1
paciap = 7 (10000)0000] + (1 — 2pc) [0000)0011] + (1 — 2pc) [0011)(0000] + [0011)(0011] +

(1 — 2pe) [0000X1100] 4 (1 — 2pe)?|0000)1111| + (1 — 2pc)? [0011)1100| +
(1 = 2pe) |0011Y1111] + (1 — 2p,) |1100%0000] + (1 — 2p,)? [1100%0011]| +
(1 — 2pe)? [1111)X0000] 4 (1 — 2p) |1111)0011| + |1100)1100]| +
( )

1 —2p,) 11001111 + (1 — 2p) [1111)(1100| + |1111)1111| ) (C4)

Charlie then performs a Bell-state measurement, enabling Alice and Bob to share an
entangled state, as illustrated in Fig. C.1. For the purposes of this proof, assume Charlie uses

the |¢T) state as the measurement operator. In this case, his measurement is represented by

Mys =(1 @ |6+ )6 @ 12)
1
= (10000)(0000] +0000)(0110] + [0110)(0000] + [0110)(0110] + [1000)(1000] +

11000)(1110| 4 |1110)(1000| 4 |1110)(1110| 4 [0001)0001| 4 [0001)0111] +
0111)(0001| + [0111)0111| + [1001)(1001| + [1001)}1111] 4 |1111%1001] + [1111)(1111]).

(C.5)
Thus, the state after Charlie’s measurement becomes
PAB = TTQ,S[H¢+PAC1028H2;+]
1
= g( 100)(00] + (1 = 2pe)® [00)(11] + (1 — 2pe)? [11)(00] + [11)(11]), (C.6)

where Trj 3[.] represents tracing out the modes 2 and 3 corresponding to C; and Cs. Nor-
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malising the state by the success probability, Tr[pag], gives

PAB
t[paB]

(100X00] + (1 — 2pe)* [00)11] + (1 — 2p,)® [11)(00] + |11)11])

PAB,, =

—

N =N =

(100)00] + (1 — 2p) |00)(11] + (1 — 2p) |[11)00] + [11)(11])

= =p)|etNo*| +p|om) 07| (€7)

—~

This demonstrates that the resulting state after the BSM remains identical to the repeaterless
case. Each BSM outcome projects the state between Alice and Bob onto a state that experi-
ences the same level of noise as in the repeaterless scenario, with each outcome occurring

with a probability of 0.25 as shown below

pas,. = (L=p) |6~ ) (07| +p|o")(s*]. (C.82)
panyy = (1=p) [0 )| +p o) v, (C8b)
pan,- = (1—p) [0~ )| + o0 Yot (C50)
Therefore the average RCI becomes
RClggy = 0.25 x RCI(ﬁAB¢+) +0.25 % RCI(ﬁAB¢_ )+
0.25 x RCI(pap,,, ) + 0.25 x RCI(pap, )

which is equal to the capacity of the repeaterless bound [93]. This highlights the importance
of our protocol in achieving the capacity of the reperater bounds of the Pauli dephasing

channel.

C.2 Probability of Success of the Second Stage

The probability of success of the second round given that the states were successful in the

tirst round is given by

—(m-1) 2 m
Py s, (m) = QPm(m) <m) (1 +(1— 2p)m72r> (1—2p)™", (C.10)

S1 r=0
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for odd m and

Pyy55(m) = w <r) (1 +(1— 2p)m’2’")m (1= 2p)™ +2m1(1 — 2p) "% (m”;2> 7
(C.11)

for even m. r represents half the number of errors of the first stage.

C.3 Eigenvalues of the Second Stage

As mentioned in Sec. 7.2.2, in order to saturate the channel capacity, we need to keep all the
possible outcomes. Accordingly, we provide the eigenvalues of the remaining conditional
states here. The eigenvalues of the successful state in the second round, given it failed the
firstround, A, s, (), follow the same formula as Eq. (7.13) with j = m,m+2,...,m(m—1) for
evenmand j = m,m+2,...,m(m—1)+1 for odd m. Similar to Eq. (7.15), these eigenvalues
need to be normalised. The probability of success in the second round, Py, s,(m), given it
failed in the first round, is computed using Eq. (7.14) with j values adjusted accordingly for
the failed states and \,,s,(j) is divided by Ppt(m) where Pf(m) is obtained from Eq. (7.8).
Therefore, the eigenvalues of the successful state of the second round given it fails the first
round is given by gy, (7) = Asy,(4)/ (P (m) Py, s, (m)).

The last set of eigenvalues we need to compute are for the states that failed in both the
tirst and second rounds. These are derived from the relationship between the failed and
successful states of the second round and the failed state from the first round, as shown
below

R(m—1
pA](;;l ) - Pf182 (m) X pABf152 + PflfQ (m) X pABflf27 (C12)

Here, pag,, represents the failed state from the first stage of the protocol. Py, (m) and
Py, 1,(m) are the probabilities of success and failure, respectively, in the second round given
the state failed in the first round. Note that P, r,(m) is equal to 1 — Py, (m). pas,,,, and
PABy, ;, ar€ the conditional states of the second round that succeeded and failed, respectively,
given they failed in the first round. Therefore the eigenvalues of the failed state of the second

round given it also failed the first stage is given by

1 (1 _p)m(mfl)fjlpjl B (1 N p)m27j2p7'2

C.13
Prnm | PP m) eI

Ao (d1,J2) =

where ji =m—1,m+1,---,(m—1)%2and jo = j1 + 1,51 +3,--- ,j1 +m — 1 for even m and
ji=m—1m+1,--- m(m—1)and jo =j1 + 1,51 +3,--- , j1 + m for odd m.
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C.4 Proof of the Capacity for the First Round of the Protocol

As stated in Eq. (7.20) when we add the successful and failed states up after the first round,
they give the state of m — 1 copies of Bell pairs as in average nothing changes but the state

conditioned on a successful outcome individually purifies the Bell pairs. Note that the eigen-

values of the successful state is % with a multiplicity of (;71‘) while the eigenvalues
51

(1—p)m =1+ pi1+1
Py, (m)
is even. Therefore, when we add the successful and failed states up, the eigenvalues simply

of the failed state is with a multiplicity of <j1711) with j; =0,2,--- ,mif m

become (1 — p)(™~Ypit with j; = 0,1,--- ,m — 1 with each eigenvalue having a multiplicity
of (mj:l) Then the entropy of the combined state in the RHS of Eq. (7.20) becomes

RHS = %(S(Ps1 (m)pa,, + Pr,(m)pa,,) — S(Ps, (m)pas,, + Pr,(m)pas;,))

= i10g2(2m_1) + 1 e (m - 1) (1-— p)(m—l)—j1pj110g2((1 _ p)(m—l)—jlpjl)
" m j1=0 J1
m — _ ym—1p1m—1 m— o

— m 1 + (1 T];) [j;) ( . 1) (1 —p)(m—l)—ﬁpyl ((m —1—j1)loga(1 —p)+
j110g2(]9))}

- m—1, (1—p™! -1 » \”7

T m T m L;O ( 71 ) <1_p> (m — 1)loga(1 — p)+
m—1 i
j;) <mj: 1> <1fp>] J1(loga(p) — log2(1 —p))]. (C.14)

Note that S(P;, (m)pa,, + Pr,(m)pa, ) = loga(2™~1) and using >°7_ ()27 = (1 + 2)" and

>ico ()i’ = na(1+x)""1, the expression in Eq. (C.14) can be further simplified to

RHS =
1-p

(lfp) (1 n 1fp>m_210g2(1 —p)+ <1fp> (1 - 1ﬁp)m_Qlogz(p)]

- Loa —p)mml(m -1 [(1 n p>m_llog2(1 —p)-

_ mﬂ: 1. a —p)m;;(m - 1) <1 + fp)m_2 [logg(l —p)+ 1f logg(p)]

- % [1— (= (1= p)loga(1 —p) — (p)loga(p))]

= mT_l(l — Ha(p))

- L_lc’ (C.15)

m
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as 1 — Ha(p) is equal to the capacity of the dephasing channel. Additionally, the LHS of
Eq. (7.20) is already proven in Sec. 7.3.1.

Alternatively, we can use the following proof utilising the properties of von Neumann
entropy which is also helpful for the proof of the second stage of the protocol. Recall
Eq. (7.10) which presents the average RCI after the first round of the protocol. This equation

can be expanded as

RCI; = %[Pa (m) S(pa,,) + Pp,(m) S(pa,, ) — Ps,(m) S(pas,,) — Py, (m) S(pas,,)]. (C.16)

As both S(pa,,) and S(pa,, ) are equal to the dimensions of the state which is log,(2m1).
Therefore, Py, () S(pa.,) + Pp, (m) S(pa,, ) = 10ga(2™1) x (Py, (m) + Py, (m)) = (m — 1) as
Py, (m) + Py, (m) = 1. Therefore,

RCL = - [(m — 1) — Py, (m)S(pas,,) — P, (m)S(oas,, )] (17)

Using concavity of von Neumann entropy where S(>, Xipi) > >, A S(p;) for A; > 0 and
Zz’ Ai =1,

Py, (m) S(pas,,) + Pr,(m) S(pas,,) < S(Ps,(m) X pas,, + Pr,(m) X pag,, ). (C.18)

Therefore by substituting the above relation into Eq. (C.17) we can lower bound the actual
RCI of this protocol by

w [(m = 1) = S(Py, (m) x pas,, + Pp,(m) x pas,,)] < 5 [(m = 1) = Py, (m) S(pas,,) — Pr,(m) S(pas,, )] < C

<RCI; <C (C.19)

The proof of the lower bound in Eq. (C.19), follows the same steps as those in Eq. (C.14).
Therefore, refer to Eq. (C.14) for the expansion of S(Ps,(m) X pag,, + Pr,(m) X pagy, )-
Notably, Eq. (C.19) becomes the capacity, C' as limy;, 0 "2 C' = C.

C.5 Proof of the Capacity for the Second Round of the Protocol

Recall that Eq. (7.19) represents the average RCI for the second round of the protocol.
However, unlike in the first stage, the eigenvalue multiplicities are not available in closed
form, making it challenging to directly prove Eq. (7.19). To address this, we substitute
Py 5,(m) x RCI(paB,,,,) + Ps, f,(m) x RCL(pag,, ,,) with RCI(p‘fl(ng_l)), as averaging over

the conditional states, whether successful or failed in the second round, given their success
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in the first, yields m — 1 copies of the successful state from the first round. Similarly, we
replace Py,s,(m) x RCI(pag,,.,) + P f,(m) x RCI(pag,, ,,) with RCI(pffg;Ll—l))/ since these
terms also sum to m — 1 copies of the failed state from the first round, thereby conserving the
reverse coherent information. However, computing the RCI of these states underestimates

the key rates. Therefore, we demonstrate that Eq. (7.19) can be lower bounded by

L [Py (m) x RCI(pRE" ™) + Py, (m) x RCI(pS" )] < RCL < €
L [Pay (m) S V) + Py (m) S0 ) = Py, (m) S(pxi ) = Pr(m) S(ose )] < RCI, < €
1 f1 1 f1

o [(m = 1)2 = (P, (m) S(o35e ) + Pr(m) S(o35" )] < RCL < €, (C.20)

where both § (pf(?%l)) and S (pf(mfl)) are just equal to the dimensions of the state which is

s f1
log, (207~1)%). Therefore, Py, (m) S(piy "~ ")+ Py, (m) S(p3" ™) = logy (20" ~V") x (P, (m)+

f1
(m—1) (m—1)

Py (m)) = (m — 1)? as Ps,(m) + Py, (m) = 1. As both p(ile and prfl have no entan-

glement between each state, we can use S(p®™) = n S(p), the relation becomes

=1~ (n = 1)(Pay(m) S(pan,,) + Pr(m) S(pas,)] < ROL < 0. (C21)

Using the concavity of von Neumann entropy, the LHS of Eq. (C.21) can be lower bounded
by

% [(m — 1)2—(m — 1)S(Psl (m)PAle —|—Pf1 (m)PAle)] < % [(m _ 1)2_

(m —1)(Ps, (m)S(pas,,) + Pr,(m)S(pas,,))]

% [(m — 1) — (m — 1)?Ha(p)] < % [(m —1)* = (m — 1) (Ps, (m)S(pas.,) + P, (m)S(pas.,))]
2

(mT; 1) [1- Ha(p)] < %[(m —1)% = (m — 1)(Py,(m)S(paB., ) + Pf, (m)S(pa.,))]
2

(mT; 1) < % [(m — 1) — (m — 1) (P, (m)S(pas,, ) + P (m)S(pas., )] (C.22)

Therefore, the RCI of the second round can be expressed as

2
<m_1> C < RCL, < C. (C.23)

m

C.6 Key Rate of the Protocol in Any Round

As the RCI of the first round is Z-1 C and the RCI of the second stage is lower bounded by
Eq. (C.23), the relationship between the RCI of any stage of the protocol versus capacity can
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be gives as

<m1> C < RCI, < C, (C.24)

m

where n denotes the number of rounds. As mentioned in the main text, if n = m, as m — oo,
the limit approaches C/e, which would cause the lower bound to fall below the capacity.
However, the effective dephasing decreases with each round, resulting in higher distillable
entanglement. As long as n < m, the protocol is able to reach the capacity of the dephasing

channel.

C.7 Proof of Fidelity

Following the first round of the protocol, the reduced states in the alternative protocol have
the same form as in the original protocol. However, in the second round, the form of the
reduced state in the original protocol deviates from Eq (7.28). Nonetheless, since the fidelity
of our actual protocol is higher than that of the alternative protocol, we use the alternative
protocol as a lower bound to demonstrate that fidelity improves with each round, while the

dephasing probability decreases.

Since the fidelity is defined as F' = 1 — p for the dephasing channel, demonstrating that
p progressively decreases implies that the fidelity increases with each iteration. For this
reason, the relationship between the dephasing probability for each round of protocol can

be expressed as
Prt1 = P(pn), (C.25)

where the new probability of dephasing depends on the dephasing probability of the previ-

ous one. Therefore in reach round,

p1 = p(po), (C.26a)
p2 = p(p1) = p(p(po)), (C.26b)
p3 = p(p2) = p(H(H(po))), (C.26¢)

where p(p) is the new dephasing probability as a function of the previous dephasing proba-

bility which is given in Eq. (7.30). Based on this, let us prove that

p1 = p(po) < po = p. (C.27)

Recall that for the dephasing channel, we have the constraint 0 < pg < % Using this range,
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we can derive the following sequence of inequalities to show that p; < po.

1
0<p0<7

[\)

<0<2p <1
S0<1-2p<1
©0<(1-2p)° <1
&0 < (1—2po)%(1 —2po)™ < (1 —2p)™
& (1—2po)™ < (1 —2pg)™ 2
S 1+ (1-2p)™ <1+ (1—2py)™ 2
& (1= 2po) (14 (1 =2pg)™) < (1= 2po)(1 + (1 — 2pg)™?)

(1—2po) + (1 —2pg)" "
(1+(1—2po)™)

< 1—2p <
(1 —2pg) 4 (1 — 2pg)™ !
(14 (1 —2po)™)

1 (1 —2pg) + (1 — 2pg)™*
o=y (1- LI (C28)

&1 - < 2pg

This final expression in Eq. (C.28) on the left-hand side matches Eq. (7.30) as a function of
any Bell pair, m, which confirms that
p1 < Po- (C.29)

Note that the proof of p,,+1 < p, for each round of the protocol follows from Eq. (C.28). For
example, in the second round, each occurrence of py is replaced by p;, leading to ps < p; <
po, which in turn implies I, > F} > Fp. To show that lim,, ;o p(pr,) = 0 and lim,, oo F' =1,
we apply fixed-point and stability analysis techniques from non-linear dynamics [338] to

the iterative map function p(p,,). We begin by computing the fixed points of p(p,) = pn,

1 (1 - 2pn) + (1 - 2pn)m71 _
2(1‘ (1+(1—2p,)™) > — b

We disregard p,, = 1 since, for the dephasing channel, p,, is always constrained to the range

0 < p, < 1/2. Next, we compute the derivative of p(p,) at the fixed point p,, = 0, given by
dp
dpn

. In this case,
pn:()

dp  1—(1—2pn)*" +4pn(pn—1)(1— (m—1)(1—2p,)™)
2

i (L (L—2p, )2 (1—2p,)? ’ (3D
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and substituting p,, = 0 into the expression above, we obtain

— 0. (C.32)

Note that if dd—ﬁ .
n p’n:
iterative map converges to this fixed point. In our case, since the derivative at this fixed

) < 1, the fixed point p, = 0 is considered stable [338], meaning the

point is also zero, it is classified as super-stable [338]. This implies that p, converges to zero

very rapidly, leading to the fidelity approaching one as the number of rounds increases.
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