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ABSTRACT

The Korean Peninsula is the most serious flashpoint in the

Asia/Pacific region. Across the Demilitarized Zone (DMa separating North

and iluth Kor&, only '() km from Seoul, South Korea faces a virttrally fully

-"Uilir.a, obdurate b-ommunist regime, with active armed forces of some

1.13 m personnel and a resolute nuclear weapons develoPment Program.

SouthKoreanowmaintainsthemostintensesignalsinteuigj-lce
(SIGINT) activity in the world, involving some of the most advanced SIGINT

,yrt"-, *t "r,ily 
operational. Most df this activity is maintained by Ul

SfCff..n authoriiies and units, but South Korean capabilities for both

independent and irint SIGINT activities have increased greatly over the past

decade.

Atthesbategiclevel,SouthKoreaishosttoTR-1A/U-2Rstrategic
reaonnaissanae aircrafl, a 1ink hcility in the US Navy's Paciflc high frequency

d;;i;; finding fiF DD and crypologic net, and US Army SIGINT

operations. But"the depth of the SIG|NT ictivity in South Korea lies at the

operational and tactical levels.

Most of the US SIGINT agencies and units in South Korea have a

direct historical lineage to units w-hich *ete established during 
-the- 

Korean

W"r. US SIGINT cipabilities were completely amiss -when 
Mrth Korea

invaded South Korea'in June 1950 and when the Chinese Communists

intervenedinoctober-Novemberlg50.Theyarenowexpectedto-Prgvid:
some one to four days warning of a North Korean decision to invade the south

andsomel2-l5hounwarnin"gofanactualinvasion.USArmySlGlNTunits
took some 12 months (from Jine 1950 to fuly 1951) before they were able to

provide effective suPPort to the Eighth 'q't-y' They- are now expected to

i-"ia" essential targeting intelligcnce and operatiot"t,:LPft:^for-counter-
iir, strike and strat-gic i"nterdict'ion operations immediately following the

ouibreak of war, and t6 support subsequent battlefield operations'

This monograph describes the history of SIGINT.activity in South

KoreasincelgS0;-theprincipalUSSIGINTstations'deploymentsand
operations; and the advinced'battlefield SIGINT systems and capabilities

cirrently operational in south Korea. It discusses the south Korean program

6or incrLdd self-reliance with respect to intelligence, and the impact of the

crisis in mid-1994 over North (ot"an nuclear developments, when the

possibilitv of a war on the Peninsula became very real. It concludes with a

;rtJ;;;ent of ttre ability of South Korea's SIGINT capabilities to satisfy

current strategic and military demands'
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CHAPTER 1

INTRODUCTION

The Korean Peninsula is the most serious flashpoint in the
Asia/Pacific rcgion. Across the Demilitarized Zone (DlvlZ) separating
North and South Korea, only 40 km from Seoul, South Korea faces a

virtually fully mobilised, obdurate Communist regime, with active
armed forces of some 1.13 m personnel and a resolute nuclear weaPons

development program.

South Korea now maintains the most intense signals
intelligence (SIGINT) activity in the world. Although it is a country
onty iquarter the area of Japan, it is the third largest in East Asia (after

China and fapan) in terms of SIGINT capabilities. Moreover, except

for a US SIGINT station at Taegu, in the southeast of the countr5r,

essentially all the SIGINT capabilities in South Korea are concentrated

within some 150 km of the DMZ, with several facilities only 10 km or
less from the DMZ.

TheIe are more than a dozen maior SIGINT ground stations

and facilities in South Korea - the largest of which, at Camp

Humphreys, near flrongtaek, has some 1,500 personnel' The airborne
SIGINT systems based in South Korea include some of the most
sophisticaied in the world - at both the strategic (e-g. the TR-1A/U-2R
aircraft) and operational (e.g. the Guarilrail system) levels of SIGINT
activity. At the battlefield level, the most advanced US A*y SIGINT
systems available are deployed in support of all the plincipal
iommands and the Divisional and brigade levels. These SIGINT
stations and systems are normally maintained at very high levels of
alert and operational temPo, but these have been raised even higher
over the past year.

Since 195O there has been close cooperation between the US

and South Korean SIGINT authorities. In September 195O for
example, a South Korean SIGINT unit was brought under the control

of the US Army Security Agency (ASA).1

'History of ASA in Korea' (US Army Security Agency, mimeo, no date), p.1.
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FIGURE 1
SIGINT SITES: SOUTH KOREA
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The South Korean SIGINT agency is the Defense Security
Agency @SA) of the Minisry of National Defense (MND). The

DSA/MND is a Third Party member of the IXUSA agreement (the

First and Second Parties being the United States, the United Kingdom,
Canada and Australia), a status which endows substantial but in
certain specific respects quite limited access to US SIGINT authorities
and facilities.2 The discriminatory nature of the UKUSA's tiered

shucture has sometimes been quite crude. Until Lt. Gen. Marshall S.

Carter became Director of the National Security Agenry $9654D, fot
example, Third Party representatives were not allowed in the main
building at NSA headquarters at Fort George C. Meade, Maryland - a
situation which General Carter changed when South Korean officials
visited soon after he became Director. According to an account of this
episode based on an interview with General Carter:

Notified that the meeting [with the South Koreans] would
have to take place at another location, Carter protested. 'We
don't let them into the building', the director was informed by
his senior staff. 'I said: "No way! If we are going to exchange
information with the Koreans and they are going to look to us

for guidance and everything, well they have a right to come

in". So I had them in for luncheons in my office and at the
Maryland Club'.3

Since the early 1980s, as South Korean operational SIGINT
capabilities and expertise have improved, the cooperation between the

US and south Korean SIGINT agencies has become much more mature

and coextensive. Some former US Army Security Agency (ASA)

SIGINT stations have actually been handed over to the DSA/MND -

for example, the SIGINT sites on Pyong-Do island in the Yellow Sea,

off the southem coast of North Korea. The DSA/MND also maintains
units and facilities along the DMZ. It now also has detachments at all
mairr US SIGINT posts in South Korea, such as those at Pyongtaek,

Tongduchon, Kanghwa-Do, Taegu, Uijongbu, Gan, and Yongsan, as

James Bamford, Thc Puzzle Palace: A Reprt on Amelcl's ltrlost Secret Agency
(Houghton Mifflin Company, Boston, 1982), pp.309-315; Jeffrey T' Richelson and
Desmond Ball, Thc Tics That Binil; Intelligencc Cooperatbn Between the UKUSA
Countrbs - the llnited Kingdom, the Llnited States of America, Cmaila, Australb and

Neu Zzalanil (Unwin Hyman, Boston, Second Edition ' 1990L p.I42; andJeffrey T.

Richelson, Tlu U.S. intelligence Community (Ballinger Publishing Company,
Cambridge Massadrusetts, Second Edition, 1989)' p.283.

James Bamfor4 The Puzzle Palace,p.326.
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well as with the US Army's tactical SIGINT and EW units deployed
along the Dtrz.4 The DSA gained access to US sIGINT activitiei at-the
Osan site in 1981; DSA SIGINT units currently operating at Osan
include the 1925th and 7235th units.S The 1998th DSA/MND unit is
based at Cr-p Humphreys, Pyongtaek, where it is a tenant unit of the
yS Army Field Station Korea (USAFSK).6 Also located at Camp
Humphreys is the Combined ROK/US Intelligence Operations Centei
Korea.T

6

7

!5 Jeffrey T. Richelson and Desmond Ball, The Ties Tlut Binil: Intzlligencz
fupr.atiotr Betuen ttg UKU9A countrizs - tlu lrnited Kingilom, thc llnibil sites of
Ancrka, C-atuile, Australia_anil Nant Tealanil, p3,16; and Desmond Bat|, Sgnd;
Intelligencc in thc Post4-old w-ar Ere: Deoeloynents in the Asia-pacific Regrba (Ins[tute
of Southeast Asian Studies, Singapore, 7931,pp.4849.
'69G3rd ESG Member Earns Appreciation', Spkesman [lourwt of tlu US Air Forcc
Electronic Senfiy C-omnnnill, 10 February l99Q p.l0; and "Commendation',
Spkcsm,or, April 1991, p.9.
ulited states Army Field station Korea, Anrutal Historical Rewt: Fiscel year 19g6,
P.r.
lDrZ., cover photograph.



CHAPTER 2

HISTORY OF US SIGINT ACTIVITIES
IN SOUTH KOREA

Upon occupation of South Korea by US Forces "!l* 
end of

the Seconi World i{ar, the 1st Operating Platoon of the 126th SiSnal

Service C-ompany was transferred from KJ"9 IaPu^, to Seoul on 20

December fgiS. 
-ffris 

was the first US SIGINT unit to serve in South

Korea. On 25 Apnl7947, the 111th Signal Service Company {rybyd
to seoul, replacing the lst operating Platoon of 125th-signal service

Company, ina eJAUtished a Fermanelt, semi-fixed SIGINT station

that wasitached to the )ooV US ,q'rmy Corps'l

In Iuly \948, the 11lth Signal Service Company was

withdrawn iro- Kot"u and reassigned elsewhere in the regiory and

from then to the Korean war there were no us SIGINT units in Korea'2

The KoreanWar:
TheUSslGlNTestablishmentwascaughtbysurprisebythe

Korean War. As an official report noted in June 1952, 'COMINT

[communications intelligencel faiied to warn us of the attack on South

iior"", by North Korei forces on 26 |une 1950.3 The US SIGINT

authorities were'so poorly prepared to handle Korean haffic when the

invasion occurred' tirat itioot several months to establish an effective

SIGINT capability in the theatre.4 During the first lonjhs of the

hostilities,'ail SIbUrlf was provided by fixed sites in |apan and

elsewhere in the western Pacific.5

WhenChinaenteredtheWarinOctober/November1950,Us
SIGINT authorities were still unprepared. Human intelligence

(HLIMINT) described a massive Chinese troop build-upin Manchuria

and North china throughout september and into october, but there

1

2
3

4
J

'History of ASA in Korea' (US Army Secruity Agency, mimeo' no date)'

Ibid.
cj€o.*A'BrownellTtuoriginanilDaeto?mentofthzNatbnalSccwrityAgency
te"g&" Park hess, l:guna Hills, Calilornia'1981),p'23'
lbilI.,p.42.
'Hist6rv of ASA in Korea', P.l.
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was 'no SIGINI.5 Jhe US Army's Far East Command and Eighth
Army intelligence offices were completely surprisud by the chiiese
interventiory then greatly under-estimated the strength 6r tne chinese
forces and hagically misread Chinese intentions.T

In September 195O the A*y Security Agency (ASA) pacific
gqganised a Liaison Detachment at Pusan to support He, Eighth US
4"-.yt Korea (EUSAK) and to qoordinate and Control suppoit being
furnished by a South Korean SIGINT group.8

On 26 November 1950, ASA pacific (Advance) was
established. It replaced the ASA pacific Liaison Detachment, took over
its mission, and provided the expansion base for ASA SIGINT units as
they arrived in Korea.9 It was joined in pusan by the 50th signal
service Detachment, relponsibte frj communications sec"ltity
(COMSEO operations, in October 1950.10

later the same month, the dOth Signal Service Company ilined
lusAK_in_Seouf-to provide npbile SIGINT support for the E6[th us
Army. By fune 1951, AsA Pacific (Advance) had rnoved from i\rsan to
seoul, and the Headquarters and Headquarters Detachment of 303rd
Communication Reconnaissance Battalion (CRB) had been established
in Seoul. Located with ASA pacific (Advance), the 303rd CRB
assumed control of two communications Reconnaissance companies
(CRCs) and established liaison teams at the 1, 1X and X C-o"ps
Headquarters.ll

On 10 fuly 1951, the 501st Communication Reconnaissance

9pyp (cRG) became operational at seoul. (The initiat He of the 501st
cRG was located in the main building of the Kyanggr Middle school,
seoul.)l2 It assumed control of a[ uB Arny sicffi units in Korea,
assimilating the asseb of AsA pacific - (Advance) which was
disbanded. The need to-provide indepth SIGINT support to the Army
and corps led to the addition of two SIGINT operaiing and analysii

9pFF Mid'et E Bigelow, 'Dsaster_Along the Ch'ongdr'on: Intelligorce
Breakdown in Korea', Miiirary Inattigna, luty-SjptemUer lSCi, W,.ti-t6.Ibitl.
'History of ASA tn Korea', p.1.
Ibid.
rbu.
Ibid

:T^l-tt U$t"ry Intelligme Group', Mititery lateltigatce (Vol.tl, No2), ApriLtune
1985, p.53.

6

7
E
9
t0
11

t2
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FIGURE 2
A DF ARRAY OF THE 325TH CRC IN KOREA

fohn Patrick Finnegan, Military lntelligence A Pbture
History (History Office Deputy Chief of Staff, Operations,
U.S. Army Intelligence and Security Command, Arlington,
Virginia, 7985), p.122.
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FIGURE 3
FORWARD OPERATIONS SITE OF THE 325TH CRC

AT CHUN CHIN, KOREA,IN 1951
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l0 Sigtuls Intelligance (SIGINT) in South Korea

companies and a Communication Reconnaissance Battalion (CRB) at
each Corps, which controlled one or more CRCs with forward
platmns at division and operations sites throughout their respective
Dvision areas.I3

By mid-1952, a 'viable' SIGINT organisation had been
established by the ASA in Korea. Table 1 listJ the ASA units which
served in the Korean War.14

From August 1952 through the end of the War, the ASA
organisation in Korea compromised the 501st cRG with three
battalions (303rd, 304th and 301st CRBs) and five companies (652nd,
326th,30th, 329th and 351st CRCs). The toral strength at the end of
the War amounted to more than 1,600 personnel.lS

For'outstanding performance of duty' during the war, ASA
units were awarded 61 Battle stars, 14 Meritorious unit citations, and

11 l"ryUtl. of Korea Presidential Units Citations.I5 For example, the
329th cRc was awarded two Meritorious Unit commendations and a
ROK Presidential unit citation;l7 the 303rd cRB was awarded eight
Battle Stars, a Meritorious Unit Commendation and a R6f
Presidential unit citation;l8 and the Headquarters and Headquarters
Company of the 501st CRG received six Battle Starg a Meritoriols Unit
Commendation and a ROK Presidential Unit Citation.tg

Post-War Reorganisation:

A mairr reorganisation, reduction and relocation of US Army
SIGINT units in Korea took place in 1955. The 303rd and 304th cRBs
and the 351st and 352nd cRCs were inactivated or redeployed
elsewhere. The 501st cRG remained in seoul to support ni,lsAx,

11 'History of ASA in Korea', pp.l-2.
l: Ibitl.,p.2.rr '50l-si Military Intelligence Group', Militny Intclrigmce (Vol.lt, No2), April-June

1985, p.53.ro 
!rZ. Sry Aso fohn Pahick Fin negan, Military Intclligmcc: A picture History(History
9fi*, D?yrL ft"f 9.f StafI, Ope_rations,-U.S. ^&my Inteiligen"" 

"nd 
i**iti.

1- Comman4 Arlington, Virginia, l9BS), p..122.t' 'ilZnd Military Intelligene Battalion', Military Intclligene (Vo1.14, No.4), october
1988, p.53.ro '3{Brd M-ilitary Intelligence Battalion', Military InEiligence (Vo1.13, No3), Octob€r
7il17,p.67.
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while the 301st CRB was deployed to Camp Red Cloud, near Uiirngbu,
to provide support to the 1 Corps.2o

The US Air Force Security Service (US$SS) in the Korean War:

US Air Force Security Service ruSAFSS) SIGINT units were
very active during the Korean War, with operations being conducted
from japan as well as Korea itself. For example, the 1st Radio
Squadron (Mobile) and the 5920th Security Group operated from
Johnson Air Base in |apan from |une 1950 through1954.21

The first USAFSS SIGINT detachment - designated
Detachment C, lst Radio Squadron (Mobile) - arrived in Korea iust
eight days after the North Korean invasion, and set up operations in
Pyongyang, the current capital of North Korea.Z The tides of war
pushed it down to Taegu in the south of the peninsula, where it was
formally activated on 20 November 1950; it moved to Seoul in June
1951, and was transferred to the 15th RSM on 22 August 1952. It then
moved to Osan Air Base in September 1,953.8 Its successor unit, the
303rd Intelligence Squadron, remains stationed at Osan.

79

20
21
22

'501st Military Intclligence Group', Military lntelligence (Vo1.11, No.2), April-June
1985, p.53.
'History of ASA in Korea', p.2.
'lnterom: lst Radio Squadron Mobile', Air Force Magazine,July 1982, pJ17.
MSgt Dennis Buxton, 'Skivvy Nine: Osan Unit Proundly Boasb 40 Years of
Dedication', Remeia ln lorzcft (Newslettcr of the USAFSS/EK Association), Vol.X,
No.l, March 1991,p.26.
James E, Pierson, A Historical Study of the Organizatioral Deulopment of the United
Slates Air Force Secarity *roice,197G1,974 (United States Air Force Security Service,
15 September'1974), p.24.



CHAPTER 3

SIGINT GROUND STATIONS AND
DEPLOYMENTS IN SOUTH KOREA

From the mid-1950s through to the mid-lgg0s, US SIGINT
agencies established rnore than a dozen mapr SIGINT stations and
facilities in south Korea. Most were established by the us Army
SIGINT authorities - the Army security Agency 

- 
(ASA) and its

successor agency, the Intelligence and security command (INSCoM);
some of these have been transferred to South Korean command, and
all of them now have a significant South Korean presence.

7. Seoul:

As derribed above, the first US SIGINT unit to be established
in South Korea was the 1st Operating platoon of the ASA,s Signal
t11"" Co-mpany, which was deployed to Seoul from Kyoto, Japary on
20 December 1945. It was replaced by the 1l1th signat 

-service

Company on 26 April 1947,but it departed Korea in July 1t49.1

US Army SIGINT units returned to Seoul in 195G51 - the 60th
signal service company (later redesignated the 330th cRS) on 9
October 1950; the 303rd CRB on 10 ]anuary 1951; the 1st Operating
!!t_*" of 126th signal service company (later redesignated the 326t[
cRC) on 11 May 1951; and ASA Pacific (Advance), assimilated into the
501st Communication Reconnaissance Group (CRG) in July 1951.2
with the reorganisation of ASA SIGINT units in Korea in i955, the
ASA presence in seoul was reduced to the 501st cRG and its two
subordinate companies - the 330th cRC and the 326th cRC (which
returned to Japan in August 1955).3

'History of-ASA in Korea' (US Army Seauity Agency, mimeo, no date), p.l.
Ibill.,pp.7-2.
Ibid.,p2.

1

2
3
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From June 1951 to September 1953, the US Air Force Security
Service OSAFSS) maintained its SIGINT activity in Seoul-a

In 1956, the US established a COMINT Communications Relay
station in Seoul, maintained by the 501st CRG, US Army Security
Agency, to link SIGINT activities in South Korea to the world-wide
C6tr,tti{T Communications Relay Centers (CCRCs).s (The 501st CRG
was redesignated as the 501st ASA Group in fanuary 1955, and then
reconstituted as the 508th ASA Group in fuly 195il6

The NSA/CSS Pacific-Korea Representative is based in Seoul.

2. Camp Humphreys, Anchong-i, Pyongtaek:

Camp Humphreys is located some 96.6 km south of Seoul and
8.1 km southwest of the town of Pyongtaek. It is by far the largest US

SIGINT complex in South Korea, involving about a dozen different
SIGINT units and activities (including US Navy and South Korean
SIGINT units) and some 1J00 personnel:

o 501st MI Brigade (Zoeckler Station):

The 501st Military Intelligence Brigade is a direct descendant
of the 501st CRG which became operational in Seoul and assumed
conhol of all US At*y SIGINT activities in Korea in july 1950. From
April1977 through the mid-1980s, it was designated 501st Military
Intelligence Group and located at Camp_Coiner, Yongsan. It was

elevated to BrigadL status on 15 April 7986.7

The 501st MI Brigade is directly subordinate to the US Army
Intelligence and Securiry Command (INSCOM). Its mission is to
conduct multidiscipline intelligence collection, counter-intelligence

6

7

James E. Pierson, A Hktorical Study of the Organizntiottal Deoelopment of thc United
Stata Ah Fmce Seanrity *roice,797GL974 (United States Air Force Security Service,
1 5 September 7974), p.24.
No/a; W tlu Sectetarbs to the loint Communkations-Electronics C,ommittee on Reoisiotr

of lntzrim Outline Plan for Telecommunications Supprt of National Security Agency
(cEC 1371l1), 19 July 1955.
'501st Military Intelligence Group', Military lntelligence (Vo1.11, No.2), April-June
1985, p.53.
Sgt.Ja,y Peterson, 'FS Augsburg's Support Battalion Cets New Chief', INSCOM

liurna[, September 9A, p.tl; '501st Military Intelligence-,Group', Military
IntelligeaceOol.ll, No.2), April-June 1985, p.53; and-501:!-Military Intelligene
Brigade (EA9', Military Intelligence, JuTy-Scptember'1992, p'53.
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FIGURE 4
EMBLEM OF THE 5O1ST MILITARY INTELLIGENCE

BRIGADE

ffi
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operations and services, and tactical electronic warfare (EW) in Korea,

ai directed by the Eighth US Army, US Forces Korea,INSCOM, NSA,
and other naiional-level tasking authorities.s

r The US Army Field Station Korea (USAFSK):

The US Army Field Station Korea (USAFSK) is a battalion-
sized element of the 501st MI Brigade, which is subordinate to the US
Army's Intelligence and Security Command (INSCOM). It provides
strategic SIGINT support to national-level agencies throughout the
Pacific region; tactical SIGINT support to tactical commands in South

Korea; and conducts electronic warfare (EW) operations in support of
the US Eighth Army.g As of December 1990, there were some 321

INSCOM personnel (257 military and & civilian) assigned to
USAFSK.IO

The USAFSK is composed of the following assigned, attached

and tenant elements:ll

Headquarters and Service Company (HSC)

Operations Company (OPC)

Special Security Detachment (SSD)

USAISC Deachment - PYongtaek

332nd MI Company (EW), Mudpack Detachment

Detachments C, J, K and L

USAFSK Aviation Section

Operations Division (Ops Div)

3rd MI Battalion (Aerial Exploitation)

US Naval Security Group Activity, Pyong Taek (USNSGA-PT)

'501st Military intelligence Brigade (EAQ', Military Intelligencc, Jttly-September
7992,p.53.
United States Army Field Station Korea, Annul Historical ReWr' FY 1985' pp.5-6;
and United States Army Field Station Korea, Annual Histotical lbr,rt' Fiscal Yur
7986,p.5.
Depaitrrent of the Army, Deryrtnent of the Army Forcc Acauntiag Systey Actiu
Ariny Tmp Lis, (MOFI-Z&I, Department of the Army, Washington, D.C., 3l
December lDO).
United states Army Field station Korea, Anruul Historical Report, Fiscel Year 7986,
p.5.

6

9

ll
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US MarineCorps Support Battaliory Company G

Combined ROK/US Intelligence Operations Center Korea

198th Ministry of National Defense Unit, ROK.

' DetachmentC, USAFSK:

Detachment C of USAFSK consists of 'a remote unmanned
TRD-15 antenna arrlay located near the airfield at Ca-p
Humphreys'.r2

' Detachments f, K and L, USAFSK:

Detachments f,K and L are forward collection detachments of
USAFSK. C-ode'nanred Traceclnin, they are located at remote sites near
the DMZ - Koryo-San, Kamak-San and Yawol-San respectively.t3

' USAFSKAviationSection:

The principal mission of the USAFSK Aviation Section is to
provide logistical support to the three forward USAFSK Detachments
$, K and L) in peacetime, and tactical support during war. It also flies
missions for the 501st MI Brigade Commander, the USAFSK
Commander, and USAFSK Staff elernents when possible.l4

. US Naval Security Group Activity,Ilo.g Taek (USNSGA-pT):

The US Navy maintains one of its twodozen principal STGINT
activities at C-amp Humphries, formally designated US Naval Security
Group Activity, I}ot g Taek (USNSGA-PT).I5 The station is part of the
Classic Wizard Reporting Systerryt0 which is the world-wide signals
intercept and direction-finding (DE) network for the US Navy's Ocean
Surveillance lnforrnation System (NOSIS).I7 It is a mapr element of

!7 rbid.,p.t.
j: Ibid.,pp.r-2.
:: tuid.,p.l3.15 Uniterd States Army Field Station l(ota, Annuel Histoical RcWrt,Fy 7g85,p.6. See

also Commander, Naval Seorrity Group Gomnrand, Mission and Functiois of the
US. Naval Security Group Activity, Pyongtaek, Republic of Korea', NIVSECGRU
Instnrctim ilsO.fi (Naval Security Group C-ommand Headquarters, Washington,
D.C.), l0 Febnrary 1981.rb 'Chseic Wizar'd, Reportng SFt€m', 26 May 1981, in CINCPAC -F'Iu, Nott 5275, ll

1, February l9&1, Endosure l, p.10.
I t See feffrey T. Ridrelson and 

-Desrnrond 
B all, Tlu Ties That BiruI , pp.2@-2U7 .
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the Pacific High Frequency Direction Finding (HF DF) Net - which also
includes NSG stations at Misawa (fapan), Hanza (Okinawa, fapan),
Yokosuka $apan), Kamiseya (fapan), Diego Garcia (Indian Ocean),
Adak (Alaska), Kunia (Flawaii), Guam and San Diego (California).18

. US Marine Corps Support Battalion, Company G:

The US Marine Corps has maintained a relatively small
SIGINT unit at Camp Humphreys for at least two decades. In the
early 1970s, for example, it was a detachment of 1st Marine Radio
Battalion and consisted of 21 personnel.lg The unit was later
redesignated Company G of the Marine Support Battalion;2o it is
formally assigned as a sub-tenant of the US Naval Security Group
Activity, Pyong Taek (USNSGA-PT).

o 3rd MI Battalion (Aerial Exploitation) of 501st MI Brigade:

The 3rd Military Intelligence Battalion (Aerial Exploitation) of
the 501st Military Intelligence Brigade is a tcnant unit at USAFSK,
Ca p Humphreys.2l Some 412 personnel were assigned to the
Battalion as at December 1990.22 Company A of the 3rd MI Battalion
(AE) is responsible for operation of the RV-ID MohawklQubk Look Il
airborne ELINT system; Company B is rcsponsible for the GunrdrailY
airborne COMINT system.23

See 'Classic Wizard Reporting System', 26 May 1981; 'Narrowband Assignment
and Reporting Inshuctions for the Pacific High Frequcncy Direction Finding Net',
17 February 1982, and 'Policy Guidance for Cryptologic Direct Support Operations
in the Pacific Fleet', 11 January 1983, in CINCPAC Fleet Note 521,5,77 February
1983, Enclosure 1, p.l0.
'Pass in Review: Korea', The Hallnurk llournal of the US Army Secutity Agencyl,

fanuary 1972,p.5.
U.S. Military C-omunications-Electronics Board, Message Address Ditectory, ?O

fanuary 1993, p.145.
United States Army Field Station Korea, Annual llistotical Report: Fiscal Year 7986,
p.5.
Departrnent of the Army, Depaftfient of the Army Force Acaunting Syslem Actioe
Army Trap List (MOFI-ZB-l, Department of the Army, Washington, D.C., .31
December 190). See also Jeffrey T. Richclson, The U.S. Inklligence Conmunity,
p.53.
Gptain Kirk E. Mclntosh, 'Guardrail/Common Scnsor Systcm', Military
Intelligence, July-September 1 92, pp.31-33.

18
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. Special Security Detachment (SSD):

The Special Security Detachment (SSD), Field Station Korea, is
a subordinate unit of the US Army Special Security Command,
Korea/|apan.2a

. 332nd MI Company (EW), Muilpack Detachment:

Until September 1986, the 332nd Military Intelligence
Company (EW) w:rs a subordinate unit to USAFSK C--p
Humphreys. Although the Company itself was located elsewhere (at
Cat p Page Chunchory until October 1985, when it relocated to Camp
Red Cloud, Uijongbu), it maintained personnel at C-amp Humphreys
for both liaison and operational purposes.2s

A small detachment (known as Muilpack Detachment) of the
332nd MI Co (EW) remains at Ca-p Humphreys, attached to
Operations Company, USAFSK, 'to perform mission-related functions
in accordance with the longstanding MUDPACK agreement'.25

. USAISC ruS At^y Information Systems Commandl
Detachment, INSCOM:

This Detachment is a subordinate unit of 36th Signal Brigade,
Korea. Its mission is 'to provide over the counter record message
traffrc; provide Criticom reporting capabilities for intelligence analysts
through the use of communications circuit paths; provide courier
service for Genser [general service] customersl provide
Communications and Electronics assistance to FSK [Field Station
Koreal staff; ald provide COMSEC support to FSK and three forward
detachments'.27

' The South Korean Presence at Camp Humphreys:

The South Korean presence at Camp Humphreys is now quite
substantial. The Combined ROK/US Intelligence Operations Center

24
25 !{niteq qtates 4rE y Seld Station Kora, Annual Historical Rzptt,FY 1985,p.5.

United States Army Field Station Korea, Anrual Hbtofitnl FeW|Fy l9BS,p.2;and
United Stat€ Army Field Station Korea, Annual Historiut nrytt, Fiscal yier 7986,
pp.1,13.
United States Army Field Station Kora, Aanual Histoziicel REllott,FY 1985,p2; and
Uni_ted Stat6 Arzry Field Station Korea, Annuel Historicel nepr\ fisat y;lr 1986,
PP.tr.
Uni_ted Stat€ Army Field Station Korea, Anntal Historical Reprt: Fiscat yan 1986,
P.15.
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Korea was established at Zoeckler Station in the early 1980s, and the
1998th Ministry of National Defense MND) Unit became a tenant unit
at the Station.4 South Korean MND/DSA personnel are now also
involved in the Guardrail COMINT/DF activities of the 3rd MI
Battalion (Aerial Exploitation) at Camp Humphreys.

Visits to C-a-p Humphreys by senior MND/DSA officers have
become commonplace since the early 1980s. For example, Brigadier
General Kim Yah Suh Sung, from DSA Headquarters, visited in April
7985.29 South Korean officers and SIGINT/EW units are now also
regular observers at and often participate in US Army EW exercises.
For example, General Park Hee Do, Commanding General of the Third
ROK Army, visited a platoon of 332nd MI Co (EW) during a field
training exercise associated withTeam Spirit 85 in February 1985, and
received an EW demonstration.3o

o Exercise Activities:

The US Army Field Station Korea, its forward Detachments
and its attached Army SIGINT elements maintain a very active
training and exercise schedule. Much of this exercise activity reflects
the high levels of alert and operational tempo on the Korean Peninsula,
and is geared to immediate action in the event of a war. Some of the
exercises are limited to particular SIGINT units; others involve
extensive participation in large-scale combined forces exercises.

For example, rapid evacuation of the forward Detachments at
Koryo-San, Kamak-San and Yawol-San is 'practiced regularly'.3r All
USAfSK elements regularly participate in Short Notice Alert
Readiness Exercises (SNAREs).32 The major exercises are Wchi Focus

Ists and Tum Spirit These generally involve the activation of a

Battalion Operations Center (BOC) at the station, and involve large
numbers of troops from other units, such as the 501st Military
Intelligence Brigade and the 524th Military Intelligence Battalion at

United States Army Field Station Korea, Annual Hktorical Rryrt, FY 1985, cover
page and p.5.
Ibid.,p20.
Ibid.,p.l7.
United States Army Field Station Korea, Annual Historical ReVort, Fiscal Year 7985,
p.E.
United States Army Field Station Korea, lnnual Historical Report, FY 7985, pp.9-10.
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Camp Coiner and the 332nd Military Intelligence C-ompany (Ele<tronic
Warfare) at C-amp Red Cloud, as well as units normally stationed at
Camp Humphreys.sa They also now involve substantial South Korean
participation. Throughout the year, there is a very active Live
Environment Training (LET) Schedule at the Field Statiory involving
both tenant units and logistical support for visiting units, especially
elements of the 332nd MI Co (EW). For example, at any given time of
the year, at least one platoon of the 332nd MI co (EW) is engaged 'in
the field conducting training or in support of another unit's exercise'.g

3. Yauol-san:
Detachment L of USAFSK is located at Yawol-san mountain

(38" 14'N 12f 0f'E), which is 108 km northeast of Seoul and iust 1J00
metres from the Dlr/12.35

4. Kamak-san,Tongiluchon:

Detachment K of US$SK is located at Kamak-san mountain
(3/56\1, 726"48'E), which is 13.3 km west of C-amp Casey, outside
Tongduchon, and approximately 10 km from the DMZ.36 (The site is
sometimes refered to as Sinsan-ni.) It was reportedly established in
t970.37

In addition to serving as aTracechain site, Detachment K is also
the forward end site for the Trojan project.3s

In fuly 1985, the 332nd MI Co (EW) deployed 15s AN/TRR-2O
system to Detachment K for baining purposes. (This was the first
deployment of the TRR-20 in the 332nd MI Co (EW)).eg

Ibitl.,pp.1U77.
Ibid.,pp.7l-13.
Ibid.,p.2.
Ibid.
Robert E. Harkavn Ba*s Abrcail: TtE CIoful Foreign Milittry Prencc (Oxford
University Press, Oxford, 1989), p.181; and information provided by the
Stockhotm International Peace Researdr Instihrte (SIPRI).
United Stat6 Army Field Station Korea, Anrual Historical RcWt, Fisral Yeer 7986,
p.2.
United Stat6 Army Field Station Kora, Annual Historical Rcprt: FY 1985,p.72.

&lv
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An 'expansion proiect' was initiated at Detachment K on 4
September 1986.40

5. Koryo-saryKanguta-ilo:

IGngwado is an island just off the northwest coast of the
ROK, approximately 75 km west of Seoul and about 5 km from the
Han Estuary (Neutral Zone). During the late 1950s and the 1960s, it
was the site of one of the two principal US Army Security Agency
(ASA) SIGINT activities then maintained in South Korea (the other
being C-amp Humphreys, Pyongtaek).4l

Detachment j of USAFSK is located at Koryo-san mountain
(3/ 45'N 126" 48'El on Kangwado.42

6. Pyong-ilo:
Ilongdo is an island in the Yellow Sea, some 110 km west of

Seoul and some 15 km south of North Korean waters. Several sites on
the island have been used by the US Army for SIGNT activities, but
these have been handed over to the South Korean DSA.

7. Camp Houtaril, Pyongtaek:

From 15 |une 1971 to 30 September 1972, the 6903rd Security
Squadron of the US Air Force Security Service ruSAFSS) at Osan Air
Base maintained a subordinate oPerating location (initially designated
OL BB and redesignated OL DB on 1 November 197"1.) at Camp
Howard, Ilongtaek.a

8. Camp Casey,Tongiluchon:

Camp Casey was formerly the location of the 329th ASA Co
(DS), which provided tactical SIGINT and EW suPPort to the 2nd

Ibid.
Vigilane From North to South: The Story of USASA Group Korea', Tlv Hallmath
November 1%9, pp.lGl1.
United States Army Field Station Korea,.Annual Histmical Reprt,FY 1985,p.2.

fames E. Pierson, A Hbtarbal Study of thc Organizatiottal Deoelopment of the Uniteil
Statfs Air Forcc gcurity *miu,1970-1974, p.40.

40
4l

42
43
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Infantry Dvision. It has been incorporated into the 102nd MI Battalion
at C-amp Hovey, a few kilometres to the southeast.

9. CampHoae!,Tongiluchon:
Camp Hovey is the home of the 102nd Miliary Intelligence

Battalion, which provides tactical SIGINT/EW support to the 2nd
Infantry Division. The 102nd MI Battalion is a direct descendant of the
329th CRC, which arrived in South Korea in December 1951. On 25
June 1955, the 329th CRC was reconstituted at Camp Red Cloud,
Uiirngbu, as Company B, 301st Communication Reconnaissance
Battalion (CRB), redesignated 301st ASA Battalion in |uly 1956. It was
redesignated as the 329th ASA Company in November 1925, and
assigned to the 2nd Infantry Division on 1 October 1976.u

The 102nd MI Battalion was constituted at Camp Hovey on 16
September 1981, and the 329th ASA Company was incorporated as
Company A, 102nd MI Battalion.a5

The 102nd MI Battalion maintains 'detachments spread out
along the DNIZ for surveillance, observation and interception'.6
According to Lieutenant Colonel |ohn Phillips, who has recently
served as Commander of the 102nd MI Battalion:

The 102d's initial battle is to occupy the high ground. Our
competitors are U.S. and Republic of Korea (ROK) signal
assets, runoeuwe observation posts, and air defense
positions. Extensive reforestation greatly restricts access to
dominant terrain and limits many of our IEW [Intelligence and
Electronic Warfare] assets to hilltops with roads.

Given these terrain reshaints, the use of digital terrain analysis
software is exhemely beneficial when planning signals
intelligence (SIGINT) collection baselines. This software helps
in selecting collection sites that provide maximum SIGINT
coverage. These sites should also provide lateral radio line of
sight between collection assets which are designed to net
during direction finding (DF) operations. To cover this

'f_nd Military lnteltgence Battdion', Militnr InElligene (Vol.14 No.4), October
1988, p.*1.
Iba.
leffrey T. Ridrefson and Desmond Ba'll, TtE Tics That Bind, p.%.

u
45
6
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FIGURE 5

EMBLEM OF THE 1O2ND MILITARY INTELLIGENCE
BATTALION, CAMP HOVEY, TONGDUCHON
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challenging terrain, we need as rrurny ground based collection
teams as possible.4T

The principal mission of the 102nd MI Battalion is the
provision of Low Level Voice Intercept (LLVD COMINT/DF
intelligence to Dvisional commanders and fire support (e.g. artillery)
units. It employs five-person PRD-ll teams (together with two-person
analysis elements) at forward locations, netted with other Battalion
SIGINT assets such as the AN/TRQ-32 Teammals, AN/1S0114
Trailblazer and AN/ALQ-151 Quick Fix II systems. The SIGINT
reporting nets between the Battalion's Technical Conhol and Analysis
Element (TCAE) on the one hand and the PRD-1l teams and other
collection assets on the other hand are monitor"d by Intelligence and
Electronic Warfare OEW) staff officers (IEWSOs) at brigade-level, who
identify and locate close fire support targets for brigade fire support
units. The TCAE all passes targeting intelligence to divisional fire
support units.4

70. Camp Red Cloud,Uijongbu:
The US Army established a SIGINT activity at Camp Red

Cloud (ASA Location 321), some 10 km west of Uijongbu, in 1953.49

In fune 1955, the 301st CRB was constituted at Camp Red
Cloud to provide support to the 1 Corps. It had two subordinate
companies - Company A (formerly 355th CRC), responsible for signal
security; and Company B (formerly 329th CRC), responsible for
SIGINT collection and analysis.so (The latter Company subsequently
became a major element of the 102nd MI Battalion at Camp Hovey.)Sl

In October 1985, the 332nd MI Co (EW) was moved to Camp
Red Cloud from Camp Page, Chungcho1.52 At this time, it had some

Lieutenant Colonel John Phillips, 'lntelligence Targeting in Korea', Miliirlry
Intelligencc (Vol2O No.l), January-March 1994, p.22.
Ibid.,ppZ2-73.
US Congress, House of Representatives, Subcommittee of the Committee on
Appropriations, MiliIary C-onstructbn AppoVrbtions fur 19il (U.S. Government
hinting Office, Washington, D.C., 1959), pp.32!327.
'Hisbry of ASA in Korea', p.2.
'1@nd Military lntelligene Battalion', Military InElligencc (Vo1.14, No.4), October
1988, p.53.
United States Army Field Station Korea, Anntal Historical Wfi, Fiscel Yur 1986,
P.13.

47
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51
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245 personnels and was equipped, intq alia, with the A1\I/TRR-20
system and the AN/TRQ32(D Teammate truck-mounted
COMINT/DF system.e4

77. Camp Page, Chungchon:

The 332nd MI Co (EW) was located at Camp Page until
October 1985, when it was relocated to C-amp Red Cloud, Uiiongbu.ss

72. CanpCoinq,Yongsan:
Camp Coiner, at Yongsan, in Seoul, has long been the home of

the principal C-ommands in South Korea - the ROK/US Combined
Forces Command (CFC), US Forces in Korea (USFK) Command, and
the US Eighth Army Command, as well as many of their support units.

The US Army SIGINT units located at Camp Coiner indude
the INSCOM HQ for South Korea; the HQ of the 502nd Military
Intelligence Battalion (Operations); the Headquarters and
Headquarters Company (HHC) of the 501st Military Intelligence
Brigade; the 524th Military Intelligence Battalion (Collection); and the
209ih Military Intelligence Company (OfrSEC).*

The 502nd Military Intelligence Battalion was activated at
Tagegu in South Korea on 1 September 1952, and assigned to the Far
East Command. It'was instrumental in providing vital and timely
intelligence in support of the Korean War'.57 On 25 March 1961, it was
reactivated at Yongsan as a field At-y battalion assigned to the US

Army Pacific Command and subsequently assigned to the Eighth
Army. It provides intelligence support to 1 Corps.58

The 501st Military Intelligence Group, Headquarters and
Headquarters Company (HHC), was activated at Yongsan on

feffrey T. Ridrefson, Tlu U.S. Intelligence C-ommunity, p.63.
United 9ates Army Field Station Korea, Annual Histotical Report, FY7985,
pp.r2,r4.
United Strt6 Arnry Field Station Korea, Annual Historical Rzprt, Fiscal Year 7986,

P.13.
Jeffrey T. Richelsoo Tlu U.S. Inhlligetcc C-ommunity, p.63.
'5@nd Military lntelligence Battalion', Military Intzlligmce Nol.l2, No.4), October-
December 7%6,p.67.
Ibid.
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l january 1978, replacing the temporary 501st MI Group (Provisional),
which had been set up at Camp Coiner in April 7g77.lg In 19&5, there
wene some 290 personnel assigned to the HHC,501st MI Group.5o The
501st-MI Group was elevated to the 501st MI Brigade on 15 April
1986.6r The Brigade's field station is Zoeckler Station at Carnp
Humphreys, Ilongtaek.e

Yongsan was a suburban district on the southern outskirts of
Seoul when the US and ROK/US C-ommands were first located there,
but it has now become part of central Seoul and a hindrance to 'the
improverrent of the metropolitan environnrent'.63 Under the yongsan
Relocation Plary the US elements are being located to 'new facilities ...
integrated into the currrent US bases in Osan and llongtaek', although
'a minimum level' of personnel will remain in Seoul.a

73. YongsanRcsnvation:
In fune 1968, the US Air Force Security Service (USAFSS)

established an operating location (OL) at Yongsan Reservation.
Activated as OL 13 of the 6970th USAFSS Support Group it was
redesignated OL FM of the 6970th Air Base Group on I )uly t922.$

74. Taegu:

Taegu, in southeast South Korea, is the only rnapr US SIGINT
site in South Korea not located within 150 km of the North Korean
border. It has been used by both the US A*y and the NSA for
airborne and ground-based operational and strategic SIGINT activities.

_![_st U1_ttary-lglieTg Group', Mititary Inteiligalrz (Vollt, No2), Ap,ril-tune
1985,-p.53; 1nd flst Vilit ry InteUigence Brigde (EAC)', Militsry tnieili[arct,
July-Septeurber l9{2, p.53.
leffrey T, Rldrelson, Tlu IJ.S. Intelligdrc. C-onmuniil, p.63.

ll[:t Yflt"ry lntelligence Brigade GAC)', Miliizr| Inbltigarcc, Juty-Seprerrber
1992,p.53.
United Stat€ Arrry Field Station Korea, Anruat Historisl Feprt, Fiscet yar 19g6,
ooverPage.

YFft y of-Na6onal_Defmse, Republic of Korea, Defaw Whitc pept 79V2-7993
Mlnlshy of Nadonal Defense, Seoirl tee3), p.tlZ.
Ibid-
Ilmes E Pierson, A Historfuz,l Sndy ol tlu Oryani"lltional Dcoelopnrlcnt ol tlu United
Steta Ab Forcc fuurity Scmia, 7970-7974, pp.*-3{..
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0 146th ASA Auiation Company,Tregu Air Base,7975-79:

From fanuary 1975 until its transfer to Camp Humphreys,
Pyongtaek, in197*79, the 146th ASA Aviation Company maintained
tie GTardrail IV airbome SIGINT/DF system at Taegu Air Base. The
Guarilrail [v system, which was flown aboard Beechcraft RU-21H Ufe

aircraft, was targeted against vHF communications. The aircraft were

linked to a fixed site, code-named Adaentutq, which performed the

signals analysis and evaluation.ff

Gil NSATaeguFacilitY:

The NSA facility at Taegu (code-named Ermine) is remoted to

theNSA's FGroup Remote Opeiations Facility at Kunia, Hawaii.67

It is maintained and operated for the NSA by the Bendix Field
Engineering Group, is equipped with a Pusher HF DF CDAA, and
targeted agiinst communications in China and North Korea. There are

souttr Koiean personnel at the Taegu facility to provide linguistic
capability.

74. Osan Air Base:

Osan Air Base, which is 35 miles south of Seoul, is the most
forward deployed US Air Force base in the world.fi Located at Osan

Air Base is the 303rd Intelligence squadron of the us Air Force's Air
Intelligence Agency (formerly the 6903rd Electronic Security GrolP
(ESG);f the US Air Force's Elechonic Security Command), one of the
us Air Force's five principal SIGINT Squadrons/Groups in the Pacific

67
68

The Electronic Battlefield: Army Beefing Up Intelligence Capabilities', Dalerua

Ebctronia, June 1979, p.59; 'Aiiborne Comint Improvemmts Pushed', Defen*
Elcctrcnia, fune 1979, p.61; and Dck van der Aart, Anial Espbnaget *?:t
Intclligcncc Ftignts by East anil West (Arco/Prentice Hall Press, New York, 1986),

p.139.
jeffrey T. Richelson, The U.S. Intelligmce Community, P.185.
ii. fi*, 'Life at Osan: nVe Are Wiihin Scud Range"', Air ForaTincs,2T IvneT9*I'
P.l3.
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theatre.@ As at the end of 199o the 5903rd EsG had more than 500
personnel.ro

US Air Force SIGINT activities at Osan began in September
1953, when the 15th Radjo Squadron (Mobile), USAFSS, fbrrrcrly
Detachment C of the lst RSM, arived at the base. The 15th RSM wa!
redesignated the 5929th RSM on 1 october 1958; ttre 6gnth security
Sq"$pl o1 1 Iyly 1!)63; Detachment 7,6922nd Security Wing on i
Aprrl1,9&; Detachment 1, Pacific Security Region, on I April lgZO; ard
the 5903rd Security Squadron on 1 May 1970.n It was later

ledestgnatgf the 6903rd ESG, and then, in 193, the 303rd Intelligence
Squadron.2

_ In the early 7970s, the 6903rd Security Squadron maintained
subordinate operating locations (OLs) at the Chak tlo.g Training
4fl, GTp C-olbern (designated OL DA, 24May tgZt to 30 Septembei
1972), and at Camp Howard, tlongtaek (OL DB, 15 fune 1971 to 30
September 7972).R

From 20 February 1969 to 31 May 1972,Onnwas also the site
of an operating location (OL 1, redesignated OL AA on 30 October
1970 and OL EA on l November 197t) of the 69ggth Security
Suadronfa This Squadron maintained a subordinate operating
location (OL EB) at Kwaniu Air Base from 15 February lg7l toaO Aprii
7972.n

The 303rd Intelligence Squadron is responsible for US Air
Force strategic and operational SIGINT activities in Korea and
surrounding areas. Its principal tenant unit is Detachrrrent 2 of the 9th

7l

72

73

74
75

Secudty !9gry1a: Air Force Nhgezirc, May 1981, p.91; 'Air Force
f.h$g"t S Co-mmand-(AFIA', Ab Force Magazhu,May iWZ, p.U;and'Guide b
Air Force InstallationsWorldwide',Air Forct Mnguitu,tlay f gi, p.iOf .yq$ PqlE Buxtory St{"yf Nine: Osan Unit notrnity So;e aO years of
Dedication', Rcrruin In Tolcl (Newslater of the USAFSS/ESC Assodadon), (Vol.X,
No.I), Mardr 7997,p26.
Ilmes E Piersd! A UUtmtnt Sy4l 

?f y Organizntional Deoelont.^t ol ttu Uniud
Stata Ab Fae Sccttrity boicc,797tl1974,p.24.

Secudty Com{,and', Air Forei lvbgazinc, May l9gl, p.9l; 'Air Force
f.t"Sg*S C-ommand (AFIQ', Air Fora Magazkc,May i993, p.63; ana Guide to
Air Fore Installadons Worldwide', Air Force Magaziru,diay 199i, p.t0l.
fames E Pierson, A Histotirzl sluly of ttu orgaiizational futoiit t of tlu unitctt
Stela Air Fore Scatrity Sctoie, I 97GI974, p.4i.
Ibirl.,p.5l.
rbid.
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strategic Reconnaissance wing (sRw), which maintains at least one

TR-1A7U-2R SIGINT-equipped reconnaissance aircraft; however,
various other elernents of the Group conduct a wide variety of other
SIGINT activities in support of the HQ 7th Air Force and the 51st

Fighter Wing at Osan; the 692nd Intelligence GrouP_of the_US Air
Fo-rce's Air Intelligence Agency at Hickam Air Force Base in Hawaii;
and the NSA at Fort George C. Meade in Maryland.

RoseBwl:

From the late 1950s through the early 1960s, the 6929th Radio

squadron Mobile Gsm at osan Air Base operaled several specially
configured T-29 aircraft, code-named Rose Boarl, which were'used very
successfully'.76

CombatDawn:

From 1970 to 1977, Osan Air Base was used by the US for
airborne SIGINT operations, code-namcd Combat Dawn, involving
pilotless reconnaissance aircraft or droncs, against Nq.!! I-<91ea and

bhit a. Following the shooting down of a US Navy EC-121M SIGINT

aircraft off the North Korean coast by North Korean fighters on 14

April 1959 (with the death of all the 31 crew members), the NSA
decided to use drones for coMINT flights over the sea of ]apan and

the East China Sea. For this task, Tclcdyne Ryan produced the 3o-foot

tong Model 747T8 / AQM-34Q and 1 47TF / AQM-34R remotely-piloted

vehicles.z

(The EC-121M SIGINT aircraft shot down on 14 April 1969

took off from Atsugi Air Base in |apan, and 'was directed to fly a track

from Atsugi to a point off the Musu Pcninsula on the North Korean

coast, malie a number of orbits on an ellipse about 120 miles long
running from the Northeast to the southeast and land at osan Air Base

Master Sergeant Thomas N. Thompson, USAFSS Petformance During the^ cuban

Crbis - Votine 7: O,ations (Historical Division, United States Air Force Secuity
Service, San Antonio, Texas, 1963), p.12.
Dick van der Aart, Aerial Espionagei Secret lntelligence Flights by East and West, p,75;

and Martin Streetly, Airbome Electronic Warfar-e,-I-Iktory_,^Techniques enil Tactbs

$ane's Publishing Company Limited, London, 1988), pp.130, 170'
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in ROK'.n It was shot down some 90 miles southeast of Chongiiry
North Korea.)D

The 147TE and 14ZTF drones were launched from DC-130
mother aircraft and had an endurance of as long as 12 hours, though
ligt tr of 73 hourc were more typical.8O The Irones could listen to
chinese and North f(orean military communications traffic up to
about 300 miles (500 kd awdf t and pass the intercepted traffic bver
the sarne distance to either the mother aircraft or to a fround station.St
The 147TE drones flew some 26s coMINT sorties from osan from
early 7970 to fune 1973. The I4TTF drone became operational at osan
in February 1974, and conducted some 216 sorties over the yellow sea
between the Korean Peninsula and mainland china, as well as along
the 38th parallel dividing the Koreas, until the termination of the
Comfut Dawnprogram in fune "1.9TT.82

Det 2, 9th SRW: TR-7A|U-2R SIGINT Airaaft:
Detachment 2 of the 9th strategic Reconnaissance wing (sRw)

maintains at least one TR-1A/u-2R aircraft at osan Air Ba-se on a
rotational basis. Equipped with a variety of coMINT and ELINT
intercept antennas mounted under the reai fuselage, the TR-1A/U-2R
aircraft at: pllcipglly used for monitoring North Korean activity
along the Dldz.E3 sometimes, however, S-tdhour missions would be
undertaken acK)ss the Peninsula and up the North Korean east cpast,
over military bases and cities such as Wonsan and Chongiin, up past

79
80

81
82
E3

us c-ongress, House of Representatives, committee on Arured serrrie, sDedal
Subcommittee on the us.s. Pueblq Inquiry Into tu u.s.s. puplb end Ec-izl'ptoru
Incfubrts 0JS. Covernment hinting Office,-Washington, O.C, f eel, p.aeO.
Ibid.

Ivl_Tfin,Steed.y, v!yJ!. eUcryic _Wufan Airoeft (ane's hrblishing C_onrpany
Limite4 L,ondon, 19&!), pp.l0l-l@ Martin SUeetly, Airbnc Eteat;,ie Wirton
Yb$,Tdniqua odTectbt-p_.l7l; a\d, Dick van d& Aart, krbl Esp&negc: tA
!1elligrrre Fhghtsby Ftst and West,p.ZS.
D[ck van der Aa rt, Acrial Espiorugci secrct Intelligane Flights w Fist ,,,rd wo,t, p.zl'.
|aarulStreeUy, eirWrc edamltc Warfarc : Hisiry, r rai"aq*i ii riitr1iifi-.-
!roy_D"+r U-2_SVyplatu in Actian (Aircraft No.86, Squa&on,/Signal puliications,
lnc., Carrollton, Texls, 1988), pp.39,45
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FIGURE 5

TR-lA/U-2R, DET 2,9TH SRW AT OSAN AIR BASE
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FIGURE 7
TR-lA/U-2R, DET 2,9TH SRW, AT OSAN AIR BASE
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Vladivostok, and back across the Sea of Japan to Osan.& There is no
doubt that some TR-1A/U-2R missions from Osan also involve
penetrations deep into North Korcan airspace.

Through the 1970s and 1980s, however, overflights of North
Korea itself were primarily the responsibility of SR-71 Blackbiril aircraft
operated by Detachment 1 of the 9th SRW based at Kadena Air Base on
Okinawa.E5 Sometimes, howevcr, the SR-71s would recover from
these overflights at Osan.86

South Korean Access to Osan:

South Korean SIGINT units were admitted into the 6903rd
ESG's activities at Gan in 1981. Two South Korean units (the 1925th
Unit, MND and the 7235th Unit, MND) work in a'South Korean/U.S.
joint integrated environment' responsible for both the operational
management of TR-lA/U-2R SIGINT missions and the analysis and
evaluation of the SIGINT product.sT

74. Chak PyongTraining Area, Camp Colbern:

From 24 May 1,971 to 30 September 1,972, the 6903rd Security
Squadron of the USAFSS at Osan Air Base maintained a detachment at
the Chak Pyong Training Area, Camp Colbern.ss

75. IQtangju AirBase:

From 15 February 7971 to 30 April '1,972, the 6988th Security
Squadron of the USAFSS maintained a detachment at Kwangiu Air
Base in the south of South Korea.89

Ernest K. Gann, Tlu Black Watch: The Men Who Fly America's Secret Spy Planes
(Random House, New York, 1989), pp.187-205.
Paul F. Crickmore, Lukheed SR-71 Blackbiril (Osprey Publishing Limite4 London,
1986),pp.r7lrD.
See, for example, Ernest K. Cann, The Black Wat&, p.777; and Paul F. Crickmore,
Leldrccd SR-7 1 Blackbird, p.\V.
'5903rd ESG Member Earns Appreciation', Spol<esmaz, February 1990, p.10; and
'Commendation', Spkcsnan, April 1991, p.9.
fames E. Pierson, A Hbtorical Study ol the Organizntional Deoebpment of the United
S tata Air F orce Security Serc ice, 1 97 0-1 97 4, p.40.
Ibid.,p.51.
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76, Toegeuag:

A small ASA SIGINT station was reportedly established at
Toegeuag following the Korean War.$

77. Yonchon:

An ASA SIGINT statiory code-named Ahmo, was established
at Yonchon (3/32N, 72f05'E\, iust 10 km northeast of the centre of
Seoul, in 1954; it was reportedly still operational in the early 1980s.91

Yonsei Unioersity Kore an Language Program, Seoul :
The NSA's National Cryptologic School (NCS) has established

the Yonsei University Korean language Program at,Yonsei University,
Seoul, for Korean linguists to enhance their language skills. Trainees
are required to have a minimum of four years' operations experience
as a Signals Intelligence Analyst, Traffic Analysis Technician or Voice
Intercept Technician, and 'have a potential to be or are currently in a
position requiring advanced Korean language skills'.92

Monitodnglamming of HF Broailcast Sentices:

South Korea maintains four stations for determining 'the
location of sources of harmful interference to the high frequency (HF)
broadcasting service' - i.e., HF iamming stations. These monitoring
stations, which are equipped with log periodic antennas, are located at
Seoul (3/12'N, 12l07Ei, Pusan (35'12N, 128'58'E), Kwangju (35"01'N
126" 48'E), and Kwangnung (3/44'N, 128'55'E).93

90
9l fames Bamford, Tlu Puzle Palace, p.759.

Robert E. Harkavy, Ba*s Abrmil: Tlu CIobaI Foreign Military Pr*ne (Oxford
University Press, Oxford" f989), p.181; and infbrmation -provided by the
Sto*holm lnternational Peace Research lnstitute (SIPRD.
National Cryptologic School - Sponsored language Programs: Yonsei University
Korean bnguage hogram', Military Inteiligencc (Yo1.20, No.4), October-Decemb€r
793,pp.B$r.
M.W. Sower, G,R Hand and CM. Rush, Mottitoring of Harmful Intaferaw to ttu HF
bwlcest Scrvia IV. Results of tlu luly 7958 C-oorditutctl lvbninriig Paril (NTLA
Report 89-241, National Teleommunications and Information Admlnistration,
U.S. Department of Commerce, Washington, D.C., June 1989),p.4.



CHAPTER 4

ADVANCED BATTLEFIELD SIGINT SYSTEMS

The US Army has deployed to South Korea its most advanced
battlefield SIGINT systems. Deployed across a front of only 200 km
and to a depth of only 150 km, with most of the Army's ground
systems less than 35 km from the DlvIZ, and maintained at high
readiness levels, it represents the heaviest concentration of battlefield
SIGINT capability in the world today. It includes both ground-mobile
systems (e.g., Teammate, TACELIS and Trailblazql and airborne
systems (e.g., GuardrailY, Quick I-ookII and Quick FixII). The
capabilities of these systems are being continuously enhanced. Special
efforb are currently being devoted to the 'fusion' of SIGINT collected
by particular ground or airborne COMINT/ELINT/DF systems; and
to capabilities for the rapid dissemination of the SIGINT to an
extensive array of command levels and unit operations centres - to
support both campaign planning and direct targeting of North Korean
positions by US/ROK fire support elements.

(i) Gr ounil-mob il e Sy st em s :

' The ANITRQ-s2(WTeammate System:

The AN/TR032 system, otherwise known as Teammate, is a
COMINT/DF system which covers the HF/VHF/UHF frequency
bands. It is housed in a shelter mounted on a US At*y M-1028
vehicle, and features a pneumatic telescoping antenna mast for rapid
movement and deployment. A two-man team can set up the system in
less than 10 minutes.l

The AN/TRQ-32 system is highly automated, and up to 100

frequency channels can be prc-programmed. An auto-netting
capability enables a number of such systems to be netted together,

'AN/TRQ-32 SIGINT System', ir Bcmard Blake (ed.), lanz's Rdlar and Electronb
Warfarc Systcms, 79%-91 $ane's Information Group, Coulsdon, Surrey, Second
Edition, 1990), p343.
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with one acting as the master and the others as slaves, for enhanced DF
performance.2

fte AN/TRQ-32(D Tummate system was delivered to the
332nd Military Intelligence Company (EW) at Cu-p page in June
19&1.3 It is also in service wittr ttre 102nd Militiry i-r,telliget ce
Battalion at C-amp Hovey, Tonghduchon.4

o TheAI{ITSQ-TITTACELISSystem:

The AN/TRQ32 Teammafe system is curently being replaced
by the AN/TSO112 TACELIS (Tactical Automated Communications
Emitter Location and Identification System) COMINT/DF system.
The TACELIS system monitors the 0.5 to 500 MHz HF/VHF/UHF
frequency bands. It consists of a central processing station deployed
forward with each operations company in a lGton truck and ttrreeiix-
ton vans; two remote master stations, deployed in three 5-ton trucks;
and four slave stations, each carried in an M1l3 truck. The slave
stations have a DF capability only, while the master stations each have
14 COMINT receivers and two search/acquisition receivers. The
TACELIS system is inter-operable with other US A*y battlefield
COMINT/DF systems, including suitably-equipped versions of the
Gunrilrail V airborne COMINT/DF system.s

' TheAl\tnsQ-T|4TrailblazzrSystem:

TheTrailblazer system, formally designated AIV/TSQ"1l4, is a
tactical ground-mobile communications intercept and DF system, able

2
3
4

J

Iba.
Urited States^Army-Field Station Korea, Annual Histnical Rcprt,Fy 1985,p.74.
Lieutmant _Colgl.! fohn Phillips, 'Intelligmce Targetin! h Korea', 

- 
Militaty

Ilblligene (Vol2O No.l), January-Mardr 7994, p.TL.
Defense Marketing Services (DMS), 'AN/TSQ.I7?', DMS l/larkct Inttiliscne kwrt
(DMS Inc., Greenwidl Connecticut, Deember 19*6l, pp.l-2; 'alVlfSe-ttZ
TACELIS ESM S)€tem', in Floyd C. Painter (d),Tlu Intawtilmol C-outrtcrnasutrx,
Handfuk (EW Communications, Palo Alto, California, 13th Edition, 1988), p'pr.t!f,.
lll and 'AN/'I5el12 TACELIS ESM System', in Bemard Blake (ed.), /ana;s-Reiler
and Electronic Wmfarc Syshms, 7990-97, p.At.
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FIGURE 8

AN/TS Q-l 14 TPATLB r-AZER COMTNT/D F SYSTEM
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to monitor communications in the 0.5-150 MFIz band and accomplish
DF in the 2G80 MHz band.5

The Trailblazer system consists of two master stations, carried
aboard M1015 tracked vehicles, with SGfoot hydraulic-pneumatic
quick-erecting masts; and three remote slave stations, mounted in
M113 trucks. The slave stations require no operators, and the overall
system can DF five or six emitters in one minute. One completre
system is deployed with each brigade support company.T

The latest version, designated AN/TSQ-1148N)2, is currently
operational in South Korea.8 It is in service, for example, with the 2nd
Infantry Dvision's 102nd Military Intelligence Battalion at Camp
Hovey, Tongduchon.g

(ii) Airborne SIGINT Systens:

US Army SIGINT units have deployed to South Korea a
comprehensive suite of airborne COMINT and ELINT systems for
operational and tactical purposes. These include virtually all of the
Army's most sophisticated front-line airborne systems (with a depth of
capability that was only ever matchcd by the airborne systems
maintained in West Germany in the mid-1980s).

Although they are relatively expensive to rnaintain and
operate, airborne systems have several significant advantages over
ground-based collection systerns - their inherent mobility provides
much greater operational flcxibility; they can respond rapidly to
changing operational situations; operating at altitudes from 1Q000 feet
to 35,000 feet, they are able to monitor signals at much greater ranges
and wi th unimpeded lines-of-sight.

'AN/'ISQ114 Trailblazer System', in Bemard Blake (ed"), lanc's Redar end
Electronic Wnfue Syskms,79%)-97 (ane's Lnformation Group, Coulsdon, Surey,
Second Edition, 1990, p.39.
Deferrse Marketing Services (DMS), 'AN/TSen4', DMS Market Intelligorcc Report
(DMS Inc., Greenwich, Connecticut, Apnl887), pp.l-2; AN/'l5Q1l4 Trailbalzer
VHF DF System', in Floyd C. Painter (ed.), Tlu Intenatbnal Countanuasures
Handtuk (l3th Edition, 1988), p.136; and 'AN/TSQ-114 Trailbalzer System', in
Bemard Blake (ed.), lane's Radar end Electronic Warfare 5ys8ms,799L97,p,339.
Ibid.
Lieutenant C-olonel John Phillips, 'lntclligcnce Targcting in Korea', Military
I n klligence (Vol.2O No. 1 ), Jan ua ry-M a rch I 994, pp.22-23.

I
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The US A*y SIGINT units which currently maintain airbome
SIGINT systems include the 3rd Military Intelligence Battalion (Aerial
Exploitation) based at Camp Humphreys, Pyongtaek; the 102nd
Military Intelligence Battalion based at Camp Hovey, Tongduchon;
and forward elements which operate along the DMZ (using, for
example, the Quick Fu II EH-IH and EH-60C helicopter-borne
systems). South Korean SIGINT units are now also extensively
engaged in airborne SIGINT activities.

. The Guarilrail COMINT Systan:

Gwrdrail is an airborne COMINT/DF system that intercepts
HF and VFIF communications, locates and classifies the signals, and
transmits the data to ground Processors in real-time. The system
monitors communications in the 20-70 MHz, 10G150 MHz and 35G
450 MHz fi'equency bands. (The DF capability is limited to the two
lowerbands.)10

Thrc Guarilrail system has evolved through several variants,
each successively more capable than their predecessors. The first to be
deployed to South Korea was the Guardrail IV system, which was
fielded with the 145th ASA Aviation Squadron at Taegu Air Base in
fanuary 7975.11 T\e Guardrail IV system used six Beechcraft RU-21H
lJte aircraft, each with eight intercept/DF positions, which typically
operated in pairs to provide an optimum baseline for direction-
finding, which had a flight endurance of 4-5 hours, and which were
interfaced with the Adoenturer processing and analysis station located

at Taegu.l2 In 7978-79, the Guardrail IV system was transferred to

'Airborne COMINT Improvements Pushed', Defense Electromcs, fune 7979, pp.6l'
52; 'AN/USD9V(2) Guardrail Airbome COMINT System', in Floyd C. Painter
(e), fhe Inlcraetbnal Countenneasures Hanilbmk (EW Communications, Inc., Palo
Alto, California, l3th Edition, 1988), pp.12G737; and, 'Guardrail V System
(AN/USD9A)', in Bernard Blake (ed,), lane's Radar anil Electronb Watfere Systzms,

7990-97 (ane's lnforrration Group, Coulsdon, Surey, Second Edition,799A,p'Ml-
'Airborne COI\,iINT lrrprovements Pushed', Defen* Electronics, fune 7979, p.6l;
and The Bechonic Battiefield: Army Beefing Up Intelligence Capabilities', Defmsz
El ectron i*, lr,ne 7929, p.59,
'AN/USD9V(2) Guardrail Airborne COMINT System', in Floyd C. Painter (ed.)
Ttu Intanatiorut Countermeasures Hanilbmk (13th Edition), p.135; "The Electronic
Battlefield: Army Beefing Up lntelligence Capabilities', Defenx Electtonb, lrurre
1979,p.59;andDickvanderAart, AaialEspionage:*uetlnblligenceFlightsbyErct
md West,p.139.

10
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Camp Humphreys,Ilongtaek, and the 146th ASA Aviation Company
incolporated into the newly-formed 146th CEWI lC-ombat Electronic
Warfare and Intelligencel Baftalion (AE) [Aerial Exploitationl
(Provisional), later redesignated the 3rd Military Intelligence Battalion
(Aerial Exploitation).

In the mid-1980s, the US A*y replaced the Guarilrail IVIRU-
27H Ute system at Camp Humphreys with the Guarilrail V system,
designated AN/USD-9A, involving Beechcraft Super King Air Zffi
aircraft, designated RC-l2D/H. The RC-12D/Hs are pressurised
aircraft, able to operate at higher altitudes and over longer ranges (up
to 3,650 km as compared to 2,2N km) than the RU-21s, and have a
better short-field capability. The VHF search, intercept and DF
equipment inthe Guarilrail V system is also much more capable.l3

Tt'e Guarilratl V (RC-lZD/}{') system is also much more
survivable in hostile situations. The iircraft are equipped with
AN/APR-39 and AN/APR44 radar warning receivers (RWRs) for
early warning against threats involving radar-based systems.l4

The ground support for the Guardrail V system comprises the
AN/TSQI0S(VX processing facility, which handles information
transmitted by data link from the airborne system, the AN/ARM-
63(VX flightline van, and the AN/TSC{7 terminal.ls

The Guardrail V systcm is operated by B Company of the 3rd
MI Battalion (Aerial Exploitation) at Camp Humphreys.l5 According
to the Battalion Operations Ccntcr (BOC) officer, Guardrail has become
'nearly the perfect in tel I i gence col lecting pla tforrn'.I 7

14

15
76

't7

'AN/USD-9V(2) Guardrail Airborne COMINT System', in Floyd C. painter (ed.),
The Inkrnatiotul Countermeesures Handfuk (l3th Edition), pp.136.137; Martin
Sbeetly, World Ebctronic Wa(ne Airoaft, pp.2627; and Mark lahbert (e4.), Iene's
!!.f.ru rygl!\ Air_ctaft, 199G91 (ane's Information Group Coulsdon, Surrey, 81st
Edition, 1 990), pp353-354.
Captain Kirk E. Mclntosh, 'Guardrail/C-ommon Sensor System', Mititary
In telligencc, luly-September'{.992, p.32.
Martin Sheetly, Airborne Eleclronic Werfare: Hktory,Techniques ondTrclics,p.l53.
9n11in Kirli E. Mclntosh, 'Guardrail/Com-mon Sensor System,' Military
Intelligmce, July-September 192, p.31.
Ibid.,p.33.
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. The Quicklook II ELINT System:

Ttrc Quick Look lI system, designated AI{/ALQ-133, is an
ELINT system deployed aboard Grumman OV-IB Mohawk aircraft,
designated RV-1Ds, six of which are operational with Company A of
the 3rd MI Battalion (Aerial Exploitation) at Camp Humphreys,
Ilongtaek.ls

The requirement for a MohawklQuick Look detachment at CamP
Humphreys was described to Congress on 6 April1976 as follows:

The program at USASA location 177 li.e. Ca-p Humphreysl
consists of an aircraft maintenance hangar and troop
housing....

The... project is required to provide an adequate maintenance
hangar to support a USASA aviation company, assigned six
OV-l Mohawk twin-engine fixed-wing aircraft, which is to
begin operation in 119781.

The aircraft €re equipped with dassified
communications/electronic equipment to provide 24-hour all-
weather combat support by flying intelligence gathering
elechonic reconnaissance missions. Operations will require
two aircraft to be airborne at all times with four aircraft
hangared, of which two are in preflight and two in postflight
status.

These aircraft operations require collocation with the USASA
field station ground processing activities.

The hangar is to be used for Proiect Quick Look which is not
now in operation. Aircraft will begin to arrive in [1978]. The
hangar must be competed by that time.19

Martin Streetly, Worlil Electronic Warfare Airoaft, p.71; Martin Streetly, Airbrrle
Electmnic Warfure: History, Techniques anil Tactics, p.153; and Captain Kirk E.
Mdntostr,'Guardrail/Common Sensor System', Military Intelligene, luly-
Septeurber 1992,p32.
US C-ongress, Senate Committee on Armed Services, Subcomrnittee on Military
Construction, Mrlitary Cnnstruction Autlorization Fiscal Year 7977 (U.S. Government
Printing Office, Washington, D.C.,'1976), pp.41G477 .

l9
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The AN/ALQ-133 Quick Look II ELINT system is a radar
emitter detection, location and identification system. It consists of two
pods: one contains ELINT receivers covering the frequency range from
400 MHz to 18 GFIz and equipped with the appropriate broadband
antennas; the other contains data processing equipment. The pod
antennas are phased interferometer elements capable of providing
direction-of-arrival measurements over a 90o sector abeam of the
aircraft to a typical accuracy of less than 0.5o. If some degradation of
bearing accuracy is acceptable, the coverage sector can be enlarged to
120". The data processor is responsible for control of the search
receivers, analysis of the intercepted signals, and comparison of these
against a library of known hostile radar characteristics. The AN/USO
61 digital data link enables raw ELINT data to be passed from the
aircraft to ground processing stations directly reporting to battlefield
commanders.2o

An Advanced Quick Irok (AQL) system has been developed,
and is currently being installed aboard the RC-12D /H Gmrdrail
aircraft. Not only is the AQL more accurate than the Quick I-@k lI
system, but deployment aboard the RC-12D/Hs will allow missions of
double the duration of those allowed by the RV-1D Mohawk, as well
as direct consolidation of tactical COMINT and ELINT data.2r The
Mohawks are scheduled to be withdrawn from Korea and retired from
service by 1 October 1.995, though provisions exist for their retention
should circumstances on the Korean Peninsula require.22

o The Quick Fix II SIGINT/EW System:
The Quick Fix lI system, designated AN/ALQ.ISI, is a

hclicopter-borne intercept, DF and EW system which covers the 2 to Z5
MHz band and which is designed to identify, locate, listen to, and

YgtI _Sgee^tly, 4bbgry Elcctronie Warfare: History, Techniques anit Tactia, p.ti3;
'AN/ALQI33 Quick Look II', in Floyd C Painter (ed.), TrE Intenitilmal
C.ountzrmeasures Hanilbmk (13th Edition), p.117; and 'AN/ALQ133 ELINT
Equipment', in Bernard Blake (ed.), larc's Railar anil Electronic Warfne Syshms,
1990-91,p.4%.

9p!li" Kir\ E. Mclntosh, 'Guardrail/C-ommon Sensor System', Military
I n telligmcz, luly-September 1992, pp.32-33.
'committee Authorizes Army to Lease surveillance Aircraft For Korea', Insiitz Thc
Army,20 Jrne 1994, p.3.

2l

22
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FIGURE 11
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disrupt enemy command and control communications. It is deployed
aboard both Bell EH-1H lroquois and Sikorsky EH-60C Black Hawk
helicopters. The AN/ALQ-151 system on the Black Hawla consists of
four dipole antennas mounted on the fuselage together with a

deployable whip antenna, and a data bank and processor in the
cabin.a (The AN/TLQ-L7 HF/VHF communications intercept and

|amming element of the Quick Fk system is code-named Traffic lam
and covers the 105 to 80 MHz band. It includes a capacity to prevent

iamming of friendly voice communications equipment operating in the
same area.P4

Qubk Fix II helicopters are operated by the 102nd MI Battalion
at Camp Hovey in support of the 2nd Infantry Division, with forward
deployments elsewhere along the Dl,IZ.zs South Korea itself has

reportedly also purchased the QuickFix II system.25

. GuardraillCommon Sensor System, Ailvanceil Quick Look,
and CHAAIS:

T\e Gurbail system is a focal point of recent intelligence
fusion efforts by US Army SIGINT authorities. In addition to its
current COMINT/DF capabilities, the installation of the Advanced

Qubk Lmk (AQL) system aboard the RC-12D /H Gwrilrail aircraft will
enable it to also collect ELINT and locate and identify non-
communications emitters (such as radars associated with air defence
weapons systems), and to directly integrate COMINT and ELINT. The
addition of the Communications High Accuracy Airborne Location
System (CHAALS) will further enhance the system by narrowing an

'AN/AL+151 Quick Fix Airborne EW System', in Floyd C. Painter (ed.), frtc
Inlanutitnel &untrrllr,easures Hanifud. (l3th Edition), p.720;'Quick Fix II B
Sptem', in Bernard Blake (ed.), /ane 's Rnilar anil Elcctronic Wufan Systens,79W97,
p.50O Defense Marketing Services (DMS), 'AN/ALglsl (Quicl Rx)', DMS timlet
intelligene R por, (DMS lnc., Greenwidr, Connecticut, fanuary 7il191, pp.l-2;
Martin Streetly, rNorld Electronic Warfare Airuaft, pp./7,99; and Mark Lambert
(ed.), Ine's AII T'fu Worlil's Aircraft , 799G97, p.58.
'AN/TLq17/lTATrathcfam Ground ECM System', in Floyd C. Painter (d.),fru
Inbnuttnd C-ottnEnneasures Handfuk (l3th Edition), p.135.
Lieutenant Golonel John Phillips, 'lntelligence Targeting in Korea', Military
Intclligane (Vol2O No.l), fanuary-Mardr 7994, p.23.
Defense Marketing Services (DMS), 'AN/ALQ-151 (Quick Frx\', DMS Markzt
Intelligcttcc Rzprt (Dlv{S Inc., Greenwidr, C-onnectiort, January 1989), p.2.

23
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emitter's location down by a factor of 70.27 Specially+quipped
Gwrilrail aircraft can now also be inter-netted with some of the US
Army's more advanced ground-based battlefield COMINT/DF
systems, such as the AN/TSQ-112 TACELIS.2B

Simulation of Battlefield SIGINT Opaations:
To support intelligence training in the Military Intelligence

units in South Korea, the US Army has established a Tactical
Simulation (TACSIM) Proict Office (T"O) facility at Camp Coiner,
Yongsan, in Smul.29 The TACSIM system provides sophisticated
training in 'all aspects of intelligence, from the design of collection
requirements to the analysis of raw intelligence'.m The system
simulates and integrates intelligence from US Army and Air Force
COMINT, ELINT and imagery intelligence (IMINT) collection assets in
service in South Korea - including the Guarilrail, Quick Fir (AN/ALQ
151), Traffic lam (AN/TLQ-1| and Teammate GN/TRg32ry))
COMINT systems and the QuickLrck (AN/ALg133) ELINT system.3t

Caplain Kilk E. Mclntosh, 'Guardrail/C-ommon Sensor Systern', Military
I ntelligena, luly-September 192, pp.3l -33.
'AN/[jSD9V(2) Guardrail Airborne COMINT System', in Floyd C. Painter (ed.),
Tlu Interaetioul Countenwasures Hanilfuk (73th Edition), p.137.
Malx Gary Allen and Roger D. Smith, 'TACSIM: lntelligence Training for
Tomorrow's Battlefield', Military Inulligence, October-Decem*i tS94,pp2Ln.
Ibid.,p.23.
Ibid.,p.24.
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CHAPTER 5

SOUTH KOREAN SELF-RELIANCE

In the late 1980s, as it became clear that the Soviet Union was

collapsing, the Cold War was over, and the US was instituting
substantial reductions in its defence capabilities and retracting many of
its forward deployments, the South Korean Government recognised
the need to become much more self-reliant - including, most
particularly, with respect to surveillance, early warning and
intelligence capabilities. As the MND was later to report, with the
reduced role of the US Forces in Korea (USFK) and the transfer of
much peacetime operational control to the ROK 'intelligence
capability has become the most essential but vulnerable field for the
ROK armed forces'.I And as an MND official reportedly stated:

We have been too dependent on the US military for North
Korean-related intelligence to date. Now it's time to redress
the situation.2

The general requirements for more self-reliant national South
Korean intelligence capabilities wcre first publicly described by the
MND in 1991:

In regard to strategic early warning Korea still depends on the
ROK/US combined intelligence system.

Reducing this reliance on US forces will require the acquisition
of reconnaissance aircraft and intelligence'gathering
equipment as a substitute for those belonging to the US forces,
as well as improvement of early warning and battleground
surveillance capabilities and development of command,
control, communication and intelligence (CPI) systems.3

Complete self-reliance with respect to intelligence activities would be
economically prohibitive and is unnecessary in strategic and

Ministry of National Defense, Republic of Korea, Defatx Whitc Pap 7993-7994

fivlinistry of National Defmse, Seoul, 1994), p.106.
Cited in r{sia-Pacific Defence Reprter, JuneJuly 19V3, p.21.
Minishy of National Defense, Republic of Korea, hfn* White Paper 7990
(Minishy of National Defense, Seoul, 1991), p.152.

I
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operational terms. According to estimates by MND officials, the
intelligence collection equipment possessed by the US in South Korea
is worth about $(US)25 b. and costs about $2 b. a year to operate and
maintain.4 Rather, the MND has been concerned to identify general
capabilities which South Korea should possess itself, or capabilities
which are iointly maintained with the US but which could usefully be
enhanced by greater South Korean investment, or capabilities which
can be designed and developed indigenously.

Successive MND annual reports have explicated the principal
elements of the required capabilities as follows:

strategic early warning, i.e., capabilities for the detection of
indications of attack preparations - e.g. changes in alert levels
of particular force elements, moveirents Jf military units,
changes in the patterns and intensity of signals traffic, etc..
Until the early 1980s, the provision of strategic early waming
was essentially a US responsibility, but through the 1980s it
devolved to the ROK/US combined intelligence system. Since
the early 19X)s, South Korea's efforts with respect to strategic
early warning have becn directed towards both the
establishment of 'our own shategic early warning system'and
increasing the South Korean contribution to 'ROK-US irint
intelligence acti vitics'.5

tactical early waming, i.e., capabilities for detecting an actual
attack before combat is joined - e.9., interception of missile
launch orders or countdowns, or monitoring of aircraft
takeoffs. South Korea is in the process of establishing 'our
own tactical early warning system'.6

battlefield surveillance, i.e., capabilities for monitoring the
movement and actions of North Korean military unib once
actual combat is ioincd. A major South Korean effort is
underway to improve both its airborne electronic surveillance
and ground-bascd ELINT capabilities.

'MND to Upgrade Signals Intclligence Gcar', FBI9EA992-195,7 &tober 792,
P.24.
Ministry of National Defcnse, Republic of Korea, Defen* Whib PaFt 7992-7993
(Minishy of National Defense, Seoul, 1993), pp.26,121.
Ibid.,p.121.

4
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electronic warfare (EW) capabilities. South Korea has

recognised that EW has 'increased in importance in modern
wartare',7 and EW capability has been accorded priority in
South Korean force modernisation plans and programs.S

maritime electronic warfare capabilities. South Korea is
devoting special effort to the indigenous development of EW
equipment for its major warships.9

integration of command, control, communications and
intelligence (C3D systems. South Korea has developed
automated systems 'that can integrate the elements of
command, control, communication and in telli gence'.1 0

Intelligmce Cap ability M o ilernization PI an :

In 1992 the MND promulgated an ambitious plan to
modernise South Korean intelligence collection capabilities, officially
referred to as the Intelligence Capability Modernization Plan.ll Under
the first stage of the program (1993-98), the MND plans to acquire an
Airborne Warning and Control System (AWACS) aircraft, a variety of
unmanned reconnaissance vehicles, aircraft equipped with SIGINT
and synthetic aperture radar (SAR) systems, and an intelligence
collection ship. During the second stage of the Program (7999-2W),
development of a military intelligence satellite collection system is
planned.l2

The Nao SIGINT Aircraft Pro gr am:

The centrepiece of the first stage of the South Korean
Intelligence Capability Modernization Plan is the acquisition of four

7 Ui"l"t y of National Defense, Republic of Korea, Defen* Whitc Papr 7993-7994

^ Minisby of Nationd Defense, Seoul ,'1994), p;106..
6 Minisny of National Defense, Republic of Korea, Defen* WiE Paper 7992-7993,

p.l19.
9 Mit i"uy of National Defense, Republic of Korea, Defen* I/9hilc Pep 7989

fivlinishy of National Defense, Seoul, 1990), p'165.
ru Minisby of National Defense, Republic of Korea, Defense r'{ hite Papa 7993-7994,

P.l06.1l fua.12 MND to Upgrade Signals Intelligence Gear', FBI$EA*92-795,7 October 7992,
p24.; and Terrence Kieman, 'S. Korea to Bolster lntelligene Abilities', D"f"n*
Nazrs,29 Mardr-4 April 1993,p.6.



52 Signals lntelligance (SIGINT) in South Koru

SIGINTequipped aircraft, at a program cost of half a billion dollars.
Four packages are currently being evaluated, including the Beech RC-
350 King AirlRaytheon Guarilian SIGINT system.l3

In additiorg South Korea is considering the acquisition of Wild
Wensel-typ EW aircraft. The German Government/Panavia, for
example, have discussed with South Korea a program involving 24
Electronic Combat and Reconnaissance (ECR) variants of the Tornailo
aircraft.r4

South Korea is also planning to acquire some four Airborne
Warning and Control System (AWACS) aircraft, such as the Boeing E-
767 AWACS currently being acquired by lapan.ts The
EllNT/Electronic Support Measures (ESM) capability of such an
aircraft is yet to be determined, but it is likcly to be fairly sophisticated.

N aa aI Electronic W arf are (ErN) Cap abilities :
Until the early/mid-1980s, the South Korean Navy lacked any

modern electronic warfare (EW) capabilities. For example, the Navy's
seven Cluzg Buk (ex-US Gearing) class destroyers, acquired from the
US Navy in 797241, and which comprised the bulk of the Navy's
surface combatant capability until the indigenously-built Wv;n, Po
Hang and Dong Hae classes of frigates and corvettes entered service in
the early 1980s, remain equipped with the obsolete AN/WLR-I
ESM/radar warning systcm.l5

Over the past dcrade, however, all new surface combatants
have bcren equipped with modern EW/ESM systems acquired from the
UK or the US, or produced indigenously. For example, the Ulsaz class
frigates and the Po Hang class and Dong Hae class corvettes,
commissioned through the 1980s (and, in the case of the last ten of the
Po Hang class, into the early 1990s), are equipped with the British
Matilila (Microwave Analysis Threat Indication and Launch Direction

Barbara Qpall,'Seoul Seeks Spy Plane Flect', Defenx News,612 Deceurber 193,
pp.7)6; and 'ELINT Guardian', Aoiation Week & SpceTechnology, TJundlgg3, p.29.
Nick C-oolg 'C*rmany Preparcrs to Sign S. Korean MoU', lane's Defene WecHy,72
March f 94, p.14.
John Boatman, 'Saudis, S. Korea to be Briefed on E-767,lane's Defencc WeeHy,TO
fuly 1993, p.5.
Captain Ridrard Sharpe RN (ed,.), lane's Fighting Ship,1991-92 gane's Information
Group, C-oulsdon, Surrey, 94th Edition, 1991), p.355.
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Apparatus) radar threat warning receiver, which covers the 7.5-18
GFIz frequency band.l7 The South Korean Agency for Defense
Development has also developed a radar intercept/jamming system
for installation aboard the new frigates and corvettes.lS

South Korea is currently building some 10 (and perhaps as
many as 20) 3,80Gton KDX destroyers. These are to be equipped with
AN/WLR-l4,W| 7140 and WJ 8958 radar intercept and DF systems
produced by Watkins-Johnson Co. in the US. (The WI8958 DF system
covers the 1 MHz-2 GFIz band.)le

The South Korean Navy's 12 Super Lynr helicopters are
equipped with the British Racal MIR-2 Orange Crop ESM system, which
receives, analyses and displays radar signals in the 600 MHz to 18 GHz
frequenry range.2o

Neu Operations Plan 5027':

It was disclosed in September 1993 that the US and South
Korea had agreed upon a new defence strategy, designated 'New
Operations Plan 5027, which accords higher priority to detection of
North Korean war preparations and hence lengthening the expected
waming time. The plan, which was reportedly tested in the joint
US/South Korea Team Spirit 93 field exercise and the Ulchi Focus l-ens
command post exercise earlier in 1993, involves the integration of
'indications and warning' intelligence from SIGINT and imagery
satellites and aircraft and SIGINT ground stations, and reportedly
promises to provide some one to four days warning (rather than 12-16
hours) of an invasion.2t

t7

18

't9
20

Norman Friedman, Tlu Naoal Institutz Guidc to Worlil Naul Weapns Systrns,7994
Updrtc (Naval Instihrte Press, Annapolis, Maryland, 7994), p,ffi; and Matilda
RWR', in Bernard Blake (ed.), laae's Raihr anil Electronic Werfarc Syskms,799O-9I,
p.41,4.
Norman Friedman, TIE Nsoal Institute Guiile to Worlil Naml Weapons Systems,7994
Updab,p.58.
Ibid.,pp.6,6.
hA., p.A; MIR-2 ESM System', in Floyd C. Painter (d.), Thc Intenutional
Coutttnpasures Hanilbook (13th Edition), p.144; and 'MIR-2 (Orange Crop) ESM
Equipment', in Bernard Blake (ed.), lane's Railar anil Elzctronic W*l* Systcms,
799G97,p.435.
tJew PIan to Defend S. Korea', Sydney Morning Herald,74*ptember 1993, p,7; and
New Defense Plan For S. Korea: Report', Pacific Starc anil Stripes, 15 September
193,p.7.



CHAPTER 5

THE 1994 CRISIS

Through the last half of 1993 and the first half of 1994, the US
enhanced its intelligence capabilities in South Korea and increased the
readiness of its indication and warning systems. A significant
augmentation occurred in May-Iune 1994, as the crisis peaked over
North Korean nuclear developments and the possibility of a war on
the Peninsula became very real.

These developments occasioned some debate in the US about
the adequacy of US intelligence and warning capabilities in South
Korea, but the criticisms are difficult to evaluate. Claims concerning
the inadequacy of particular capabilities must be assessed against a
moving picture of sustained enhancement - what might have been a
deficiency in May 1994 might have been addressed in |une! Much of
the debate concerneid the warning times that the USIROK forces might
reasonably expect. The estimates are not easy to reconcile, partly
because they refer to different things (e.9., indications of a North
Korean decision to attack South Korea, as compared to tactical
warning of an actual invasion).

Official US statements at the beginning of 1994 seemed fairly
comfortable concerning US/ROK indication and warning capabilities.
In February 7994, for example, General Robert Rutherford,
Commander of Pacific Air Forces (PACAF), stated in an address to the
Air Force Association in February 1994 that:

lNorth Korea] is the most surveilled piece of real estate in the
world today. I think we will have some warning if they elect
to move south.l

And General Gary Luck, Combined Forces Comnrander,
testified before the Scnate Armed Scrvices Committee on 2 March 1994

that:

Cited in Tony Capaccio, 'Intelligcnce Shortfalls in Korea, Say Reps', Dcfm* ll,luk'
23May 1994,p.r.
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Both ROK and U.S. forces have been closely rnonitoring the
situation with some of the best surveillance and warning
systems and most skilled military analysts in the world.2

Howevet on 6 May 1994, following a six-month study of
US/ROK readiness issues by the General Accounting Office (GAO),
the ranking members of the Readiness Subcommittee of the Armed
Services Committee of the House of Representatives wrote to William
l.Perry, the Secretary of Defense, as follows:

The lack of intelligence capability to forecast [North Korean]
military intentions represents a major deficiency of the
combined U.S.-ROK military force....

The inability to tell when an attack will take place or under
what circumstances has reduced the warning time to about 24

hours or less....

A short-warning attack by the Democratic People's Republic of
Korea would cause maior losses to the combined U.S.-Republic
of Korea ground forces.3

In May-june 1994, senior US Defense officials averred that
there had been a significant increase in US intelligence capabilities
concerning Korea. For example, Sccretary of Defense, William Perry,
during a visit to South Korea in May, stated that US intelligence
capabilitim had been increased'significantly'.4 And Dr Ashton Carter,
Assistant Secretary of Defense for Nuclear Security and Counter-
proliferation, stated on 10 |une 1994 that:

We are significantly increasing our intelligence assets in the
region.5

On 14 Jung the Washington Tima reprted (citing 'Pentagon
sources') that:

Cgreral C,"ty E Ludg 'Prepared Statement of General Gury E. Lud<, C-ommander
in Chief, United Nations Command/C.ommander in Chief, ROK/US. Combined
Forces Command/Commander, United States Forces Korea', Senate Armed
Services Committee, US. C-ongress, Washington, D.C,2 Mardr 1994, para.ll.
Cited in Tony Capacciq'lntelligene Shortfalls in Korea, Say Reps', Defm* Wuk,
23May1994,p.1.
rbu.
'Russia Backs Sanctions Against North Korea', Interaatiotul Ha&l Ttbutu, 11-12
lune 1994, p.l.
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To increase monitoring of North Korea, U.S. intelligence
agencies have sent additional personnel to the region....

The personnel will assist in processing and analysing the large
amounts of electronic and photographic intelligence produced
daily by an array of spy satellites, reconnaissance aircraft and
listening posts on land and sea.6

At the same time, press reports from Seoul (citing MND
officials) stated that:

An allied monitoring system was in full swing, with US and
South Korean experts analysing daily data from surveillance
and spy planes....

The monitoring system had been in place since last autumn,
but a spokesman added:'We might be papng more aftention'.7

North Korea is not an easy target for SIGINT collectiory
particularly with respect to indications and warning intelligence.
Bccause of the generally high levels of national mobilisation and
military alert sustained by North Korea even during'normal' periods,
many of the standard warning indicators have either been bypassed or
are at least severely truncated. Moreover, at the strategic level, the
utility of COMINT operations is limited by the North Korean reliance
on underground cables rather than microwave conununications.S
There is, of course, extensive use of I{F and VHF radio
communications by North Korean military units, and this does provide
some indications and warning intelligence. For example, one of the
'indications of a heightened state of readiness' in the North Korean
Army cited by US intelligence officials in April 1994 was the'testing of
its communications pattcrns with ficld commanders on the tactical
level'.9

In addition to the provision of indications and warning
intelligence concerning the imminence of a North Korean attack, the

Bill Gerta ?entagon Plans For Buildup in the South', Washingtotr Tbtas, l4 ltne
199,4,p.r.
'S. Korea Stages Massive Civil-Defence Dill',Tlu StraitsTinus,l6lwte1994,p.4.
louise Uef, Peter Cary and Susan V. l:wrence, Solving a Mystery Wihout Any
Clues: US. Intelligence Is No Match For North Korea', U.S. Nanx I Workl RcWt,7
February 1994,p.43.
John Wallach, 'Attack Not lmminent, But North Prepares', Pacilic Stars anil Stripes,
15 April 1994,p.6.
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US/ROK SIGINT capabilities provide direct support for campaign
planning and targeting activities. In the event of a war, a principal
element of US strategy involves the rapid destruction or at least
disruption of the North Korean command, control, communications
and intelligence (C3D structure, which is generally assessed as being
extremely hierarchical and quite brittle.lo Priority targets would
include the major headquarters complexes of the Korean Worker's
Party (KWP), the Ministry of the People's Armed Forces (MPAF), the
General Staff Department and the major military commands in
Pyongyang; the communications facilities in and around Pyongyang;
air defence command centres; and other major North Korean
command and intelligence centres. As in the war against Iraq in
|anuary-February 199'1,,11 the US objective would be to sever the
connections of the high command in Pyongyang with the North
Korean forces, to curtail the flow of intelligence to the North Korean
high command, and to provide US/ROK commanders with
superiority in terms of battlefield electronic warfare capabilities. For
targeting purposes, COMINT provides both a picture of the North
Korean command and conhol architecture, and, through DF activities,
the location of the important communications facilities. Other SIGINT
activities are responsible for the maintenance of uptodate electronic
order of battle (EOB) tables on North Korean electronic (radio and
radar) emitters, including data on thcir locations, frequencies and
technical characteristics (e.g. signal strengths, pulse widths and
lengths, etc.) in order to identify and target sites such as command
centres, air defence centres, missile launch facilities, and mapr North
Korean Ar*y signals units.

An important part of the increase in US intelligence
capabilities in South Korea in May-fune 1994 involved the
augmentation of staff activities concerning war planning and the
preparation of targeting plans. For example in mid-Iune, HQ US
Forces Korea (USFK) asked the Pentagon for 170 additional specialists

fooeph L. Galloway and Bruce B, Auster, The Most Dangerous Place on Earth',
U.S. Naas I World Reprt,20 fune 1994, p.56.
See.Desmond Ball, The Intelligencc War in tlu Glf (C-anberra Papers on Strategy
and Defence No.7$ Strategic and Defence Studies Centre, Aushalian National
Universitn Canberra, l99l), pp.7*82.

l0
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(with expertise in electronic intercept activities, intelligence and war
planning) to augment its staff in Scnoul.l2

12 'Washington Outlook', Aoiat bn Week €t Spacc Technology, 20 f une 1994, p.19.



CHAPTER 7

CONCLUSIONS

South KoIea has the rnost dense concenbation of SIGINT
activity in the world today, involving some of the most advanced
SIGINT systems currently operational. Most of this activity is
maintained by US SIGINT authorities and units, but South Korean
capabilities for both independent and irint SIGINT activities have
increased grcatly over the past decade.

At the strategic level, South Korea is host to TR-1A/U-2R
strategic reconnaissance aircraft, a link facility in the US Navy's Pacific
HF DF and cryptologic net, US Army INSCOM operations, and the
NSA station at Taegu. But the depth of the SIGINT activity in South
Korea lies at the operational and tactical levels.

Most of the US SIGINT agencies and units in South Korea have
a direct historical lineage to units which were established during the
Korean War and which served with great distinction in that War (e.g.,

the 501st Military Intelligence Brigade at Camp Coiner, Yongsan; the
102nd Military Intelligence Battalion at Camp Hovey, Tongduchon;
and the 332nd Military Intelligence Company (EW) at Camp Red

Cloud, Uipngbu). They have remained at very close to a war footing
since the armistice was signed in 1953.

US SIGINT capabilities were comPletely amiss when North
Korea invaded South Korea in June 1950 and when the Chinese

Communists intervened in October-November 1950. They are now
expected to provide some one to four days warning of a North Korean
decision to invade the South and some 12-15 hours warning of an
actual invasion. US Army SIGINT unib took some 12 rnonths (from

fune 1950 to fuly 1951) before they were able to provide effective
support b the Eighth A*y. They are now expected to provide
essential targeting intelligence and operational support for counter-air,
strike and straEgic interdiction operations immediately following the
outbreak of war, and to supPort subsequent battlefield operations.

The provision of Indications and Waming 0&W) intelligence
is unusually difficult because of the very high levels of mobilisation of
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the North Korean goverrunent and military forces. Much of the
country is'normally'maintained on essentially a war-footing. Much of
the I&W intelligence that is relied upon to provide strategic warning in
other theatres - such as the level of activity at national command
centres and headquarters, full alert of air defence systems, the level of
traffic over signals neb, and concentration of forces along attack routes
- has already been generated. As Lt. Gen. |ames Clapper, then the
Drector of the Defense Intelligence Agency (DIA), stated in wriften
testimony to the Defense Appropriations Subcommittee of the House
of Representatives in January 1994:

The intelligence community is unable to decipher North
Korea's political intentions because of the paucity of human
sources and lack of insight into the political decision rnaking
pro{ess in North Korea.

Ilongyang's military disposition and militaristic society make
warning of war in Korea difficult. Many of the traditional
indicatons that provide the intelligence community with
warnings of war, such as movement of forces forward and
diversion of civilian and economic assets to the military,
already exist in North Korea.

North Korea's military forces and logistics are forward
deployed, minimizing the requirement for additional
movement and enabling the North to quickly transition from
peacetime footing to war. These developments will impede
the U.S. intelligence community's ability to provide timely
warning of war on the peninsula.l

Some 7fi),000 North Korean troops (or 65 per cent of the North Korean
Army, as compared to 45 per cent a dcrcade ago), equipped with large
numbers of artillery and small-calibre rocket systems, are now
deployed in well-concealed and protected attacking positions close to
the DMZ.

SIGINT is of course not the only source of intelligence
available to the US and South Korean command authorities. The
strategic level SIGINT operations are parallelled by imageqy collection
by satellite and airborne systems - including the US KH-l1 lGnnan and

_C,it"{ir, Tony_Capaccio, 'CIA: Intell C-ommunity Hard Pressed to Support Two
War Strategy', fufu* Weelg 2l November 1994, i.2.
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Advanced KH-1l imaging satellites, the laoosx radar satellites, and
the U-2 aircraft with both camera and synthetic aperture radar
(SAR)/moving target indicator (MTI) systems. At the operational and
tactical levels, imagery is provided by RF4C Plantom reconnaissance
aircraft equipped with cameras, a side-looking airborne radar ($1AIt1
and infra-red imaging systems, OV-ID Moluwb with SLAR and MTI
systems, and a variety of helicopter-borne optical and infra-red
imaging systems. Planning has undoubtedly been assisted by human
intelligence fi{JMINT) sources, especially North Korean defectors, but
the'paucity of hurnan sources'in Pyongyang evidently rules out early
warning from HUMINT sources.2 Imagery would provide invaluable
intelligence on order of battle deployments and movements, and attack
assessment, once conllict is ioined. However, SIGINT must have the
burden of responsibility for I&W intelligence.

The US and South Korean policy-makers and command
authorities are fairly sanguine about their preparedness and
capabilities for repelling a North Korean invasion. The US/ROK
Combined Forces Command (CFC) consists of well-hained and
equipped forces, with the US Army's Second Division and strong air
and naval support. At the outset of war, the US would rapidly
proceed with air strikes against the North Korean C3I sbucture in and
around llongyang, the north-south hansportation routes and logistic
support lines, and North Korean second-echelon forces. The damage
inflicted on Seoul and the South Korean economic infrastructure
would be enormous, even in a short war (i.e., one lasting weeks rather
than months), but the Combined Forces Command should be able to
hold the North Korean forces until reinforcements arrive. It would
take some 21 days for large numbers of troops and heavy equipment to
be shipped across from the US mainland, but more immediate
assistance would be provided by US forward-based forces in Iaparu
Alaska and Hawaii.

Intelligence would be crucial to the outcome of the war. The
level of preparedness of the Combined Forces Command (CFC) along
the DMZ and of the reinforcement process abroad is critically
dependent upon the provision of Indications and Warning (I&W)
intelligence. The effectiveness of the air campaign against the North
Korean CaI structure, including the destruction of national
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headquarters and command centres, severance of the signals links
connecting the higher command centres with the forces, and
impairment of efforts at reconstitution, is dependent (given the
availability of precision munitions) on the mapping by SIGINT assets
of North Korean command and control cenbei, communications
facilities and nets, and other lines of signals activity. At the
operational level, the success of CFC manoeuwe and holding
operations would be determined to a significant extent by the
availability of real-time intelligence concerning the deployment,
movements, equipment and signals of North Korean forces. The most
advanced battlefield SIGINT systems currently available are now
connected directly with an extensive anay of US/ROK command
levelsand unit operations centres, to support both campaign planning
and direct targeting of North Korean positions by US/ROK firi
support elements.

The range and weight of the intelligence responsibilities are
broad and heavy. However, the us has invested about $(us)25 billion
worth of intelligence collection equipment in South Korea, and spends
about $2 billion a year to operate and maintain this equipmentJ The
deployed capabilities include some of the most sophisticated SIGINT
systems available, at both the strategic and battlefield levels.

Enhancements are now being provided through South Korean
programs for increasing self-reliance as well as through US
modernisation programs. And equipment, personnel and procedures
are,in place to ensure the real-time availability of SIGINT for planning
and directing operations. The responsibilities are great, but the
challenge is being met. So long as this remains the case, SIGINT
activity will remain a key element of the structure of deterrence and
South Korean confidence that underlie the maintenance of peace on
the Korean Peninsula.

'MND to Upgrade Signals Intelligcnce Gear', FBIgEAgg2-lgs,7 October lg2,
P.24.
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The Korean Peninsula is the most serious flashpoint in the Asia-Pacific
region. Across the Demilitarized Zone (DMZ) separating North and South
Korea, only 40 km from Seoul, South Korea faces a virtually fully mobilised,
obdurate communist regime, with active armed forces of some 1.13 m
persornel and a resolute nuclear weapons development progranune.

South Korea now maintains the most intense signals intelligence (SIGINT)
activity in the world, involving some of the most advanced SIGINT systems
currently operational. Most of this activity is maintained by US SIGINT
authorities and units, but South Korean capabilities for both independent and
joint SIGINT activities have increased greatly over the past decade.

At the strategic level, South Korea is host to TR-IA/U-2R strategic
reconnaissance aircraft, a link facility in the US Navy,s pacific high-frequency
direction-finding and cryptologic ne! and US Army SIGINT operations. But the
depth of the SIGINT activity in South Korea lies at the operational and tactical
Ievels.

Most of the US SIGINT agencies and units in South Korea have a direct
historical lineage to units which were established during the Korean War. US
SIGINT capabilities were completely amiss when North Korea invaded South
Korea in |une 1950 and when the Chinese Communists intervened in
October-November 1950. They are now expected to provide some one to four
days'waming of a North Korean decision to invade the South and some 12-16
hours' warning of an actual invasion. US Army SIGINT units took some 12
months (from June 1950 to July 1951) before they were able to provide effective
support to the Eighth Army. They are now expected to provide essential
targeting intelligence and operational support for counter air, strike and
strategic interdiction operations immediately following the outbreak of war,
and to support subsequent battlefield operations.

This monograph describes the history of SIGINT activity in South Korea
since 1950; the principal US SIGINT stations, deployments and operations; and
the advanced battlefield SIGINT systems and capabilities currently operational
in south Korea. It discusses the south Korean programme for increased self-
reliance with respect to intelligence, and the impact of the crisis in mid-1994
over North Korean nuclear developments, when the possibility of a war on the
peninsula became very real. It concludes with a brief assessment of the ability of
south Korea's SIGINT capabilities to satisfy current strategic and military
demands.


