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PREFACE

This volume of “Current Problems of the Penal Law and Criminology” is a
continuation of the series started by the book edited by Professor Piotr Hofmariski
nearly fifteen years ago'. Back then, the Faculty of Law, which was still in the struc-
tures of the Warsaw University, comprised three criminal law divisions: Division
of Criminal Law (headed by Professor Piotr Hofmariski), Division of Criminal Pro-
cedure (headed by Professor Piotr Kruszyniski?), and Division of Criminology and
Organized Crime Issues (that I had the pleasure to be the head of). The aforemen-
tioned volume allowed the staff of those Divisions to present their achievements and
the current directions of their research. Their papers focused mainly on the criminal
law reform that was being prepared, due to the ongoing discussion on the published
drafts of criminal law statutes. The assumption was that the first volume would start
a new series which should also include papers by authors from other universities, to
include foreign ones.

That idea was achieved in the next volume which had a new formula and whose
title, for obvious reasons, was supplemented®. This time, the 26-person team of con-
(ributing authors included, in addition to leading Polish representatives of the sci-
ences of criminal law and criminology, also professors considered to be the lead-
ing international authorities in these fields. The foreign authors represented such
countries as Australia, Austria, China, Germany, India, Italy, Japan, Switzerland,
and the United Kingdom. The United Nations was also represented. The foreign
authors submitted papers in either German or English, while Polish authors — in
Polish. Eventually, all the papers were published in their original language versions.
fiach paper written in German or English had a summary in Polish, and those writ-
ten in Polish had summaries in English, German, or French. The volume was pub-
lished at a special time, as on 1 October 1997, an act was passed on transforming the
Biatystok branch of the Warsaw University into an autonomous university, the thir-
teenth in Poland.

1 Piotr Hofmanski, ed., Z problematyki prawa karnego [On the problems of criminal faw] (Bialystok: Temida 2,
1994).

2 He was later replaced by Professor Andrzej Bulsiewicz from the Mikotaj Kopernik University in Toruf.

3 Emil W. Plywaczewski, ed., Aktualne problemy prawa karnego i kryminalegii. Current Problems of the Penal Law

and Criminology. Aktuelle Probleme des Sirafrechts und der Kriminologie (Biatystok: Temida 2, 1998), 622.
4 Crime Prevention and Griminal Justice Branch, United Nations Office at Vienna. N
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THE INTERNET, TECHNOLOGY
AND ORGANISED CRIME!

ABSTRACT - Digital technology has transformed organizational life. Devel-
opments in communications, and in information storage and retrieval, to name just
Iwo areas, have greatly enhanced the efficiency with which legitimate organizations
operate. Unfortunately, the benefits of digital technology are not lost on criminal or-
ganizations, which exploit digital technology to enhance the efficiency and effective-
hess of their own operations. This article will discuss the organized criminal exploi-
- tation of digital technology, by looking at a number of illustrative cases from Asia
and around the world. It will discuss the various types of “conventional” organized
crime that can be facilitated by digital technology, as well as terrorism, which it-
self can be regarded as a special kind of organized criminal activity. One fundamen-
tal question that the article will seek to address is whether the activities of organ-
ized crime have become substantively different as a result of technology, or whether
traditional organized criminal activities are merely being conducted on a more effi-
cient and effective basis. The article will note the transnational nature of much or-
ganized criminal activity, and will discuss mechanisms for the control of organized
crime in the digital age.

* Peter Grabosky is a Professor in the Regulatory Institutions Network {(REGNET} of the Research School
of Pacific and Asian Studies at the Austrafian National University. He holds a Ph.D. in Polifical Science from
Nerthwestern University, and has written exiensively on criminal justice and public policy. His general interests
are in policing and in the prevention and control of computer-related crime, on which he has published a number
of books and articles including Efectfronic Crime (Pearson Prentice-Hall 2007); (with Russell Smith and Gregor
Urbas) Cyber Criminals on Trial {Cambridge University Press, 2004}, (with Russell Smith and Gillian Dempsey)
Electronic Theft: Unlawful Acquisition in Cyberspace (Cambridge University Press, 2001); (with Russell Smith)
Crime in the Digital Age: Gontrolling Telecommunications and Cyberspace fllegalities (Sydney: Federation Prass
and New Brunswick, Transaction Publishers, 1998). He is & former Depuly Director of the Australian [nstitute
of Criminology, and has held a number of visiting appointments, including Russell Sage Fellow in Law and
Soclal Sclence at Yale Law School (1976-78); Visiting Professor, Institute of Comparative Law in Japan, Chue
University (1893); the United Nations Asia and Far East Institute for the Prevention of Crime and the Treatment
of Offenders (UMNAFEL) (1995) and the Chinese People’s Public Security University (1996). He was Rapportaur
for the Workshop on Crimes Related to the Computer Network at the Tenth United Nations Congress on the
Prevention of Crime and the Treatment of Cffenders, Vienna, 2000. He was President of the Australlan and
New Zealand Society of Criminclogy (1998-2002) and Depuly Secretary General of the International Society
of Criminology (2000-2005). He currently serves as Co-Chair of the Campbell Collaboration Crime and Justice
Advisory Group. He is a Fellow of the Academy of the Social Sciences in Australia, and Deputy Director of the
Australian Research Council Centre of Excellence in Pcficing and Security.

1 An earlier version of this chapter was published in the Asian Journal of Criminology, 2,2, 145-161.




- - - _PeterGrabosky -

INTRODUCTION

When scholars and Jaw enforcement officials think of organized crime, they
instinctively think about stereotypical org
crime. The classic monolithic, pyramidal organization su
the Italian mafia, engaged in extortion or in the d
mediately to mind.

ch as the Yakuza, triads, or
elivery of illicit services, come im-

However, the nature of organizational life is changing, for criminal organiza-
tions no less than for legitimate ones. Monolithic, hierarchical, formal organizations
still exist, but organizational form is becoming increasingly diverse. So too are the
activities that criminal organizations engage in. To a significant extent, these trends
are both the products of rapid developments in i

nformation and commu nications
technology.

This article looks at the exploitation of digital technology in furtherance of or-
ganized crime. It first addresses the concept of criminal organization, and suggests
the desirability of a more €xpansive construction, to accommodate the evolution
and diversification of organizational forms in the modern era. It then looks at vari-
ous types of high tech crime that have been committed by organizations, and con-

cludes with a few suggestions for the prevention and control of org

anized crime in
the digital age.

ON ORGANIZATIONS

Morphology

Legitimate organizations look very different today from the way they appeared
a century ago (if indeed they existed that long in the past, and have survived). What
were once vertically integrated organizations have shed functions, preferring to
“contract out” specific tasks to specialist service providers, rather than deliver eve-
rything using in-house resources. In recent years, the term “virtual organization” has
been coined to refer to networked entities in general, or to those organizations that
oulsource a significant amount of activity,

While a few criminal organizations still fit the classic monolithic, hierarchical,
formal model, analysts began a decade ago to observe emerging variations (H

al-
stead 1998). Much organized criminal activity became recognized as the collecti

Ve

anizations committing certain types ol

The Internet, Technology and Organised Crime

work of loose coalitions of groups, collaborating with each other from “rl‘m-l.“['.l:,l:i_
{o achieve certain objectives. Today, the term “net\fvor }éla; liecom‘i,l ‘|t|1u: :{ W.Ul'kq
i “family” i nized crime. As discussed below, suc ' !
liar than “family” to describe orga As € s such neworks
'l;B involved in activities as diverse as drug trafficking, software piracy, credil ci

¢ -

fraud, and the distribution of child pornography.

In some cases, small groups of youth engage in on-line activi%// [EI']IUCh usl lhciy
’ i ile much ad-
3 i t” and showing off to each other. ile
would on the street; “hanging ou ; . reh oftier. While st -
iour in ei tting is an innocent manifesta ¥y
olescent behaviour in either se : . ey do on
i i t. Youth congregate in cyberspace, as
berance, some is not so ionocen _ i yberspace, as they do o1
illici illegal profit. Their organization .
the street, for illicit fun and for i ; : ot orsunired
ids “ i nd” in physical space, than ‘
bles more that of kids “messing arou : et sy
' tiract people interested in the m ; |
crime group. Drug newsgroups a : ¢ of syn-
:hetic ﬁlicifdrugs (Schneider 2003). To the extent that these relatlgns_hlpsl.],l:[:,;::?l:.
institutionali izational forms are created. Contact made in ch
institutionalized, new organization o
t each other (and may never meet ed .
between people who have never me ' ‘ e 1)
physical space can evolve into hacker groups (I.,eglon of Docl)m)ci)pn:acy ]
groups (Drink or Die), and child pornography rings {Wonderland).

Longevity

i izati Iso become more varied. Some organizi-
The lifecycle of organizations has a . e val -
tions are stablzz and enduring, like the Vatican or the Umv?rsuy of OxforTclt;c()l}II:; : ;
i tically changing circumstances. The
transform themselves, adapting to drama e T o
i i tially different from the Hong Kong
Kong Police of today is substan . AN,
izati i tence only recently, to exp |
Some organizations have come into exis xploita new oppore
i irst i rated as recently as 1998. Other orga
tunity. Google, Inc. was first incorpo . or organ rotlons
i ing i i for a particnlar purpose, an
are short lived, coming 1nto existence : T S0C00)
i Al jttee of the Olympic Games ,
ing. Consider the Sydney Organising Commi : ; o
fv:}%ich was established to oversee the 2000 Summer Olympics. It exists no longet

Some organizations are extremely short lived. One of the mlc()rzeor(;ag)entt[ll::lx:;
ization i “flash mob™ (Wasi , otherwise
ions of the evanescent organization 18 thfa las ) e
flt;rt::(l);lted individuals who engage in “swarming, th_e unexpected gathering 'O-irllil(l,ﬁ:
numbers of people in particular public locales” (White 201(]);5)1.] Thehcminrgn;m::;rd 0..{3
i i { involve high technology;
lie such gatherings need not invo 5 W
D ation. B i iate how swarming can be facilitated by
moiith can suffice. But one can easily appreci N
igi bs have begun to appear in Asi
internet, or by digital telephony. Flash mo . ' (-
S;E)il:oirgOOS). A?though much of the activity in question relates to shopping or oth
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er harmless recreation (CRIENGLISH.com 2000;) Rheingold (2002, 157) suggests
thit protests coordinated by cell phone help bring down the Estrada government in
2000, Vanderbilt (2004) suggests that sudden Falun Gong assemblies m

ay also be
orchestrated by mobile telephone

DIMENSIONS OF CYBERCRIME

It has become common 1o classify cybercrime according to three dimensions:

Computers as the instrument of crime; computers as the target of criminal ac-
tivity; and computers as incidental to criminal activity.

This classification is not per-
fect, and some discrete offences cut across conceptu

al boundaries. Computers may

be used to attack other computers, for example. As such, they are both the instru-
ments and the targets of an offence.

Crime itself is a moveahle feast, politically and soctally constructed, and often

changing. If a certain act is not prohibited by law, it is not a crime. And prohibitions
can vary over time and space. Although defined as criminal in many other places,
the dissemination of a tomputer virus was not a crime under the faw of the Philip-
pines in May 2000, when the ILOVEYOU virus was released. Soon thereafter, the
Philippine Government enacted criminal legislation to prohibit such activity. To-

day, the electronic dissemination of material promoting Falun Gong would offend
against the laws of China, but not those of Canada.

Cybercrime and organized crime are not identical. As Williams (2002) ob-
served, most cyber crime is the work of individuals, and most organized crime stil
oceurs in the physical world, One of the most noteworthy characteristics of digital
technology is the way it can empower individuals, For example, in 2000 a 15 year
old Canadian boy succeeded in singlehandedly accessing a number of university
comipulters in the United States from his home in Montreal, and directing their com-
puting power against major websites such as Yahoo and Amazon.com.
Of course, digital technology can em

Power organizations, too. Let us look at
some basic types of cybercrime that

are committed by organizations,

The Internet, Technology and Organised Crire

Electronic Piracy, Counterfeiting and Forgery

Digital technology permits the perfect reproductim‘] of text, images, :[f::(;_’
sound, and multimedia combinations of these. Unaytporlsefi .reprOFiuctlon obmc é.d
yrighted material is thus greatly facilitated. The 0¥1g1‘nal dlgl’Fal. p;rates; ir:lfr;e "
{the ideology that information should be free,_ and dlstrllbuted thlt;i cortl it ree of
charge as an act of protest. But the commercial potential of pirate conte ri‘ khmd
lost on others. While individuals are perfectly capable of reprodgcntll,:gj copzvf o
material singlehandedly, criminal organizations l?egan to engage md § ac v 5/1 o
u large scale, particularly in East Asia, where pirated softwax:e 'an} col:np';lo th‘;
are now all but ubiquitous. Although most piracy today 'uses d1g:g1f.a t;)co ;ocuié,q g,
means of reproduction and dissemination are often physical (Priest, ; s et.
al. 2003; US Department of Justice, nd).

Offenders obtain a product, remove its embedded cp];.)y protections, Ii;rgal}c)e n:ltlll—
tiple copies, and distribute them through markets and rfatall ou.tlets. T};f; ST fti -
ment of Justice (2005) noted that “Release groups are hierarchical, hig t.y sS -
organizations with leadership positions that control day—to—dfiy o%)era:on ,
new members, and manage the group’s various computer archive sites.

Pirated CDs and DVDs may be found in any large city. Data ’frorlsI _]1llst C?ZE 12:
vestigation are illustrative of industrial-scale piracy. In August 2000,; rf:i :)ésllj o i
vestigators raided a factory, seizing 100 CD st@pers, 200 000 CO(I).IID' t; X
20 PCs, worth an estimated US$480 million (Smith and Urbas 2001: 58).

Because they stand to lose the most from this type of crime, the softw;n: ;1:[
entertainment industries have urged governments arf)und the Worl‘d o ;esio'l:lk \Sas .
fully to piracy. Many states have respondf:d accordingly. Opera?mnI azn :mumries
major investigation that resulted in 120 snnult‘Tmec')us searches '1n e evean oot an(i
in April, 2004. Among the targets of the investigation v?ferf a Smga}?or R man and
his brother, who were charged with conspiring to obtain “cracked” copie e
ware and entertainment products by downloading them for a fee fI‘Olil;l a Serlj:;dmwm
aged by a “warez” group, for mass production and ev‘entufﬂ sale. T ; acc;{ 2005).
convicted in Singapore and sentenced to 15 months‘ 1mprisc?m‘nent (Pars 11/ When;
Here we see an example of a functionally differentiated c1:1mmalil flctv&;zr ,With T
the physical manufacturer of pirated goods had a commercial relationship

specialists.
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Forgery

Stmilarly, the digital reproduction of official documents facilitates subsequent
criminal behaviour. Scanning and laser printing technologies can be used to produce
false passports for illicit border crossings (Goodell 2002). Here again, organization-
al arrangements are networked, rather than hierarchical. The manufacturers of false
passports stick to what they do best. They sell their products to middlemen, who on-
sell them to others, be they terrorists, traffickers, or smugglers. Burrell (1999) ob-
served that sophisticated forgers based in Bangkok and Kuala Lumpur were offering
their products to criminal “facilitators™ based in China, India, Pakistan and Sii Lan-
ka, who in turn were offering travel packages to Britain for about GBP7,000.

False passports and other ideniity documents can be used in furtherance of
fraud. Bank accounts may be established upon presentation of a passport and driv-
er’s licence. And of course, credit cards themselves may be manufactured.

Credit Card Fraud

Digital technology permits the capture, on or offline, of credit card details. For
some years now, physical skimming of credit card details has been achieved using a
hand- held scanner. This often entailed the complicity of employees in retail estab-
lishments, restaurants and hotels, Counterfeit cards have been produced using the
captured credit card details, personal computers, embossing machines and farged
holograms. Members of the Chinese gang Wo HopTo were involved in a counterfeit
credit card ring in California in 1994, using computers, laminators, and embossing
equipment to produce the counterfeit cards, Hologram manufacture is itself a spe-
cialized activity. Hong Kong, Taiwan and China have been identified as centres of

illicit hologram manufacture for over a decade (Slotter 1997). The products

are then
sold to card counterfeiters.

Now credit card details may be captured remotely, either in transmission, or
by unauthorised access to a data base in which these data reside. These can be on-
sold and even advertised on the World Wide Web. Captured credit card details can
be used for on-line purchases or in the manufacture of counterfeit cards. One organ-
ization, whose members referred to themselves as “Shadowcrew,” managed a pass-

word protected website which served as a marketplace for stolen credit card details
and other identity information.

The Internet, Technology and Qrganised Crime

Other organized credit card frand can occur in physical spacej on akfnorc ‘1||"1l1[|1l(~i
ed scale. In January, 2007, authorities in Thailand arrested t_hree Srl.Lan anl ‘m(;:nl ;m-
seized 5,000 fake cards at Phuket. Many of the cards conta%ned valid deta?t; (I)t \,WH
ish cardholders. The men were reported to have been making frequent withdrawals
(rom ATMs in the area (Radio Australia 2007).

The proliferation of credit cards in China is providing ul?preced.ented oppof'lu]
nities for credit card fraud in that country. Obtaining a card is relatively efls‘yl,lﬁr?'cl
individuals, alone or in concert, may obtain multiple cards amzl use then.1 for i lt:I .
purposes éne group of four people posted recruitment advertisements in ncv;lfs.pfa-
.‘ . ¥ tain

ho responded, and used the data to obt
hers, collected personal data from those w i
!39 cards, which they then used to purchase goods worth over 410,000 yuan (China.

org (2007).

Communications in Furtherance of Criminal Conspiracies

A decade ago, Grabosky and Smith (1998? noted that .coc_aine trafful:ksrf vs.::lc:
using management information systems, satellite C(?mmuI%lCé}thIlS. fOé g1 0 {:if“:qq
tioning, and encryption (p198). One group of organ1zed criminals in 0t ;l)musc El;l.,_
able to identify the telephone numbers from which calls were mzu.ie to : }c]e 08
bassy with a view to determining the identity of per§ons c'ooperatmg wi tinum}p
enforcement personnel. (Ramo 1996). The new millennium has seen con g

" criminal exploitation- of digital technology. Criminal organizations, like all organ-

izations, have become dependent upon digital technology for .routine comrmlmlcl:a-‘
tions and record keeping. The Aum Sect made extensive use of intemnet technologies
for communications and recruitment. (Ortis and Evans 2003, 563).

Digital technology can also be used to create “te_m.porary orgam‘zatlo?s.”ﬁ\lgtiz‘lllé
swarming is undertaken with criminal intent. 'ljhe digital orchestrau.on of co C(Z e
action may be done for amusement and recreatlor.i. But other swarn?mg c;mho o
furtherance of crime. Violent demonstrations duqng the 1?99 ITle:‘etmg 0h t le e
Trade Organization (WTO) in Seatle were coordinated using digital tec n(?tﬁity;m_
cluding live internet feeds (Sullivan 2001, 120-'123). It_ has been suggeste L that mor
bile phone text messages were used by right VYIIIg white supremac'nst glro t[;on o
ment a riot at a Sydney beach in 2005 (Poynting ,.2006, 86). Mobile tle epd tt)(/: o .t
also been used to organize group sexual assaults (Finnane 2002). An alleged attemp
in Hong Kong led to a criminal conviction (Wong 2006).
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Digital technology can also be used to organize unrelated third parties to har-
ass or stalk 4 victim. Malaysian Police reported a number of incidents in 2001 where
women’s personal information has been posted on the Internet. In one case, 4 man
in Malaysia allegedly dialed into a Singapore-based website and posted a sex-for-
hire ad that included the telephone number of his estranged wife. She subsequent-

Iy received obscene telephone calls from Singapore, Thailand and Brazil (Reuters
2001).

Child Pornography

Digital technology lends itseif perfectly to the production and unobtrusive dis-
semination of child pornography, a crime in most countries around the world. In ad-
dition, the technology greatly assists in concealing this activity from the attention of
law enforcement or other adversary interests. Even more dramatic is the manner in
which digital technologies facilitate the dissemination of the content in question al-
most instantaneously to many recipients, over vast distances. The mtroduction of
this technology has dramatically enhanced the amount of material available to those

who would access child pornography, as well as the speed and privacy with which
it may be accessed.

Production and distribution of child pornography is hardly the exclusive prov-
ince of sole offenders, and can be a collective, organized endeavour. Chatrooms
frequented by aficionados of child pornography allow people of like mind, wide-
ly dispersed geographically, to congregate in cyberspace. Private bulletin boards in-
volving access control and requiring authentication limit participation to those in
possession of a valid password, thereby excluding uninvited visitors. Technologies
of pseudonymity and anenymity enable one to create a false identity, or to otherwise
conceal one’s identity altogether. Tt is possible for participants in these criminal or-

ganizations never to have met face to face, and not to know each other (Grant et. al,
1997).

One of the first major investigations of Internet child pornography was Ope-
ration Cathedral. The investigation targeted the Wonderland Club, an international
network with members in at least 14 nations ranging from Europe to North Ameri-
¢a to Australia. The physical Tocation of servers was periodically rotated in order to
avoid detection, and access to the system was password-protected. The investigation
resulted in approximately 100 arrests around the world in 1998,

The Internet, Technology and Organised Crime

At the end of 2001, German police conducted a search on a citizen suspected of
offences related to child pornography. It became apparent that the suspect{had‘ |bc|fil1
cxchanging incriminating material over an Internet Relay Chat (_IRC)'f:h‘anm,1 : l.b
subsequently provided police with the nicknames of some of 'hlS couespon? ul ‘I
The resulting investigation, Operation Artus, led to the exe.cutmn of seven SL:}](‘,‘l
warrants in the United States and 30 simultaneous searches in 10 foreign countrics,

including Japan.

The increasing commercialization of child porography has led to the mvolv\e.-
ment of credit card payment processing compa}nie:s. to manage the r.evenue gcmlt,l;1
ated by product sales. In 2004, a major investigation called Qpc?ra}uon FaX:;n -Cft
to indictments against two companies as well as a number of individuals (Ashcro

2004).

Electronic Funds Transfer Fraud

In the early 1990s Vladimir Levin, a young man in St PeFe.rsburg., Russia, suc-l
ceeded in obtaining unauthorized access to the servers of Citibank in the Um‘te'c
States. His intrusion was undetected. He then enlisted a number of_ accomplices l.o
establish accounts in financial institutions around the world. Levin prfaceeded' lf)
transfer funds from the accounts of legitimate Citibank account holders into the ac-
counts of his confederates (Goldstone and Shave 1999).

Nigerian Advance Fee Fraud

In the 1990s, many people in the world’s more affluent nations began rf:cf:iwngl
letters from Nigeria seeking assistance in transferring funds out of the cjountry., ztmc
offering a sizeable commission to those willing to he.:lp. Pel:?c_)ns gxpressing an in (;:
est in the activity were soon asked to send a “handling fee” in advance. Those v; <;
did, never saw their money again. The more gullible among them were persuczil‘ e;f
to part with additional fees, before realising that they had been duped. H‘undlre s ?
thousands of overtures of this nature were sent through tlr.xe post, a daunting logisti-
cal exercise that invariably required a degree of organllza‘.uon. The advent of fax ma-
chines made the sending of advance fee fraud solicitations somewhat less labour
intensive, but electronic mail made it even more so. Fraudsters 'are now able tolcgm-
municate with millions of prospective victims at the spf:ed of .hgl}t and at neghgl})llc
cost (Smith et al 1999). Although one can almost achieve t'h1$ smgleh.andedl'y, .ac’-l
vance fee fraud solicitation is a popular activity of West African organised crimina
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networks, based in Africa, the United States, or in European countries with a large
West Atrican population {(Buchanan and Grant 20010,

Other Fraud

Hill (2005, 109) suggests that some Yakuza have been involved in Internet
frauds involving false or excessive billing charges to visitors to pornographic and
other websites. He notes that the Yakuza members themselves may not be acting
as “webmasters”, but rather providing protection to the technicians, McMulian and
Perrier (2007) describe the division of tabour involved in various forms of fraud
against electronic gaming technologies. Teams of three individuals will drive to i
business with video lottery terminals. Two “players™ wiil clandestinely transmit im-
ages of the video screen to an accomplice who remains in the car with a computer

programmed to reveal how close the terminal is to paying out (see also Mitnick and
Simon 2005 Chapter 1.)

On-line Dealing in illicit products

Most internet users, unless they have invested in very effective spam Filters,
have received emails advertising pharmaceutical products for sale. These may be
nonexistent or inert, in which case the overture js fraudulent. They may be coun-
terfeit. Or, they may be the genuine article, otherwise obtainable through a doctor’s

prescription. Whatever the case, such practices violate the laws of many couniries
(Forman et al 2006).

Offences of this nature may be perpetrated by a sole individual, but more often
than not, particularly when they involve counterfeit or controlled substances, they
will involve some form of organization. One internet drug marketing organization
was allegedly run by two Indian nationals, who repackaged controlled substances
that had been physically smuggled into the United States and used on-line pharma-
cy websites to distribute millions of dosage units throughout the world. Indictments
issued in the United States in 2005 sought the forfeiture of 41 hank accounts, in the

U.S., Cyprus, India, Singapore, the Channel Islands, Isle of Man, Nevis, Antigua,
and Ireland.

US v Bansal et. al. US District Court (Eastern District of Pennsylvania) htip://

www_npr.org/programs/morning/fbatu1'cs/2005/june/onlinerx/indictment.pdf, (visit-
ed 26 November 2007)
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Money Laundering

Concealing the origin of ill-gotten gains has proven to be a challenge i‘onj crll:n-
inal organizations in recent years, especially since the mtemationa.l c?ommumlyl as
intensified its efforts to monitor cash transactions. Never?heless, d1g.1ta1 technology
facilitates money laundering, as it does legitimate fil.lancml transactlons,' ‘by,a”.(;‘.)‘i—‘
ing money to move around the world at the speed of 11gh_t. When elf.:ctromc tm‘r‘lsrhc,': 5
are routed through jurisdictions whose transaction reporting regulations are less than
rigorous, the “money trail” may be lost.

Money launderers may take advantage of otherwise l'cgitimate c?n-line serwcef;,
such as auctions, where a buyer and a seller may collude in transferring one or more
“phantom” items at a designated price. The proceeds of crime are thus transfqrrged
into cash apparently derived from the sale of a purportedly legitimate produgl._ ; -
line gambling services (in jurisdictions where they are. legal) may also l.:)e u%c -m
furtherance of money laundering. A bettor may estabhsb an account _w1th a ser \;-
ice provider using proceeds of crime, and then cash out his account, with the funds

deemed to be gambling winnings.

Money launderers may also recruit unwitting accomp‘I‘ices. Students, f.or exanl:—
ple, or other individuals responding to advertisements to earn morney whﬂedwm"ff-
ing from home,” may be recruited to assist in the electronic transfer.of funds (3 -
shore, in individual amounts below the threshold of cash traqsactlon reportwg
surveillance. These accomplices, who are known as “mules,” receive a small fee for

their services.

The advent of electronic cash and its implications for concealing the proceeds‘
of crime was noted more than a decade ago (Wahlert 1996). Today, some offenders
favour the services of e-gold and similar providers who may not yet be covered by
the cash transaction reporting regimes of all countries.

Industrial Espionage

In the competitive global economy of the 21st centu'ry, obtaining a competitor’s
trade secrets, and other economic information of a S?IlSlt:lVe nature can be ext.remei
ly Iucrative. Depending on the methods employed, it can a-lso_ be c?xtremely 11}egfl
(Nasheri 2005). Traditional espionage techniques., such as 1nf1_1trat1ng a company’s
workforce or poaching an employee entrusted with senﬁmvc 1ﬁ0rmat10n, are mzw
complemented by high tech methods. Given that much, if not most, information to-
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day exists in digital form, industrial espionage will have its digital manifestations.
Web-based research through open sources may be legitimate. But the insertion of
a Trojan horse or backdoor into a competitor’s computer network is quite another
matter. Digital technology allows unobtrusive access to acquisition of, and storage
and transfer of vast quantities of information. The vulnerability of wireless technol-
ogy and of internet telephony to industrial espionage goes without saying. Today,
digital cameras have become a standard feature on many mobile telephones.

It is not surprising, therefore, to learn that “several foreign companies™ have be-
come world leaders in the use of cybertools to collect sensitive US technology and
economic information. (Office of the (US) National Counterintelligence Executive
2006, v). Presumably, several US companies and government intelligence servic-
es have developed similar proficiencies (Sheptycki 2000, 13). Governments them-
selves are capable of considerable organized crime (Chambliss 1989).

The global economy is indeed a jungle. According to US authorities, “In early
2005, a British programmer sold customized copies of his spy software to three Is-
racli private investigation firms. These firms, in turn, worked for a number of blue-
chip Isreali (sic) firms, which allegedly used the software to spy on dozens of their
international competitors, including at least one major high tech firm. The software
tempted victims into installing it by posing as a package of confidential documents
delivered via e-mail. Once installed, the software recorded every keystroke and col-
lected business documents and emails on a victim’s personal computer and transmit-

ted information to a server computer registered in London.” (Office of the National
Counterintelligence Executive (2006, 10).

Intelligence and Counterintelligence

One of the first great stories in the annals of cybercrime, the “Cuckooo’s Egg”
case, involved a German hacker, engaged by the Soviet KGB, who in 1986 obtained
access to computer systems of defense installations in the United States (Stoll 1989).
This was by no means the last attempt to obtain state secrets online. US authorities
report that foreign intelligence services “clandestinely employ commercial firms in
technology collection activities” (Office of the (US) National Counterintelligence
Executive 2006, 7). In July 2006, The Associated Press reported the US State De-
partment had experienced “large scale computer break-ins worldwide™ that appeared
to target information on China and North Korea (Associated Press 2006).
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Denial of Service

We have already noted the exploits of Mafiaboy‘, the 15 year f)ld Canafhan ‘who
singlehandedly organized a distributed denial of service attack.agamst Ama&on.co:rn‘,
Yahoo, and other e-commerce sites in 2000. Before the .capamty to create ro]?ot nct—f
works or “Botnets” became widespread, denial of service at?acks took the Lormﬁ
“mail bombing.” This entailed a co-ordinated “blit.z"’ of email messages of wautf:
hits against the targei computer or system. In sufﬁcwnt volu_rr.lc, this would s g:v‘a
system down, or make it difficult (if not impossible) for legitimate users to ;) a(;n
access. During the Kosovo conflict at the end of the 1990s, hackers fr.om Be %ra Ie
directed an attack against NATO servers, saturating the system (Denn.mg 2000). In
March 2001, hackers based in South Korea caused the crash of a wet?51te at thebJ ﬂp};
anese Ministry of Education in protest against a .newly approved history text. 00
(BBC News 2001). Attacks originating from Russia St_averely degraded electronic 1n-
frastructure in Estonia in April 2007, and in Georgia in August 2008.

Terrorist Organizations and Cyberspace

Traditionally, organized crime has existed to makfe a pro'fit_. Although fezl’mgs
of belonging may motivate some participants in orgamze_d crime, the m;ilc_)?f er;e
of organized crime is money. It was fashionable for organlzefl_cnme to 'be if zleren i-
ated from terrorist organizations, whose objectives were political not financial.

This distinction is somewhat artificial. Most terrorist activity is certainly organ-
ized. And it is usually, if not always, criminal. Morejov'er, one.sefes f:xamples of tfar—
rorist organizations engaging in more traditional cnmn}al atiztnlnty in order tc? raise
revenue. Similarly, one sees organized crime groups chvermf)_fmg into terrorist ?Cc-;
tivity. For example, an investigation of a Chicago street gang 1n t}}e .19905 gege;lf(; :
a plan to attack a commercial airliner with a shoulfier—launchcd missile orrllk e 221004)
the Libyan Government (US Department of Justlc?: 1997 1‘1).. Makare % ( o
speaks of a “crime-terror continaum” is which terrorist and criminal groups have _.
gun to share common organizational features, and to learn from each other.

Denning (2000, 10) offers a precise definition qf cyber teﬂorism: “unla\cnlf:l‘ul. att—
tacks against computers, networks and the infonpatmn stored therem'v'vhen ‘o‘nc“ (i
intimidate or coerce a government or its people in furtherance of p0.11t1ca1 01 ‘.S(i(,‘la
objectives.” There have been a few documented cyber attacks against cuttllc,a hm—
frastructure, but most of these have been the work. of lone adventurers rat er tf an
criminal organizations. One does, however, see digital technology employed in fur-
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therance of terrestrial terrorist activities, among themn inteltigence collection. High-

resolutton satellite images of every city in the world are available on the Internet.
(See htip://earth.goog le.com/).

Digital technology greatly facilitates communications among terrorists, and be-
tween terrorists and a wider public, The Internet and World Wide Web are ideally
suited to communications across widely dispersed elements of a network (Givner-
Forbes and Shwery 2007). In addition, terrorist groups may communicate directly to
a general worldwide audience, or to specialist target audiences, bypassing journalis-
tic editing and government censorship, This may include inflammatory hate speech
intended to legitimize violence against specified adversaries.

The Internet may also be used as an instrument of psychological warfare by ter-
rorist groups. By generating anomalous patterns of message traffic they can give the
efroneous impression that an operation may be imminent. This form of tactical de-

ception referred to as “chatter” may distract law enforcement and intelligence serv-
ices from true terrorist activity.

Another form of psychological warfare can involve general or specific threats
or displays of force. Webcasts of hostages, and even hostage executions and
bombings, can reach the world. These may be conpled with threats against na-
tionals of specific countries who may be identified with causes anathema to the
terrorist organization. http://news.xinhuanet.com/english/2004-06/27/xinsimple_
08060127073520206981.jpg (visited 26 November 2007}

Terrorist groups may raise funds through charity and other front organizations,
or they may actively seek to recruit new members. Webcasts that celebrate mar-
tyrdom may be particularly useful in attracting the attention of prospective suicide
bombers. Terrorists can also resort to conventional cybercrime in order to raise mon-
ey. It has been reported that Imam Samudra, the alleged mastermind of the Bali
bombings in 2002, had attempted credit card fraud to help finance his operations.
More generally, he has encouraged jihadists to engage in widespread credit card
fraud against US targets. A chapter in his autobiography contains basic advice and

identified Indonesian language websites where readers could go for further instruc-
tion. (Sipress 2004).

Terrorist groups may also use the Internet and the Web for instructional purpo-
ses, to teach attack techniques and skills. For example, an alleged A! Qaeda Train-
ing Manual (in English translation), seized during a raid on suspect premises in the
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United Kingdom, was posted on the website of the US Department of fustice. (Tho-
mas 2003: Cilluffo 2007).

VARIETIES OF CRIMINAL ORGANIZATIONS IN CYBERSPACE

From the previous discussion, it is possible to differentiatelb'oetween' 1'011';3’1: )01_
criminal organization in cyberspace. First, there are the more t.radltlgqal cnmf nat ( | )
ganizations that use digital technology in furtherance of thel.r tradltu.)nal. p.l"r.}.(. IIL‘L“
(such as the Yakuza interface with internet fraud and Colombian c?calne traffickers

using encryption).

Second, there are those organizations that have come nto e'xisten‘ce | ;]n cy-
berspace, and whose organizational activities occur alm_ost exclqsw;ly in t c‘o‘n'—
line environment. Examples of the latter include the Drink or Die piracy con;,lpull
acy, the Wonderland child pornography ring, and The Shadowcrew identity the

organization.

Third, there are those organizations that exist for otherwise 1egitimate. purpos-
es. but which become corrupted, engaging in criminal conduct because the.ir pl‘l;lCl-
pa,ls have chosen io lead them down a corrupt path. Vaughan.(1.983) describes (?w
a large pharmacy chain used a computer-generated double-billing §cheme t}? va::(;
charge governments for health insurance reimjbursements. Altematlvelly% 1ot (tarzlml;
legitimate institutions (such as some in the fmanc? sectqr) may be infi ltlm e ; ty
criminal elements (Carwile and Hollis 2004). Orgam.zed crime groups mig t se; " 0
place a member in an organization, or corrupt a previously legitimate I_nembe'r: .cy
in turn could provide access to systems or could disclose account details, f;t;lglétatmg
cheque counterfeiting or fraudulent electronic funds transfers (McDonell )

The nation state can also be placed in this category. Suf:h offenders wou}d 1ln~
clude not only the government of North Korea,_which uses digital technologhy 1Ir} t ‘1:
alleged production and laundering of counterfeit currency (Perl 20(')5),.but t e Uni —
ed States Government, which has allegedly conducted telecommunications intercep

tion without obtaining a warrant. (Sims 2006).

One might also create ostensibly legitimate orgal}izations as a front for Clll'lml‘ﬂt’:lel
activity. The Bank of Credit and Commerce Internatlona.l gBCCI) coul.d per ka‘p.stre—
regarded as such an organization (Passas 1996). In thf: dlgl'[al. age, a crxdmmi\ c;tlllow
preneur might, for example, become an internet service prov@er, in order <-)b o
criminal communications to avoid hindrance or scrutiny that might otherwise be
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rected against them. The Aum Shinrikyo sect recruited computer scientists and en-

gineers and actually controlled a software company serving clients in business and
government. (Ortis and Evans 2003 563).

Finally, there are the more ephemeral organizations that exist only briefly, then

disperse. Swarming for the purpose of creating mass disturbance, organized stalk-
ing, and mail bombing were cited as exampies.

EXPLAINING ORGANIZED CYBERCRIME

Cybercrime, like crime in general, can be explained by the conjunction of three
conditions: a supply of motivated offenders, the availability of suitable targets or

victims, and the ahsence of capable guardians; someone to mind the store, so to
speak.

Most organized crime, in terrestrial space or in cyberspace, is driven by greed.
Greed is an enduring part of the human behavioural repertoire, and is likely to re-
main so. While there is easy money to be made, there will be no dearth of people,
acting singly or in concert with others, seeking to try their hand.

Criminal opportunities are both enduring and evolving. As noted above, the
standard fare of organized crime entails the provision of illicit goods and services,
and extortion. As long is there is a demand for illicit products or services, there will
be those criminal entrepreneurs prepared to meet that demand. When opportunities
are foreclosed by such public policies as decriminalization or reguiation, such as is
the case in some countries with gambling and the sex industry, criminal organiza-
tions tend to adapt and seek out new profitable ventures. Digital technologies have
created both new opportunities (such as electronic funds transfer fraud) and new
techniques for exploiting old opportunities (such as extortion).

The exponential growth in connectivity means that in the developed world at
least, nearly everything depends on software. Digital technology enhances the ca-
pacity of organizations to maintain themselves. The pervasiveness of digital tech-
nology is such that soon there will be elements of digital technology at nearly every

crime scene in physical space. Every new application of digital technology presents
an opportunity for criminal exploitation.

The advent of multi-player role-playing games has also given rise to a varie-
ty of criminal opportunities. Choo et al (2007} note how these increasingly popu-
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. .. (O eI
far simulations may invite theft, and fraud relating to digital property, .nol to m; "
l;(m creating new opportunities for money laundering and clansdestine crimin

communications.

Guardianship can be exercised by individuals, or by technoloﬁi;al mcalzs(.):i;c«l
izati ith signifi tect will have not 4
'y indivi tion with significant assets to pro : /
s s i i d in the appropriate security
igi inistrator, but aiso will have invested in pproj seew
vigilant systems adminis . . e iy o i
i dern state to provide capable g
technology. The capacity of the mo f e ey,
i i i lice officer next to every computer. '
ited. It is not possible to place a po ut o preve
tion of cybercrime is a task that must be shared by governments, citizens, and inst

tutions of civil society alike.

Trends in Cybercrime

Cybercrime in general and organized cybercrime in part?cular is following three
basic trends: sophistication, commercialization, and integration.

Sophistication - ‘ - _—
Th:} growing sophistication of computer criminals is mamfes.t m‘thel.r mn']béf
ness and adaptability. Every new technology and every new _app!u:;tlmlll ;Sogu‘;cqq?;
i i ilability of cryptography beginning in e 1 was ¢
exploited. The widespread avai ; o 19908 s 8
iti i because it enabled the transm
boon to legitimate electronic commerce, eC 2 of et
i Is. But cryptography was av
it card details beyond the reach of most crimina yw alable 10
i imi i to proceed beyond the rea
minals too, and enabled criminal conspiracies _ : Jaw
er—llforcement. The advent of wireless technology was quickly accompanied by crimi
nal use of the technology to obtain unauthorized access to computer systems.

mercialization ‘ .
g? glle dawn of the digital age, much computer crime took place for fun, rath

er than for profit. The distribution of child pornography occurred in the context of a
barter economy.

Other computer criminals were motivated by the intellectu.al ch;llentgz,o iii:ffgl
i 1 oL
i irit, rather than by mercenary considerations. Prac
ture, or by rebellious spint, ra . i ——
igi i ther than selling them. Virus wr
digital piracy gave products away, ra B oo
ir activi than as a way to make a living. Y,
their activity as an art form rather a ake o services
i i for hire; a criminal group can ren
ccomplished hackers are available €] : bot net-
(\;foiks forp use in spamming, or denial of service attacks, or extortion, and digital pi

racy has become big business.
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Integration

Organized criminal activities in the di gital age now often entail a sequence of
discrete criminal acts. Unauthorized access to a computer system may be the predi-
cate to theft of personal financial information, which can then be used in further of
on line credit card or funds transfer fraud. The offence of extortion may include such
distinct elements as the use of the internet to communicate an extortion threat, unau-
thorized access to computer systems, theft of and damage to computer systems, and
the use of electronic funds transfer to receive an extortion payment.

The Borderless Nature of Cyberspace

One of the more distinctive characteristics of cybererime is that it can be com-
mitted from one country to another, as easily as it can from the house next door. This
poses significant challenges to those who are responsible for identifying by whom
and from where a crime was committed, to those who would investigate an alleged
crime, and to those who would bring a case to court (Sussmann 1999),

Asia as a Setting for Cybercrime.

By the year 2015, half of the world’s online population will reside in two coun-
tries: China and India. The takeup of digital technology in Asia over the coming
decade will be nothing short of dramatic. In all probability, the growth of on-line

commerce will follow a parallel trend. This will provide unprecedented numbers of
potential victims and prospective offenders.

RESPONDING TO CYBERCRIME

The Transnational Implications of Organized Crime
in Cyberspace

We have noted that cybercrime can be committed by individuals or groups alike,
as easily from across the globe as from across town. And some organizations ther-
selves transcend national borders. As is the case with terrestrial transnational organ-
ized crime, the effective control of transnational cybercrime requires a degree of co-
operation between countries. The foundation for this cooperation requires a degree
of legislative uniformity, common priorities, and adequate investigative capacity.

Organized cybercrime has proven to be a daunting chalienge for law enforce-
ment, but not an insurmountable one. One could cite a number of successful investi-
gations, not only within a given jurisdiction, but also investigations of cross-national
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| include:
crime groups. Among many others, these 1n

e Operation Cathedral, an investigation of the W01_1dellrland child pornography
club, culminating in 107 arrests in twelve countries 1.11-1998._ e Drink

. Opel,‘ation Buccaneer, a 14 month undercover operatlon. against the rink
or Die piracy group that resulted in simultaneous raids in seven countries in
2001. . .

e Operation Firewall, an investigation across nine countries that targeted the

. d _‘

Shadowcrew credit card and ID frat‘l ' . o

e Operation Site Down, an investigation of copyright piracy resulting in 90
searches in eleven countries in 2005.

Essential to successful interdiction of cross-national organized cybercrime are
three factors:

e Legislative harmony '

e A framework of law enforcement cooperation

e The capacity to investigate and, if necessary, to prosecute

Bullwinke! (2005) has provided a detailed and usefu.llrc)?%map. Thehf)igf;t Cs)t(;;;z
in this directi -8 and by the Council of Europe, w
his direction were taken by the G-8 an : _
1;21;2, convention has served as a legislative and policy model for a m"]prﬁbe[]} ;f 822_
European nations, including Australia and Japan (Broadhurst 2()01(6). e
vention Against Transnational Crime provides a further framework.

CONCLUSION

The Future of Organized Crime and Digital Technology

Tt is essential to adapt one’s systems of substantive crimina.l1 lz_twt,. cnm;n;illgz(gy

i imi tation o -

i le to cope with the criminal exploi merg

cedure, and evidence, to be ab e cionth

i i the global nature of cyberspace ;
ing technologies. Beacause . ; 1o e e
i e will be commitied acros

cant amount of high technology crime will 4 ET0s B

is will i ing to jurisdiction, mutual legal a X 2

this will include the laws relating ( e o by ot
iti 1 lating to remote cross-borde /

n. It may also include the laws re \ y ol-

?ilggls in ong country, through a networked environment, to data that are physical

ly located in another.
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It 1s also tmportant for criminal justice professionals to remain abreast of de-
velopments in technology so that they are able effectively to investigate, prosecute
and adjudicate high tech crimes. The nature of digital technology is such that a great
deal of knowledge and expertise resides outside the public sector, across a range of
industries such as software, IT security, Internet service providers, and accounting
firms. The most effective response to organized crime in the digital age, is to harness
the potential contributions of these industries.

Organized criminal exploitation of digital technology has been driven by two
factars:

As traditional opportunities begin to wane, because of decriminalization or pol-
icy changes that create a more hostile climate, Organized criminals have sought new
worlds to conguer.

For those organized criminals choosing to stick (o their traditional activities,
digital technologies have presented new more efficient means of going about their
usual business. Because accounting systems of most large organizations arc now au-
tomated, much white collar crime is committed with computers.

Developments in technology have also “created” new organized criminals and
new criminal organizations. Many individuals who practice digital piracy or online
sharemarket manipulation, for example, had no prior criminal history. Armed sim-
ply with the skills necessary to engage in the acts in question, they have seen their
opportunities and have taken them. But organizations can be corrupted for criminal
purposes as well. The practice of traditional organized crime groups operating be-
hind “front companies” long predates the digital age. And companies can be created
explicitly for the purpose of engaging in criminal activity.

There seems little doubt that all organizations, legitimate and criminal, will de-
pend mcreasingly on digital technology for their continued existence. Digital tech-
nology will become increasingly pervasive, surrounding us all, to the extent that
much like clectricity today, we take it for granted.

But as new technological developments occur, we can be confident that crimi-
nals, organized or otherwise, will be poised to exploit them. The challenge, then is to
design technologies that are robust in the sense that their legitimate use is minimal-
ly constrained, but their illegitimate use prevented or discouraged. This, of course,
will not always be possible.

The Internet, Technology and Organised Crime ~
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