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Abstract

As the range of cybercrimes expands, law enforcement agencies develop new
strategies for their investigation. One method being adopted by police in some
countries is to exploit the same anonymity that criminals use to operate online and
engage with actual or potential suspects using assumed identities, For example, police
investigating online child grooming may assume the identity of a child or young persen
and engage in chats or email or SM5 communication with a suspect. In some situations
they may take over the identity of a real child who has been contacted by a suspected
child groomer, for example, if contacted by a concerned parent, but in others they
may invent an entirely fictitious identity. VWhere this investigative technique results in
arrest and prosecution, arguments about entrapment, or illegal/improper obtaining
of evidence may arise. It is therefore important to clarify the legal basis on which
such covert investigations may be conducted and to ensure that the substantive
and procedural law that apply enable proper and effective law enforcement while at
the same time guarding against improper manipulation of persons using electronic
communications technologies. This article explores situations in which cybercrimes
such as online child graoming can be covertly investigated and seeks to identify best
practice for effective online faw enforcement.
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Introduction

A famous cartoon by Peter Steiner and [irst published m The New Yorker om Tuly 5,
1993 has as its caption: “On the fnternet, nohody knews vou re @ dag. " This early
observation cneapsulated what has since become a truism —that orline identity is
easily manipulated, and that people communicating with cach other via email, chat
rooin conversations, SMS, or other electronic technologies can and ofien do pretend
Lo be someone other than, or at least to have different characieristics from, their real
sclves, The malleability of online identity is demonstrated even Turther in the phenom-
enon of Second Life and similar cyber worlds, where people interact throu gh “avatars,”
or constructed personas that can be of radically different appearance, age, and even
gender than their real owners. Although it is impossible to quantify the degree of mis-
representation about identity and personal characteristies that takes place using the
Imernet, the potential of exploitation of this [awility by eriminals i obvious.

Few users of the Internct remain unaware of the phenomenon of fraudulent com-
munications that lit around cyberspace, claiming to be from close relatives of Nige-
rian ministers desperately needing to transfir large sums of money, or loutery officials
notifying winners of their uncxpected goud fortune, or investment brokers promising
quick relums on exceptional share market opportuni lies, or banks requiring clients to
verify their account details, or tax offices needing Laxpayer details to process tax
relums, For the most part, to the extent that spam filters und other technological pro-
tections fail o deal with these emails invisibly, we just deleie them man ually, resigned
to the knowledge that there will be plenly more where they came from. The exercise
13 time wusting and unnoying, but mostly harmless. However, Tor spme more vilner-
able victims, or where more sophisticated “social engingering” strategics such as
“phishing” are used, the harm from Internet-hased criminals can be far mare SETIOUS,
The number of nternet fraud victims, mcluding many who arguably should have
known better than to trust such communications al face value, is large.

A particularly conceming area of online offending relates not to financial crime,
but to the sexual exploitation of children. A significant proportion of the work of
police dealing with Intemet crime involves investizating the exploitution of children
and young people through child pornography or attempts o make contact for sexual
purposes, The latter activity 15 variously known as child “predation,” “grooming,” or
“luring.” It may involve the use of adult or child pornograplyy in the attempt to exploil
achild’s or teenager’s sexnal curiosity or 1o break down tesistance or reluctance, hut
necd not do so. Indeed, many examples of child grooming begin with quite innocuous
contact, for example, through a chat room with a focus on SPOTE oF music that may be
of interest to children and teenagers, but leading on to more intimate and sexually
oriented communications. Importantly, 1o gain a child’s trust and to establish a rela-
tinship thal ean be exploited toward later sexual contact, offenders often assume a
different identity from their own. Most children have been taughl about “stranger
danger” and have some level of distrust of grown-ups but are far more trusting of oth-
ers their own age or just slightly older. A very effective strategy, therefore, is for adult
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preditors to adopt the pseudoidentity of 3 child or young person when seelking out and
grocming their tarpels.

However, as in the saying “two can play at that gams,” law enforcement ofTicers
have sometimes found it useful also 1o adopt such pseudo identities in the attempt Lo
identify and cateh online predators, That is, they may assume the identity of a child or
voung person and engage in online chats or email or SMS communication with a sus-
pect, n some situations they may take over the identity of a real child who has been
contacled by a suspected child groomer, for example, 11 police have been contacted by
aconcerned parent, but in others they may invent an enlircly fictitious identity, Note-
worthy examples include reported cases where police have used chatroom names sueh
as | hoy’s name]_14” or *[girl's name]_volleyball™ in online conversations with groom-
g suspeels, clearly suggesting that their users were underuge voungsters, and pro-
ceeded to arrange physteal meetings with suspects who made sexual advances atwhich
the suspacts were arrested.

Ax these examples demonstrate, the Steiner cartoon might equally read: O the
Internet, nobody knows you're @ cop,” Adopting a false or lctitious identity, as is
commanplace in coverl policing generally, is particularly easy w do online. Where
there iy a real risk of harm to children—and Lthere are certainly cases in which online
comtact by a sexual predator has been followed by rape, kidnapping, torlure, and even
murder—the actions of law enforcement ofTicers ure justifiable in principle. However,
there are variows legul and operational limitations on the use of covert technigues that
need to be considered tn practical terms. Police have o conduct themselves within 2
repulatony frameworls that may liml the extent to which pretending 1o be a child
online yiclds rewards, particularly if it results in cvidence being inadmissible in sub-
sequent criminal proceedings. In some jurisdictions, there may simply be no grooming
oftence commitied unless an aclual child is communicated with, so that obtaining
evidence of communications with an undercover officer is of little or no evidentiary
value. In some legal systems, a defence of entrapment can be raised by a defendant (o
such a charge, especially where it appears that the defendant was cajoled or coerced
mto 3 course of action to which he was not otherwise predisposcd. This means that
greal care must be taken in the way online comtuct with suspected sexual predators 15
initiated and conducted, cspecially so as to avold mterfermg with legitimate commu-
nication between citizens, including children and young adults.

This article explores these issues by focusing on two jurisdictions which have recently
enacted child grooming laws: Australia and Singapore. These jurisdictions exemplhily
significantly different lepislalive upproaches,

Policing the Internet: Detecting Child Groomers

There have been many cascs involving the exploitation of Intemet commumnication by
adults with a sexual interest in children, but perhaps the most widely reported is that
of former 1.8 marine Toby Studabaker, who in 2004 was convicted of abducting and
having sex with a 12-year-old pirl he met in an online chatroom (BBC News, 2004).
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Studabaker groomed the girl through subsequent online exchanges of an increasingly
sexual nature and convineed her to meet with him, He traveled o Manchester in the
United Kingdom for this purpose, and the two then flew to Paris, staving in a hotel and
having sex, hefore traveling by train to Strasbourg. Studabaker was arrested by
German authorities in Frankfurt and exiradited to the United Kingdom to tace charpes
of abduction and mcitement to gross indecency. He pleaded guilty, and the judge sen-
teneing him, M. Justice Leveson, remarked on the content of the online commanica-
tions that police had found on Studabaker’s computers:

The nature and twne of some of your communications, including the so-called
cyber sex, demonstrates that vou, then 32 vears old, were intent on soxual inti-
macy with a giel you knew o be 12, Although the intemnet can be a foree [or
very preat good It is not always so and its abuse can slip under the guard of par-
ents who are not aware what their children can get involved in while on the web,

studabaker was senwenced to 4.5 years In prison. The case raised public concemn
about child grooming in the Lnited Kingdom and eased the passage of the Sexual
Offences Acr 2003 (UK), which added 1 new offence of child grooming (515) with a
maximum penalty of 10 years™ imprisonment {Wall, 2007, p. 125}, On his welcase,
Studabuker was then deported to the United States where in 2008 he was convicted
by a federal judge in relation to the same conduct on charges of possessing child
pornography and transporting a child across an international border for the purposes
ot sexual explottation, this time receiving a senlence of more than 11 years in prison
{ Buwcott, 2008},

Muore recently, in South Australia, 4 middle-aged offender was convicred in March
2010 of the murder of a teenage girl whom he groomed online using a false identiry,
posing as a fctitivus young musician named “Brandon Kane,” and scentenced wm life
rmprisonment with a 29-year nonparole period. The judge’s sentencing remarks make
clear the grooming methodology so tragically exploited in this case (Kelly, 2010):

1 am sausfied bevond reasonable doubt that it was vou who sct up and maintainsd
the fictitious websites used to communicate with Carly Eyan. 1 am also satis-
fied that you were the author of the vast majority of the SMS communications, the
telephone calls, and email traffic with Carly Ryan referred to ar the trial in the
period of weeks leading up w her death, In particular 1 am satisfied that it was vou
and you alone who was responsible [or the fictitious Brandon Kune persona and it
wis that vehicle you used 1o develop an online relationship with Carly Ryan,

Later, by masqueruding as the father of Brandon Kane vou inveigled vour
way., ulbeit temporarily, into the confidence and trust of both Carly Byvan and her
mother sutficiently well to enable vou to actually stay in their home for several
days in Januury 2007,

It was a terribly cruel thing to do to this beautiful, impressionable 14-vear-
uld child, I say “child™ because that is what she was, in love with the idea of the
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handsome, musically inclined and rather exatic Brandoen Kane who spent Christ-
mas in the United States and was coming home via Paris to be with her. The
real man instead was an overweight, balding middle-azed paedophile with sex
and murder on his mind.

Media reports about the trial evidence suggest Lhat there was a significant period of
online interaction between the offender and the victim as well as previous grooming
atternpts involving other teenage zitls in the United States and Singapore und that the
offender had been enruged because one of these givls had not met with him in Singapore
as had heen arranged in their online conmunications (Fowster, 2010a), (This aspect is
of particular interest given the discussion of Australia’s and Singapore’s grooming
legislation below.) The verdict and sentence are reportedly being appealed (Fewster,
2010b). The victm's muother has established a Web site for the “The Carly Ryun
Foundation Inc.” dedicated 1o online safety for children, siming “to create awareness
und educate children and parents using the mtemet [and] to cxpose the thousands of
multiple identities pedophiles use to lure young children™ (Fewster, 201 0c).

Clearly, cases such us this would have a better outecome if the child groomer could
be detected and intercepted before any physical contact with the child victim is made.
There are cases in which a vigilant parent or guardian has found out about saline com-
munications that a child has engaged in and police have been called and were able o
inlervene before the child was physicelly abused, There are also cases in which
authorities have been able to detect child grooming in progress because of to suspi-
cions about persons traveling between countries (Brown 2008}, In some cases, carly
intervention has been assisted where a purent or a law enforcement officer, on discov-
ering that a child is being groomed, has been able to “adopt” the child’s identity and
continue interacting with the groomer, using the child’s identity to agree w 1 physical
meeting, Of course, by the ime such a meeting oceurs, the child is safely our of danger
and the proomer is instead met by police, who are able to identify the suspect and take
possession ol articles he has brought 1o the meetung, which sometimes provide impor-
tant evidence of the suspect’s real intentions (Karp 2002; Smith, Grabosky, & Urhas
2004, p. 770

Altematively, law enforcement officers muy proactively creute and use fictitious
children’s identitics online, tor example, in investigating suspected child groomers in
Imternet chat rooms, This methodology is now in widespread use in several countries,
Inereasingly inventive investigators arc in some cases resorling to the use of assistance
from young people with a sense of eivic duly in helping them o muster expressions
typical of their generation {Towell, 2008). There are now numerous cxamples from
Australian and overseas cases in which police have poscd as a child in an online chat
toom to identify and gather evidence agamst child groomers (Choo 2002a; Krone
20053, 2005b).

A problem that arises in many such cases is that prosecutors must prove that a
defendant in tact had a particular state ol mind at the time of an alleped offence, and the
content and tone of the communications involved as well as additonal circumstantial
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evidence as discussed above can support an inforence of intention or lenoaledge as
charged. For example, a prosecutor will find it easier to argue that a defendant intended
Lo mect 4 supposed child vietim for sexual contact if any such proposal originated from
the defendant rather than the child (or an adult posing as the child), However, there is a
prior and more fundamental problem in prosecuting child groomers in the covert polic-
ing scenario in some jurisdictions—if the supposed “child” being commmunicated with
does not really cxist and is merely a fctitious identity sssumed by a law enforcement
officer, then has the offence of child grooming really been committed? This depends
critically on the way in which the offence has been defined in legislation.

Cybercrime Legislation and
“Child Grooming” Offences
Cybercrime legislation typically sets ont a number of offences criminalizing specified,
or sometimes guite broad, misuses of computers und telecommunications networks,
What are commuonly referred (o as “hacking” offences are standardly framed in terms
of unguthorized access, modification, or mpairment in relation to computers, com-
puter data, or compuler functions (including clectronic cormmunications), In addition,
it is not unusual W see broader offences of using computers or telecommunications
services {such as the Internet) to commit ot attempt lo commit some other offence.
such as un offence involving fraud or dishonesty, or an unspecified seriows offence, In
prineiple, such broad offences — which are in essence preparatory offences constructed
on the basis of computer use vr misuse—are capable of application to child grooming
comduct. However, several legislalures have in recent times enacted specific child
grooming or luring offences, rather than leaving police and prosecutors o rely on
broader computer msuse offences. There have also been proposals for greater sex
offender registration and monitoring (Choo 2009b; Griffith & Roth 2007

The following analysis contrasts the legislative approach taken in Australia and
Singapore, with particular focus on provisions allowing covert policing,

Australio

In Australiy, child procuring und grooming offences have been enacted at the federal
level with similar otfences also found in State and Territory legislation (Choo 2008
Urbas & Choo 2008). The key elements of the two main federal offences are set out
below {Table 1).

For the “grooming™ oiTence, which involves the communication of indecent material,
this is delined as meaning “indecent according to the standards of ardinary people.”
Clearly, this includes both adult and child parnography, the latier also being covered by
other specific offences in both Commonwealth and Slate/Territory law (Krone 20047
Interestingly in this context, it has been held in the recent case of Mcfwen v. Simmons
& Anor [2008] NSWSC 1292 (December ¥, 2008) that sexual cartoon imagery using
amimated figures drawn from The Simpsons constituted  child pornography  for



416 Journal of Contemporary Criminal justice 26(4)

Table 1. Australian Federal Child Grooming Offences

Criminal Code offence Main elemants Penalty

474.26 Using a carriage A person {the sender | uses a carriage Imprisanment fer

SErVICE Lo procure SEIVICE [0 [ransmit a communication to |3 years
persons under anather person {the recipient }: and the
I & years of age sender does this with the intention of

procuring the recipient to engage in, or
subimit to, sexual activity with the sender
{or anccher persan, or in the presence
of the sender or another person);and
the recipient is someane who is, or who
the sender believes to be, under 16 years
of age; and the sender [or the other
person) is at least |8 years of age

474,27 Using a carriage A perscn (the sender } uses a carriage Imprisonment
service to groom” sEryice to transmit a communication to for |2 years
persons under another person (the recipient Jiand (15 years if
|6 years of age the communication includes material that is the intentian

indecent; and includes sexual
the sender does Lhis with the intention of acrivicy with a
rmaking it easier to procure the recipicnt persen under
to engage in, or submit to, sexual activity |8 years as well
with the sender {or another person, or as the recipient)

in the presence of the sender or another
person); and the recipient is someone
wha is. or who the sender believes to
be, under 16 years of age: and the sender
(or the other aerson) is at least 1B years
of age

Source: Commanwenlth of Australia Law (ComLaw): httpfarseacombrw.gov.aul

the purpese of both Commeonwealth and New South Wales (NSW) offences, where the
reprosentations were held to be of “persons” who were recogmizably well below the age
of 16, In light of $474.27 of the Commonwealth Criminal Code, 1t might be added that
such cartoon pornography may be especially danperous in the grooming ol younger
children for sexual purposes,

The two “procuring™ and “wrooming” offences are followed by further provisions
claritying legal and evidentiary issucs with respect to the age or perceived ape of send-
crs und recipients, including the following in 547428 {Provisions relating to offences
against sections 474,26 and 474.27), These state that a person may be found guilty even
if it is impossible for the sexval activily referred to in that section (o lake place, that it
does not matter that the recipient to whom Lhe sender believes the sender is transmitting
the communication i a fictitious person represented w the sender as a real person, and
that it is an offence tw atempl Lo commit an offence against section 47426 or 474.27,

Erbas 417

The legislation here addresses the legal position where the defendant has been com-
municating with, and attempting to procure or groom, a person who is apparcntly but is
not in fact a child under the age of 16 vears. In line with the approach taken by the
Queensland lepislation on which 1t 15 hased (Krone 20033; Urbas & Choo 2008), the fed-
eral legislation deliberately allows that the offence may be committed cven though the
olfender is commumicating with a “fictitious recipient” who appears 1o be a child. 1t is not
a barrier to puilt that it1s therefore impaossible for the intended sexul aetivity to take place.
However, the legislation docs exclude the prosceution of attempts for these particular
offences, presumably in recognilion that the offences are already preparatory in nature.
This approach allows law enforcement officers, and possibly others, to conduct early
investipation and intervention in protection of potential child vietims of sexual assaull
That this is a deliberate legislutive strategy is clear from the Explanatory Memarandurm to
the Commonwealth Bill introducing thess provisions { Australian Parliament 200,

Froposed sections 474.26 to 474.29 contain an offence regime targeting adull
offenders who exploil the anonymity of teleccommunications services (for exam-
ple, the Intenet) to win the trust of a child as a first step toward the future sexual
abuse of that child, The practice 15 known as “online grooming.”

There are two steps routmely taken by adult offenders leading up to a real life
meeting between adult and child victim that results in child sexual abuse:

I. The adult wins the trust of a child over a period of time. Adults often use
“rhat rooms™ on the nternet to do this. They may pose as another child, or
as a sympathetic “parcent” figure, Pedophiles reportedly cxpose children to
pomographic images as part of this “grooming™ process. I is proposed to
specilically criminalize this practice, Specific offences would remove any
doubr about whether online “grooming” of a child before actual contact iy
“mere preparalion” {i.e,, not a eriminal offence) or an unlawful attempl 1o
conmmit child sexual abuse,

2. With the child's trust won, adults often use wlecommunications services to
set up a meetmg with the child. Although this step 1s more likely to be char-
acterized as an atempt ta commit child sexual abuse than step (1), it i
desirable to provide a tirm justification for police action by enacting spe-
cific “procurement™ or “solicitation™ offences, This is consistent with the
underlyimg rationale for the new offences: to allow law enforcement to
intervene hefore a child is aclually gbused.

Nole that the terminology adopted differs from the uses of “prooming” in some
other countries’ legislation and in some academic discussion of child luring or prooming
{Aledeniz 2008). At times, the term 15 used for the activity identified us “procuring”
under Australian legislation, or to describe some uses of ¢hild or adult pormography
in communications with children. IIowever, the legislative inlent is clearly 1o target 4
formn of preparatory predatory activity adopted by child groomers. Indeed, as noted
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Table 2. Singapore's Child Grooming Offence

Penal Cede offence Main elernents Panalty

376E Sexual grooming  Any person of or above the age of 21 Imprisonment far 3

of minor under 1& years (&) having met or communicated years andfor a fine
with another person (B): A intentionally
meets B or travels with the intention of
meeting B; and at the time A intends to
di anything to or in respect of B, during
or after the meeting, which if done will
involve the commission by A of a relevant
offence; and B is under |6 years of age;
and A does not reascnably believe that B
is of ar above the age of |6 years

Source: Singapore Stacutes Cnline: htcpoiseatuces age pov.sgf

above, the drafing ol the offences allows that the recipient of communications be a
fictitions child.

Impaortantly, the legislation provides for specific defences where the defendant had
4 genuine beliet that the person he was communicating with was above the age of
16 wears {or that another person invelved was above the age of 18) m s474.29
({Defences to offences against scotion 474,26 or 474,271, The delendant seeking o rely
om such a defence bears an evidential burden, defined as “the burden of adducing or
ponting Lo evidence that suggests a reasonable possibility that the matter exists or
does not exist™ as per 513.3 (Evidential burden of prool—defince).

Singapore

Singapore’s computer crime lewiskation is essentially based on the United Kingdom®s
Computer Misuse Aot 1990, which was cnacted partly In response o the inadequacy
of traditional eriminal offences such as “theft” and “criminal damage” to translate ta
instances of computer hucking (Smith, Grabosky, & Urbas, p. 413, Additional com-
puter-related offences have since been added in United Kimpdom siatuces, and
Singupore has continued to look to these in relorming its own laws (Urbas, 2008). In
2003, the Uniled Kingdom enacted the Sexwal Offencer Act 2003, which includes a
provision {513} titled: “Mecting a child following sexual grooming ete” Singaporc's
version, found in s376E of the Peral Code (Cap. 224), was enacted in 2007, bt some-
what dilferently titled as “Sexual grooming of minor under 16.” The main elements of
the offence are scl oul below {Table 23,

The “relevant offences”™ relermed w in s376F are specificd as the Penal Code
{Cap.224) offences of 53534 {Assanlt or use of criminal force to a person with intent to
outrage modesty), s334A (Dutraging medesty in certain circumstances ), s373 (Rape),
5376 (Bexual assault by penctration), s376A (Sexual penetration of minor under 163,
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s376R (Commercial sex with minor under | 8), s376F (Procurcment of sexual aehivity
with person with mental disability), s376¢ (Incest) and s377A {Chutrages on Decency);
as well as the Children and Young Persons Act (Cap.38) offence of 7 (Sexual explui-
tation of child or young person) and the Women's Charier {Cap.353) offence of
14001 ) {C1Tences relating to prostitution) which includes camal knowledge of a girl
under | &,

Beeause the olftnce must be committed in Singapore for s376E to apply. subjeet to
some provisions regarding extraterritorial operation of Singapore’s laws {Amirthalingam,
2006), this in effect means that the meeting or raveling referred to must be in Singa-
pure, However, subsection (3) of s376E is worded 50 as to cupture conduct that begins
outside the country, stating: “T'or the purposes of this section, it is immaterial whether
the 2 or more previous occasions of A having met or communicated with B . . | took
place in or outside Singupore,” As the Sceond reading Speech introducing this provi-
ston in 2007 made clear, the intention was to capture conduct directed at children in
Singapore (Ho Peng Kee, 2007; Urbas, 2008):

Interestingly. the prooming offence in 53761 may only be committed by a persom
of or ahove the age of 21 years, whereuy as the corresponding United Kingdom and
Anstralian provisions apply to parsons ol or ghove the aire of 18 yvears (Urbas 2008),
Notwithstanding this ditterence, the intent behind the Singapore offence is, as with the
United Kingdom and Australian legislation —to allow preventive action by law
enforcement officers. However, like the United Kingdom offence, but unlike the cor-
responding Australian offences (discussed above). the Smgapore offence clearly
requires the actual existence of “another person (B)” who is under 16 years of aoe such
that the defendant “A intentionally meets B or travels with the intention of meeting B
to commit the affence. How, then, can law enforcement officers in Singapore conduct
an investigation in which they assume the identity of a child?

The question has a number of ditferent routes to a positive answer, First, there is an
argument based on the broad provision of computer access with intent ta commit or
facilitute commission of an offence, found in the Computer Mivuse Act (Cap. S0A), w4
{Access with intent w commit or facilitate commission of offence). This provision
applies where a person “causes a computer to perform any function for the purpose of
SECUNING access to any program or data held in any computer with intent w commit an
offence,” and is thus a broad preparatory computer offence provision, Ilowever, this
offence is limited in its application by the reference to intended offences involving
property, fraud, dishomesty, or causing “bodily harm™ and punishahle by 2 years or
mare. Although some erimes of sexual assault on children involve physical harm or
njury that imht aceurately he described as “bodily harm.™ it is not clear that intended
suxual intercourse with a child (as intended by a child groomer to whom this olfence
might apply) necessarily falls within this designation. Therefore, this would be an
uncerlain hasis on which to prosecute an ulleged child groomer who has been in com-
munication with a law enforcement officer pretending to be a child. By comtrast. the
Australian version of this offence has no such limitation, apart from the reguirement
that the intended uffence be a “scrious offence” defined as one pumishable by 5 yeurs’
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imprisonment, and thus arguably would apply, though the specific child procuring and
grooming offences set out above apply more directly: see s474 14 {Using a telecom-
munications network with intention to commit a serious offence) of the Criminal Cede
Aci 1995 (Cth).

More promisingly, Singapore’s computer offences are dralled so as to allow prose-
cution for attempts, Under 10 of the Compreter Misuse Aod (Cap. 30A), abetments and
attemnpts are punishable as offences, and the similar provision in 5311 of the Pengd
Code (Cap. 224} llustrates with a nomber of examples such as attempting to steal jew-
els frnm a locked hox which is in fact empty, or attempting to pick a person’s pocket
which in fact containg nothing. Translating this reasoning to the computer misuse sce-
nario, a person who atrempts to gain unaathorized aceess W, or modity the contents of,
a computer, but is foiled by a protection mechanism or law enforcement intervention,
may stll e guilty of the attempted offence. In the case of child grovming, the sup-
eedlod anglogy 15 that A is sllempting to groom a child 8 but B does not exist, or is in
reality an adult officer. Such a reading ol altempt in relatiom w grooming - which under
s376E refers to “another person (B —would arguably be consisient with the legisla-
tve intent behind Smgapore's enactment of the child grooming offence.

Entrapment Issues

In some countries, notably the United States and Canady. g defence of entrapment can
be raised in response tooa eriminal prosecution in which police or others in positions
of authority have engaged in “sling operations™ of the kind discussed above (Krone,
20050}, In general. what is required for such a defince to suceeed is more than the
mere tact that officers engaged in deceptive conduct, but some linding by the court
that this conduct induced the defendant to engage in criminal conduct of a kind which
he would not otherwise have enpaged m, and this in turn allows the defence 1o be
rebutted by the prosecution if it can lead evidence ol a “prior disposition™ on the part
af the defendant to engage in conduct of that kind, More broadly, such arguments can
operate not only through a substantive detence, but as a basis for excluding police
evidence, as a basis for granting a stay of proceedings, or as a basis for convicting on
lesser charge and/or reducing sentence. In the United Kinpdom, there is no common
law delence of entrapment bul a prosecution can be staved as an abuse of process
where police misconduet (s found (Bronill, 2002).

In Australia, thers is similarly no commeon law defience of entrapment, but illegally
ur improperly obtained evidence may be excluded on a “public policy™ basis as set ont
in cases such as frdeeweny v The Oueen (1995 184 CLR 19 and embodied in 2138
(Ihscretion to exclude improperly or illegally obtained evidence) of the Evidence Aci
JUR5 (Cth). Such evidence may be admitted, but the hurdle o be overcome is in show-
ing 1o the courl’s salisfaction that the public interest in admiting the evidenee out-
weighs the public interest in not legilimating the methods used, taking inlo account a
range of tactars including probartive value, offence serivusness, gravity of the contra-
vinuon, and whether the mpropriety o confravention was contrary Lo or inconsistent
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with a right of 3 person recognized by the International Covenant on Civil and Politi-
cal Rights. The High Court has drawn a distinction between cases in which the coms-
mission of the erime was itself procured by the conduct of police or others in authority,
and those where only cvidence of the commission of a crime was thus oltained. There
is greater latitude given with respect to covert policing in the second vpe of case. as
illustrated by the recent “fake crivminal gang™ case of Tofilaw v, The Queen; Marks v.
The Chugen; Hillv. The Queen: Clarke v. the Oueen [2007] HCA 39 (30 August 2007).
These principles have only recently started to he been explored in the context of
Australian child grooming investigations, as the ACT case of 8 v Muwray Colin
Stbby [2009] ACTSC 63 (26 May 2009) illustrates. In this case, the accused had com-
municated in online chats and by email with “missTufsey14, Roxanne Taylor,” repre-
sinted to be a ld-vear-old girl, but who was in reality Detective Stephen Waugh of
Mew Zealand Police based in Auckland. After the communications from the accused
became more sexually suggestive and he suggested a meeting with “Boxanne™ at the
Jolimont Centre in Canberra, the Austrulian Federal Police { AFP) were informed and
an arrest followed. At trial, the accused pleaded not guilty w two counts under a5
47426 {Lsing a carriage service to procure porsons under 16 vears of age) and 474,17
(Using a carriage service 1o menace, harass or cause oftence} of the Criminal Code Act
1995 (Cth), and raised 4 number of interesting arguments in support of the proposition
that the prosecution’s evidence should be excluded as having been illegally ar improp-
etly oblained, The first was w the etfect that by posing as a l4-year-old wirl, the New
Zealand detective had breached s 474.5(1)(1) of the Code by causing a “communica-
tiom to be received by a person other than the person o whom it is directed.” This
argument was summanly dismissed by the trial judge, Iligging €1, who held that

[1]L 15 elear that the accused, assuming him te be the responder to “*Roxanne,”
could be found to have intended to correspond with that person, in truth being
Dietective Waugh, hut mistakenly belicved by the acoused to be a l4-vear-old
mrl.

In other words, it is not a breach of s 474.5(11b) to assume a fictitious identity
online and receive communications meant to be directed o that identity.

A more subslantial arpument was advanced to the effect that the detective’s corn-
duet was improper in the Ridgeway sense, in inducing the accused w develop a sexual
interest in “Roxanne” and thereby to comunit the erimes charged. In considering this
argument, Higgins CT noted (a1 [35]- [36]) that the New Zealand palice traincd offi-
vers including Detective Waugh o create Interner “decoy protiles” of children o
“track and idenufy puedophiles whe used the world-wide web to target and groom
children for sexual exploitation.” The police followed a policy and procedure docu-
ment enutled “Trinciples of Practice for Investizgating On-Line Grooming of Children
Under 16,” which is reproduced in full in the ACT Supreme Court judgment. This
policy is deliberately designed to aveid allegations that police have induced child
grooming crimes by adopting the fictitious identities of children and acting as “agent
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provocateur,” Higgins CJ approached the issue of discretionary exclusion by observ-
ing {at [45]) that “whether Detective Waugh counselled ar procurcd the allegedly
offending conduct of the sccused can only be judged by the content of their interac-
tien.” Having regard to this, His Homor concluded (at [53] and [66]);

In the present case, the police officer, Detective Waugh, did nothing unlaw/ul in
pretending 1o be a 14 vear old girl. He did not represent “Roxanne™ to he a young
person wishing to engage in sexual activity with adult men . . _ In my view, there
iz not demonsirated in this case any breach of Australian law or any impropriety
m Detective Waugh's communications with the accused which should be
reparded as enlivening the discretion provided for by 138 Evidence Act,

In reaching this conclusion, Higpins CJ raised an interesting issue in regard to the
use of “contralled operations™ certificates, a mechanism cstahlished in Pare LAB of the
Crimes Act 1974 (Cthy following the Ridgeway case to legalize certain undercover
operations and thus remeve the illegality basis for discretionary exclusion under s 135
of the Evidence der 1995 (Cth), Because undercover investigations of child wroomers
do not involve obviously illegal sctions (such as sending child pornography), il
appears that controlled vperations certificates are not routinely obtained in this area
ol policing, Nor, apparently, arc assumed identity authorizations required under Part
[AC of the Crimer Ace 1914 (Cth), as there are no eriminal or civil liability issues
involved in the adoption of fictitious online chat identities such as “missTufseyv14,
Roxanne Taylor.” The issuc was briefly considercd in & v Smbbs (at [62]—[63]),
where Hipggins CJ observed that in the absence of illegal or improper conduct by the
police, such “shield” mechanisms are not required. Instructively, Higeins CJ made
clear that even il impropriety on the part of the New Zealand detective could be shown,
this would still not have jusified exclusion of the police evidence using s 138 of the
Evidence Ace 1995 (Cth).

In Singapore, tollowing cases such as How Pol Sun v, PP 1991 SLR 220, there is
also no commaon law delence of entrapment, but criminal proseculion is subject to
constitutional limitations. In the case of Mohamed Emran bin Mobamed Al v, PP
[2005] SGHC 103, it was recognized that although entrapment is not a defence, none-
theless a courl will countenance an argument on constitutional prounds that a defen-
dant has been treated unfuirly #f he is proseculed but others {covert police) who
engaped in the same conduct are not, such as where both the accused and police are
engaged in druy trafficking, It is unclear whether this tvpe of argument would make
much inroad in a child grooming scenario, where the covert investizators are not
cngaged in the same conduct (grooming) as the offender.

To date there are no cases reported in Singapore where cither police have oblained
a child grooming conviction using a fictitious child’s identity, ar where such a method
has been challenged on constitutional grounds. Given the legislative intent behind the
enaciment of s376E of the Penal Code, itis not likely that this will be a sigmificunt area
of challenge m relation to child grooming prosecutions in future.
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Conclusion

On the nternet, nobody really knows who is a child and who is a cop. Law enforce-
ment officers can exploit this anonymity, much in the same way as cyber criminals, to
detect and investigate suspecied child groomers. The way in which child prooming
offences are drafted can have a critical bearing on how covert policing of this kind of
olfending can proveed. n Avstralia. and some other countries, grooming offences
have been enacted that make it clear that noe real child need be involved, [n Singapore,
by contrast, the offence requires 4 real child (under 16 years) 1o be contacted, bul it is
arguable that the oftence of attempl may be available w allow police to pose as a child
onling to detect and ivestigate suspected proomers. Under either approach, it is
impurtunt that police be able to conduct such investipations in order to prevent serious
harm [rom being done to vulnersble victims. However, they also need to take care to
ensure that their actions are not legally challengeable through the application ol
cntrapment or similar defence.
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