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Introduction

Since the end of World War II there have been numerous examples of coalition
operations involving two or more military forces, including some operations that
have been held under the authority of the United Nations through the passing
of a UN Security Council Resolution.! Other types of multinational operations,
comprising both formal alliances that are set up under treaty arrangements, such
as NATO,? and more informal coalitions that are typically established under ad
hoc arrangements that deal with a specific issue or incident, such as the Interna-
tional Maritime Security Construct,’ have been a feature of military operations
for centuries.* Changes in the structure of alliances and coalitions have also been
a regular occurrence, often driven by changes that occur in the political landscape
of one or more partner State. There are also other types of cooperation that occur
between military forces, such as routine participation in exercises and training
activities, as well as exchange of personnel, staff meetings and high-level discus-
sions between senior officials. Overall, these activities are all examples of two or
more foreign militaries working together to achieve a common objective.

An integral aspect of these coalition operations is the collection, pooling and
sharing of intelligence between the forces of the coalition states involved and such
sharing often represents an indispensable element of the effective conduct of these
operations. However, intelligence sharing among coalition forces can raise diffi-
cult questions of domestic and international laws. This is especially true in situa-
tions where one State contributes intelligence to a combined operational pool that
is then used by all of the coalition partners as they pursue their individual goals. In
such situations, there may be differences in legal and ethical perspectives on the
use of the pooled intelligence even among liberal democratic states.

This chapter will initially identify what is meant by the term “intelligence” and
then outline some of the mechanisms used by states to collate and pool their intel-
ligence resources. The next part of the chapter will review two recent case studies
where coalition states have relied on intelligence to undertake military operations
and assess the implications that arise from these cases. The case studies will be
supported by consideration of some hypothetical scenarios that illustrate the prob-
lems that arise for other coalition partners in circumstances where there is some
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possibility that an operational partner state may use pooled intelligence to under-
take an activity that does not correspond with the legal obligations that apply to
the “providing” state.

Why is this analysis being undertaken? Reviewing some of the challenges
involved in sharing intelligence among coalition partners can help to identify
where the legal and ethical risks lie for coalition states so that conscious decisions
regarding intelligence sharing can be included in the working methodology of
shared intelligence agencies and the planning of such operations. The chapter will
conclude with some suggestions that coalition states may want to consider so that
concerns regarding the legal issues that arise from intelligence sharing between
states can be adequately addressed.

What is “intelligence” and how is it used?

The collection of information to assist military commanders discharge their duties
has been an element of warfare for as long as battles between opposing forces
have been held. One way of describing the concept of intelligence is the approach
used by the RAND Corporation who note that “military intelligence includes
information on other countries’ military forces, plans, and operations gained
through a variety of collection methods” (RAND Corporation n.d.). In its sim-
plest form, the term “intelligence” refers to “information concerning an enemy or
an area” that is then available for a commander to use (Watson n.d.). These days,
collection of intelligence occurs from a wide variety of sources, including “satel-
lites, ultramodern aircraft, electronic systems, human sources, cameras, imaging
and electronic devices, and a host of other systems” which all combine so that
information collection can be now undertaken on a scale that was not previously
achievable (Watson n.d.).

The pooling and sharing of intelligence between the forces of states involved
in a coalition is also a common feature of modern military operations, and this
shared material is usually indispensable for the effective conduct of these opera-
tions. There are different methods used to establish intelligence sharing networks,
with perhaps the most famous (or infamous?) being the “Five Eyes” network that
is established under the UKUSA Agreement of 1946.5 The Five Eyes network
originally only included the United Kingdom and the United States of America
but by 1956 it had been expanded to include Canada, Australia and New Zealand.®

Other states have more recently established military intelligence sharing agree-
ments but the volatility that can impact inter-state relations has meant that some
of these arrangements have not been without a certain level of difficulty. For
example, in August 2019 it was reported that the South Korean government had
decided to give the necessary three months’ notice that the 2016 military intel-
ligence agreement between Japan and South Korea would not be renewed due to
“ongoing tensions over wartime history and trade”.” However, at the last minute
in November 2019 it was announced that a solution had been reached between the
two states that allowed the agreement to be renewed “six hours before the agree-
ment was to expire” (Tong-hyung 2019).
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Another way in which intelligence is shared between states is through the cre-
ation of pooled resource centres, and again these may, or may not, be part of a
formal alliance structure. An example of intelligence sharing as part of a formal
alliance is the NATO Intelligence Fusion Centre (NIFC) that has been operating
in the United Kingdom since December 2007 (NIFC n.d.). The NIFC’s website
identifies its mission as being the provision of “intelligence to warn of potential
crisis and the support the planning and execution of NATO operations”.® More
recently, in 2017 NATO reformed its headquarters organization by establishing a
Joint Intelligence and Security Division with a mission to “initiate a broad series
of reforms to improve the quality and utility of intelligence provided to NATO’s
most senior political and military leaders” (von Loringhoven 2019).

Intelligence centres that operate with pooled resources may also be focused
on specific issues, and can be constructed in separate and distinct ways. Three
examples of this occurring in the maritime domain are:

» The Singapore Information Fusion Centre (IFC) which is a permanent
arrangement that was established in 2009 to provide regional maritime
domain awareness and is hosted by the Republic of Singapore Navy. The
IFC uses a network of International Liaison Officers (ILOs) from a range of
different countries that collect open-source information in order to compile a
range of products that contribute to maritime domain awareness in the IFC’s
area of interest (IFC 2019b). The IFC holds a “Shared Awareness Meeting”
approximately every six months where information is provided regarding
maritime security incidents that have occurred in the region during the previ-
ous six-month period. At the time of writing, 24 different states have contrib-
uted ILOs since the IFC’s inception.’

* Combined Maritime Forces (CMF), which operates as a partnership of
approximately 30 states at any one time, has three discrete missions related to
maritime security in the middle east region: CTF 150 Maritime Security (out-
side the Gulf), CTF 151 Counter-Piracy and CTF 152 Gulf Maritime Security
(CMF 2020). CMF’s website describes the organization as a “coalition of
the willing and does not proscribe a specific level of participation from any
member nation” (CMF 2020). Nevertheless, CMF does have a headquarters
in Bahrain where intelligence is shared — at least in the form of maritime
domain awareness — and the CMF hosts a regular Shared Awareness and De-
confliction (SHADE) conference where senior officials can discuss maritime
issues and threats in CMF’s area of operations.'®

»  The relatively open reporting and sharing of information that occurs with
the IFC and CMF can be contrasted with United Kingdom Maritime Trade
Operations (UKMTO), “a Royal Navy capability with the principal purpose
of providing an information conduit between military which (includes/secu-
rity forces) and the wider international maritime trade” (UKTMO n.d.). In
relation to sharing information, UKMTO declares that it “shares relevant
information with appropriate authorities within states in the region. All infor-
mation received is strictly controlled in a secure information system and
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recognises that the source and content of the information is often extremely
sensitive” (UKTMO n.d.).

This section of the chapter has shown that intelligence can be collected and shared
in a number of different ways, and these methods will vary according to the man-
ner in which a coalition has been established and the type of intelligence being
collated. In the case of the “Five Eyes”, the intention behind that coalition has
always been to collect sensitive and highly classified intelligence, while other
intelligence collection centres, such as the IFC in Singapore, are constructed to
receive and disseminate open-source intelligence.

Regardless of whether intelligence being collected is open source or highly
classified, the potential legal and ethical risks associated with its dissemination to,
and use by, coalition partners should be properly understood. The next part of the
chapter will examine some case studies to illustrate the problem.

Coalition operations — two case studies

Many military operations that have taken place in the past few decades have been
characterized by the involvement of coalition forces: the 1999 NATO intervention
in Serbia and subsequent deployment of peacekeeping forces in Kosovo; Afghani-
stan after 2001; Iraq after 2003, including operations against the Islamic State
(ISIS) since 2010; the 2011 intervention in Libya; recent Saudi-led airstrikes in
Yemen; and even the activities of the Combined Maritime Forces off the east
coast of Africa and in the Gulf region that was mentioned in the previous section.

The previous sections of this chapter have identified that intelligence sharing in
coalition operations, regardless of whether or not the laws of armed conflict apply,
is now a regular and expected feature of these activities. However, in recent years
there have also been numerous reported instances of intelligence sharing being
one of the key reasons why states have engaged in conduct that has subsequently
proved to be wrongful — or at least, perhaps, regrettable. Examples that will be
briefly examined in this section of the chapter are the Iraq War in 2003 and the
recently released Report of the Government Inquiry into Operation Burnham and
related matters (Arnold 2020). In both of these incidents, intelligence available
to the coalition forces played a key role for at least part of the legal justification
that was provided for the operation. The issue that arises for consideration in
this chapter is whether there is a resultant legal and ethical risk that intelligence
provided by one coalition partner could be, or was, misused by another coalition
partner to commit a violation of international law.

Iraq War 2003

Much has been written regarding the use of intelligence to inform the decision-
making that preceded the entry of coalition forces into Iraq in 2003 and there are
plenty of opinions about whether or not the use of military force at that time was
legal from a jus ad bellum perspective.!! However, assessing that question is not
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the purpose of using this period as a case study in this chapter. Rather, the purpose
is to make some remarks about the key pieces of intelligence that coalition forces
relied upon, and assess whether legal consequences arise.

The central legal document relevant to this present assessment is United Nations
Security Council (UNSC) Resolution 1441 which was adopted by a unanimous
vote of 15—0 on November 8, 2002 (UNSCR n.d.). It is not necessary to delve
too deeply into the text of UNSCR 1441 for this chapter, other than to mention
the critical concept that is directly relevant to the intelligence assessment regard-
ing Iraq, namely that it “has been and remains in material breach of its obliga-
tions under relevant resolutions”. Contentious arguments were then subsequently
raised in relation to who had the legal authority to decide that military action
should take place as a result of these “material breaches” but again, this question
is beyond the present scope.!?

In order to authorize military action, clearly there needed to be an assessment
of whether sufficient evidence to support the claims of material breach existed. It
is this point that provides the area of most concern for the topic of this chapter, as
it has been noted that during “Security Council debates during the conflict, China,
France, Germany and Russia were all unsatisfied that the US and UK allegations
about Iraq’s weapons of mass destruction and support for terrorism had been sub-
stantiated” (Anton 2013). The primary reason for this dissatisfaction, of course, is
that the United States and the United Kingdom (and Australia) did not share the
intelligence that they supposedly relied upon in forming the opinion that military
action against Iraq was necessary under one of the legal bases that were provided
at the time.'® Additionally, it is noted that subsequent to the cessation of coalition
military action in Iraq, it was found that neither weapons of mass destruction
were held by Saddam’s regime nor were the supposed close terrorist links with
Al-Qaeda ever proved.

The New Zealand Defence Force (NZDF) in Afghanistan: Operation
Burnham

The second case study to briefly consider is Operation Burnham which was a
New Zealand Special Air Service operation that took place in Afghanistan in
August 2010. The reason this case study has been chosen is that it involved, inter
alia, allegations that faulty intelligence had been used during the operation and
this criticism, and others, were subject to a detailed and lengthy inquiry with the
result being that publicly available information can be reviewed (Arnold 2020).
The purpose of the inquiry was to examine a number of “allegations of wrongdo-
ing by NZDF forces” during the operation including the killing of civilians in
violation of the law of armed conflict, deliberate destruction of civilian houses
and an alleged “cover-up” by the NZDF (Arnold 2020, 7-8).

As far as the purpose of this chapter is concerned, a number of aspects of the
Operation Burnham Report are relevant.'* First, the Report contains a detailed
analysis of the intelligence assessment that was relied upon to undertake the NZ
Special Forces’ raid that was the subject of the inquiry. The report’s assessment
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of the intelligence raised by, and shared with, the NZDF was that it was largely
accurate and could be reasonably relied upon (Arnold 2020, 189, 197). Next, the
Report addresses the situation of NZDF being aware of the possibility that hand-
ing over a detainee to Afghan authorities may result in that person being tortured
(i.e. that the NZDF had intelligence to that effect) and then looks at the issues that
arise. The Report stated that:

the core obligations fall into three broad categories: preventive obligations,
conduct obligations and response obligations. States need to do all they can
to prevent torture, not commit it or be complicit in it, not return or transfer
people to places where they face a real risk of torture, and respond swiftly and
effectively if torture may have, or has, occurred.

(Arnold 2020, 302)

The final point regarding the Report is its conclusion that significant mistakes
were made by the NZDF in relation to events that took place while the force
was deployed to Afghanistan, including a failure to adequately deal with the
transfer of a detainee to Afghan custody despite a real risk of torture exist-
ing. Additionally, “NZDF and other New Zealand agencies did not respond as
they should have when they learnt of the possibility that he had been tortured”
(Arnold 2020, 385).

The salient point from this case study is that intelligence can be used, or mis-
used, in a variety of ways. In a situation like that faced by the NZDF on operations
in Afghanistan the collection and use of shared intelligence to inform a combat
mission was found to be quite appropriate. However, the Report also found that
there was a lack of adequate action taken in relation to credible intelligence that a
detainee was likely to be tortured and that proper consideration of that likelihood
created a legal responsibility to prevent the detainee’s transfer to Afghan authori-
ties in those circumstances (Arnold 2020, 315-16). The potential consequences
that arise from such transfers will be dealt with later.

The applicable legal frameworks

The legal framework governing intelligence sharing among coalition partners can
be influenced by a number of overlapping regimes and comment regarding the
main legal frameworks will now be provided.

The law of state responsibility

Under the general international law principle of state responsibility, states can be
responsible for internationally wrongful conduct attributable to them, normally
because such conduct is committed by the state’s own organs and agents.'> A
number of rules, however, allow for state responsibility to arise in connection
to the wrongful act of another state. The most relevant of these rules in relation
to sharing intelligence among coalition partners is codified in Article 16 of the
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International Law Commission’s (ILC) Draft Articles on Responsibility of States
for Internationally Wrongful Acts (ASRs):

Aid or assistance in the commission of an internationally wrongful act

A State which aids or assists another State in the commission of an internation-
ally wrongful act by the latter is internationally responsible for doing so if:

(a) that State does so with knowledge of the circumstances of the interna-
tionally wrongful act; and
(b) the act would be internationally wrongful if committed by that State
(International Law Commission 2001a, 65)

This rule, however, is subject to a number of limiting elements, as explained by
the ILC’s commentary:

Article 16 limits the scope of responsibility for aid or assistance in three
ways. First, the relevant State organ or agency providing aid or assistance
must be aware of the circumstances making the conduct of the assisted State
internationally wrongful; secondly, the aid or assistance must be given with a
view to facilitating the commission of that act, and must actually do so; and
thirdly, the completed act must be such that it would have been wrongful had
it been committed by the assisting State itself.

(International Law Commission 2001b, 66)

Of particular relevance here are the requirements of knowledge by the assisting state
and the parity of obligations on the part of the assisting and the assisted state, both of
which are more complex than it might appear at first glance. Similarly, the scope of
the rule appears to be limited to aid and assistance provided by one state to another,
and therefore if that approach is taken it would not apply to assistance provided by
states to non-state actors. However, in the Bosnian Genocide case the International
Court of Justice not only affirmed the customary status of Article 16 but also applied
it by analogy to assistance provided by a state to a non-state actor, albeit in the specific
context of state responsibility for complicity in relation to the crime of genocide.!®
Therefore, despite some questions regarding limitations, which exist about the
breadth of Article 16’s scope, there is potential for coalition states to be attributed
some level of responsibility for aiding or assisting a third state’s internationally
wrongful act through the provision of intelligence. While normally the assist-
ing state would only be responsible for its own (now wrongful) act of providing
assistance, it may also be that in some cases the assisting state will share in the
responsibility of the assisted state for committing the principal wrong.

Responsibility of international organizations

In addition to state responsibility, the possibility also exists that if a coalition
military operation takes place under the umbrella of an international organization,
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such as the UN or NATO, the organization itself might accrue responsibility as
an international legal person for aiding and assisting a state or another organiza-
tion in the commission of an internationally wrongful act. The provision of intel-
ligence, that was then used to enable a violation of international law, could easily
assist with the commission of such an act. However, the ICJ has made it clear
that any such responsibility for an organization will not be of a criminal nature,
but arises as a matter of its “obligations and responsibilities under international
law™.17

Further, in 2011 the ILC concluded its project on the responsibility of interna-
tional organizations and Article 14 of the ILC’s draft articles is an equivalent rule
to Article 16 in the articles on state responsibility (International Law Commission
2011). Whether the ILC’s work accurately reflects customary law is a difficult
question, but in any case there is support for considering that “the notion of the
responsibility of international organizations presupposes, naturally, that interna-
tional organizations are considered separate actors in their own right, with their
own legal personality and moral agency” (Klabbers 2017, 1136). One obvious
difficulty in attributing responsibility to international organizations is that they
are not normally parties to the relevant International Humanitarian Law (IHL)
and human rights treaties, thus requiring an exploration of whether they are bound
by similar obligations under customary international law — a task that is, unfortu-
nately, beyond the scope of this chapter.

International Humanitarian Law

While THL'® does not specifically regulate the collection or sharing of intelli-
gence, it does impose some primary obligations on states with respect to the con-
duct of other states. These primary rules operate in addition to the secondary rules
of state responsibility under general international law. Most importantly, under
Common Article 1 of the four Geneva Conventions of 1949, all “High Contract-
ing Parties undertake to respect and to ensure respect for the present Convention
in all circumstances™.!

In the words of the authoritative Pictet Commentary of 1960, Article 1 of

Geneva Convention (III), this overarching obligation:

applies to the respect of each individual State for the Convention, but that
is not all: in the event of a Power failing to fulfil its obligations, each of
the other Contracting Parties (neutral, allied or enemy) should endeavour to
bring it back to an attitude of respect for the Convention. The proper working
of the system of protection provided by the Convention demands in fact that
the States which are parties to it should not be content merely to apply its
provisions themselves, but should do everything in their power to ensure that
it is respected universally.

Parallel obligations exist under customary IHL. For example, Rule 139 of the
ICRC Customary IHL Study provides that “[e]ach party to the conflict must
respect and ensure respect for international humanitarian law by its armed forces
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and other persons or groups acting in fact on its instructions, or under its direction
or control” (ICRC n.d.). Rule 144 stipulates that “States may not encourage viola-
tions of international humanitarian law by parties to an armed conflict. They must
exert their influence, to the degree possible, to stop violations of international
humanitarian law” (ICRC n.d.).

It is therefore at the very least arguable that a state which shares intelligence
with another state (and possibly a non-state actor) in the course of a coalition mili-
tary operation can violate these rules. If that state does so in the knowledge that
the other state (or non-state actor) is engaged in serious violations of IHL, such
as war crimes, or that there is real risk that such violations might occur, then legal
responsibility would arise.

International human rights law

The applicability of human rights treaties extraterritorially and in times of armed
conflict is a matter of both complexity and controversy. Judicial authority and
academic literature on the topic are voluminous and somewhat confusing. It is
however beyond dispute that there is an increasing trend towards applying human
rights law to such situations, and it seems unlikely that this trend will reverse itself
in the future. Some partners in coalition military operations, such as the United
States and Australia, are subjected to less exacting scrutiny of their compliance
with the relevant human rights treaties than other states, such as those in Europe
or the United Kingdom, which have accepted the compulsory jurisdiction of the
European Court of Human Rights (ECtHR).?’ Even so, because of the close rela-
tionships of cooperation in coalition operations, it is inevitable that the increased
level of scrutiny by the ECtHR will have ripple effects even on non-European
coalition partner states.

Importantly, just like the Geneva Conventions, human rights treaties impose
both negative and positive obligations on states’ party. These obligations not only
require respect for the provisions themselves, but also oblige states to ensure they
are not complicit in violations by third parties, as well as exercising due diligence
to prevent and suppress violations by third parties against individuals within
the state’s jurisdiction. Close scrutiny of the way in which states have met these
obligations has occurred, and one recent example is the Report into Detainee
Mistreatment and Rendition 2001-2010 released by the United Kingdom’s Intel-
ligence and Security Committee of Parliament in 2018. In relation to intelligence
sharing, the Report found that British “Agencies shared an unprecedented amount
of intelligence with foreign liaison services to facilitate the capture of detain-
ees . .. [but] . .. the Agencies failed to consider whether it was appropriate to
pass intelligence where mistreatment of detainees was known or reasonably sus-
pected” (Grieve 2018, 3).

Scrutiny of the outcome from intelligence sharing is only likely to escalate as
more information enters the public domain via freedom of information requests,
publication of information on the internet, formal public inquiry processes like
the UK inquiry mentioned earlier, and through the cross-referencing and linking
of different sets of national information releases that analysis of the compiled
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data permits. Similarly, intelligence operations generally have been subjected to
increased public scrutiny after the “Snowden revelations” of the electronic sur-
veillance capabilities of agencies such as the National Security Agency (NSA)
and Government Communications Headquarters (GCHQ) were made public in
2014 (BBC News 2014). This has in turn provoked much litigation, as well as
important activities within the UN system, including the adoption of a number of
resolutions on the right to privacy in the digital age by the UN General Assembly.?!

It is simply inevitable that intelligence sharing in coalition military operations
will increasingly become a live issue before both domestic courts and interna-
tional institutions applying human rights law. Accordingly, some serious thinking
is required to understand how human rights standards might apply to such extraor-
dinary situations, beyond simply rejecting their applicability outright — a strategy
that has been previously known to backfire.

Other areas of uncertainty

Legal uncertainty can arise due to other legal regimes that could potentially
impact on partner use of shared intelligence. For example, international or domes-
tic criminal law could be relevant if lethal targeting operations are conducted by
a coalition partner following the provision of shared intelligence. Again using
the United Kingdom as an example, in 2016 the UK Parliament’s Joint Commit-
tee on Human Rights examined the “Government’s policy on the use of drones
for targeted killing” (Joint Committee on Human Rights 2016). Issues that were
canvassed by the Committee included assessing whether “those involved in
implementing the Government’s policy . . . are . . . running the risk of criminal
prosecution for murder or complicity in murder” (Joint Committee on Human
Rights 2016, 24). The Committee had particular concern about the provision of
intelligence to a partner that then prosecutes a lethal strike against an individual
whose status as a lawful military target under the applicable legal regime is con-
tested. The Committee noted that the:

possibility of criminal prosecution for complicity in murder also arises for
all those UK personnel who have a role in assisting or facilitating the use
of lethal force by coalition allies, such as the US, which has a much wider
approach to the use of lethal force outside of armed conflict. Such assistance
might take the form of logistical support (for example, permitting US jets to
use UK airbases), or the provision of intelligence about targets gathered by
UK surveillance and reconnaissance.

(Joint Committee on Human Rights 2016, 24)

It should also be noted that while a potential charge of complicity could be a mat-
ter of individual criminal responsibility at the micro level, it could also elevate to
state responsibility for an internationally wrongful act at the macro level.
Uncertainty as to the status of an individual could also arise due to differ-
ing national legal interpretations on the issues of civilians taking a direct part
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in hostilities.”? For example, in Australia’s case, membership of an organized
armed group could be enough to warrant the lethal targeting of an individual in a
non-international armed conflict.”> However, a coalition partner may not have the
same legal opinion, and therefore sharing intelligence with Australian forces may
lead to a kinetic operation resulting in the death of an individual where the legality
of that death is not agreed. A further risk potentially arises for those states that are
party to the International Criminal Court.?*

Potential solutions

The potential legal issues associated with intelligence sharing are many and var-
ied, so it is not possible to provide a simple, cohesive set of solutions that would
cover every conceivable eventuality. Rather, it is necessary to contemplate how
a few selected initiatives might contribute to overcoming the challenges that are
created by the issues identified in this chapter.

One step along the way has already occurred with the creation of the Five Eyes
Intelligence Oversight and Review Council (FIORC) in 2017. The FIORC has the
stated aim, inter alia, of creating a forum where Council members can:

exchange views on subjects of mutual interest and concern, compare best
practices in review and oversight methodology, explore areas where coop-
eration on reviews and the sharing of results is permitted where appropriate,
encourage transparency to the largest extent possible to enhance public trust;
and maintain contact with political offices, oversight and review committees,
and non-Five Eyes countries as appropriate.

(Five Eyes Intelligence Oversight and Review Council 2017)

The fact that this Council exists at all, in an area that is notoriously reluctant to
shed too much light on its activities, is testament to the progress that has been
made in recent years towards transparency and accountability in relation to intel-
ligence activities.

Other potential solutions include the production of guidelines and policy rec-
ommendations for organizations such as NATO and its partner state armed forces
that would enable them to engage in effective intelligence sharing in the modern
battlespace, while ensuring that this is done in compliance with applicable legal
frameworks. These guidelines should result in simplifying the decision-making
processes for the military legal advisers and their operational commanders, which
would go a long way towards improving legal certainty and providing improved
situational awareness and intelligence analysis. This, in turn, should result in bet-
ter operational outcomes for those involved in coalition operations.

A final point here is to note the role played by various civil society interest
groups and the press who routinely subject the activities of armed forces to rigor-
ous scrutiny. There have been many occasions when reports of violations of appli-
cable legal standards have emerged through the work of such interest groups and
the press and it is not expected that any change in the focus of these entities will
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occur. In fact, the important oversight function of external bodies was explicitly
recognized in the Operation Burnham Report as being able to “provide a platform
to enhance public understanding of complex legal and operational issues, and
to identify good (or bad) practice in a fair, independent and impartial manner”
(Arnold 2020, 370). The Report observed that military forces can be unable to do
this without external assistance due to:

what we regard as failings of culture at the upper echelons of NZDF — con-
firmation bias, lack of objectivity and rigour in scrutinising “facts”, unnec-
essary defensiveness coupled with an unwillingness to acknowledge error,
failure to follow up inconvenient information, and non-compliance with the
disciplines and obligations inherent in the principles of ministerial control of
the military and ministerial responsibility to Parliament.

(Arnold 2020, 379)

This criticism is not just applicable to the NZDF; it can easily be applied to other
military forces when assessing their response to allegations of unlawful activity.

Conclusion

Intelligence sharing by coalition forces is a necessary element of many activities
undertaken by modern military forces. Coalition operations may be increasingly
frequent in a polycentric international order in which no single state is dominant.
The use of intelligence can not only provide coalition forces with a distinct bat-
tlespace advantage but also raise legal and ethical questions for states and military
commanders if shared intelligence is used in a manner that is inconsistent with a
range of existing legal obligations that reflect different ethical perspectives. This
chapter has described how issues can arise even among liberal democracies with
a common political and ethical heritage. Even more pressing concerns will arise
in coalitions comprised of states with more diverse sets of values.

Clarifying the applicable legal frameworks that accompany sharing of intel-
ligence is a task that needs further work, and achieving this will help to delineate
between what is permissible and those practices that are prohibited, as well as out-
line any zones of constructive ambiguity. This chapter has attempted to highlight
some of the legal considerations that apply to intelligence sharing by coalition
partners. It is really only a starting point on a journey, however, that has many
miles yet to run. States and their armed forces, the United Nations and other inter-
national organizations such as NATO must devote sufficient attention to the topic
in order to foster the detailed academic and military consideration that is needed
to satisfactorily address the issue in a satisfactory way.

Postscript

The impetus for writing on this topic originated from a paper produced by The
Royal Institute of International Affairs (Chatham House) in November 20162 and
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a subsequent Workshop on Intelligence Sharing in Multinational Military Opera-
tions that was convened at the University of Nottingham in January 2018.26 The
author is very grateful to all those involved in both of these activities for their
valuable and thoughtful contributions, but responsibility for the opinions in this
chapter rests with the author alone.
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An early example is UN Security Council Resolution 84 of June 25, 1950 which autho-
rized military operations in Korea, while a more recent example is UN Security Coun-
cil Resolution 1973 of March 17, 2011 which inter alia enforced an arms embargo,
imposed a no-fly zone and strengthened the sanctions regime in relation to Libya.
NATO is formally known as the North Atlantic Treaty Organization and was estab-
lished in 1949 pursuant to the North Atlantic Treaty 34 UNTS 243.

The International Maritime Security Construct (IMSC) is a coalition currently com-
prising eight nations (Albania, Australia, Bahrain, Kingdom of Saudi Arabia, Lithu-
ania, United Arab Emirates, United Kingdom and United States of America) that was
formed in 2019 to support maritime security in the Gulf region. See IMSC Public
Affairs (2020) for further details about the IMSC and “Australia Joins International
Maritime Security Construct in the Gulf” (n.d.), a press release from the Australian
Prime Minister announcing Australia’s involvement in the IMSC.

In this chapter, the term “coalition operations” will be used for convenience to describe
the various types of multinational operations, regardless of whether the states involved
are part of a formal alliance or some other more informal coalition; the term “partner
operations” can also be sometimes used to describe situations when military forces are
working together. One analysis of the distinction that may be drawn between a “coali-
tion” and a “wartime alliance” can be found in Weitsman (2010).

Details of the 1946 UKUSA Agreement which was a “top secret, post-war arrangement
for sharing intelligence between the United States and the UK” can now be obtained
from the UK National Archives after the files that relate to the Agreement were pub-
licly released in June 2010 (The National Archives 2010).

Details of the UKUSA agreement were made public in June 2010 after FOI requests
were lodged in the UK and the USA (Norton-Taylor 2010).

In the period prior to the deadline for the termination of the agreement, calls were made
for the two parties to resolve their differences and ensure that the agreement continued
to operate (Harold 2019).
https://web.archive.org/web/20200128162530/http://web.ifc.bices.org/about.htm

See IFC (2019a).

The 45th SHADE was held in Bahrain in November 2019 and although the 46th
SHADE was scheduled to be held in April 2020, it has been delayed until November
3-5, 2020.

Compare, for example, the contrasting positions on this topic taken by O Corten Y
Dinstein (Corten 2010; Dinstein 2011).

See generally Simpson (2005) and Iwanek (2010).

The two main legal arguments were that action was, in fact, authorized under existing
UNSC Resolutions and/or it was necessary to respond in self-defence to the threat
posed by Iraq. Previous references to the works of Corten, Dinstein, Simpson, Iwanek
and Anton, provide details of critical assessments of the legality of these arguments
(Corten 2010; Dinstein 2011; Iwanek 2010; Anton 2013).

The Operation Burnham Report comprises 12 Chapters and 2 Appendixes and covers a
far greater breadth of topics than is possible, or necessary, to address in this chapter.
See generally Rothwell et al. (2014, chap. 8).


https://web.archive.org
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16 Application of the Convention on the Prevention and Punishment of the Crime of
Genocide (Bosnia and Herzegovina v. Serbia and Montenegro), Judgment, [2007], ICJ
Rep, paras 420—421.

17 Application of the Convention on the Prevention and Punishment of the Crime of
Genocide (Bosnia and Herzegovina v. Serbia and Montenegro), Judgment, [2007], ICJ
Rep, para 170.

18 The term International Humanitarian Law (IHL) is widely used, but the body of law
it encompasses is also known as the law of armed conflict (LOAC) or the law of war.
IHL is sometimes narrowly construed to refer to the law that protects victims of armed
conflict. For one explanation of this law, see ICRC (2004).

19 Article 1 is identical in each of the four Geneva Conventions of 1949: Geneva Conven-
tion for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in
the Field 75 UNTS 31 (GC I); Geneva Convention for the Amelioration of the Condi-
tion of Wounded, Sick and Shipwrecked Members of Armed Forces at Sea (GC 1I) 75
UNTS 85; Geneva Convention Relative to the Treatment of Prisoners of War (GC 1II)
75 UNTS 135; Geneva Convention Relative to the Protection of Civilian Persons in
Times of War (GC 1V) 75 UNTS 287.

20 The United Kingdom’s departure from the European Union did not result in the UK
ceasing to be a member of the European Court of Human Rights (Cowell 2021).

21 UN General Assembly Resolution 71/199, The right to privacy in the digital age, A/
RES/71/199 (December 19, 2016).

22 Agreement on what constitutes “direct participation in hostilities” is widely contested
with many states critical of the approach adopted by the ICRC as set out in Melzer
(2009). See generally McLaughlin (2019).

23 Clarifying the position for members of the Australian Defence Force, the Criminal
Code Amendment (War Crimes) Act 2016 included membership of an organized armed
group within the category of what constitutes a lawful target.

24 Rome Statute of the International Criminal Court, July 17, 1998, 2187 UNTS 3.

25 See Moynihan (2016).

26 This Workshop, conducted under the “Chatham House Rule” involved a number of gov-
ernment practitioners, academics and representatives from international organizations and
NGOs, was co-organized by the University of Nottingham’s International Law and Secu-
rity Centre and the ANU College of Law’s Centre for Military and Security Law.
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