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Abstract model the effects of cache and TLB pollution caused
by operating system activity and other processes.

In this paper we prese@olemn, a new user-level  This paper presents a user-level simulator built
simulation mode for Sparc Sulima, a SPARC V8n top of a complete machine simulator. This ap-
complete machine simulator. Solemn extends proach yields advantages over both traditional user-
Sparc Sulima allowing it to simulate at user-levaével| simulation and complete machine simulation.
an unmodified Solaris executable: 32 or 64-bit, and Sparc Sulima[2] is @omplete machine simulator
statically or dynamically linked. This yields someor the SPARC V9 architecture, in particular for the
advantages over both complete machine simulat@yraSPARC[9] family of processors from Sun Mi-
and traditional system call emulation. To do thigrosystemsSolemn is a new user-level simulation
Solemn manages the virtual address space afgbde with Sparc Sulima, allowing it to simulate un-
files that the simulated program requires, and intefrodified Solaris executables (includidgnamically
cepts and emulates system call traps. Another noygked executablgs
feature is the emulation of memory mapped files. gglemn emulates some of the work a real ker-
We describe some of the implementation details gg| has to do, such as file-related system calls. In
Solemn, including its memory management archiparticular it has a memory management subsystem,
tecture and portability. allowing the simulated program to usenapand in
the future, threads.

The novel part oSolemn is that it emulates true
virtual memory: different virtual addresses at dif-
ferent stages of the simulated program’s execution

Execution-driven simulation is an increasingly 'méould be mapped to the same physical address, and

portant tool in architecture performance analysis. ; .
o . i ITj some stages of the execution a virtual address
These can be split into two main types: user-leve

simulators and complete machine simulators may not be mapped at all.

Complete machine simulators model the entire AII.user-IeveI |nstruct|on§ and mOSF exceptions
computer system, including the operating syste%e simulated by Sparc Sulim&olemn intercepts
kernel and device,s he trap instructions a program uses to communicate

User-level simulétors model the execution of with the operating system kernel. The effect of the

. f?%p instruction (usually a system call) is emulated
single user process, and emulate any system c%l Sol bef ! | back t S
. . y Solemn before returning control back to Sparc
made on thdarget (simulated) computer, possibly

using equivalent system calls available on toest Sulima. . .
computer Some of the reasons for extending Sparc Sulima

As aresult of their detail, complete machine sirr%9 support the emulation of the Solaris ABI are:
ulators can be quite accurate, but are extremely dif-

ficult to implement correctly. User-level simula-
tors are excellent for investigating the behaviour ¢ qq. Booting a full OS in a complete machine
of compute-bound algorithms, but are not as good  gimy|ator without vendor support is extremely
at modelling I0-dominant programs, nor can they difficult; only SIimOS [7] and SimICS [4] have
“This paper is a greatly expanded version of [1], whictgjs published success in this. Another emulation
2004 IEEE. mode will help in testing more thoroughly the

1 Introduction

e Sparc Sulima currently does not boot a full op-
erating system, due to some device support is-




components of the Sparc Sulima system with- Shade [3] is an address trace generator / user-level
out requiring full OS boot. simulator for unmodified SPARC binaries (32 or 64-
bit, statically or dynamically linked). There is noth-

e We can support a broader range of progranigy in the literature explaining how it supports dy-
than tools like RSIM [6], since we can supnamically linked executables. It uses advanced tech-
port more system calls (such asmap and niques including binary translation to speed up its
we can simulataunmodifiedand dynamically simulation.
linked programs. Shade relies on the same host platform as the pro-

_ ) gram it is simulating to simplify its system call em-

e We can observe more interesting effects thaflation. Solemn uses some of the same techniques
those_obtalned ina tradltlonal us_er-level SiMyised by Shade, such as file descriptor wrapping. A
lator like RSIM such as paging, since the basigatyre ofSolemn is that it does not require the
is a complete machine simulator. This meangame host platform for system call emulation.
for example, we can examine the effect of run- gjim1cs [4] is a commercial complete ma-
ning a program in a system with limited RAM.chine simulator for various architectures, including

. SPARC V9. SimICS had a Solaris emulation mode

e We can simulate the effects of small changes {0, 35 it hinaries, but it is no longer maintained.

tmhzc?r:ﬂgt;(r::]trlgtglrjIts,euiasélﬁlér\:vgzlCvslﬁgr:]eplﬁti? RSIM is open source, while Shade and SimICS
’ 9 q fge not open source.

changes to the operating system, which wou
be difficult (if the source is available) if not
impossible. With an almost entirely user-level.2  Sparc Sulima
simulator likeSolemn such changes would be ]
simple. Such changes, if required, would occe#P@r¢ Sulima models the UltraSPARC CPU and
in a small assembler nucleus. memory system “as is”, using an object-oriented de-
sign implemented in C++. This modular approach,
This paper is organised as follow§2 provides With modules corresponding closely to the compo-
background, including related work. The overafients of the real system, aids in the readability and
structure ofSolemn is presented ir§3, with de- understandability of the simulator source.
tailed descriptions of significant parts thereif4  Sparc Sulima explicitly models the UltraSPARC
details the system call handlers whilgé discusses CPU, along with its MMU and caches, as well as
the development oBolemn and its current status.a shared bus, with attached devices including RAM
Finally, conclusions and future work is §6. and ROM.
When simulating a multiple CPU system, Sparc
Sulima gives each simulated CPU a time-slice of
2 Background execution (usually something like 50 simulated cy-
cles).
This section discusses some related work, and proEach CPU interprets each instruction to be exe-
vides background about the Sparc Sulima completéted in a standard fetch-decode-execute cycle. Af-
machine simulator and the Solaris operating systdat fetching and decoding the next instruction, the
and ABI. simulator evaluates the instruction.
For more details about the implementation of

S Sulima, 21.
2.1 Related Work parc Sulima, see [2]

RSIM [6] is a user-level execution-drivenz_g The So|arisoperating Systemarchi_
SPARC V8 simulator. It has detailed CPU tecture

modelling (including pipelines and branch predic-

tion) and detailed modelling of the memory systensun’s Solaris operating environment is an imple-

SMP simulation can be used on programs usingreentation of UNIX. We assume some knowledge of

restricted threads library, providing its source codéNIX, but knowledge of Solaris is not required.

is available. Solaris is available on other platforms such as In-
RSIM can only emulate a quite restrictive set d&l x86 and Itanium. We are not interested in those,

system calls, and the program to be simulated msstwhere we refer to Solaris it is generally presumed

be statically linked with RSIM’s own C library. to be SPARC Solaris. We are also only interested in



more recent versions of Solaris (as far back as So-
laris 2.6) and only on SPARC V9 based machines _ _
32-bit Oxffffftf.80000000 64-bit

(e.g., UltraSPARC I, Il and III). 0xffe00000 ——— ——
For more detail on the SPARC ABI and Solaris —

Oxff3f8000 : Oxfffftftf. 7f7f0000

?

internals see [8! 5! 11] Libraries Libraries

: : 0xfffff800.00000000 :
231 A process : ‘ 0x00000800.00000000
A process in Solaris (and all UNIXes) is a running 3 ! ‘ 3 ! ‘
program including the current state of its execution.
This state includes such things as the values of vai20126000 zi'f’r‘; 0x00000001.00126000 EZ?FZ
ous registers, the virtual address space and files. ©x00102000 0x00000001.00102000

A process’s virtual address space is divided up
X00010000 0x00000001.00000000

into segmentsEach segment is divided infzages

which may or may not be allocated to physical a¢ig e 1: Typical 32 and 64-bit process address
dresses (physical pages) at any particular pointdfaces in SPARC Solaris. The TEXT and DATA
time. In SPARC Solaris a page is typically fixed ale mapped from the executable file. The Libraries
_SKB’ a_Ithough rece_nt versions of Solaris are aIIOV\éire mapped from dynamically linked libraries. The
ing variable page sizes. Heap and Stack are anonymously mapped segments.

Every segment in a process's virtual addregge ya Hole is because UltraSPARC | and Il have
space is anemory mapa virtual address space tha@)my 44-bit virtual addresses.

maps to part of a file. That file may be part of a
program file (in the case of the text segment) or an
anonymoufile created as required by the kernel (in
the case of the heap or stack segments). A mem-
ory map has some associated permissions: readable,
writable, and executable. Memory maps can be cre-

ated by the programmer USing the SyStem Itmﬂap e |nforma:;:itla::lf?ncluding e
The typical virtual address spaces of 32 and 64- argument, environment, and

bit processes in Solaris are shown in Figure 1. The auxiiary vector strings

stack segment is automatically grown as required. (size varies)

The heap segment is explicitly grown using the Unspecified

Null auxiliary vector entry

sbrk orbrk system calls.
The initial process stack for both 32 and 64-bit
processes is shown in Figure 2.

Auxiliary vector

(2 word/extended-word entries)

0 word/extended-word

Environment pointers

2.3.2 System calls

(1 word/extended-word each)

0 word/extended-word

A UNIX program communicates with the kernel

via system calls There are various levels of view-

ing system calls. At the top is the function level %sp+68

which is the level viewed by the programmer when **P** Ao SO (190 YosprBIASH128

he/she wants a particular service. The function is ysp+o (16 wordsfextended-words) %sp+BIAS+0

implemented in a library which translates the sys-

tem call into an implementation-defined message fgure 2: The initial process stack for both 32 and

the kernel for the service. To save confusion, We4-bit processes%sp is the stack pointer register.

will use the termsystem callonly when referring The auxiliary vector is generally used to commu-

to the implementation-defined message to and frailtate information from the kernel to the dynamic

the kernel; we will use the teri@ library function linker about the process to be linked. In 64-bit pro-

to refer to the system call wrapper. cesses, the stack pointer is offset from the stack
In SPARC Solaris, the system call message fiame by aBIAS of 2047.

transmitted via theta (trap-always) instruction.

Theta instruction generates an immediate excep-

tion which causes a transfer of control to a trap-table

Argument pointers

(argc words/extended-words) %sp+BIAS+136




in the kernel address space. The kernel can then pghich Solemn inherits (not shown in the figure).
form the system call request. It eventually transfefidis allowsSolemn to intercepilcc calls (se€4).
control back to the program via tldone instruc-  The ROM attached to the Bus in the figure is a
tion (which signifies a return from an exception ansbecialSolemn -specific nucleus. This is described
skips the trapping instructioh in §3.1.
Theta instruction includes &rap numberwhich Files are managed by tiiéles  object; more de-
is a 7-bit number (0 to 127). About 30 trap numbetail on this is in§3.2.
are recognised by the Solaris kernel. The MemoryManager maintains all the infor-
Some trap numbers are used for special wration necessary for handling mapped memory.
fast requests. Non system-call traps include sudhiore detail on the memory manager is§8.3, in-
things as: user breakpoints, flush/clean window reluding details on th€reeSpace , VAMappings
quests, 32-bit get/set CCR, and fastymbe-system andPageReplacement classes.
calls such agjethrtime , gettimeofday = and  TheElfLoader isresponsible for loading a par-
getcpuid . ticular file into simulated virtual memonrgolemn
Trap numbers 0, 8 and 64 are system call trages up to two instances of &lfLoader to load
numbers (respectively used in SunOS 4.x, Solatis executable, and optionally the dynamic linker.
32-bit and Solaris 64-bit executables). The value This process is described in more detai§#5.
the%glregister is used to determine which system The SolConvert namespace and related
call is being called. classes are used for type and structure conversions;
The register8600to %05 contain the parametersthis is described in more detail fi#.1.
to the system call, like a normal function call in the The ReentryBuffer is used bySolemn to
SPARC ABI[8]. After the system call retur®$00 maintain state when an exception occurs during sys-
and possibly¥bolcontain the return value(s). tem call emulation. This process is described in
The kernel communicates errors by setting ttid.3.
carry bit in the condition code register and returns

the error number i&o00Q The Nucl
Some example assembler code implementing tﬁel € Nucleus

open C library function for 32-bit Solaris is shownTne Solemn nucleus is a special ROM attached to
in Figure 3. the bus. It is located at virtual address = physical
Some system calls are multiplexed in that they rggdress = RSTVaddr, an UltraSPARC-specific ad-
turn multiple values (ir#o00and%o01). An exam- dress for the location of the RED-state trap table.
ple isgetuid /geteuid . In addition, some 32-bit The Solemn nucleus contains two trap tables: the
system calls return a 64-bit number (eltpeek ), RED-state trap table (at RSTVaddr) and a normal
in which case the 64-bit number is split up i@0 trap table located somewhere above RSTVaddr.
(high) and%o1(low).
Solaris 9 defines 231 system calls. Solaris sys-
tem calls are numbered and named in the fiel-1 B0Ot

/etc/name _to _sysnum. For easy reference thisupon simulation boot, a power-on reset trap (POR)

is shown in Table 1. is triggered. ThéSolemn nucleus sets up the initial
state:
3 The structure of Solemn 1. It assumes that the simulator puts various
things such as window control registers, caches
Figure 4 shows the structure &olemn. The and MMUs in a sane state: all window control

left-half of the figure is an example standard Sparc registers are set up sanely, and data in caches
Sulima SMP simulation, with 3 CPU’s. The right-  and MMUs is invalid. This is stronger than the

half of the figure is allSolemn -specific modules; actual requirements of POR, but saves wasting
the only interaction the standard simulation has with  time.
Solemn is via theExternalHandler interface,

2. Thetrap base address (TBA) is initialised to the

1 - . . -
The alternative tadone is retry  which returns from an location of the normal trap table.

exception but retries the trapping instruction. This is generally
used by exception handlers that change state that the trappin .
instruction depended on, so it will no longer trap; e.g., on ang- A 64-KB TLB entry containing both trap ta-

MMU miss. bles (VA = PA) is locked into the ITLB. No



open:

_cerror:

Figure 3: Sample assembler of thpen C library function and system callcerror

mov 5, %91l I 5 is the open system call number

ta %icc, 8 I 8 is Solaris 32-bit system call

bcs _cerror ! branch if condition code carry is set
| (carry code is set by kernel on error)

nop I (delay slot)

retl ! otherwise return to caller

nop I (delay slot)

sethi %hi(errno), %ol

or %01, %lo(errno), %01 ! 01 <- address of errno

st %00,[%01] | store errno

retl ! return to caller

mov -1, %00 with -1 as return value

is a helper routine

to set theerrno  global variable.

CPU CPU CPU Solemn
MMU MMU MMU ! MemoryManager ElfLoader | | ReentryBuffer
Caches Caches Caches VAMappings| | FreeSpace
interrupts Bus cache coherency PageRepI acement Files Sol
kfw (I Ay
\ . ‘— ——————— .-
ROM RAM ~'SolConvert- - | Sol32 Sol64
oo i
- - -
Al | |[AF=(B] || [A] =(8]|| [AF - ={B]| | {18
object | [namespace| | A references B A inheritsfrom B A usesB container

Figure 4: The structure dolemn and its interactions with other Sparc Sulima modules.




Num  Name Num  Name Num  Name Num  Name
0 nosys 62 fentl 134 rename 196 timersettime
1 rexit 63  ulimit 135 uname 197 timergettime
2 fork 70  tasksys 136  setegid 198 timergetoverrun
3  read 71 acctcetl 137  sysconfig 199 nanosleep
4 write 72  exacctsys 138 adjtime 200 facl
5 open 73 getpagesizes 139  systeminfo 201  doorfs
6 close 74 rctlsys 141 seteuid 202  setreuid
7 wait 75 issetugid 142 vtrace 203  setregid
8 creat 76 fsat 143  forkl 204 installutrap
9 link 77  Iwp_park 144  sigwait 205  signotify
10  unlink 78  sendfilev 145  Ilwpinfo 206  schedctl
11 exec 79  rmdir 146  vyield 207 pset
12 chdir 80  mkdir 147  lwpsemawait 208  sparautrapinstall
13 gtime 81 getdents 148  lwp.semapost 209 resolvepath
14  mknod 84  sysfs 149  Ilwpsematrywait 210 signotifywait
15 chmod 85 getmsg 150 Iwpdetach 211  Ilwpsigredirect
16 chown 86  putmsg 151  corectl 212  Ilwpalarm
17 brk 87  poll 152 modctl 213 getdents64
18 stat 88 Istat 153  fchroot 214 mmap64
19 Iseek 89  symlink 154  utimes 215 stat64
20 getpid 90 readlink 155  vhangup 216 Istat64
21  mount 91 setgroups 156 gettimeofday 217 fstat64
22 umount 92  getgroups 157  getitimer 218 statvfs64
23  setuid 93 fchmod 158  setitimer 219 fstatvfs64
24 getuid 94  fchown 159 Iwpcreate 220  setrlimit64
25 stime 95 sigprocmask| 160 Ilwpexit 221  getrlimit64
27 alarm 96  sigsuspend 161 Iwpsuspend 222  pread64
28 fstat 97  sigaltstack 162  Ilwp.continue 223  pwrite64
29 pause 98 sigaction 163  Iwpkill 224  creat64
30 utime 99  sigpending 164  Ilwpself 225 open64
31 stty 100 setcontext 165 Ilwpsetprivate 226  rpcmod
32 gty 103  statvfs 166 Iwp.getprivate 230 sasocket
33 access 104 fstatvfs 167  Ilwpwait 231  sasocketpair
34 nice 105 getloadavg 168 Ilwpmutexwakeup | 232 bind
35 statfs 106 nfs 169 Iwp.mutexenter 233  listen
36 syssync| 107  waitsys 170  Ilwpcv_wait 234  accept
37 kil 108 sigsendsys 171  Ilwpcv_signal 235 connect
38 fstatfs 112 priocntlsys 172 lwpcv_broadcast 236  shutdown
39 setpgrp| 113 pathconf 173  pread 237  recv
41  dup 114  mincore 174  pwrite 238  recvfrom
42  pipe 115 mmap 175  liseek 239  recvmsg
43  times 116  mprotect 176 instsync 240 send
44 profil 117  munmap 177  srmlimitsys 241  sendmsg
46  setgid 118  fpathconf 178 kaio 242 sendto
47  getgid 119  vfork 179 cpc 243  getpeername
48  ssig 120 fchdir 180 meminfosys 244  getsockname
49 msgsys| 121 readv 184  tsolsys 245  getsockopt
51 sysacct| 122  writev 185 acl 246  setsockopt
52 shmsys| 123 xstat 186  c2audit 247  sockconfig
53 semsys| 124 |Ixstat 187  processabind 248  ntpgettime
54  ioctl 125  fxstat 188  processainfo 249  ntpadjtime
55  uadmin 126 xmknod 189 ponline 250  Ilwp.mutexunlock
56  uexch 128  setrlimit 190 sigqueue 251  lwpmutextrylock
57  utssys 129  getrlimit 191 clockgettime 252 lwp.mutexinit
58 fdsync 130 Ichown 192  clocksettime 253  cladm
59 exece 131  mementl 193 clockgetres 254  lwpsigtimedwait
60 umask 132 getpmsg 194 timecrcreate 255  umount2
61 chroot 133  putpmsg 195 timerdelete

Table 1: Solaris system calls, frafetc/name

to _sysnum on Solaris 9.




DTLB entry is required since thBolemn nu-  The only nucleus traps that can occuSalemn

cleus has no state; all state is accessed via calte DMMU miss and protection faults. These can

to Solemn . occur during window spill or fill trap processing,

since the part of the stack used may not have been

accessed at user level yet (or recently, if a TLB entry

5. Solemn is initialised, using  the was replacgd). These handlers simply branch to the
solemn-init system trap (see§4.5). corresponding user-level handlers.

This returns with: %00 = is64 (zero or one),
%01 = entry point,%sp = stack pointer. The .
nucleus needs to know is64 in order to set u%-z TheFiles  Manager
address-masking and register window spill/fili-he Files
processing.

4. The Caches and MMUs are enabled.

manager is a wrapper around the host
standard 10 mechanism. It includes its own set of
6. User-level state is prepared, by setting trfie dgscriptors which is di_stinct from the.host_file
tstate ,tpc andtnpc registers. descriptors. Internally eadfiles file descriptor is
mapped to a host file descriptor.
7. User-level simulation is entered by calling the |t also provides an interface to all the standard

retry instruction. IO calls, such aspen, close , read , write |,
Iseek , mmap etc, where these calls operate on
3.1.2 Normal trap table a Files file descriptor. Other structures (such
as struct stat for fstat ) and flags (such

The normal trap table is really made up of twgq open and mmapflags) are the host operating-
halves: the user trap table and the nucleus trap é?/'stem structures and flags.

bI?ILh ¢ tabl ists of t tries f The return value of the corresponding host call is
€ user lrap table consists of trap entries %ecked,and if an error occurred the error number is

vyhen except|oqs occur when the trap-level is Z®8corded within theFiles  instance. This ensures
(i.e., user code is executing). Most of the except sy access to the error number if it needs to be re-

handlers are filled with dummy code, simply haltingjrned to the simulatica

the simulation. Some handlers are required: . .
TheFiles manager also can optionally behave
e Clean-window: clears all locals and outs. ~ a@s though the program being simulated has been
chroot -ed(i.e., the root of the file system has been
e Spill (and fill): do the usual stores to (loadghanged). To provide for thigsiles implements
from) the stack. These are specialised depeng:own symbolic link resolution.
ing on whether the user-level program is 32 or
64-bit.

e IMMU and DMMU miss: this extracts the3'3 The Memory Manager

faulting address from the MMU and callsy sglemn instance has MemoryManager in-

the Solemn page-miss trap witlbgl= VA gtance, which is created during the nucleus-init
(84.4.4). If it returns,.%glis the physical ad- (64.5) Solemn call. The memory manager is
dress. A new entry is added to the TLB, angbsponsible for dealing with all memory-related
the faulting instruction is retried. traps and system calls, such as page misses (trap)

and mmap (system call). It contains structures

e DMMU protection: a write was performed to Lo .
non-writable page. The old TLB entry is rea_that maintain the unused virtual address space (a

moved, and then &olemn page-protection FreeSpace _ instance) anq all g:urrent virtual ad-

trap is invoked with%g1= VA (§4.4.5). If it AreSS mappings (dAMappings instance). It also

returns, then the page is actually writable, Soc&mtalns o_ther information needed, such as the loca-

new (writable) entry is added to the DTLB. tion and size of the stack and heap, and where un-
fixed mmays should start searching for space.

The nucleus trap table entries are called when an
exception occurs during trap processing (either user->Obviously this is not thread-safe, and if and when the sim-

level or nucleus-level), unless the trap level gets tgft0" andSolemn is made threaded then thdes class wil
need to be thread aware. There is only Giles instance in

high, at which point the processor enters RED stai€ojemn -powered simulation so judicious use of locks will be
and uses a trap base address of RSTVaddr. required.




3.3.1 The free space manager e a pointer to the host memory for this virtual ad-

) dress mapping, allocated via hostnap
The free space manageFréeSpace ) is es-

sentially a set of virtual address (VA) intervals. e a vector of page-indices into the simulated

This uses the Sparc Sulima container adapter RAM: this is a vector since the mapping may

interval  _adapter around an associative array.  span more than one page; the index is given

interval _adapter ensures the set is minimal, a fixed invalid value if the virtual page is not

so that any insertions that adjoin (or overlap) already available in a RAM physical page.

existing interval(s) result in extending the range of o )

that interval (and possibly removing other intervals). AS @n example, this is used for a page miss to look
The requirements of the free space manager aré%whether a given virtual address has a physical ad-

maintain this set such that it contains any virtual ad/€SS currently assigned. If it does then that address

dress range that is neither mapped nor unavailabid€tumned, otherwise a new physical address is as-

by some ABI (e.g., from zero to the base addreSigned (using the page-replacement policy).

of the executable is usually not available for map-

ping unless specifically asked for) or platform rePhysical address mappings There is also a re-

quirement (the 64-bit VA hole in the UltraSPARC Nerse lookup mechanism, a mapping from RAM

and II). physical pages back to the virtual mapping struc-
As an examp|e, since fixed memory mappindgre. This is implemented as a vector (indexed by

that succeed may replace other mappings and nidjysical page index) to a structure containing:

also (or only) remove “free space”, therase

method does not require that any of the given in-

terval is already “free”. Similarly, sincesunmapof

an unmapped address interval does not result in an

error, theinsert  method does not require that the ¢ an iterator into the virtual address mappings

given interval is not “free”. structure that points to the virtual address map-
The free space manager also provides for the ping that has a virtual page that has been allo-

searching for free space of a given size and align- cated to this physical page; this is set to a fixed

ment. This is for use with an unfixetmap(the value if the physical page is not being used by

address given tenmapmay be the alignment re- any virtual page;

quired). This search can start from any given point _ ) ) _

in the address space, and works down, returning the® @ Page index into the virtual pages in the above

e a pointer to the simulated RAM that this page
refers to; this is fixed throughout the life of the
virtual address mappings manager;

top-most interval available. iterator; this is undefined if the page is not be-
ing used;
3.3.2 The virtual address mappings manager e a boolean value indicating whether the page

has been written to or not; this is used dur-
ing physical page demapping to write back
changed pages from simulated RAM to host
mappings; this defaults to false, and gets
changed to true on a page protection fault that
is allowed to continue.

The virtual address mappings manager
(VAMappings ) provides an interface to the
current virtual address mappings, as well as the
current physical address mapping (if any) each page
has. It also manages physical page replacement.

For the purposes dfolemn the RAM and vir-
tual address space is divided up into fixed-size paged his is used for a page fault, to look up whether a
(8KB) which can be individually accessed via given physical address has a virtual mapping and if
page-index (the address divided by 8KB = 8192). that virtual mapping is writable.

Virtual address mappings The virtual address Page replacement A page-replacement ob-
mappings is implemented by an associative arri§ft manages the allocation of physical pages.

from virtual address interval to a structure that corNis is implemented through a small in-
tains: terface, just requiring a couple of methods:

used(Pagelndex) , unused(Pagelndex)
e the memory protections that this virtual addressdget _replacement _page() .
mapping is allowed; this is a bitmap of read- Currently there is only one page-replacement pol-
able, writable and executable; icy: least-recently-used. This is implemented as



the index of the least-recently-used physical pagend run on a non-Solaris (and possibly even non-
and a vector (indexed by physical page index) th&PARC) system. In addition, we want to transpar-
contains page indices for the next and previous @ntly simulate 32 and 64-bit executables; many of
ement in the order that pages have been used. Tthis types and structures change size (sige _t)
allows extremely fast lookup of the least-recentlyand arrangement (e.gtruct stat ) depending
used page. Since it is doubly-linked the only changa architecture.

required in the common case of moving the least- None of the types, structures and values expected
recently-used page to the most-recently-used page Solemn when compiled come from system
(this occurs during page replacement) is to changeader files. They are all defined in a set of inter-

the least-recently-used value. face classes (classes that have no state, just types):
theSol , Sol32 andSol64 structures depicted in
Figure 4.

4  Traps and System Calls Sol defines the types that are common to both

Solaris 32 and 64-bit architectures, mostly the

Solemn intercepts Tcc calls (via the *64 -t types, but also other enumerated flags such
ExternalHandler interface, not shown in as the open flags (e.g,RDONLY or mmapflags
Figure 4), and decides what action to take deper{@d-,mmapMARALIGN?).
ing on the trap number, and optionally the system Sol32 andSol64 inherit these types and enu-
call (if the trap is a system call). merations, and also define the architecture-specific

Solemn recognises and handles a few nofyPes, suchasize _t andstruct stat
system-call traps that are routinely called. It also TheSol , Sol32 andSol64 types are not made
handles Solaris 32 and 64-bit system calls (both afgible to any part ofSolemn, except through a
handled using the same interface). couple of interfaces: one to convert from simulated

Some trap numbers are used by tBelemn - values (e.g.mmarflags) to a host-agnostic structure
specific nucleus to communicate witholemn. (€.9., @ simple enumerated class that wraps around
These are frondx60 onwards and are described ithe mmapflags), and one to convert from host-
§4.4.4,54.4.5, andi4.5. operating-system values (e.gtruct stat ) to

Within Solemn , many system calls are simpl;}he equivalent structure in the simulated system.

passed on to the host system, possibly translating
some values before calling the host system call, apdh  Restartable system calls
converting results back to the simulation. Some of
these are listed in Table 2. File descriptors (fd) afidhere are many system calls where there are buffers
translated to and from the simulated set of files to tife.g., open, ioctl, read, write) that point to data in
host file descriptors via thiles interface §3.2). the simulator to be read from (open, ioctl, write) or
Whence, open-flags and mode are all translated w#tten to (ioctl, read) Solemn manages this read-
the SolConvert namespace, which allows coning from or writing to buffers by going through the
version to and from the host and Solaris values. calling CPU’'s MMU. It goes via the MMU since it
cannot go directly to the RAM: not only is it possi-

) ble that the datais in another CPU’s cache (so cache-

4.1 Solaris types and values coherency is required) but it is also possible that the
o . data is not in RAM at afi

Much of Solemn by design is to emulate Solaris Going via the MMU has its own complica-

system calls. A “port” ofSolemn for it to em- tions: the MMU may not have a translation for

ulate the system calls of another operating syst . o : .
(such as SparcLinux or Sparc OpenBSD) would ﬁeﬂ?e required page in its TLB (translation lookaside

quire significant changes. However, since much of 3MaApALIGN is a new value in Solaris 9; if this flag is used
the structure and design of these Unix (or Unix-likeddr is no longer used as a hint, but is instead the required align-

kernels is similar some work has been done to efﬁ‘—e[l‘;ﬁ_f the mfpﬁ’ling- S oaey tuce. Simol
o . is is actually very common and easy to reproduce. Simply
sure that it is po§5|ble. do an anonymous writable mmap, followed by a read into that
Perhaps the biggest problems are the types, stru@mory map. Ammmapdoes not necessarily make the page di-
tures and values expected by the kernel. In a raegtly usable but only potentially usable until there is an attempt

: : : tually access the page. Indeed this will likely cause two
operating system, these are defined in system he%@aégg: firstly a page miss to bring the page into the TLB, then

fi!es, but withSoI.emn we need to do it diﬁeren_tl)” a page fault (protection error), since the page would have been
since we would likeSolemn to be able to compiled initially mapped read only.




System Call sim-to-host conversion  host-to-sim conversion
(other tharerrno )

Iseek, llseek fd, whence

close fd

open path, flags, mode fd

dup fd fd

ioctl fd, request, optional arg  optional arg copy bdck
fstat, fstat64  fd buf

read fd buf

write fd, buf

getuid, getgid

Table 2: Some directly translating system calls.

buffer). Hence the system call handler must detectThe copy-back for ioctl is similar, but now we

the exception, stop system call emulation and retust assume that performing the ioctl multiple times

turn control back to the simulator generating the rés not a problem. This is because if an exception oc-

quired exception. The exception will be processed,rs during copy-back (e.g., the page was mapped

hopefully installing a TLB entry for the faulting ad-read only, but it is actually writable) then the entire

dress, and the faulting instruction (which is thes- system call will be redone after the page protection

tem cal) will be retried. The system call handlefault is handled. If this turns out to be a problem,

will then be called again. then ioctl can easily be changed to behave more like
To deal with this case, the simpler system caltbe re-enterable system calls (read and write: see

(e.g., open, ioctl) assume that the buffer is smay.3).

and that there is no side affect from doing the op-

eration twice (in the case of ioctl copy-back): these

system calls are calletestartable The buffer is 4-3 Re-enterable system calls

fully copied from simulator memory to_ ah_ost ME€Mine puffers in read and write system calls can be
ory buffer; for open the maximum size is the SO\7ery large: these can be much bigger than the set

laris PATHMAXvalue but is stopped when a 2ET0% all pages that can be in the D-TLB at once. The

byte is reached; for ioctl the size is somewhat argégstem calls themselves have a side effect and so are

tr_ary. Ifan exception occurs during the read fromt ot restartable. These facts mean that these system
simulator memory, the system call refurns imme ¢all handlers need to be-enterable i.e., return to

ately generating the required exception. The EXCeBme state achieved part-way through emulation of

tion will get handled by the nucleus which resultﬁ1e system call

in a page-miss trap t&olemn (this is described . .
in §4.4.4). Assuming the virtual address is valid With the read system call, the entire requested

Solemn returns a physical address for the virtu [[pad can be performed at once (and only once) on the

address, the nucleus puts the TLB entry into the %ost, into a host-allocated buffer. The re-enterable

MMU and retries the offending instruction: in thisloart occurs if an exception occurs during copy back

u]to the simulator. If an exception occurs, the por-
case the system call. The system call handler Wt'ljon of the buffer that has not yet been copied back is
be invoked again, but this time the read from th y P

simulator should get further than the last tine &ored W|th|rISpIemn and the exception propagated
back to the simulator. Upon return to the system

5Since both of these buffers are less than a page in size, fll; Solemn recognises that it is re-entering the
number of misses that can occur is usually one, but occasiondigad system call and simply branches to the copy-
two. Itis pathologically possible for there to ieeepage misses phack procedure. This can continually cause excep-

in this case: when the buffer spans two pages, and both page: _
not in the D-TLB, and the first D-TLB insert goes in the firsst[%?]s’ but the buffer for the next re-entry gets shorter

unlocked page, and there are no other unused pages. The se&gh time (ignoring page protection faults).
page miss will occur, and the D-TLB page insert will not find any
unused pages, all unlocked used pages are set to unused, an®#f&B (which would be really bad, and currently not possible
first entry used for the new entry, replacing the first page entryith Solemn since the only locked page is the trap-table) then
A third miss will occur when trying to read from the first half ofthe third page insert will not replace the second page entry; the
the buffer again. Unless there is only one unlocked page in taetire read will now succeed.
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With the write system call, the entire buffer is 4. If the virtual address range contained previous
copied from the simulated memory to the host be- mappings (this can only occur if tramapre-
fore the write is performed. Like the read system quest wa$-IXED) then the previous mappings
call, the copy re-enters where it last failed, so that are unmapped.
very .Iarge buffers can be used.safely. It would beS. The virtual address range is removed from the
possible to perform the host write as soon as somé free space manager
part of the buffer had been copied from the simu- '
lator, but we decided that this might have peculiar6. The virtual address range, protections, and
effects when we have threaded simulation working backing store are added to the virtual address
(although a well-written program should probably  mappings.
not rely on the kernel doing this for them).

To cope with the possibility of multiple threads
calling the same system call (e.g., read) but
with probably completely different file descriptors, Note that this does not allocate physical pages for
buffers, and lengths, we must allow for multipléhe virtual address range. This is done on demand
re-enterable structures: one for each thread. Tiais page misses occur. This is called demand-paging
is best solved by assuming one thread per CP®)d is quite a standard mechanism.
and no thread migration, and storing the re-entry If the mmapis successfulSolemn also checks
state withinSolemn indexed by the CPU. This isif it is possibly anmmaprelated to a dynamically
implemented by an associative array from CPU ig@aded library. If it is, andsolemn has been given

(an integer unique to each CPU on the bus) todasymbol table object to manage, then the symbol
ReentryBuffer . table of the library is loaded; s€d.5.3.

7. The virtual address is returned to the caller as a
successfummap

4.4 Memory-related system calls 4.4.2 Themunmapsystem call

Memory related system calls such bk , mmap The munmap system call asks for all mappings
' g/ithin avirtual address range to be unmapped. Each

and munmap and memory related system trap . ithin that th h ber of
(e.g., page miss) are passed down to the memor&@pplng within thatrange goes through a number o

manager. slages:
1. Any pages mapped to physical RAM are

4.4.1 Themmapsystem call swapped out:

(a) Firstly, for all CPU’s, any TLB entries
for that physical page, and cache lines re-
ferring to any parts of that physical page
are flushed and invalidated. This is done
via direct call fromSolemn to a special
hook in the system bus that implements
this. In a real system this would prob-
ably involve interrupts (for processor-to-

The mmapsystem call asks for a virtual address
space that maps to (part of) afile.

The pages are currently implemented&Salemn
at a fixed 8KB; variable page sizes are planned for a
futureSolemn revision.

An mmapsystem call is emulated yolemn in
a number of stages:

1. Firstly, the parameters are checked for validity; processor communication) and displace-
the required error number is returned if there is ment loads (for invalidates).
a problem. (b) Then, if the page is dirty (s€gh.4.5) the

page is written back to the backing store;
in the simulation this is simply the lo-
cation that wasnmad on the host ma-
chine.

2. Then, if themmaprequest is noEIXED, a vir-
tual address range is found for the request. This
is done by searching through the free space
manager. If there is no space for the required
range therENOMENS returned to the caller. 2. The host backing store is unmapped using a

hostmunmap

3. A hostmmapis performed on the required file

of the required size. Assuming the hostap
succeeds, the resulting pointer is used as the
backing storage for that simulated virtual ad-inally, the entire virtual address range is added to
dress range. the free space manager.

3. The virtual address range is removed from the
virtual address mappings.

11



4.4.3 Thebrk system call Firstly, a physical page is chosen. This is via a
least-recently-used page replacement policy (where

The brk system call is used to extend (or shrink)used,, is defined as when a page miss or protection
the heap.

) fault occurs).
If the request is to extend the heap, thehrka In general. this physical page mav have alread
is equivalent to a fixedhmapto an anonymous, pri- g ' by Pag y y

vate, readable and writable file. been assigned a virtual page. So this existing page

: . . must be swapped out: this involves the same steps
If_the request is to shrink the heap, thebré is as the page swapping in teunmapsystem call
equivalent to amunmap

emulation §4.4.2).

. The faulting virtual page is copied from the back-
4.4.4 MMU-miss system trap ing store to the physical page (the RAM), and the

When a page miss occurs, this means th%fstem.ca_ll returnSW|_th the physical address.
the requested load or store instruction (or in- Note: with a data miss, the new TLB entry that the

struction fetch) refers to an address which fucleus inserts is set to be read-only. Write-access
not mapped within the simulated CPU's TLEShecks are done during protection traps.

(translation lookaside buffer). This causes
a  fast-data-access-MMU-miss (or .
fast-instruction-access-MMU-miss ) 4.4.5 Page protection error system trap

exception. TheSolemn nucleus has short ex-
ception handlers for these exceptiof8.(.2) that

mainly call this specialSolemn -specific system ) .
a page protection exception occurs

trap to do most of the work. .
. S (fast-data-access-protection ). As
The MMU-miss system trap is given the follow- . . .
. ) . ) far the miss exception handling case, tBelemn
ing parameters: the faulting virtual address, an

whether it is a data or instruction MMU miss. nucleus performs a_special syste_m trap to ask
. ) Solemn to check whether the write should be
There are three possible cases:

allowed.

e the virtual address is valid and has already beenAn invariantin the page protection case is that the

mapped to a physical address (the page isPage is already mapped to a physical address. This
RAM); or invariant is maintained during page replacement by

flushing existing translations to the page.
e the virtual address is valid and has not been The page protection System Ca||s|mp|y checks the
mapped to a physical address; or permissions on the virtual page. If writing is not
allowed, simulation halts. If writing is allowed, then
the physical page is marked as dirty (so future page

To simplify many system calls and to avoid usr_eplacements will flush back to stable storage) and
ing signals, invalid addresses cause the simulatiorfg§ System call returns.
halt. Invalid addresses are rarely used in “valid” pro- The Solemn nucleus replaces the previous TLB
grams so this should have little practical effect. ThRNtry with one that also enables writing, and retries
also includes invalid addresses passed to systiH faulting instruction.
calls: instead of returningFAULT, the simulation
will halt. The invalid address case includes protec-
tion errors: an instruction miss to a non-executabe5  Initialisation and Program Loading
page or a data miss to non-read/write page.

If the virtual address is valid and the page is al-h€ initialisation ofSolemn occurs when the nu-
ready mapped to a physical address, then the sysf@g#s calls thesolemn-init system trap during
simply returns with the physical address as the réle boot phase;g.1.1).
turn value. The nucleus inserts the new translationThis sets up the file and virtual memory subsys-
table entry into the TLB and retries the faulting intems, then loads the program into virtual memory
struction. (seeg4.5.1) and loads the dynamic linker as well if

If the virtual address is valid and the page is négquired (seg4.5.2).
mapped to a physical address, then the virtual pagd-inally, the initial process stack is created as
must be assigned a physical page. shown in Figure 2.

When a store is done to a page that has
TLB entry is not marked as writable,

e the virtual address is invalid.

12



4.5.1 Program loading and dynamic linking file contains @T_INTERP program table entry). If

o . his is the case, then the path of the interpreter is
Program loading involves opening the executab Stracted from the program file

file, and parsing the ELF (executable and linking The executable is loaded as per normal, but then

e e o e erreer s aio oded
executable contains the toflowing informatio S Since the interpreter is a dynamic library, it can

ELF header: be loaded at any available address space. Different
type The type of file. Must be eithéEXEC(a nor- Segments within the interpreter must, however, be
mal executable) oDYN (a dynamic library: located at the same relative position as their offsets
this is unusual, but allows for directly runf€quire. Hence, we need to know the entire range

ning /usr/lib/ld.so.1 ). Other possible Of virtual addresses that the interpreter covers in or-
types includeREL (a relocatable object ﬁ|e)der to ensure that we reserve a large enough space.
andCORHa core file). This information (which we could call thepanof

the library) is not explicitly recorded within the ELF
machine The required architecture. This must bstructure; it requires a pass through the program ta-
one of theSPARCvariants. ble to calculate the range of addresses required.
An anonymous, unreadable, address space of size
spanis thenmmaped, giving us the base address of

flags Processor-specific flags for the file; this cafi'€ interpreter. The segments of the interpreter are
give requirements on the platform to be able t92ded usindixed mmays relative to the base ad-
run this program (e.g., the program may coffiress:

tain UltraSPARC-I1I specific instructions). The auxiliary vector table (this follows the argu-
ment and environment lists on the stack, see Fig-

An ELF executable also contains a program tablee 2) is populated with the following information:
with loadable program table entries (a program table i
may also contain other, unloadable entries). EaPlptform The type of platform (as a string; e.g.,
loadable program table entry contains information “SUNW,Ultra-1 ).
about asegmentvithin the executable. This infor-
mation includes:

entry The virtual address of the entry point.

execnameThe file name of the executable.

- i phdr If the executable’s program header table con-
offset The offset from the beginning of the file to tains a program header entry, then the auxiliary

the first byte of the segment. vector contains the value of the program header
vaddr The virtual address at which the first byte of ~ €Ntry (which is defined to be the address of the
the segment resides (i.e., to where the segment Program header tai: It also contains:

must be loaded). The rest of the segment is phent,phnum The size of each entry, and

contiguous. number of entries in the program header
filesz The number of bytes in the file image of the table.
segment. entry The entry point of the executable.

memsz The number of bytes in the memonexecfd If the program header table does not contain
(loaded) image of the segment. Ifthis is greater a program header entry, then the file descrip-
than filesz, then the remainder should be zero.  tor of the executable is added to the auxiliary

o vector.
flags Permissions for the segment: whether the seg-

ment should be readable, writable, and/or expase The address that the interpreter was loaded at.
cutable.
flags Processor flags (the type of processor on the
Each segment of the executable is loaded using the current platform).

emulatednmap(§4.4.1).
pagesz The page size.

4.5.2 Dynamically linked executables sun-uid,ruid,gid,rgid Various user and group ids.

A program is dY_na.mica”Y linked if th_e program has ethis means that the program header table must be part of a
aninterpreter(this is true if and only if the programioadable segment.
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sun-hwcap Sun-specific hardware capabilities of
the current platform.

The auxiliary vector is used by the dynamic linker
(the interpreter) to allow it to do the required dy-
namic linking. The entry point of the user-level pro-
gram is the dynamic linker’s entry point. After link-
ing, the dynamic linker branches to the original pro-
gram’s entry point, which is (usually) in the auxil-
iary vector.

4.5.3 Symboltables

Solemn can optionally be given a symbol table
(classSymbolTable ) object to manage, in which
caseSolemn will load symbols of the simulated ex-
ecutable into the symbol table as required. This pro-
vides for easier debugging and observation of what
exactly is happening during execution. In addition,
if a call tracer is active it means the call tracer can

3. If the object does not fit within the 8K

page, then it loads the entire file with an
unfixedmmapcovering the entirgpanof

the library (that is, the address range that
the library covers; the span is likely to be
much larger than the size of the file). It
does this so that later segments of the ob-
ject can be loaded into the correct offset
relative to the earlier segments. The ini-
tially loaded 8K page is kept as scratch
space for later loads of other dynamic ob-
jects.

. The other segments of the dynamic ob-

ject are loaded usinijxedmmays, within
the address range from the initigpan
coveringmmap

We can detect the initiapancoveringmmap
by checking the offset and length of themap

recognise the symbols of the dynamic linker and  With the dynamic object'span

other dynamic libraries.

During loading of the executable and dynamic
linker this is trivial since it is obvious that we have
just loaded something that has symbols.

¢ If the object is an executable, then themap
must befixedand located at the base address of
the object.

Loading a dynamic object's symbols (such as theall of these tests pass, then we assume that the dy-
dynamic linker) requires we pass the base addreggnic linker is loading an object that will be linked
so the symbol table loader knows where the objeGfd possibly called, so the symbol table of the object

in the library have been loaded.
It is harder to detect when dynamic libraries are
loaded by the dynamic linker. This is because the

is loaded and added to the global symbol table.

dynamic linker simply uses tramapsystem callto 5 The Development ofSolemn

load the object. After a handling a successfuhap

system call §4.4.1)Solemn uses a series of heuris-The development ddolemn is a follow on from the
tics to determine whether anmapis actually load- UserSim [2] module in Sparc SulimaUserSim
ing a dynamically linked library, and hence loads thesed the C library from RSIM[6], and so the exe-

symbol table. These heuristics include:

cutable to be simulated needed to be statically linked

h . with that C library. As a result, there was a limit to
e The mmapwas not anonymous, was privateyq gorts of programs that could be simulated within

and was executable.

UserSim . In particular, programs that useadmap

e The file is a valid ELF object, and is either £ould not be simulated.

dynamic object or an executable.

We investigated the possibility of extending

- _ _ UserSim and the C library to supporhmapand
e Ifthe file is a dynamic object, then we do somgynamically linked executables. This idea was dis-

other checks. We have observed that the dyarded to using an existing full C library, so we did
namic linker does dynamic loading in severajot have to reinvent the wheel. Solaris was chosen
phases: as the platform since we were already familiar with
1. Firstly, it loads the first 8K of the object,'™ ?”O_' our main program of interest, Gaussian, was
presumably in order to read its ELF infor2PHMISed for it. . .
. The main issue with developin§olemn has
mation. NN ) .
been deficiencies in the documentation of Solaris.

2. Then, if the object has only one programg,me examples of this are:
table entry and fits within the 8K page,

it simply uses that loaded page as the li- ¢ The initial process stack [8, pp 3P-25 — 3P-
brary and links to it. 27] and dynamic linking [10, pp 248-255] is
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mode build | #instructions|  haviour of many more interesting programs can be
UserSim 32-bit static 258 examined than was previously possible.
Solemn 32-Dbit static 649 SinceSolemn provides true virtual memory, in-
Solemn | 32-bit dynamic 224913|  cluding swapping, it is possible to examine the ef-
Solemn | 64-bit dynamic 220064| fect of running programs in limited RAM. This is

) ) something we believe is not possible in previous
Table 3: The number of instructions evaluated Qyser-level simulators.

Sparc Sulima when simulating different builds of a \\e gre currently working on extending the sys-
trivial C program (nt main()  { return O; tem calls supported b§olemn , in particular thread
- support. This will allow us to simulate many com-
mercial and scientific workloads.
Sparc Sulima (including  Solemn)

reasonably well documented, although the ré&  Open  source, with  source  code
quired values for various auxiliary vector en@vailable  under ~ the ~ GNU  GPL  at

laris kernel source.

e While the mapping from system call number tAACKNoOwledgements
name is well documented, the fact that some
systems calls are multiplexed, and the systefiie author is a member of the CC-NUMA Project,
call error method are not. Judicious readinghich is supported by Australian Research Council
of Solaris kernel and C library source was arlihkage grant LP0347178, with Sun Microsystems
continues to be required. Inc and Gaussian Inc as industry partners. The au-
thor thanks Peter Strazdins for his comments and

Debugging such a beast is, not surprisingly, quiteedback in developin§olemn and in producing
difficult. This is particularly evident during dynamicthis paper.

linking, when a huge amount of instructions are sim-
ulated. The principle techniques used were:
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