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Introduction I

Large scale data breaches, where a significant amount of
sensitive organizational data is accidentally or deliberately
released to external parties, can be disastrousfor acompany’s
customer perceptionsin the marketplace. Studies show that
more than five significant data breach incidents are reported
every day (Verizon Business 2015). The average cost of a
data breach reached U.S. $6.53 million in 2015, making this
asignificant problem for firms. 1n 2011, in the largest-ever
recorded data breach at that time (Reynolds 2011), the Sony
Play Station Network was hacked, compromising the personal
and financial information of more than 77 million user ac-
counts (Richmond and Williams 2011). The direct costs of
the breach exceeded U.S. $171 million (Hachman 2011) and
financial analysts estimated Sony’s indirect costs exceeded
U.S. $1 billion resulting from brand damage due to negative
customer sentiment (Sherr and Wingfield 2011). In addition
to the Sony data breach, other multinational companies have
faced large scale data breaches. For example, Adobe (a
leading Fortune 500 technol ogy company) and Target (alarge
U.S.-based retailer) reported data breaches and announced
that personal and financia information of more than 170
million user accounts were compromised. The associated
costs for both companies were comparable to those faced by
Sony (Williams 2013).

A key problem for organizations is that affected customers
often discontinue the customer-to-organization relationship
and they do not purchase products or services again once a
data breach hastaken place. For instance, the Ponemon I nsti-
tute (2013) reported that more than 40 percent of customers
who were notified of a data breach considered discontinuing
their relationship with the organization due to unfulfilled
servicequality expectations. Thisisdespitethefact that firms
routinely notify affected customers regarding the breach and
offer an apology, provide a breach description, explain what
information was stolen, recommend steps that customers
should follow to protect themselves, and provide a brief
description of what the organization isundertaking to prevent
further breaches(HHS 2013). Such notificationsare standard
recovery actions and are even mandatory in certain countries
(e.g., theUnited States) andindustries(e.g., healthcare) (HHS
2013). As an effective complementary response action to
suchinformation campaigns, breached organizationscan com-
pensate customersin response to adatabreach (Belanger and
Crossler 2011; Forrester Research 2009, 2011; Smith et al.
2011). However, although customer compensation? is more
effective than information campaigns (Forrester Research
2011), it isalso more costly. Thus, managers face the chal-

2We use the term compensation to refer to both product and service
compensation.
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lenge of determining the appropriatelevel of compensationin
response to a data breach. As data breaches have become
more frequent (Forrester Research 2011), it is critical to
understand how a breached organization can best determine
the optimal level of customer compensation in response to a
data breach.

Three major streams of research inform our work: (1) data
and information systems(1S) security; (2) servicefailure; and
(3) expectation confirmation research. First, databreachesare
central to dataand | S security research. Thus, researchinthis
area offersimportant background for our work. Second, data
breaches are electronically mediated service failures, that is,
“disruptionsinthecore service (e.g., a‘ blackout’ or unsched-
uled ‘down-time in computing services) and failures in
serviceprocesses’ (Bolton 1998, p. 49). Thus, servicefailure
research should provide us with a foundation for under-
standing how firmsuse compensation asaresponseto recover
from service failures. Third, expectation confirmation
research provides a theory-driven approach to explain how a
customer’ sexpectationstoward compensation and their actual
experiencesin response to a breach together explain key out-
comesof interest. Inreviewing literatureinthese streams, we
were unableto identify any empirical studies examining how
customer compensation can be leveraged to successfully
navigatethe post-breach process once customer sentiment has
aready been compromised (for a similar conclusion, see
Belanger and Crossler 2011; Smith et al. 2011).

Against thisbackdrop, weidentified threerelevant gapsinthe
literature. First, although studying data breaches is critical
(Barlow et al. 2013; Crossler et al. 2013; Johnston and
Warkentin 2010a, 2010b; Sen and Borle 2015; Wall et a.
2015; Wang et al. 2015; Warkentin et a. 2009; Warkentin et
al. 2011; Warkentin and Willison 2009; Willison and War-
kentin 2013), empirical work at the individual level is sparse
and wefound that most, if not all, studiesexclusively reported
datarelated to the data breaches after they had occurred; such
approaches are plagued by various biases, such asrecall bias
(see Tversky and Kahneman 1974). Empirical work also
reporting longitudinal data collected during a breach and in
the immediate post-breach stageswould provide afresh view
of customers' reactionstoward compensation and potentially
provide rich insights into data security.

Second, related to the absence of empirical data breach
research, there are few empirical field studies investigating
how organizations can leverage compensation as a response
to real world service failures. Although service failureis a
well-established research streamin marketing (seeBaker et a.
2008) and service failures in face-to-face service environ-
ments (e.g., in a restaurant when a steak is undercooked)
occur more commonly than data breaches, we were unable to



identify any research that leveraged longitudinal data col-
lected during and after areal world service failure. Instead,
wefound literaturethat conceptual ly examined compensation
asarecovery action (e.g., Orsingher et al. 2010), studies that
collected data exclusively during post-recovery stages (e.g.,
Maxham and Netemeyer 2002), and investigations using
scenario-based experimentsinlaboratories(e.g., Grewal et al.
2008; Prasongsukarn and Patterson 2012). Such research
approachesare subject to several threatsincluding recall bias,
experimental interaction effects (e.g., when respondents are
aware that they are participating in an experiment), and
limitations on the generalizability of the findings to a rea
world context (see Compeau et al. 2012).

Third, despitetheincreasing interest in expectation confirma-
tionresearchin IS (e.g., Brown et al. 2012, 2014; Venkatesh
and Goyal 2010), wewere unableto find research that studied
either the modified assimilation—contrast model (see Brown
et al. 2012) or the generalized negativity model (see Brown et
al. 2014) in adatabreach context. Instead, prior ISwork has
leveraged expectation confirmation research to understand
individuals' expectationstoward ISinvoluntary (e.g., library
databases) or mandatory (e.g., organizational ERP systems)
use settings (Brown et al. 2008; Staples et a. 2002; Venka-
tesh and Goyal 2010), examining key dependent variables
such as satisfaction, intention to use, and use. Intheir review
of expectationsresearch, Brown et al. (2014) pointed out that
multiple expectations models have been supported in the
literature. They posited that one reason for the conflicting
findings is that different studies have been conducted in
different contexts and have employed different dependent
variables. They recommended that future expectations
research should consider additional dependent variables. In
the context of data breaches and service recovery, dependent
variables that focus on customers' continuing engagement
withthe organization areparticularly relevant. Testing expec-
tation confirmation models in a data breach context provides
an opportunity for examining additional dependent variables
in order to find a match between expectations models and
dependent variables in this context, thus contributing to
research inthe domain of databreachesand understanding the
applicability and potential boundary conditionsof expectation
confirmation models (for a discussion on breakdowns and
mystery, see Alvesson and Karreman 2007).

In order to addressthe gapsidentified above, the current work
applies a quantitative approach and examines the effect of
customer compensation—the most common and expensive
action that can be employed by organizationsto recover from
a breach—on customer sentiment. To test the effectiveness
of customer compensation as arecovery action, we leverage
work on expectation confirmation (e.g., Anderson 1973;
Brown et al. 2014) to predict three outcome variables:
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namely servicequality, continuanceintention, and repurchase
intention. To thisend, wedraw on recent | Sresearch that has
highlighted the importance of expectations in explaining
various outcomes following an intervention (e.g., Venkatesh
and Goyal 2010). We empirically test our hypotheses using
longitudinal data gathered during and after the 2011 Sony
PlayStation Network data breach. This work thus has the
following objectives:

(1) Discuss the methodological limitations in prior data
breach and service failure research.

(2) Develop polynomia modelsto understand user compen-
sation as a data breach recovery action.

(3) Empirically validate the proposed models using longitu-
dinal datacollected in the context of Sony’ s data breach.

Our work is expected to make three major theoretical contri-
butions. First, we contribute to research on data and 1S
security by examining the effect of customer compensation as
a data breach recovery action. Our work thus provides
insights into a real world, high-profile data breach that has
customer serviceimplications. To the best of our knowledge,
our study is among the first that uses longitudinal data of a
real data breach to test the effects of customer compensation
on key customer outcomes, namely service quality, continu-
ance intention, and repurchase intention. Second, we con-
tribute to the service failure literature because our study is
among thefirst that leverages|ongitudinal field datacollected
inthe context of an electronically mediated real world service
failure (i.e.,, Sony’s data breach). Third, we contribute to
research that focuses on psychological contract breaches
(Zhao et al. 2007). So far, little work in this area has studied
customers' reactions in situations where a customer-centric
service provider has failed in its obligations. Further, our
work has critical implications for practitioners because we
illustrate how compensation can beleveraged asaresponseto
adatabreach. Likewise, thiswork will inform practitioners
managing el ectronically mediated servicefailures (e.g., web-
site outages). As service failures are inevitable for most
service companies (see Baker et al. 2008), our research is
relevant to alarge practitioner base.

Background |
Data Breaches

A databreachisan electronically mediated servicefailurethat
occurswhen sensitivefinancial, personal, or customer datais
released to or accessed by partiesexternal to the organization.
This exposure may be deliberate, such as through a hacking
incident or due to the actions of a disgruntled employee, or
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accidental, such as a lost laptop (Hsu et a. 2015; Johnson
2008; Johnston et al. 2016; Kwon and Johnson 2015; Lowry
et al. 2015), and may relate to any aspect of an organization’s
activities or associations, such as customers, trading partners,
and internal systems (see Symantec 2013). Because dataare
typically collected by an organization asit fulfillsits service
offerings to customers, at least some of the data stored by an
organi zation may relateto the organi zation’ scustomersthem-
selves. Prior research has used avariety of termsto describe
data breaches, such as security breaches (Cavusoglu et al.
2004), information breaches (Malhotra and Malhotra 2011),
and privacy breaches (Wong et a. 2011). Following Culnan
and Williams (2009) and others, we use the term data breach
because, athough the organization may know that their data
has been breached, it typically does not know the content of
the breached data until after the incident has been detected
and investigated (Tomaszewski 2006). Thus, a data breach
can incorporate security, information, and privacy breaches.

The risk of data breaches has been a topic of interest to IS
researchers since the 1970s (e.g., Lane and Wright 1978).
Early research focused on the risks posed by physical access
to sensitive business data and the threat posed by competitor
access to electronic processes (Loch et al. 1992). Research
into the threat of large-scale data breaches became more
popular in the early 2000s, with the growth of commercial
Internet access. As organizations have become more inter-
connected and reliant on confidential customer data, the
number and magnitude of data breaches has grown consid-
erably (Crossler et al. 2013; Johnson 2008; Otto et a. 2007;
Shropshire et al. 2010).

A review of prior literature on data breaches (see Appendix
A) identified 31 studies, al of which focused on the organi-
zational impact of databreaches. Wewere unableto find any
studiesinvestigating customer reactionsto databreaches. Out
of the 31 studies, 3 focused on managers' reactions to data
breaches within organizations (Herath and Rao 2009; Rhee et
a. 2012). For example, Herath and Rao (2009) developed a
model explaining the adoption of information security prac-
tices and policies within organizations as a reaction to a data
breach. Most of the remaining studies employed event study
methods to understand market reactions to breach announce-
ments (Rakes et al. 2012). Although providing critical infor-
mation for internal organizational threats, none of these
studiesinvestigated how to manage customer reactionsto data
breaches. Taken together, this discussion demonstrates that
thereis a lack of research that helps determine the level of
customer compensation that is expected as aresponse to data
breaches.
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Service Failure

Service failure is a disruption in the core service processes
(Bolton 1998) and it affects customer retention and sentiment
(Bitner et al. 1990). Service failures constitute negative
experiences for affected customers and may include various
eventsin different contexts, such asoverly long wait timesin
restaurants, point-of-saleterminal downtimeinretail environ-
ments, temporary network outages that could be triggered by
data breaches (e.g., Sony’ s data breach), or an unclean hotel
room. There is a considerable amount of research that has
studied how to best respond to servicefailures across arange
of industries and service failure experiences (Bitner et al.
1990; Gelbrich 2010; Lee and Lee 2012). As explained in
Appendix B, we reviewed 44 articles focusing on service
failure and recovery actions that firms pursue as a response
strategy to these undesired events. We found several trends
in this literature that are noteworthy.

First, an apology and explanation are the cheapest actionsfor
firms as a response to a service failure and firms usually
provide them as a matter of course (Baker et al. 2008). The
main motivation for firms to apologize and provide informa-
tion regarding the service failure is to appease affected
customers. For instance, Liao (2007) studied customers
reactionsto a service failure and found that an apology had a
positive effect on justice perceptions that in turn positively
affected individuals' satisfaction with service recovery and
repurchase intentions. Given that few, if any, costs are asso-
ciated with an apology and information provision regarding
the servicefailure, much literaturein this area concluded that
firms should offer an apology in service failure situations
regardless of the service failure severity (see Mattila 2009).

Second, wefound aconsiderableamount of research studying
the effect of compensation on customer reactions toward
product and service failures (Gelbrich 2010; Lee and Lee
2012; Mattila and Patterson 2004). Although thereis agree-
ment on the positive effect of compensation as a service
failure recovery strategy, there isless clarity on how to best
match customers’ expectations and compensation levels (see
Gelbrich 2010). Asindicated earlier, offering an apology is
usually undertaken as a matter of course in the event of a
servicefailure. However, prior work found that compensation
is a more effective recovery strategy in a service failure
scenario (Bitner et al. 1990; Gelbrich 2010; Lee and Lee
2012). Customers expectations of compensation vary
depending on the service failure severity and the context in
which the service failure occurs (e.g., car recall by an auto-
mobile manufacturer, apoorly cooked meal at arestaurant, or
alost parcel by acourier service). For instance, some studies



suggested that customers expect small gifts or vouchers in
response to a service failure (see Huang and Lin 2011).
Customers with greater service usage or patronage levels
expect content or additional productsand services(e.g., extra
desserts) as compensation (Grégoire et al. 2009). Other
studies have suggested full compensation in order to restore
perceptions of the service to the original level that existed
prior to the service failure. Full compensation can include
product recallsand product replacements(e.g., offering anew
steak at arestaurant) (Johnston and Fern 1999). When using
full compensation, the organization aimsto fully reconstitute
sentiment both by restoring the productsto their original level
and by addressing the customer’s sense of loss. Further,
although some studies have found that higher compensation
levelshavehigher positive effectson customer sentiment than
lower compensation levels (Boshoff 1997), vastly inflated
levels of compensation can negatively affect customer out-
comes because the reward can be viewed as disproportionate
to the service failure and customers may associate overcom-
pensation with guilt (Estelami and De Maeyer 2002).

Third, out of the 44 articles, we found no field study that
collected longitudinal empirical datafrom affected customers
during and after area world service failure. Instead, much
prior work studied service failures in laboratory settings
where participants were confronted with artificially designed
servicefailure situations (Baker et al. 2008; Roggeveen et al.
2011). Forinstance, Duet al. (2011) investigated customers
emotions during pre- and post-failure stages and the authors
designed aservicefailure scenarioin alaboratory. Similarly,
many authorsexposed participantsto servicefailurescenarios
and studied their reactions toward an exemplified service
failure scenario (Baker et a. 2008; Gelbrich 2010). Asis
often the case with laboratory settings, participants must
imagine how they would react to a particular scenario, which
is unlikely to reflect their actual reactions to a real service
failure.

In sum, prior work on service failure suggests that firms
should apologize to customersin responseto aservicefailure
because it is an inexpensive recovery mechanism. Research
suggests that most firms use apology as a matter of course.
Further, although compensation generally isamore effective
response strategy, it is also more expensive than an apology.
Due to the costs involved in providing compensation, it is
valuablefor firmsto determine the most appropriate compen-
sation level for affected customers. Finally, little prior work
has collected longitudinal empirical data from affected cus-
tomers during and after a real world service failure. This
highlightsakey theoretical and empirical gap: thereisaneed
to better determine the optimal level of customer compen-
sation as a response mechanism for service failures.
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Expectation Confirmation Research

Expectation confirmation has received a great deal of atten-
tion in the IS literature (Bhattacherjee 2001; Brown et al.
2008, 2012; Staples et a. 2002; Venkatesh and Goyal 2010).
Recent IS research has leveraged the models identified by
Oliver (1977): assimilation, contrast, assimilation—contrast,
and generalized negativity (Brown et al. 2014). Anassimila-
tion view suggests that in order to reduce cognitive disson-
ance, individuals will adjust their outcome evaluations to be
consistent with their expectations (Sherif and Sherif 1967).
A contrast view is based in disconfirmation of expectations
and suggests that outcome evaluations are a function of the
directionand size of the gap between expectationsand experi-
ences, with experiences having a stronger effect (Churchill
and Surprenant 1982; Patterson et al. 1997). Assimilation—
contrast integrates these two perspectives. The assimilation
model is proposed to hold for small disconfirmation magni-
tudes (i.e., those within a zone of tolerance) such that the
outcome evaluationswill be biased in favor of expectationsto
reduce cognitive dissonance. The contrast model is proposed
to hold for large disconfirmation magnitudes, such that ex-
periences lead to either a surprise effect (i.e., experiences
greatly exceed expectations) or a disappointment effect (i.e.,
experiences fall very short of expectations). Finadly, the
generalized negativity model isbased on the met expectations
hypothesis (Irving and Meyer 1994; Wanous et a. 1992) and
proposes that any disconfirmation, positive or negative,
between experiences and expectations will negatively affect
the resulting outcome evaluations.

Prior IS research has demonstrated support for each of the
models. For the assimilation model, Szajna and Scamell
(1993) demonstrated that by setting expectations high, user
satisfaction was higher for the same system than when expec-
tationswere set low. Stapleset al. (2002) demonstrated sup-
port for the contrast model by showing that unrealistically
high expectations were associated with lower perceptions of
system effectiveness and satisfaction, when compared to
having accurate or low expectations. Venkatesh and Goyal
(2010) found support for a generalized negativity model by
demonstrating that any mismatch between experiences and
expectations was associated with a negative response toward
using the IS. Finally, Brown et al. (2012) integrated the
assimilation—contrast model and prospect theory and provided
evidence in support of a modified assimilation—contrast
model. Drawing on prospect theory (Kahneman and Tversky
1984; Tversky and Kahneman 1991), the modified
assimilation—contrast model suggeststhat negative disconfir-
mation has a greater negative effect on technology use than
positive disconfirmation has in the positive direction (see
Brown et a. 2012). The results showed that small disconfir-
mation magnitudes were assimilated toward expectations,
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resulting in a positive effect on software use, whereas large
negative disconfirmation magnitudes were associated with
reduced use; large positive disconfirmation magnitudes were
associated with increased use, athough not at the same
magnitude as negative disconfirmation (Brown et al. 2012).
Recently, Brown et al. (2014) demonstrated similar results
across multiple dependent variables: intention, use, and satis-
faction. Giventhat much literature on servicefailure suggests
that, once a service failure occurs, customers adjust their
expectations in terms of their expected compensation, we
believe that the literature around expectation confirmation
provides an appropriate theoretical basis for our work. As
explained in greater detail later, we draw on the modified
assimilation—contrast model and the generalized negativity
model to formulate our hypotheses.

Outcomes of Interest

Given the context of this study, the literature on data
breaches, service failure, and expectation confirmation sug-
gests that three outcomes (i.e., service quality, continuance
intention, and repurchase intention) could serve asimportant
metrics of the effectiveness of compensation as adata breach
recovery action (Baker et al. 2008; Maxham and Netemeyer
2002; Venkatesh and Goyal 2010). Each outcomeis discus-
sed in greater detail below.

Service Quality

The earlier discussion on service failures provides arelevant
base for using service quality as an important outcome for
service failure recovery. Much prior work used service
quality to evaluate the effect of service failure recovery
actions, such as compensation (Lee and Lee 2012; Maxham
and Netemeyer 2002). In the context of our work, service
quality isdefined asthe degreeto which acustomer perceives
the service meets his or her needs and expectations (adapted
from Zeithaml et al. 1996). A service that matches the
customer’s requirements is deemed to be of high quality
(Zeithaml et al. 1996). Because a data breach violates a
customer’s expectations of the service, it can cause a
perception of inferior quality (Mahotraand Malhotra2011).
Therefore, a customer’s perception of the quality of the
service can aso fall.

Continuance Intention
There is substantial research suggesting that continuance

intentionisakey variableto study when aiming to understand
individuals' use of technology (Bhattacherjee 2001; Venka
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tesh and Goyal 2010). Given that Sony’s PlayStation Net-
work relies on users continuing to play online, continuance
intention is a key outcome to study in our work. In the
context of our work, continuance intention is defined as the
degree to which a user feels he or she will keep using the
service (Bhattacherjee 2001). A data breach disrupts the
online service, thereby compromising the user’s intention to
continue using the system.

Repurchase Intention

Much service failure research has studied customers
repurchase intentions to understand how firms can leverage
compensation as a response mechanism to service failures
(Baker et al. 2008; Grewa et al. 2008; Roggeveen et al.
2011). Given that Sony’s network profitability also relieson
customers' repurchase behavior (e.g., purchasing new online
content, such as games), repurchase intention is an important
outcome to study in this context. Repurchase intention is
defined as the degree to which a customer plans to purchase
aproduct or servicefrom agiven provider or retailer againin
the future (adapted from Grewa et al. 2008; Mittal and
Kamakura 2001). A data breach contains material that is
financially or personally sensitive to a customer. To avoid
further information being breached and undue personal risk,
the customer may decline to repurchase services from the
provider.

Together, these three outcomes help us gain a better under-
standing of the effectiveness of compensation asadatabreach
recovery action.

Hypotheses Development I

Information provision regarding adatabreachiscommon and
firms apologize as a matter of course (Baker et a. 2008). As
explained later in greater detail, this was also the case in
Sony’s data breach. Within three days of the initial attack,
Sony provided detailed information and also published an
apology on their PlayStation Network blog. Also, although
not providing any details, Sony indicated in the early stages
of the breach that the company was considering compensation
packages for affected users.

Much prior servicefailure research indicates that individuals
expect different levels of compensation in response to a
service failure (Prasongsukarn and Patterson 2012). In the
casewhen actual compensation level smeet customers’ expec-
tations in response to a service failure, prior work suggests
that compensation can positively influence several outcomes
including perceived service quality (Orsingher et a. 2010),



continuance intention (Huang 2008; Lee and Lee 2012;
Maxham and Netemeyer 2002; Orsingher et al. 2010), and
repurchase intention (Baker et al. 2008; Grewal et a. 2008;
Lee and Lee 2012; Maxham and Netemeyer 2002).

The role of expectations in influencing outcomes is more
complex than simply assessing whether or not expectations
aremet. Expectation research argues that the magnitude and
direction of expectation disconfirmation are critical (Ander-
son 1973; Brown et al. 2012, 2014). The assimilation—
contrast model (Anderson 1973) proposes that when experi-
ences are close to expectations (i.e., within a perceived zone
of tolerance), outcome assessments will assimilate toward
expectations. A zone of tolerance“representstherange of IS
service performance acustomer would consider satisfactory”
(Kettinger and Lee 2005, p. 607). In the context of the cur-
rent study, the perceived zone of tolerance is the magnitude
of compensation disconfirmation that a customer would con-
sider as satisfactory in response to Sony’s data breach. For
example, a customer’s expectations would be fully met if
he/she expected downloadable content (e.g., games) from
Sony and actually received it as aresponse to the breach. In
this scenario, the customer’s expectation disconfirmation
would be zero (i.e., equal to theideal point) and would have
a positive effect on the customer’s perceptions of service
quality, continuance intention, and repurchase intention.
Likewise, those customerswho expected downl oadablegames
but received free membership as compensation from Sony
would likely be satisfied with the compensation because the
magnitude of disconfirmation seems relatively little—
remaining within the perceived zone of tolerance. Therefore,
expectation disconfirmation falling within the zone of
tolerance will also be associated with positive outcome
assessments. Thus, we hypothesize

H1: When the magnitude of expectation disconfirmation
regarding compensation is small and within the per-
ceived zone of tolerance, therewill bea positive effect on
the outcome variables of service quality, continuance
intention, and repurchase intention.

Our second hypothesis focuses on the situation where the
expectation disconfirmation levels are large. Large expecta-
tion disconfirmation can be positive or negative. Anexample
of alarge negative expectation disconfirmation in the context
of our study would be if a customer expects a product
replacement (e.g., new console) as compensation for Sony’s
data breach but receives a general compensation (e.g., small
cashincentive) instead. Insuch ascenario, when experiences
fall far short of expectations, the customer will experience a
disappointment effect, leading to negative outcome evalua-
tions. An example of a large positive expectation
disconfirmation would be if an affected customer expects
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general compensation (e.g., small cashincentive) but actually
receivesaproduct replacement (e.g., new game console from
Sony). Under normal conditions, when expectations are
greatly exceeded, the customer will experience a surprise
effect, leading to positive outcome evaluations. However,
research on service failure suggests that inflated levels of
compensation can negatively affect customer outcomes, such
asservicequality perceptionsand service continuance (Bolton
1998; Maxham and Netemeyer 2002). This is due to the
belief that the reward is disproportionateto the servicefailure
and may be associated with guilt or insincerity on the part of
the organization (Kim and Ulgado 2012). Therefore, weanti-
cipatethat alarge positive expectation disconfirmation would
lead to a situation in which customers feel overcompensated.
Further, recent | Sresearch (see Brown et al. 2012) examining
technology use at theindividual level found that for the same
magnitude of expectation disconfirmation, lossesloom larger
than gains (Kahneman and Tversky 1979). In other words,
when the magnitude of the expectation disconfirmation
between experiences and expectations is equal, positive
expectation disconfirmation has a smaller positive impact on
outcome evaluations than negative magnitudes negative
impact. Therefore, we anticipate that for service quality and
continuance intention, the basic tenets of the modified
assimilation—contrast model (Brown et al. 2012) will hold.
Thus, we hypothesize

H2: When the magnitude of expectation disconfirmation
regarding compensation is large and outside the per-
ceived zone of tolerance, the positive effect of positive
disconfirmation on service quality and continuance
intention will be significantly smaller than the negative
effect associated with the same level of negative
disconfirmation.

In the context of a data breach, the outcome of repurchase
intention fundamentally differsfrom service quality and con-
tinuance intention because it requires customers to exchange
monetary value with the service provider (e.g., paying Sony
via credit card for further downloadable content such as
PlayStation Network games). Given the negative nature of a
databreach coupled with customers’ concernsabout exposing
their credit card information due to unsecured data networks
(Johnson 2008; Zafar et al. 2012), we suggest that customers’
expected compensation levels must be met in response to a
databreachin order toretain customers' repurchaseintention.
In the case of positive disconfirmation, as indicated above,
customers will become suspicious of the inflated level of
compensation, which will negatively affect their willingness
to repurchase products from the company. In the case when
expectations are negatively disconfirmed (e.g., when a cus-
tomer expects a product replacement but actually receives a
small gift card), customerswill bedisappointed and lesslikely
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to continue paying for products from the breached company
(i.e., making purchasesthrough Sony’ sPlay Station Network).
Thus, we hypothesize

H3: When the magnitude of expectation disconfirmation
regarding compensation is outside the perceived zone of
tolerance, repurchaseintentionwill decrease, regardliess
of the direction of disconfirmation.

Method and Results I
Setting

The study is afield study, collecting data from users of the
Sony PlayStation Network, an online multiplayer gaming
service with more than 100 million registered users world-
wide. It constitutes a significant component of Sony’s
gaming division, which earned Sony US $9B in 2010
(Edwards et a. 2011). Network access and use is restricted
to owners of a Sony PlayStation 3 video game console. The
network provides userswith accessto new games, systemand
game software updates, downloadable content, streaming
movies on demand, and a music store. The network also
provides in-game services to allow users to track their
progress, earn achievementsfor compl eted tasks, and i nteract
socially with other users. Sony uses the network to validate
the operational integrity of PlayStation clients, which prevents
tampering and user misbehavior onthe network. To createan
account on the network, users must provide personal infor-
mation including their name, birth date, residential address,
and a valid e-mail address. Users may also provide their
credit card aspart of theregistration procedure. Thispersonal
identification and financia information are then encrypted
and stored on a central server.

Without noticeor explanation, on April 20, 2011, the network
became inaccessible to users around the world and
PlayStation owners could no longer access any of the
network’s services. A day later, Sony announced on its
official blog that the network might be inaccessible for a day
while they investigated the problem (Seybold 2011). This
network outage eventually lasted for more than three weeks.
Amid speculation about the cause, various news mediaoutlets
eventually announced that the network had been compro-
mised, and that user details, email addresses, credit card
numbers, and purchase history information had been stolen
from 77 million user accounts (Cellan-Jones 2011). In May,
2011, Sony began progressively reinstating network access
acrossindividual country sites. Inearly June, Sony offered all
network users a“Welcome Back” package as compensation,
comprising a selection of free games, temporary access to
premium network features, and a free one-year subscription
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toacredit monitoring service. The Sony PlayStation Network
data breach is one of the largest to have ever occurred.
International news sources, such asthe BBC and CNN, pro-
vided ongoing coverage of the breach. Magjor financia
ingtitutions, such as JPMorgan Chase and Bank of America,
advised their customers to carefully monitor their credit card
records for suspicious transaction activity (Aspan and
Baldwin 2011).

Participants

Werecruited participantsusing Mechanical Turk. Intotal, we
received 557 usable responses in the round 1 survey. Of
these, 144 also responded inround 2 of the survey. Appendix
E summarizes the respondent demographics for both rounds.
Table E1 shows that user demographics were comparablein
both rounds. There were more men in the samples, with
approximately 66% in round 1 and 62% in round 2, which is
consistent with the profile of the sampling frame provided by
the panel dataprovider. Income figures suggest areasonable
spread acrosssalary levels. Approximately half of therespon-
dent group was between 20 and 30 years of age, which is
typical of the online population.

Design and Measurement

To design our field study, we considered three important
elements. First, we needed to gather data on a range of
variables among a group of users. Second, the speed of
events meant that we needed an expeditious method for
gathering data.  Third, using expectation confirmation
research necessitated a two-stage approach to gathering data
in order to understand changes in user perceptions and their
impacts on key outcomes. Therefore, we used a two-stage
longitudinal online survey to collect data.

We developed two versions of our research instrument. The
first version of our instrument was used during the first data
collection round and it was designed to examine user expec-
tations regarding Sony’s efforts to recover from the data
breach. The second version of our instrument was used
during the second data collection round and it wastailored to
measure user experiencesregarding Sony’ s effortsto recover
from the data breach. We surveyed the same users in both
rounds. Figure 1 showsthetimeline of the databreach juxta-
posed with the two data collection rounds. Consistent with
prior research (e.g., Venkatesh et al. 2003), we adapted
existing scaleswhere possible. We required two sets of com-
pensation items, in order to capture expected compensation
(C2) and experienced compensation (C1). Because we did
not know what compensation would be offered by Sony, we
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Figure 1. Timeline of Sony PlayStation Network Data Breach and Data Collection Rounds

needed to capture a variety of compensation types in both
rounds (for instance, Sony could have offered one month of
free service or afree replacement game console). Dueto the
fact that Sony focuses on providing products and servicesto
customers, wedid not survey respondentsregarding financial
compensation types, such as credit monitoring. Because the
nature of this compensation could be both additive and
mutually exclusive, we modeled compensation as an index
measure. Index measures are also commonly used in service
failure research and we found several studies that have used
index measuresto eval uate customer reactionstoward service
experiences (see Brown et al. 2005).

We adapted a three-item scale for compensation from Smith
et al. (1999) and Smith and Bolton (1998, 2002). In devel-
oping itemsfor compensation, we note that general itemsthat
do not specify acontextual connection could be used (e.g., “I
expect that the console network provider will give me com-
pensation if a security breach occurs’) or items that leverage
the context could be used (e.g., “I expect that Sony gives
customers free downloadable content if the network is
breached”). We used both approaches, but given thefocuson
context as abasis for our theory devel opment (Alvesson and
Kérreman 2007; Johns 2006), we used the context-based
itemsinour analysis. Anexample expectationitem (C2) was:
“l expect to get a new console if the console network gets
hacked.” We created corresponding itemsfor experiencewith
compensation (C1). Following Edwards(2002), we computed
the experience product score of [x=(C1*C2)] in order to
capture theinteraction between expectations and experiences

and used the product scores in further analyses outlined
below.

To measure our outcome variables, we drew on prior litera
turein marketing and | S because they have been widely cited
in previous studies of security and ISuse. The extent of prior
use of these items meant that they had been validated across
a variety of contexts. The scale for service quality was
adapted from Yoo et al. (2000) and continuance intention
items were adapted from Venkatesh and Goyal (2010). The
repurchase intention construct was measured using items
adapted from Brady et al. (2008). Appendix C lists the con-
structs and corresponding survey items employed in our
study. We used seven-point Likert scalesfor all items. Asin
prior work, gender was a dichotomous variable. Based on
Dillman et a. (2008), age and annual salary weremeasuredin
grouped categories, as shown in the “Results’ section later
(see Appendix E). Fortunately, it is possible that our ana-
Iytical tool is robust to the violation of ordinal data (Conover
and Inman 1981; Labovitz 1970).

Age and gender were employed as control variables in al
models following prior work on service failure and 1S
research (see Hess et al. 2003; Morris et a. 2005). In addi-
tion, we controlled for three variables related to the context:
extrinsic motivation, intrinsic motivation, and habit associated
with Sony PlayStation Network gaming. The motivational
model with itsrootsin psychology (seeVallerand et al. 1997)
has been demonstrated to have substantial explanatory power
in explaining human behavior including technology use (see
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Venkatesh et al. 2003). Although avariety of models, such as
thetechnol ogy acceptance model and unified theory of accep-
tance and use of technology, have been widely used in IS
research (Venkatesh et al. 2003; Venkatesh et a. 2012),
because of the hedonic nature of gaming, we felt it was more
appropriate to control for variables that related to the
behavior. Specificaly, thereis evidence in IS research that
these motivations, and especialy intrinsic motivation, are
particularly suited to explaining technol ogy-related behaviors
for hedonic contexts (see van der Heijden 2004; Venkatesh
and Johnson 2002; V enkatesh and Speier 2000). Also, when
behaviors, including technology use, have been previously
performed, therole of habit can be significant (see Venkatesh
et al. 2012). For these control variables, namely extrinsic
motivation, intrinsic motivation, and habit, we adapted
validated scalesfrom previousresearch (see V enkatesh 2000;
Venkatesh and Johnson 2002; Venkatesh and Speier 2000;
Venkatesh et al. 2012).

Pre-test and Administration

Prior to both stages of the survey administration, we con-
ducted a pre-test of each instrument in order to strengthen
readability and face validity. We asked four I Sresearchersat
an Australian university to compl ete a paper-based version of
the survey. We asked respondents to flag unclear or
confusing items or sections of the survey instrument. We
discussed these items among the researchers and in light of
the existing literature. We modified the itemsin accordance
with the respondent feedback and produced final versions of
the survey instruments.

Weemployed apanel dataprovider to administer the surveys.
Candidate respondents were first required to indicate their
ownership of arange of different electronic devices. Those
who did not indicate ownership of aSony PlayStation 3 were
excluded from the participant group. Participation was
encouraged via small monetary incentives provided by the
panel data provider: each respondent was paid U.S. $5 to
participate in round 1 and US $6 to participate in round 2.

The first survey round was undertaken when Sony’s data
breach initially took place, beginning on May 9, 2011, and
lasting for eight days. The second round was initiated after
Sony had repaired the network and offered a compensation
package to users, beginning on July 3, 2011, and lasting for
eight days. Once the second data collection round was com-
pleted, we examined the survey completion times of all
responses. Wethen excluded respondents who took too little
time to complete the survey or inconsistently answered items
(e.g., responding “incorrectly” to reverse-coded items). We
felt that comparing early versus late responses was unneces-
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sary because each data collection round was completed in
about a week and no reminders were employed (Churchill
1979). Because the panel data provider was asked to
exclusively contact participants who also completed the sur-
vey during the first data collection round, we received fewer
responses in the second round. We conducted additional
testingin order toidentify potential responsebias. Theresults
presented in Appendix D revealed no evidence of aresponse
biasin round 2.

Prior work on common method bias recommends using
longitudinal surveys to aleviate common method concerns.
Thisis dueto the fact that the temporal separation of survey
roundsreducesthelikelihood that respondentscan cognitively
access their initial responses during the follow-up data
collection rounds (see Rindfleisch et a. 2008). Our longi-
tudinal research design thus helps alleviate threats from
common method bias. In addition, we conducted aHarman's
one-factor test (see Podsakoff and Organ 1986) and the
marker variable technique (Lindell and Whitney 2001,
Malhotra et al. 2006) to investigate the presence of common
method bias.® For the Harman’s one-factor test, we entered
al variables of interest into a factor analysis to check if a
singlefactor emerged or if one single factor accounted for the
majority of the variance explained. Neither condition was
met and no component explained more than 50% of the
model. For the marker variable technique, we used the
smallest observed correlation among the variablesin our data
asaproxy for commonmethod variance (Lindell and Whitney
2001; Malhotra et al. 2006). The matrixes of item-to-item
correlations for the computed models showed a high
proportion of nonsignificant item-to-item correlations in the
data. Given our research design, we conclude that common
method bias was not a major concern for the data we
collected.

Data Analysis Approach

Below, we introduce the principles of polynomial modeling,
response surface methodology, and the analytical represen-
tation of the models tested for our study (see Brown et al.
2014; Venkatesh and Goyal 2010).

Polynomial Modeling

Polynomial modeling includes a hierarchical analysis of
polynomial equationsthat allowsresearchersto examine com-

3Wheress both the Harmon test and the marker variable approach have
serious drawbacksthat can lead to erroneous conclusions about the extent of
CMV (Podsakoff et al. 2003; Sharma et al. 2009), they are both still used.



plex rel ationshi ps between component measuresand outcome
variables (Venkatesh and Goyal 2010). The constraintsim-
posed by the direct measurement of disconfirmation can be
relaxed by using the procedure described by Edwards and
Harrison (1993). In contrast to linear models, polynomial
modeling permits the examination of curvilinear terms and
provides a more accurate representation of the relationships
between the component measures and outcomes (Edwards
2002; Edwards and Harrison 1993). By relaxing the con-
straints of the regression equation that corresponds to the
theoretical model, the constraints can be used to falsify the
hypotheses. Edwards (2002) suggests that a conceptual
model issupportedif (1) thevariance explained by theuncon-
strained equation is different from zero; (2) the constraints
imposed by the modedl are satisfied; (3) al coefficients
included in the regression equation follow the appropriate
pattern; and (4) the variance explained by the higher-order
terms (one order higher than those in the equation) does not
differ from zero. As outlined by Venkatesh and Goyal
(2010), component scores are initially entered into a linear
equation to test their relationship with an outcome variable.
The second stage of the analysis involves the inclusion of
higher-order terms along with product termsinto the equation
in order to test for curvilinear relationships among the vari-
ables. Next, quadratic and cubic terms can be added to the
equation to identify the existence of higher-order curvatures
(Edwards 2002). Thisprocedureisrepeated until thevariance
explained by the next higher-order equation is statistically
insignificant. Asindicated earlier, we measure two distinct
component measures, namely compensation expectations (C2)
and post-service failure compensation experiences (C1).
Polynomial modeling allows us to maintain the distinction
between expectationsand experiences, and separately investi-
gate their effects on the outcome variables.

Response Surface Methodology

Response surface methodology is a collection of statistical
testsused to gain aricher and deeper understanding of higher-
order polynomial regressions. Because polynomial equations
are often difficult to interpret, researchers use response
surface methodology because it helps in visuaizing the
surface’s equation coefficients (Edwards and Parry 1993).
Response surface methodology centers around three key
features of the surfaces created based on the polynomial
models: stationary point, principal axes, and slopesalong the
lines of interest. Edwards and Parry (1993) define a
stationary point asapoint at which the slope of the surfaceis
zero in al directions. Principal axes are defined as lines
running perpendicular to each other with anintersection at the
stationary point (Edwards and Parry 1993). The upward
curvature is maximum along thefirst principa axisfor acon-
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vex surface. The downward curvatureis minimum along the
second principal axisfor concave surfaces. Theother lines of
interest include the confirmation axis and disconfirmation
axis. The disconfirmation axis runs perpendicular to the
confirmation axis.

Proposed Models

In order to test our proposed models, we use the analytical
representations developed by Brown et al. (2014). We pre-
sent an overview here and the interested reader is referred to
Brown et a. (2014) for adetailed discussion of the derivation
of the various tests.

Assimilation—Contrast Model

We proposed a modified assimilation—contrast model (see
Brown et a. 2014) for the outcome variables of service
quality and continuanceintention. Asrepresentedin hypothe-
ses 1 and 2, our model proposes that if the magnitude of
expectation disconfirmation issmall and within the perceived
zone of tolerance, there will be a direct positive effect on
service quality and continuance intention. In contrast, if the
magnitude is large and outside the perceived zone of toler-
ance, service quality and continuance intention will be
influenced by the magnitude and direction of thedisconfirmed
expectations. High positive disconfirmation will havealarge
positive effect on service quality and continuance intention.
High negative disconfirmation levels will have alarge nega-
tive effect on service quality and continuance intention.
Based on the exi sting assimil ation—contrast literature (Brown
et al. 2012), we propose that negative disconfirmation levels
havealarger impact than positive disconfirmation levels. An
analytical representation of this model is shown below:

Z =b, +b,C, + b,C, + b,C;?+ b,C,C, + b.C,% + )
bsC.2+b,C°C, + b,C,C2+b,Cl+e

Where Z = Outcome variable (service quality, continuance
intention); C, = Experienced compensation; and C, =
Expected compensation.

Intermsof slopesalong the confirmation and disconfirmation
axes, a, represents the slope along the confirmation axis and
a, represents the slope along the disconfirmation axis.

The following tests need to be supported to find support for
the model:

Testl: a’>0
Test2: |bg|, [oy], [bgl, or [b] > 0
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Test3: a>0
Test4: a?=0
Test5: a*=0
Test6: a (negative disconfirmation) = a, (positive

disconfirmation)

Generalized Negativity Model

We proposed ageneralized negativity model (seeBrownetal.
2014) for repurchaseintention. Aspresented in hypothesis 3,
thismodel isbased on the assumption that a state of cognitive
dissonance occurs if a person expects a certain event but
experiences something different (Carlsmith and Aronson
1963). For the generalized negativity model, any disconfir-
mation negatively influences the outcome evaluations,
independent of whether the disconfirmation is positive or
negative. Thus, in the context of our study, we propose that
positive or negative disconfirmation levels will have a nega-
tive effect on repurchase intention. An analytical represen-
tation of this model is shown below:

Z=b,+b,C, +b,C, +b,C2+b,C,C,+bCl+e (2

Where Z = Outcome (repurchaseintention); C, = Experienced
compensation; and C, = Expected compensation.

Asnoted earlier, intermsof slopesalong the confirmation and
disconfirmation axes, a, representsthe slope along the confir-
mation axis and &, represents the slope along the disconfir-
mation axis.

The following tests need to be supported to find support for
the model:

Test 1:  |by, by, or |bg|>0

Test2: a,=0

Test3: b,=hb,

Test4: a?<0

Test5: a >0

Test6: a?=0

Test7: by;<0;b,>0; b;<0
Results

Preliminary Analysis

Given the reasoning outlined in the hypotheses devel opment
section, we expected the data to be nonlinear. Edwards
(2009) suggests using polynomial regression analysis when
nonlinearity is expected. Therefore, following Edwards
(2002), we initialy screened the data set for outliers using
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Cook’s D and standardized residuals from regression equa-
tions. In total, we excluded 12 cases that met the minimum
criteriarecommended by Bollen and Jackman (1985). Dueto
the fact that the number of cases excluded in this study only
representsavery small part of our sample size, we concluded
that our results did not suffer from a bias in the statistical
model (Cohen et a. 2003). Next, we calculated the average
of the scale-centered compensation itemsin order to estimate
expectations and experiences. Edwards (2002) recommends
undertaking this step by subtracting the scale midpoints from
the actual scores. Scale centering reduces multicollinearity
problems and improves meaningful interpretation of the
polynomial equation coefficients (Edwards 2002; Edwards
and Harrison 1993). The scores computed after scale-
centering ranged from-3to +3, aswe used seven-point Likert
agreement scalesto measure our items. Thevarianceinflation
factors (VIFs) were low for al variables (< 2.5), indicating
that the data did not suffer from multicollinearity problems.
Because we used similar items to measure expectations and
experiences, weused the Durbin-Watson test statistic to check
if our data suffered from correlated measurement errors
between the items—the results (p > 0.05) revealed that this
was not a problem.

As suggested by Edwards and Parry (1993), bootstrapping
and jackknifing are both appropriate procedures to estimate
the significance levels for response surface components
including the slopes of the confirmation and disconfirmation
axes. Bootstrapping is generally believed to be freer of bias
and thus we used it to calculate the significance levels for
variousestimates. For al analyses, C, represents experienced
compensation, C, represents expected compensation and Z
representsthevariousoutcomevariables(i.e., servicequality,
continuance intention, and repurchase intention). The scales
were al found to be reliable with Cronbach alpha values
exceeding .80 in al cases.

As expected, a principal component analysis with direct
oblimin rotation to allow for correlated factors supported a
two-factor solution across the expectations and experiences,
with all loadings greater than .70 and cross-loadingslessthan
.35. We followed Harman (1976) and chose adelta value =
0 because it yields factors that are most oblique. The pattern
of results for a principal components analysis with direct
oblimin rotation with al multi-item independent variables
revealed asimilar pattern and isshown in Table 1. Discrim-
inant validity was supported by low cross-loadings (all were
less than .40). Convergent validity is supported by loadings
exceeding .707 for all constructs.

The descriptive statistics and correlations are shown in Table
2. The descriptive statistics show that the means of both
expected and experienced compensation scaleswereall above
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Table 1. Loadings and Cross-Loadings

1 2 3 4 5

1 75 .20 .08 .04 .08

Extrinsic motivation 2 a7 21 .16 .02 .05
3 .83 .20 .23 .08 .10

1 .20 .84 .20 .10 A3

Intrinsic motivation 2 14 73 17 13 A2
3 .15 75 .15 12 .14

1 .16 .03 .73 A7 15

Habit 2 .14 .05 71 .10 .10
3 .04 10 .80 A2 A2

1 .08 13 .13 .73 .32

Experienced compensation 2 .07 .07 12 .75 31
3 .04 .09 14 a7 .30

1 .08 .08 .10 .30 74

Expected compensation 2 .09 .05 .04 .28 73
3 .02 .03 .05 .26 .70

Table 2. Descriptive Statistics and Correlations

Mean SD 1 2 3 4 5 6 7 8 9

1 Gender Note 1

2 Age Note 1

3 Extrinsic motivation 5.12 1.05 | -.44% | - 40**

4 Intrinsic motivation 5.51 0.70 | -.57** | -.33* .23+

5 Habit 5.60 0.66 | -.60** | -.47* AQ#rx | BB

6 Experienced compensation | 4.01 1.30 NA NA .20** .15* .19%*

7 Expected compensation 4,99 1.21 NA NA A7 21%%% | [ 22%xx | Q3***

8 Service quality 4.43 1.01 NA NA 12* .08 23%%% | 48%xx | Z1xxx

9 Continuance intention 4.59 1.29 NA NA A7 24%k% | B4kxx | BYxkk | BTk | 3Bkax

10 Repurchase intention 3.50 1.51 NA NA 15 30%Fx | Z7xxx | B8rrk | 4] kk* 37 | 40%*
Notes: 1. The distribution of gender (1 represents women) and age are as shown in Appendix E.

2. *p < .05; **p <.01; ***p < .001.

the midpoint of the scale and interestingly, the experienced
compensation was lower than the expected compensation.
The correlations between the compensati on and the outcomes
were positive, with expectations having a stronger effect.
Also, al outcomes were correlated, which is to be expected
across customer outcomes. To assess the distributional pro-
perties of the outcome variables, we initialy plotted histo-
grams and checked for skewness and kurtosis. The results
showed some deviations from normality. However, tests of
multivariate kurtosis (Mardia 1970) and multivariate nor-
mality (Looney 1995) demonstrated that the assumption of
multivariate normality was violated. To some extent, thisis

to be expected given that nonlinear rel ationships are expected
to hold.

Hypotheses Testing

We used polynomial regression analysis to test our models.
We examined the unconstrained regression equations for the
assimilation—contrast model and the generalized negativity
model for the different dependent variables. For the
assimilation—contrast model with service quality as the
dependent variable, an F-test (p < 0.01) showed that the cubic
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equation (R? = .61) explained a significantly greater amount
of variance than the linear equation (R*> = .19) and the
quadratic equation (R*> = .33). Likewise, for continuance
intention as the dependent variable, an F-test (p < 0.01)
showed that the cubic equation (R?= .56) explained a signi-
ficantly greater amount of variance than the linear equation
(R? = .26) and the quadratic equation (R? = .34). Based on
thesefindings, we used the cubic equation to test the modified
assimilation—contrast model. For the generalized negativity
model, the F-test (p < 0.01) showed that the quadratic
equation (R? = .48) explained a significantly greater amount
of variance than the linear equation (R? = .19) and the cubic
equation (R? = .44) did not add substantial additional vari-
ance, with all cubic terms being nonsignificant. Therefore,
we used the quadratic eguation to test the generalized
negativity model.

H1 held that when the magnitude of expectation discon-
firmation regarding compensation is small and within the
perceived zone of tolerance, expectations would have a
positive effect on the outcome variables of service quality,
continuanceintention, and repurchaseintention. Based onthe
results shown in Tables 3 and 4, using the tests mentioned
earlier, thishypothesiswas supported. H2 held that when the
magnitude of expectation disconfirmation regarding compen-
sationislarge and outside the perceived zone of tolerance, the
increasein servicequality and continuanceintention would be
significantly smaller than the decrease associated with nega-
tive disconfirmation. Based on the results shownin Tables3
and 4, using the tests mentioned earlier, this hypothesis was
supported. H3 held that when the magnitude of expectation
disconfirmation regarding compensation is outside the per-
ceived zone of tolerance, the repurchase intention would
decrease, regardless of the direction of disconfirmation.
Based on the results shown in Tables 3 and 4, using the tests
mentioned earlier, this hypothesis was supported.

Response Surface Analysis

Asshownin Table 3, the higher-order termsfor predicting all
dependent variableswere significant, indicating that therela-
tionship between compensation and the dependent variables
iscurvilinear. In order to provide additional support for our
hypotheses, we used response surface analysi sto better under-
stand the exact relationship between compensation and the
three dependent variables.

Modified Assimilation—Contrast Model. Asnoted earlier, H1
and H2 were supported if the cubic slope of the surface along
the disconfirmation (%) axis was significant and positive.
Table 4 shows that the cubic slopes of the surface along the
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disconfirmation axiswerefound to be positiveand significant
for servicequality (3= 2.31, p <.01) and continuanceinten-
tion (a*= 2.55, p<.01), thus providing additional support for
H1 and H2. Likewise, thelinear slopefor service quality (a,
=0.21, p<.01) and continuance intention (a, = 0.39, p< .01)
aong the confirmation axiswas significant and positive. The
curvilinear slopes for service quality (quadratic slope a2 =
-0.14, p< .05; cubicslopea = 0.35, p < .05) and continuance
intention (quadratic slope a2=-0.09, p < .01; cubicslope a2
=0.37, p < .05) dong the confirmation axis were also signi-
ficant. 1t should be noted that despitethe significant p-values,
the values for the curvilinear slope for continuance intention
werecloseto zero, providing only weak support for the model
(see Edwards 2002; Edwards and Parry 1993)° Additionally,
prior work in S and reference disciplines has noted that small
coefficients, although statistically significant, may not be
practically significant because small coefficients are not
significantly different from zero (see Edwards, 2002; Lin et
al. 2013).

Overadl, we note that the response surfaces for H1 and H2
have three important characteristics. First, the relationship
between compensation and service quality and continuance
intention is curvilinear such that for high magnitude of dis-
confirmation, service quality and continuance intention are
driven by thelevel and direction of disconfirmation. For low
magnitudeof disconfirmation, servicequality and continuance
intention are driven by expectations. Second, the levels of
service quality and continuance intention are highest for
positive disconfirmation and lowest for negative disconfir-
mation. Third, decreases in service quality and continuance
intention for negative disconfirmation are higher than the
increasesin service quality and continuance intention.

Generalized Negativity Model. H3 was supported if the
quadratic slope of the surface along the disconfirmation (a,°)
axis was significant and negative. Table 4 shows that the
quadratic slope of the surface aong the disconfirmation axis
was negative and significant for repurchase intention (g =
-2.58, p < .01), indicating that H3 was supported. Similarly,
the linear slope for repurchase intention (a, = 1.42, p < .01)
aong the confirmation axiswas significant and positive. The
curvilinear slope for repurchaseintention (quadratic Slope a,?
=-0.48, p < .05) along the confirmation axis was also nega-
tive and significant. Also, the results of an F-test (p <.01)
showed that the cubic model did not explain significantly
higher variance than the quadratic model for repurchase
intention. Thus, the generalized negativity model was sup-
ported. We followed the procedures outlined in Edwards
(2002) to interpret our coefficients; additionally, we note that
given the magnitude of our coefficients and our modest
sample size, they are practically significant.
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Table 3. Predicting Outcomes Using Compensation

First-Order Linear Second-Order Quadratic Third-Order Cubic
Equation Equation Equation
Dependent Variable | Predictors R? B SE R? B SE R? B SE

Age -0.13 0.02 -0.15 0.04 -0.11 0.02

Gender 0.20* 0.02 0.13 0.03 0.10 0.02

EM 14+ 0.03 0.07 0.03 0.06 0.04

IM 0.19 A3 0.03 0.11* 0.03 0.08 0.03

Habit .20% 0.04 0.33 0.17* 0.04 0.13* 0.04

C, 0.53*** 0.07 0.55** | 0.02 -1.20%** 0.03

. ) C, 0.39** 0.04 0.43** | 0.03 1.41%* 0.05
Service quality > 0.61

C, -0.40*** | 0.02 -0.44%** 0.02

C,C, 0.87** | 0.02 0.83*** 0.04

C,? -1.02*** | 0.03 -0.53%** 0.02

c? 0.50%** 0.01

C,’C, -0.55%** 0.01

C,C2 0.83*** 0.01

c,? -0.43%* 0.02

Age -0.17 0.06 -0.13 0.04 -0.10 0.02

Gender 0.28*** 0.02 0.12 0.03 0.10 0.03

EM 0.17** 0.02 0.12* 0.02 0.07 0.04

IM 0.26 0.15* 0.03 0.11* 0.03 0.08 0.04

Habit 0.247** 0.02 0.34 0.15* 0.02 0.12* 0.02

C, 0.61*** 0.05 0.51** | 0.02 -0.91%** 0.02

. ) . C, 0.42%** 0.03 0.50** | 0.03 1.30%* 0.04
Continuance intention > 0.56

C, -0.46*** | 0.01 -0.42%** 0.01

C,C, 0.96*** | 0.03 0.82%** 0.03

(X -1.28** [ 0.05 -0.49% [ 0.01

c? 0.55%** 0.01

C,’C, -0.60*** 0.01

C,C2 0.91%** 0.02

c,? -0.49%* 0.01

Age -0.12 0.02 -0.12 0.02 -0.11 0.02

Gender 0.10 0.03 0.08 0.04 0.10 0.02

EM 0.08 0.03 0.06 0.04 0.04 0.04

M 0.19 0.10 0.04 0.08 0.03 0.07 0.04

Habit 0.06 0.03 0.44 0.05 0.03 0.04 0.04

C, 1.09*+* 0.03 0.69*** | 0.02 0.69*** 0.02

) . C, 0.64%** 0.03 0.73** | 0.02 0.88*** 0.07
Repurchase intention > 0.48

C, -0.80*** | 0.02 -0.51%** 0.02

C,C, 1.05** | 0.03 0.80%** 0.03

C,? -0.73** | 0.02 -0.35%** 0.02

c? 0.04 0.03

C,’C, 0.13 0.05

C,C2 0.21 0.08

(o 0.04 0.03

Notes:  C, = Experienced compensation; C, = Expected compensation.
Control variables: Age, gender (1 represents women), EM (extrinsic motivation), IM (intrinsic motivation), and habit.
*p < .05; **p <.01; ***p < .001.
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Table 4. Values of Slopes along Lines of Interest

Dependent Confirmation Axis Disconfirmation Axis
Variable Model C,=¢C, C =-C, Summary
& | & &’ | a | 3 3’
Modified Testl: a’>0;
Service quality | assimilation— 021 | -0.14 | 0.35 2.31 | Test2: |bg, b, [bg|, Or [b|> O;
contrast Test3: a,>0;
Test4: a?=0;
. Modified Test 5: 3=-0:
Continuance S - ac=u
intention assimilation— 0.39 | -0.09 0.37 2.55 | Test 6: @, (negative disconfimation) =
contrast A
y (positive disconfirmation)
Test 1. |by], [b,|, or |bs|> O;
Test 2: ay=0;
. Test 3: b, =b,;
E‘fg’r‘]gg:ase S:“aet'ir\"j‘i't'zed 142 | -0.48 004 | 258 Test4: a2<0;
9 y Test5: a,>0;
Test6: a2=0;
Test7: b;<0;b,>0;b;<0
Notes:  C, = Experienced compensation; C, = Expected compensation; a, = linear slope along confirmation axis; a, = linear slope along

disconfirmation axis; a,>= quadratic slope along confirmation axis; ayzz quadratic slope along disconfirmation axis; a,® = cubic slope along
confirmation axis; and ay3 = cubic slope along disconfirmation axis.
All reported values are significant based on the bootstrapping procedure recommended by Edwards and Parry (1993).

The response surface for H3 has three mgjor features. First,
thehighest outcomein repurchaseintention occurswhenthere
is no mismatch between expectations and experiences (i.e.,
the confirmation axis). Second, repurchase intention
decreases when expectations fall short of experiences or
expectations exceed experiences. In other words, any devia-
tion from the confirmation axis leads to lower repurchase
intention. Third, the slope of the surface changes from posi-
tive to negative at the confirmation axis. Figure 2 isavisual
representation of the three-dimensional plots of the results.

Discussion I

Despitebeing animportant topic for organizations, littlework
has empirically investigated how to successfully manage a
databreach after customer datahave been compromised. Our
work aimed to address this gap. First, we discussed the
methodological limitations in prior data breach and service
failure literature. Second, we developed polynomial models
to understand compensation as a managerial response mech-
anismto databreaches. To develop the models, weleveraged
prior expectation confirmation research to hypothesize the
role of expectations and experiences in explaining three key
outcomevariables(i.e., servicequality, continuanceintention,
and repurchaseintention). Indoing so, werespond to the call
in recent research (Brown et al. 2014) to examine different
contexts and additional dependent variables using expecta-
tions models. Third, we empirically validated the proposed

718 MIS Quarterly Vol. 41 No. 3/September 2017

models in a field study in which we collected longitudinal
data during and after the Sony PlayStation Network breach.
We found that, as long as customers expectations toward
compensation are met and stay within the perceived zone of
tolerance, compensation is an effective tool to influence
customers' servicequality perceptionsand continuanceinten-
tion. If thereis a large magnitude of customer expectation
disconfirmation related to compensation in responseto adata
breach, positive expectation disconfirmation (i.e., exceeding
expectations) has asmaller positive effect on customers’ ser-
vice perceptions and continuance intention than the negative
effect of negative expectation disconfirmation (i.e., failing to
meet expectations). We also established that customers
repurchaseintentions are negatively influenced when thereis
any discrepancy between expectations of compensation and
actual experiences. Thisstudy isone of thefirst to uselongi-
tudinal data, proximal to the breach, to investigate customers
reactions to compensation as a recovery action for data
breaches. Our unique data set collected during and after
Sony’ s data breach took place, allowed usto provide recom-
mendations for researchers and organizations interested in
using compensation as a data breach recovery action.

Theoretical Contributions and Implications

Our study provides theoretical and methodological contribu-
tions. First, we contribute to the security literature through
the collection of unique data associated with apublic security
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Figure 2. Response Surface for Compensation Predicting the Dependent Variables

breach. Because security incidents are typically sudden and
affected organizations resist outside scrutiny, empirical data
on actual security eventsissparse. Crosser et a. (2013) sug-
gest that security research lacks of empirical and longitudinal
research and argue: “In Behavioral InfoSec research, longi-
tudinal...studies are rare, and need to be fostered and
encouraged in order to enrich the field” (p. 95). Data have
often been collected long after the fact or have been based on
stylized scenarios for respondent stimulus. In this paper,
longitudinal datacollected at the time of the breach enhanced
our understanding of user reactions and allowed us to study
the stimulus—outcome interaction. In doing so, we were able
to identify the, as yet unexamined, nature of the expectations
of affected users. We also applied a novel explanation from
the service management literature as a “new avenue’ of
exploration in the | S security research repertoire (Warkentin
and Willison 2009).

We also contribute to research on organizational security
policiesin the context of databreaches (Crossler et al. 2013).

Security policies are established by organizations to govern
information system use and the majority of policiesfocus on
password management, data storage procedures, and accep-
table use policies (Crossler et al. 2013; Goode et al. 2015;
Johnston and Warkentin 2010a, 2010b; Smith et al. 2011,
Warkentin et al. 2011; Warkentin et al. 2009; Warkentin and
Willison 2009). Prior research in this area has typically
studied how organizations develop and manage security
policies in order to prevent data breaches. However, our
literature search reveal ed littleresearch on security policiesor
policy management during and immediately after a data
breach. Our study adds to this literature base by illustrating
how researchers can leverage different individual-level theo-
retical perspectives to explain customer reactions and thus
help organizations establish policies for compensating
customers in response to a data breach. While our results
suggest that organizations should match compensation with
customer expectations, the results also highlight the need for
abroader theoretical view when examining security policies,
one that encompasses actions to prevent and respond to a
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breach. Given recent reports of the costs associated with data
breaches, such as at Sony, Adobe, and Target, this seems to
be a critica issue for researchers and managers aike
(Williams 2013).

Our research aso contributes to the literature on service
failure. Although we found much research examining com-
pensation as a recovery mechanism for service failures, few
studies, if any, leveraged longitudinal data collected during
and after areal world servicefailure. Instead, most empirical
field studies collected data during post-service failure and
typically used linear models to explain the effect of compen-
sation on outcomes, such as service quality (see Andreassen
2000; Hesset . 2003). Linear modelsassumesimilar effects
of expectations and experiences on confirmation (see Venka-
tesh and Goyal 2010). Thus, even if the relationship between
component measures and outcomes is curvilinear, linear
models oversimplify the complex relationships among vari-
ables (see Edwards 2002; V enkatesh and Goyal 2010). Given
that adatabreach can beviewed asan el ectronically mediated
servicefailure, our work highlightsthe complexities between
customers' expectations toward compensation in response to
service failures and their actual experiences.

Third, our work hasimplications for research that focuses on
psychological contract breaches(i.e., “ an employee' spercep-
tion regarding the extent to which the organization has failed
to fulfill its promises or obligations,” Zhao et a. 2007, p.
649). Thereisaconsiderable amount of research that studied
the effects of psychological contract breaches on organiza-
tional commitment from an employee perspective (see Zhao
et a. 2007). Sofar, few, if any, studies researched the effect
of psychological contract breachesin acustomer context and
little work hasinvestigated customers’ reactionsin scenarios
where a customer centric service provider hasfailed its obli-
gations. We believe that our work can be used as a spring-
board for theoretically motivated studies that aim to develop
a cumulative research tradition in this research area. For
example, the nature of the dependent variables studied here
variesin terms of customer commitment—or engagement—
with the breached service provider. In adata breach context
(i.e, asituation in which the service provider has failed to
protect customer data), a customer’s repurchase intention
means high commitment to the service provider because it
involves future financial transactions in which the customer
needs to provide financialy sensitive data to the breached
organization after the breach took place. In contrast, as
discussed earlier, a customer’s perception of service quality
and continuance intention involves less engagement. Our
findings suggest that the generalized negativity model works
best in explaining the high commitment outcomes whereas
low commitment outcomes are best explained using the modi-
fied assimilation—contrast model. Future work on psycho-
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logical contract breachesin acustomer context could explore
if our findings also apply to alternative contract violations
(e.g., unpaid debts).

Fourth, our data collection procedure exemplifies how to
empirically investigate data breaches or service failures in
near real-time. Research examining data breaches at the
organizational level has primarily used event studies as a
research methodology. Although event studies are useful for
studying market reactionsto data breaches, this methodology
is less suited for understanding how to best manage data
breacheswhen the breach isongoing or for studying customer
reactions toward service recovery in response to a data
breach. Likewise, post hoc recollections of a priori expecta
tionstendto beinaccurate or influenced by actual experiences
(Venkatesh and Goyal 2010) and might yield inaccurate
resultsif customers are queried after a data breach has been
resolved. Our study demonstrateshow to collect and leverage
longitudinal data at the time of an ongoing data breach. We
started collecting data immediately after we learned about
Sony’ sdata breach, by leveraging a panel data provider (i.e.,
Mechanical Turk) and employing screening questions as
appropriate to identify relevant sample subjects. We recom-
mend preparing theoretically grounded survey instruments
and acquiring necessary institutional approvalsprior to adata
breach. We leveraged both general and specific itemsin our
survey; the genera items were prepared well in advance
whereas the specific items were developed at the time we
initiated the study. Thispreparationwill facilitatethe process
of surveying affected customersimmediately after an ongoing
large-scale data breach is reported in the news (e.g., Sony,
Adobe, Target, eBay). Wealso encourageresearchersinthis
areato obtaininitial customer reactions as early in the breach
cycle as possible in order to further our understanding of the
impacts of breaches on long-term customer-organization
relationships. Again, thiscan be accomplished viathe use of
apanel data provider.

Limitations and Future Directions

Our study has some important limitations that must be
acknowledged. For instance, our initial round of data collec-
tion occurred after Sony had issued an apology for the data
breach. Asnoted earlier, because an apology isinexpensive
to make, it is a common first response for many firms fol-
lowing adata breach announcement. Thus, it would likely be
difficult to preempt or intercept such an announcement prior
to commencing data collection. Yet, it should be noted that
apologies can vary in terms of the depth of disclosure and
sincerity of tone in the apology—and those factors, among
others, may have an effect on expectations and outcomes.
Ideally, future studies would also benefit from extensive



measure validation prior to data collection. In addition, and
related to the aforementioned issue, the design of the quanti-
tative study required us to survey affected customers within
days after the event occurred. At that point of time, despite
monitoring the news, we did not have specific information
regarding the actual nature of Sony’s compensation. There-
fore, our instrument omitted compensation packages offered
by Sony after the breach was fixed (e.g., credit monitoring).

As discussed earlier, we used a panel review to validate our
measures and employed validated measures from prior
literature, so as to respond quickly to unfolding events. Our
research approach depended on self-reported measuresof use,
expectations, and experiences. Notwithstanding the potential
weaknesses of self-reported measures (see Venkatesh et al.
2008), we chose this approach in order to quickly capture
actual sentiment of affected users, thereby addressing a key
weakness in prior security research (Crossler et al. 2013).
Futureresearch could devel op alternative, objectivemeasures
of these constructs including collecting data in the form of
user logs from breached customers. Such studies should also
collect dataregarding alternative compensation types, such as
credit monitoring, or include the respondents’ nationalities
and cultural values. This would be interesting to explore
because nationalities and cultural values could play asignifi-
cant role in affecting the modelstested here. Asan example,
respondents from collectivist cultures might be more focused
on compensation that focuses on benefits to the larger com-
munity, as opposed to individual-specific benefits.

We tested two expectation models, namely a modified
assimilation—contrast model and a generalized negativity
model. Alternative expectation models (see Brown et al.
2014) exist and could be investigated for their suitability to
the data breach context and other dependent variables of
interest. Brown et a. (2014) compared six different models
of expectation including assimilation, contrast, generalized
negativity, assimilation—contrast, experiences only, and
expectationsonly in atechnology use context. Futurestudies
could examine the effectiveness of each of the six modelsin
the context of data breaches, with different dependent vari-
ablesin order to determine the best model for each situation.
Similarly, future research could build upon our findings and
examine different types (e.g., monetary compensation versus
coupons) and levels of compensation (e.g., low, medium, and
high) and how customer expectations vary in light of these
different compensation approaches. Likewise, futureresearch
studying data breaches at the individual level can build upon
our findings and develop tools to quantify the best compen-
sation package that fits customers’ expectations.

Our conclusionsregarding the zone of tolerance related to the
hypothesestesting were post hoc interpretations. The zone of
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toleranceisleveraged in other literature (for adiscussion, see
Kettinger and Lee 2005) much the same as we have used it
here—as a theoretical idea rather than an empiricaly
measured construct. Aninteresting direction for future work
would be to develop and validate measures for numerically
quantifying the perceived zone of tolerance regarding com-
pensation in a data breach context, as well as other contexts
in which expectations are studied. The size of the zone of
tolerance could provide insights into sensitivity to expecta-
tionsin different contexts. It could also provide amechanism
for differentiating between an expectations-only model and an
assimilation—contrast model with awide zone of tolerance.

Thiswork can serveasastarting point for devel oping person-
alized compensation strategies. There are many ways of
segmenting customers, ranging fromtheir personalitiesto how
much they spend buying productsand servicesfrom particul ar
organizations. Effectively designed compensation packages
in data breach or service failure scenarios could lower the
costs associated with compensation packages significantly
and positively affect the outcomes studied here. The impact
of using different customer compensation packages as Sony
did could aso have network effects, especially withtheexplo-
sion of social media. It would be interesting for firms to
better understand how customers spread the word (positive
and negative) related to the management of data security
breaches among their socia networks.

Practical Implications

Given that data breaches are occurring on anincreasing basis
and havethe potential toimpactindividual customersdirectly,
our research at the individual level provides key insights
about customer reactions. Although organizationa-level
studies explain how markets react, customer studies provide
information that can have adirect impact on the bottom line.
Our work provides guidanceto managerswho are most likely
concerned about making “their managerial decisionsaffecting
people on sensible grounds, and even prefer that these be
theoretically respectable grounds’ (Dubin 1976, p. 19). Spe-
cifically, by focusing ontherelationshi p between expectations
and service quality, continuance intention, and repurchase
intention, the current work helps practitioners in devel oping
appropriate strategies depending on the outcome that they
seek to maximize.

For managers concerned with determining the efficacy of
compensation as a recovery action for a data breach, our
results provide threemajor findings. First, companiesaiming
to use compensation as response to a data breach will wel-
comethefact that, aslong as the offered compensation meets
customers' expectations (i.e., stays within the zone of toler-
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ance), the compensation will have a positive effect on per-
ceived service quality, continuance intention, and repurchase
intention. Second, our findings provide evidence that over-
compensation does not pay off and although managers might
consider a very high compensation level as an appropriate
responseto databreaches, inflated |evel sof compensation can
have a negative effect on important outcomes. Thus,
managers need to carefully consider the rel ationship between
the compensation amount and the breach severity because
meeting customers’ expectations, while not excessively
exceeding them, is critical. Third, we found that any large
disconfirmation of expectations has a negative effect on
repurchaseintentions. Thesefindingsare particularly impor-
tant for various organizations, such as financia institutions,
onlineretailers and online auctionsthat rely on the collection
of significant amounts of customer data. If confronted with
a data breach, it is important for managers in these organi-
zationsto understand that compensation needsto align, almost
perfectly, with customers' expectations in order to retain
customers for future transactions.

For managers looking to apply our model practicaly, a
critical first step is to measure customers' a priori expec-
tations regarding compensation in response to a data breach.
Although data breaches are unexpected and undesired events
for organizations, one course of action that data security
managers can takeisto survey selected customers before any
threat of abreach to understand what they would expect asa
satisfactory resolution to adata breach. To do this, scenario-
based quasi experiments could be conducted in which
customers are presented with hypothetical data breach
scenariosin order to solicit their expectationstoward compen-
sation related to a given scenario. Proactive actions to
estimate customer expectations could also include specific
informati on regarding the compensation managersarewilling
to providein response to adata breach. Thiswould allow the
organization to accurately associate compensation with
changes in the outcome variables of interest. Such ap-
proaches are commonly used in marketing studiesthat aim to
discover customer reactions toward new products (see Gel-
brich 2010). With thisinformation, an organization should be
able to mount an effective response in the event of a breach.

Conclusions I

Thiswork integrated research on data breaches, service fail-
ure, and expectationsto examine customer responsesto adata
breach recovery action, namely compensation. Expectations
and experiences associated with compensation as a service
recovery were examined as antecedents to perceptions of
service quality, continuance intention, and repurchase inten-
tion. We proposed amodified assimilation—contrast model to
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explain service quality and continuance intention, and a
generalized negativity model to explain repurchaseintention.
We examined the phenomenon longitudinally, beginning
when customers were first made aware of a breach and con-
cluding after reparations were made in the context of Sony’s
PlayStation Network breach. The results supported the pro-
posed models. This work provides key insights into the
effects of compensation, consequent to a data breach, on
customer outcomes.
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Appendix A

Data Breach Literature I

To gather articles, we searched three literature databases of Scopus, ABI/Inform, and Google Scholar. Welooked for all articles
that contained various keywords, such as* databreach,” “ security breach,” “ privacy breach,” and “information breach.” Wethen
narrowed our focus to include scholarly articles, excluding articles in the popular and practitioner media. Most of the articles
identified in this step were conceptual. From this group, we collected all empirical studies of data breaches published in IS
journals over the last 10 years, shown in Table Al. We adapted level of analysis categorizations from Smith et al. (2011) and
Belanger and Crossler (2011). For each study, we also recorded the timing of the study to reflect the rel ationship between when
the phenomenon occurred and when the study was conducted.
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Table A1l.

Empirical Studies of Data Breaches in Prior IS Literature

Level of Analysis

Reference Artifact Individual Organization Social Method Data Timing Findings

Evans and Organizations may not

. 700,000 IP ) classify breaches

Furnell X Experiment Scenario . .

(2000) address polls consistently, especially for
online systems.

22 published Data breaches have a

Garg et al. .

(2003) X Event Study breach After negative effect on the

announcements breached firm'’s share price.
Negative effect on market
value from breach
43 data breach announcements, but only if
Campbell et ) .
al. (2003) X Event Study announcements in After the breach involves
' news media confidential data. Market
consequences depend on
type of data breached.
Complex policies make it
. . difficult for end-users to

Anton et al. Publicly available )

X Case Study After understand data risks. Use

(2004) reports .
templates to improve
compliance.

Breach announcements
66 published data have negative effects on
Cavusoglu et )
al. (2004) X Event Study breach After breached firm market value.
' announcements Industry competitors are
also negatively affected.
Breached firms suffer

Ko and 19 publicly ) .
reduced financial

Durantes X Event Study announced data After )
performance in the

(2006) breaches )
following year.

Contrasts the value of

Butcher- Unnamed IT L .

) training and technical

Powell X Case Study hardware Scenario - )
remedies in preventing

(2006) manufacturer .
security breaches.

More incidents reported in

2005-2006 than in the 25

Erickson and ears prior. Almost half of
Archival 589 published data Y P

Howard X ) . After breaches are due to

analysis breach incidents -

(2007) external malicious attack. A
quarter of breaches had no
identifiable cause.

72 published data Abnormal negative returns

Kannan et al. .

(2007) X Event Study breach After for the dotcom period, but

announcements not necessarily afterwards.
Recommend firms have a
plan to deal with breaches,

Otto et al. Public sources and including interacting with

X Case Study ) After s

(2007) published reports affected users. Maintain
good governance and audit
mechanisms.

Negative market reactions
147 accrue to the vendor after a
Telang and announcements in breach announcement.
X Event Study After
Wattal (2007) newspapers and The market reacts
CERT reports differently to different types
of breaches.
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Table A1l. Empirical Studies of Data Breaches in Prior IS Literature (Continued)

Level of Analysis

Reference Artifact Individual Organization Social Method Data Timing Findings
Searches of P2P
) . Sensitive data can be
file sharing .
. . inadvertently shared by
. networks to identify
Johnson Archival . employees as well as
X . sensitive After T
(2008) analysis customers. Brand visibility
documents from . - . .
is positively associated with
Forbes top 30 . .
disclosure likelihood.
banks
Documentation
) . Proposes a breach
Patel et al. X Case Stud from University of Scenario vulnerability method usin
(2008) Y Louisville SCADA ey 9
. . vulnerability trees.
implementation
Personal relationshi
. 62 published cases . ) P
Shropshire ) . strains and hardship are
X Archival of internal After . ) .
(2009) associated with propensity
breaches
to breach data.
Breach severity perceptions
Herath and X Surve 312 employees Scenario affect polic imy IZmeanation
Rao (2009) Y from 78 firms policy imp
and compliance.
Data breaches result in
negative abnormal market
69 breach g .
value losses. Different
announcements )
Ko et al. X Event Stud and matched After breaches have different
(2009) Y effects: breaches of
sample of non- ) L
) confidentiality have long
breached firms .
term effects, while breaches
of integrity do not.
Ethical perspectives may
improve development of
Culnan and . ) P p .

- Publicly available data breach policy. Prior
Williams X Case Study After .
(2009) documents research has not examined

the personal harm caused
by data breaches.
168 breach Breach announcements
Goel and . .
announcements in have a negative effect on
Shawky X Event Study After ) .
(2009) newspapers and firm market value in
public sources subsequent days.
42 announcements ’
. ) Investors view breaches
in major ) .
Andoh- negatively, but may view
. newspapers and .
Baidoo et al. Event Study media outlets After different types of breaches
2010 ’ as having varying levels of
( ) Stock data from . g vaming
severity.
NYSE.
Two years of Optimal security investment
breach depends on service cost
Lee etal. X Econometric announcements After and incident likelihood.
(2011) Model from Open Security Model provides investment
Foundation levels for desired levels of
(dataloss.org) protection.
. Device theft and exposed
. Five years of .
Garrison and ) data are more likely to
. published data
Ncube X Archival breach After occur, but number of
(2011) breached records is not
announcements.
related to type of breach.
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Table Al.

Empirical Studies of Data Breaches in Prior IS Literature (Continued)

Level of Analysis
Reference Artifact Individual Organization Social Method Data Timing Findings
306 breach
Market losses vary between
announcements breach types, suggestin
Morse et al. from Open ch pes, sugg g
X Event Study ) After that investors pay attention
(2011) Security .
. to the type and duration of
Foundation
the breach.
(dataloss.org)
Breaches have a negative
effect on market valuations.
Gordon et al. Published breach However, different breaches
X Event Study After . )
(2011) announcements have different effects, with
the greatest negative effect
for availability breaches.
Negative effect on market
valuation for breached
123 published data firms, but stronger with pure
Yayla and Hu )
(2011) X Event Study breach events from | After e-commerce firms. More
news outlets recent breaches appear to
have a stronger negative
effect than earlier events.
Legislation and recording of
2,219 data breach g R g
) breaches would improve
Collins et al. ) announcements
X Archival ) . After breach management and
(2011) from Privacy Rights -
. research. Breach likelihood
Clearinghouse . )
varies between firm types.
Breached firms see
reduced market value.
. 142 breach events -
Goldstein et i R However, availability events
X Event Study in news media After .
al. (2011) result in greater losses than
sources ) )
system integrity
announcements.
Managers may have
Rhee et al. 204 MIS ) optimistically biased
X Survey . Scenario .
(2012) executives perceptions of breach and
security risks.
Data breach
119 breach .
announcements negatively
announcements
Zafar et al. affect the market value of
X Event Study and 867 non- After ) .
(2012) the breached firm, and its
breached . .
. competitors in the same
competitors. .
industry.
IT consulting and
Chen et al. 83 breach event technology firms suffer
X Event Study After .
(2012) announcements negative returns after a
breach announcement.
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Appendix B

Service Recovery Literature I

To gather articles, we searched three literature databases of Scopus, ABI/Inform, and Google Scholar. Welooked for all that contained service
outcome keywords, such as “service recovery” and “servicefailure,” and recovery action keywords, such as “apology” and “compensation.”
We then narrowed our focus to include scholarly articles, excluding articles in the popular and practitioner media. From this group, we
collected all empirical studies of service recovery published over the last 10 years. Thelist of target journalsis shown in Table B1 and the
articles are shown in Table B2.

Table B1. List of Journals Included in Background Literature Search

Marketing

Management

Information Systems

Journal of Consumer Research

Journal of Marketing

Journal of Marketing Research

Journal of Retailing

Journal of the Academy of Marketing
Science

Marketing Science

Academy of Management Journal

Academy of Management Review

Administrative Science Quarterly

Decision Sciences

Journal of Business

Journal of Business Venturing

Journal of Management

Journal of Management Studies

Journal of Operations Management

Journal of Organizational Behavior

Journal of Product Innovation
Management

Leadership Quarterly

Management Science

Operations Research

Organization Science

Organization Studies

Strategic Management Journal

Decision Support Systems

European Journal of Information
Systems

Information & Management

Information Systems Journal

Information Systems Research

Journal of Information Technology

Journal of Management Information
Systems

Journal of the Association of
Information Systems

MIS Quarterly
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Table B2. Literature Review of Service Failure
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Unit of Theory Compen- | Dependent
Reference [ Analysis Frame Apology | sation Variables Method Data Timing Findings
Positive relationship between
) recovery effort (apology and
. ' ) Online panel d . (ap gy .
Racial Satisfaction, uasi compensation) and satisfaction,
Baker et al. - discrimination, repurchase g . 1,314 members . repurchase intention, and word
Individual ) X X . ) experimental Scenario
(2008) emotion- intention, ) of panel of mouth. Black customers may|
) survey using ) ) A
theoretic lens word of mouth scenario perceive service failure to be
more severe and require
greater compensation.
52 interviews, Conflict style moderates the

Beverland et L Grounded . . . y )

Individual X variety of Scenario relationship between failure and

al. (2010) theory A .

occupations recovery effectiveness.
Exit . .
. Comparisons to other social
complaint, .
. 100 groups and compensation
. Negative word . L
s Social undergraduate |Scenario offers are not additive in
Bonifield and - . of Mouth Two 2 x 2 . .
Individual [comparison X . ) students, 207  |(video recovery. However, social

Cole (2008) (NWOM), third |experiments ) :

theory art undergraduate |vignettes) |comparison works when
party : students compensation is low or non-
complaint )
. existent.
propensity
Customer evaluations are
affected by compensation

Bradley and Attribution 461 residents received and the explanation of

S arksy(2012) Individual [theory, justice X X Satisfaction Experiment of a particular  |Scenario the source or reason for the

P theory region failure. Empathy and apology
performed better than just an
explanation.

Study examines double
Attribution deviation (both the initial
theory, justice Choice of 165 regional service failure and a failed

Casado et al. - . . .

(2011) Individual |theory, X customer Logit model bank branch Scenario service recovery). Apology and
appraisal response customers compensation positively affect
theory customer’s choice of response

and emotional reaction.
Customer . Customers perceive compen-
T Conjoint and )
Chang and - Attribution preference for 201 Internet . sation and apology as among
Individual . X X cluster Scenario L )
Wang (2012) theoretic lens recovery analysis users the most critical attributes of
channel 4 effective service recovery.
. - Compensation mediates both

Chebat and Justice theory, Actual loyalty |CATI phone [186 bank Critical ositirzle and negative emotions

Slusarczyk Individual |affect control X exit yaty survep complainants incident E imorovin 'uStice

(2005) theory Y P recall Y Imp ) 9

perceptions.
Pre-failure, |Emotional displays from staff,
. . . . |260 students as |post- coupled with compensatin
Du et al. . Emotional Emotional Experiment in pA ‘p . P 9
Individual ) X : . restaurant failure, actions, improve recovery
(2011) contagion contagion lab setting o .
patrons post- efforts by ameliorating negative
recovery emotions in customers.
. . 311 under-
Negative word |Quasi raduate When customers feel helpless,
) Appraisal of mouth, experimental 9 explanations mitigate negative

Gelbrich . . ) students, 525 . )

(2010) Individual |theory and X complaining, |survey with hotel quests Scenario reactions, e.g., anger, even
Justice theory support scenario, and 49 when no compensation is

) ) recruited by )
seeking a field survey provided.
students
The positive relation between
Gelbrich and Satisfaction, ) ) compensation and satisfaction
. . Literature 87 service .
Roschk Individual [Justice theory X loyalty, word ) . . and word of mouth is moder-
meta-analysis [failure studies .
(2011b) of mouth ated by industry and type of

customer.
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Table B2. Literature Review of Service Failure (Continued)

Unit of Theory Compen- | Dependent
Reference [ Analysis Frame Apology | sation Variables Method Data Timing Findings
Overcompensation (refund
) Weber- reater than purchase price
Gelbrich and . . 9 .p price)
Concep- |Fechner law . . Literature 17 service has a lower incremental effect
Roschk X Satisfaction ) . . . . )
(2011b) tual and prospect meta-analysis |[failure studies on satisfaction than simple
theory compensation (refund equal to
purchase price).
Archival L L
analysis of Loyalty card Compensation is not useful if it
Goudarzi et - Post-failure 4 4 Pre- and is not offered quickly. Tardy
Individual X ) customer purchase ) o
al. (2012) expenditure post-failure |compensation is counter-
purchase events .
productive and costly.
patterns
Compensation and apology
reduce desire for revenge.
. Four stage ) . . .
Desire for . High relationship quality
. . survey and 172 website .
Gregoire et al. . Complaint revenge, ) ) customers are content with an
(2009) Individual ropensity X X desire for scenario- users, 113 Scenario apology and mild compensa:
prop . based students .p 9y h P
avoidance ) tion. Low quality customers are
experiment
more prone to revenge and
need greater compensation.
Appraisal Desire for revenge was
theory and Direct 233 website negatively affected by
Gregoire et al. . interactional, revenge, users, 103 . procedural and interactional
Individual | . . X . Two surveys X . Post-failure |, . . .
(2010) distributive indirect university fairness. Failure severity
and proce- revenge students affects anger, revenge and
dural fairness negative word of mouth.
Three experi- When the firm is seen as
) Undergraduate . .
ments using responsible for the failure,
T . and graduate .
Grewal et al. - Attribution Repurchase |scenario- . compensation affects repur-
Individual X . L. students (n = Scenario ) ) .
(2008) theory Intentions based critical 251 n=116.n chase intention. Otherwise,
incident tech- |~ 2i8) T customers are satisfied with an
nique (CIT) explanation.
Scenario- The positive effect of
) A ) Satisfaction, |based experi- compensation on satisfaction
Harris et al. - Disconfirma- L . . . Lo
(2006) Individual tion X post-purchase |ment in airline |162 participants [Scenario and post-purchase intention is
intentions and banking stronger in offline than online
industries contexts.
Controllability attribution leads
. customers to expect compensa-
Retrospective ) L
) tion to recover from dissatis-
L experiences |352 shoppers . L I
- Attribution ) ) » . ) faction. Stability attribution and
Huang (2008) [Individual X Satisfaction (critical at a Taiwanese |Scenario ) .
theory S R failure severity had no effect on
incident shopping mall .
A recovery expectations but
technique) )
negatively related to
satisfaction.
Contrasts utilitarian (price
reduction) and hedonic (free
. . Between . .
- Satisfaction, ) . . gift) compensation. Customers
Huang and - Utility subjects 2 x 2 |145 university . . .
R Individual . X repurchase i Scenario prefer to receive compensation
Lin (2011) expectation . ) experimental |students
intention ) that matches the affected
design L .
service (i.e., hedonic compen-
sation for hedonic service).
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Table B2. Literature Review of Service Failure (Continued)

Unit of Theory Compen- | Dependent
Reference | Analysis Frame Apology | sation Variables Method Data Timing Findings
Not all groups see compensa-
Justice . . tion in the same way. Compen-
Culture theory ) University . Y - P
. L ) perceptions, sation has stronger positive
Hui and Au Individual (individualism X X ost Experiment students: n = Scenario effect on justice perceptions
(2001) and post- P 175 (China), n Justice perceptior
collectivism) complaint - 160 (Canada) and post-complaint behaviors
behaviors - for Canadian than Chinese
customers.
Contrasts immediate and
delayed compensation. Per-
ceived severity of failure
. ) moderates effect of compensa-
; Satisfaction, ) . ) ) ;
Kim and - . 292 university . tion on satisfaction and repur-
Individual X repurchase Experiment Scenario ) )
Uldago (2012) . ) students chase intention. In severe
intention h ; )
failure, immediate compensa-
tion has stronger positive effect
on satisfaction and repurchase
intention.
Overcompensation reduced
. ost-recovery complaint
Complaint P Y " b N
. ) tendency among “loose’
intention,
. (tolerant) customers but not
fairness A ) )
ercentions Two quasi- Underaraduate “tight” (intolerant) customers.
Li et al. (2012) |Individual |Culture theory X X P p " |experimental Y Scenario Either compensation or apology
perceived ) students (n = ) ) . .
S studies may improve dissatisfaction and
attainability of 95, n = 36) . )
complaint intention for loose
overcompens )
) customers, tight customers
ation
preferred apology over
compensation.
568 surveys .
Apolo ositively affects
collected by 45 p‘ gy‘p Y
satisfaction and repurchase
. . . graduate . . . o
Satisfaction, |Field study, students. 395 intention by improving justice
Liao (2007) Individual [Justice theory X repurchase laboratory survevs ' Scenario perceptions. Failure severity
intention experiment Y and frequency reduce effec-
collected by 32 )
tiveness of recovery
graduate
procedures.
students
Compensation expressed in
dollar terms is perceived as fair
. ) for a high price product.
Satisfaction, 9 p. P ’
trust. word of 2 x 2 between Compensation expressed in
Lee and Lee - Equity ) subjects 273 university . percentage terms is perceived
Individual ) X mouth, . Scenario . )
(2012) theoretic lens factorial students as more fair for a low price
repurchase )
. ) design product. Customers who are
intention . ; L
satisfied with recovery exhibit
higher trust, word of mouth and
repurchase intention.
3 x 2 between
. - subjects Compensation has better
Equity Tipping ! . 188 . - P
) ) experiment. Scenario  |justice outcomes than no
) - theoretic lens, behavior, . undergraduate A )
Mattila (2006) [Individual N X ] Participants (restaurant |compensation. Offering an
attribution fairness A A college A )
) viewed six vignette) explanation can also reduce
theory perception A students ) L
videos of incorrect attribution.
service failure.
Trust, attitude Scenario Anology can ameliorate
. to service 143 (hypothe- P gy .
) - Trust-theoretic - . ; negative effects of public
Mattila (2009) [Individual X X provision, Experiment undergraduate |tical news- . .
lens ) relations disasters, for both
behavioral students paper . ;
. ) ) intentional and external causes.
intention article)
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Table B2. Literature Review of Service Failure (Continued)

Unit of Theory Compen- | Dependent
Reference | Analysis Frame Apology | sation Variables Method Data Timing Findings
Between -
) Females are more satisfied
Emotion subjects 195 attendees than males with compensation
Mattila (2010) [Individual . X Satisfaction quasi- ata US arts Scenario P
centric lens . ) when they can choose between
experimental |festival . .
) compensation alternatives.
design
Compensation and apology
ositively affect perceptions of
) 2 x 2 between P ; Y A _p p
Mattila and subiects 280 fairness, which is positively
Cranage Individual [Equity theory X X Satisfaction ox Jerimental undergraduate |Scenario related to satisfaction. Com-
(2005) dezi n students bined apology and compensa-
9 tion improves interactional
fairness.
Perceived Quasi Undergraduate Compensation, perceived effort
Mattila and Attribution effort, experimental students, n = and explanation positively
Patterson Individual [theory and X satisfaction, su'rjve with 150 American, |Scenario affected post-recovery satisfac-
(2004) culture problem scena):io n =139 Thai, n tion. Response varied between
handling =132 Malay cultures.
Recovery Two survey Service repair used to
. satisfaction, studies, with compensate customers to
Perceived, ] - -
N firm one post- Bank ’ return them to original position.
Maxham and distributive ) ) ) Post-failure ) ]
. satisfaction, failure and customers (n = Justice perceptions were
Netemeyer Individual |and X and post- " ) .
word of mouth |two post- 692 and n = positively related to satisfaction.
(2002) procedural . ) recovery o
iustice intention, recovery 339) Procedural justice was
! purchase rounds in positively related to purchase
intention each. intentions in both studies.
Membership of a loyalty
program has no effect when
both focal and referent
customers receive equal
. 2 x 2 between compensation. When the
Morrison and ) ) ) . .
. . . ) subjects quasi |808 university . referent customer received
Huppertz Individual [Justice theory X Satisfaction . Scenario )
(2010) experimental |students greater compensation,
survey design respondents were very
dissatisfied with the outcome.
They were less dissatisfied if
the referent customer was a
loyalty program member.
. Participants Cash-based overcompensation
Fairness . ; ) .
Equit ercentions Laborator recruited at two yielded higher perceptions of
Noone (2012) [Individual quity . X P p ' . Y hotels (n =81, |Scenario fairness than full compensation
theoretic lens negative word |experiment I
n =85) and an or credit-based
of mouth A )
airport (n = 85) overcompensation.
. 50 research
Intentions to o .
. papers about Distributive, Interactional and
Orsingher et - . return, word of A ) ) ) - -
Individual |Justice theory X Meta-analysis [satisfaction with procedural justice positively
al. (2010) mouth and A ) )
. . complaint affect satisfaction.
satisfaction A
handling
346 Service .
o ) Complaint rates and compen-
N Qualitative experience . -
Distributive, A A ) sation effects on justice percep-
analysis using |narratives of ) A . .
) procedural, A A Post-failure |tions vary between industries.
Park et al. Organiza- ) textual coding |family travelers . .
] Justice theory X X and - . and post-  |Justice perceptions vary
(2008) tion . . and Critical from online . . .
interactional _ _ recovery between industries, possibly
. Incident public customer . . .
justice ) A because different industries
Technique complaint - .
A exhibit different failure types.
websites
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Table B2. Literature Review of Service Failure (Continued)

Unit of Theory Compen- | Dependent
Reference [ Analysis Frame Apology | sation Variables Method Data Timing Findings
Undergraduate Eastern and Western culture
Post-recovery students in types may affect service
Patterson et . Justice theory, satisfaction, . Thailand (n = . recovery response. Higher
Individual y X X ) Experiment ( Scenario y P S 9
al. (2006) culture theory fairness 246) and perceptions of justice are
perceptions Australia (n = positively related to post-
241) recovery satisfaction.
Perceptions of recovery are
Prasongsukar Post-recovery 1.098 under likely affected by the timing of
n and - Justice theory, satisfaction, . ’ ) recovery actions. Providing
Individual X ) Experiment graduate Scenario ) :
Patterson culture theory fairness students information about recovery
(2012) perceptions mechanisms affects satisfaction
with compensation.
. . . Customer involvement
Justice theory ) ) Four University )
Satisfaction, . improves recovery for severe
Roggeveen et L and expecta- experiments  |students n = ) ) ; )
Individual | . . ) X Repurchase . ) Scenario failures. Compensation assists
al. (2011) tion disconfir- ) with failure 79,n=111,n=
. Intention R for severe, but not non-severe
mation scenarios 87,n =168 .
failures.
Higher satisfaction with services|
2x2x2x2 9 : .
between when a partial refund was given
Sparks and . ) ) 420 members . if the provider was seen to be
Satisfaction, |subject A Scenario ) .
McColl- - . . of business and following policy. For token
Individual [Justice theory X future experimental ) (hotel ) }
Kennedy . ) ) . community ) (minor) compensation, respon-
intentions design using setting) ) ]
(2001) ) groups dents showed higher satisfac-
video o )
) tion if they felt the provider was
vignettes )
doing them a favor.
Satisfaction,
repurchase
_— intention, 2x2x%x2
Attribution " ! . ! !
Vazquez- theor positive and between- 432 customers |Scenario Financial compensation and
Casielles et Individual emoti)gn X negative word |subjects at a Spanish (travel social comparison are positively
al. (2012) ) of mouth, third |experimental |airport setting) related to behavioral intentions.
theoretic lens )
party design
complaint
propensity
Repeat . .
ur?:hase Non-complainers are less likely
ipntentions Survey using to repurchase than customers
Voorhees et - . o critical 530 university ) who (a) complain and receive
Individual |Equity theory X negative o Scenario . .
al. (2006) incident students satisfactory recoveries or (b) do
affect, regret, A . .
. technique not complain but receive
negative word recover
of mouth Y
Different cultures perceive
Post-failure Between- failure explanations in different
Culture ) ) ) 286 . -
Wang and . - satisfaction, subjects . ways. Taiwanese participants
A Individual |theory, justice X . undergraduate |Scenario .
Mattila (2011) loyalty experimental saw apology as more just.
theory . : ) students ) .
intentions design Fairness was positively related
to satisfaction and intention.
. Compensation and apolol
Negative word b P ) 9y
affect post-recovery satisfac-
of mouth 2x2x2 tion. Compensation alone does
) Equity theory, (NWOM), between- ) . P ) ) ]
Wirtz and . L ) 187 working . not improve satisfaction with a
) Individual |attribution X X repatronage  |subject Scenario
Mattila (2004) . ) . adults poor recovery process. Post-
theory intention, factorial . A
. recovery satisfaction fully
post-recovery |experiment i )
. . mediated service recovery and
satisfaction

behavioral intentions.
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Table B2. Literature Review of Service Failure (Continued)

Unit of Theory Compen- | Dependent
Reference [ Analysis Frame Apology | sation Variables Method Data Timing Findings
Five studies:
observation, Customers were more oppor-
interviews and |500 claim tunistic for low or unfair com-
Perceived three experi- |documents, 17 pensation, low employee
’ fairness, ments (lost interviews, n = |Scenario, |concern and inconvenience.

Wirtz et al. . . . .

(2010) Individual [Justice theory X opportunistic |baggage 360 students, n |post- Greater opportunism for one
claiming, scenario, =261 recovery time rather than continuing
satisfaction catering employees, n = relationships. Opportunistic

scenario, 82 employees claimants were not more
catering satisfied.
scenario).
Three university Compensatlpn improves
repurchase intention and word
3x2 student sam- .
Repurchase of mouth in the US sample, but
. . ) between- ples: USA (n= . .
Wong (2004) |Individual |Culture theory X X intentions, ) ) Scenario not the Singaporean or Austra-
subjects 253), Australia . .
word of mouth 3 ) lian groups. Apology improves
design (n =192), Sing- . N
satisfaction in Singaporean and
apore (n = 71) .
Australian but not US group.
Satisfaction, |2x2x2 - Compensation apd rapport
) Scenarios |were most effective when
repatronage |independent |Undergraduate . ) .
Worsfold - . . ) (DVD hire |losses were non-financial or
Individual |Justice theory X intentions, groups students (n = . .

(2007) ) ) store, failure was negligible. Proac-
and complaint |factorial 180, n =179) ) L
. ) ) restaurant) |[tive rapport-building may offset
intentions design : .

failure perceptions.

Note: Unit of analysis was classified as conceptual, artifact, individual, organization, or social.
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Appendix C

Constructs and Survey Items I

Table C1 lists the survey items used in the study.*

Table C1. Relevant Constructs and Survey Items for Round 1 and Round 2

Items Used in Round 1

A month of free network membership for all customers is obvious if the console network is breached.
| expect that Sony gives customers free downloadable content if the network is breached.
| expect to get a new console if the console network gets hacked.

Expected
Compensation

Items Used in Round 2

Experienced A month of free network membership for all customers was obvious when the console network was breached.
Compensation As expected, Sony gave customers free downloadable content when the network was breached.
As expected, | got a new console when the console network got hacked.

Items for Outcome and Control Variables (Identical in both data collection rounds)

Sony’s customer services are of high quality.

Service Quality Sony’s customer services are always functional.

The performance of Sony’s customer services is very reliable.

The customer service of Sony is not good quality. *

| intend to continue playing online games on the console network.

| want to continue playing online games on the console network rather than discontinue.

| predict | will continue playing online games on the console network.

| plan to continue playing online games on the console network.

I intend to continue purchasing products from Sony.

Repurchase Intention All things considered, | will purchase products from Sony over the next 12 months.
Chances are high that | will continue purchasing products from Sony.

| don't intend to repurchase products from Sony in future.*

| find playing online games on the console network enjoyable.

The actual process of playing online games on the console network is pleasant.

I have fun playing online games on the console network.

| find it unenjoyable playing online games on the console network.*

When | play online games on the console network, | always try to reach a high score.

| play online games on the console network as it allows me to compete with other players.
| want to gain achievements games when playing online games on the console network.

| play online games on the console network to get higher in the rankings.

Playing online games on the console network has become automatic to me.

Playing online games on the console network is natural to me.

| play online games on the console network as a matter of habit.

| do not play online games on the console network habitually. *

Continuance Intention

Intrinsic Motivation

Extrinsic Motivation

Habit

All items were measured using a seven-point Likert scale (1 = strongly disagree...7 = strongly agree).
*reverse-coded items

Reference

Petter, S., Straub, D., and Rai, A. 2007. “Specifying Formative Constructs in Information Systems Research,” MIS Quarterly (31:4), pp.
623-656.

LAl constructs are conceptualized as reflective even though it is clear that “Expected Compensation” and “Experienced Compensation” are formative.
Fortunately, according to Petter et a. (2007), thereislikely not a Type| or Type Il problem when exogenous variables such as these are mis-specified.
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Appendix D

Tests for Sample Selection Bias I

All survey research involves the possibility of sample selection bias. This sample selection bias can occur when one group contributes more
than others because they feel particularly passionate about the phenomenon under study. Ordinarily, this sample biasisdifficult to gauge and
only approximations can be made (Wagner 2012). However, the two-stage survey method applied in this research alows us to assess the
differences between those who responded in round 1 but did not respond in round 2.

We adapted a technique from Whitehead et al. (1993) and Dubin and Rivers (1989), and used a binary logistic regression to compare
demographic indicators of round 1 respondents against round 2 respondents. Thistechnique allowsfor contingent dependencies between both
roundsand isrobust to shared or dependent error termsbetween rounds. The dependent variablewas set equal to 1if they participated in round
1 only, and to 2 if they participated in both rounds. We included purchase date, income, weekly use, and gender as independent variables.
Table D1 shows the results of thistesting.

Table D1. Binary Logistic Regression Test of Sample Select Bias

B S.E. Wald Sig. Exp(B)

Purchase Date .126 .088 2.034 154 1.134
Income .055 .039 2.012 .156 1.057
Weekly Use -.068 .054 1.578 .209 .934
Gender -.159 .217 .536 464 .853
Constant -253.273 177.052 2.046 .153 .000
Cox & Snell R? .013

Nagelkerke R? .019

Table D1 showsthat no variableswere significant predictors of participation inthe second round of the survey. Wald statisticsfor all variables
were not significant, which suggests that they have low or no explanatory power (Agresti 1990). Both the Cox & Snell R? and Nagelkerke R?
were low, indicating low model explanatory power.

Wealso ran anon-parametric Mann-Whitney U test on the samevariables. Theadvantage of anon-parametrictestisthat itisrobust tovariable
skewness and kurtosis. We obtained similar results from these non-parametric tests.
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Appendix E

Respondent Demographics I

Table E1. Respondent Demographics for Study 1

Study 1
Round 1 Round 2
Demographic Category n % n %
Men 369 66.25 91 63.19
Gender Women 184 33.03 53 36.81
No response 4 0.72 0 0
Less than US $12,500 115 20.65 23 15.97
US $12,500 - US $24,999 86 15.44 24 16.67
US $25,000 - US $37,499 113 20.29 30 20.83
US $37,500 - US $49,999 65 11.67 20 13.89
US $50,000 - US $62,499 60 10.77 14 9.72
Annual Salary
US $62,500 - US $74,999 30 5.39 8 5.56
US $75,000 - US $87,499 25 4.49 7 4.86
US $87,500 - US $99,999 18 3.23 7 4.86
US $100,000 or more 19 3.41 6 4.17
Prefer not to say 26 4.67 5 3.47
Less than 20 51 9.16 6 4.17
20-25 209 37.52 45 31.25
26-30 141 25.31 42 29.17
31-35 79 14.18 22 15.28
Age (years)
36-40 36 6.46 10 6.94
41-50 31 5.57 15 10.42
Older than 50 7 1.26 4 2.78
No response 3 0.54 0 0.00
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